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Abst ract

RFC 7606 partially revises the error handling for BGP UPDATE
messages. It reduces the cases of BGP session reset by defining and
using less inpactful error handling approaches, such as attribute

di scard and treat-as-w thdraw when applicable. The treat-as-w thdraw
approach requires that the entire NLRI field of the MP_REACH NLRI
attribute be successfully parsed. This typically neans parsing
errors in MP_REACH NLRI cannot be handl ed by any nmeans short of
session reset. This is exacerbated by the use of non-key data within
NLRI, which introduces parsing conplexity and additional error cases.

This specification defines a non-transitive BGP attribute, the
"Treat-As-Wthdraw Attribute", to encode NLRIs as per the fornmat of
MP_UNREACH NLRI. This attribute is used to allow the treat-as-

wi t hdraw error-handling approach to be used in case an error in the
MP_UNREACH NLRI attribute prevents the parsing of its NLRIs.

Thi s docunent updates RFC 7606 by mandating that the Treat-As-
Wthdraw Attribute appear before the MP_REACH NLRI (or any ot her)
attribute in an UPDATE nessage.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 April 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

According to the base BGP specification [RFC4271], a BGP speaker that
recei ves an UPDATE nessage containing a malforned attribute is
required to reset the session over which the offending attribute was
received. This behavior is undesirable because a session reset

i npacts not only routes with the offending attribute but al so other
val id routes exchanged over the session
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[ RFC7606] revises BGP error handling, with the goal of minimzing the
i mpact on routing of a malformed UPDATE nmessage, whil e maintaining
protocol correctness to the extent possible. For nost BGP
attributes, a nmalformed attribute may be handl ed using attribute
discard or treat-as-withdraw. Both approaches preserve the routing
of all the NLRIs not advertised in the affected BGP UPDATE nessage.
However, as indicated in Section 3 of [RFC7606], treat-as-wthdraw
can only be used if the entire NLRI field of the MP_REACH NLRI
attribute is successfully parsed. This typically nmeans parsing
errors in MP_REACH NLRI cannot be handl ed by any neans short of
session reset.

[ RFC4760] allows the Border Gateway Protocol (BGP) to advertise
general routing information in the Network Layer Reachability
Information (NLRI) field of the UPDATE nessage. Sone specifications,
such as [RFC8277], [I-D.ietf-idr-bgp-car], and [I-D.ietf-idr-bgp-ct]
carry both a key field and a non-key field in the NLRI. The key
field is typically the real NLRI. The non-key field carries extra
data that is NLRI-specific and hence not |ocated in the BGP path
attributes for packing optim zation purposes. For example, [RFC3277]
carries the Prefix in the key field and one |abel (stack) in the non-
key field. As another exanple, [I-D.ietf-idr-bgp-car] defines a BGP
CAR SAFI explicitly carrying Key Fields and Non-Key Fields as a |ist
of TLVs. 1|In case of a BG withdraw, the key is indicated in the
MP_UNREACH NLRI attribute to withdraw the unfeasible routes, while
the non-key data is typically not encoded.

Thi s specification defines a new BGP non-transitive attribute, the
"Treat-As-Wthdraw Attribute", to carry the NLRI's using the sinple
and existing format of MP_UNREACH NLRI. This attribute is used to
all ow the treat-as-wi thdraw error-handling approach to be used when
there is an error in the MP_UNREACH NLRI attribute that prevents the
parsing of its NLRIs.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Treat-As-Wthdraw Attribute
The Treat-As-Wthdraw attribute is an optional, non-transitive BGP
path attribute with type code TBD1. The format of the Treat-As-

Wthdraw attribute is the sanme as the format of the MP_UNREACH NLRI
as defined in Section 4 of [RFC4760].
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3.

Sendi ng the Treat-As-Wthdraw Attribute

The Treat-As-Wthdraw attribute may be sent in any BGP UPDATE nessage
carrying the MP_REACH NLRI attribute. It MJST NOT be sent in an
UPDATE nessage not carrying the MP_REACH NLRI attribute. To
facilitate the deternmination of the NLRI field in an UPDATE nessage
with a mal forned attribute, the Treat-As-Wthdraw SHALL be encoded as
the very first path attribute in an UPDATE message, followed by the
MP_REACH NLRI attribute. (This represents an update to Section 5.1

[ RFC7606], which mandated that the MP_REACH NLRI cone first.) The
ordering of NLRIs within the Treat-As-Wthdraw MJST be the sane as
their ordering within the correspondi ng MP_REACH NLRI .

If the AFlI/SAFI specification allows for different NLRI encodings in
the MP_UNREACH NLRI, the sender MJST use the sinplest encoding. The
recei ver MJST accept any valid encoding. For exanple, [RFC3107]

all ows the use of either the MPLS | abel stack originally sent or the
static Ox800000 value. The latter is sinpler in that the size is
smal l er, fixed, and the nunber of |abels to parse is mnimzed.

The Treat-As-Wthdraw attribute is generally useful as its encoding
is sinmpler than the encoding of the MP_REACH NLRI, hence it maxim zes
the chances of handling an error in the MP_REACH NLRI attribute using
the treat-as-wi thdraw approach. It is specifically useful for AFI/
SAFI carrying non-key data in the NLRI such as [RFC8277],
[I-D.ietf-idr-bgp-car], and [I-D.ietf-idr-bgp-ct] as these NLRI are

| onger and nore conpl ex, hence have a higher probability of error.

In addition, in case of error, they have a | ower probability of being
able to parse the full list of NLRIs.

Receiving the Treat-As-Wthdraw Attribute

An UPDATE nessage with a mal formed MP_REACH NLRI attribute and a
correctly formed Treat-As-Wthdraw attri bute SHALL be handl ed using
the approach of "treat-as-withdraw'. The UPDATE nessage SHALL be
handl ed as if received with only the Treat-As-Wthdraw attribute -
all other attributes being ignored - and the Treat-As-Wthdraw
Attribute handl ed as an MP_UNREACH NLRI attri bute.

In the case of an UPDATE nessage with a correctly fornmed

MP_REACH NLRI attribute, the Treat-As-Wthdraw attri bute SHOULD be
parsed and its list of NLRI conpared to the Iist of NLRI present in
the MP_REACH NLRI attribute. 1In case of difference, the Treat-As-
Wthdraw attri bute SHALL be ignored. However, because this reveals
an error in either the Treat-As-Wthdraw attribute or the

MP_REACH NLRI attribute, a BGP speaker nust provi de debuggi ng
facilities to permt issues caused by a malforned attribute to be
di agnosed. At a minimum such facilities nust include |ogging an
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8.

9.

9.

error listing the NLRI involved and containing the entire nalformed
UPDATE nessage when such an attribute is detected. The malforned
UPDATE nessage shoul d be anal yzed, and the root cause shoul d be

i nvesti gat ed.

Treat-As-Wthdraw attribute Error Handling

The Treat-As-Wthdraw attribute has the same format as the
MP_UNREACH NLRI and hence has the sane conditions under which it is
considered mal fornmed. As per Section 4, an UPDATE nessage with a
mal formed Treat-As-Wthdraw attribute is handl ed using the approach
of "attribute discard".

| ANA Consi derati ons
IANA is requested to allocate a new optional, non-transitive

attribute called "Treat-As-Wthdraw' fromthe BGP Path Attributes
registry of the Border Gateway Protocol (BGP) Paraneters group.

[ ool oo el el
| Value | Code | Reference |
[ R el e e ety
| TBDL | Treat-As-Wthdraw | (this doc) |
+------- I I IR R I +

Table 1

Security Considerations

The Treat-As-Wthdraw attri bute does not change BGP security

consi derations. An attacker having the ability to send or nodify a
BGP Message has the ability to withdraw any NLRI, with or w thout the
Treat-As-Wthdraw attri bute.
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