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Abst ract

Thi s docunent defines a Supply Chain Integrity, Transparency, and
Trust (SCITT) profile for nmachi ne-readabl e cryptographic
transparency recei pts addressing all four sub-obligations of
Article 50 of Regulation (EU) 2024/1689 (the "EU Al Act"):
interactive Al systemdisclosure (50(1)), machine-readabl e nmarking
of synthetic media (50(2)), enotion recognition notification
(50(3), referenced for conpl eteness), and Al-generated text

di sclosure with human editorial review exenption (50(4)).

The profile defines three SCITT statenent content types
("ai/article-50/v1", "ai/human-revi ew v1l", and

"ai / chat bot - session/v1") and specifies validation, verification,
and chai n-of - custody semantics suitable for presentation to

Eur opean Uni on supervisory authorities, national conpetent
authorities, and judicial proceedings.

The profile is substrate-agnostic but presunes a SCI TT Transparency
Servi ce backed by a publicly verifiable append-only I og. A reference
i npl ementation using the Bitcoin blockchain as the SCITT | og
substrate, via RFC 6962 Merkl e aggregation anchored in OP_RETURN
transactions, is described in conpani on docunent

draft-dawki ns-scitt-1pr-00.
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This Internet-Draft is submtted in full confornmance with the
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i mposes

transparency obligations on providers and depl oyers of Al systens

in four distinct sub-areas.
that synthetic content be marked in
is
publication date of this draft,

Article 50(2) specifically requires
"machi ne-readabl e format"” that

"effective, interoperable, robust and reliable." As of the

no | ETF-standardi zed profile

provides a conplete, cryptographically verifiable, nmachine-readable
record covering all four sub-obligations.

This profile fills that gap.

that together provide:

(o]

It defines three SCITT statenent types

Cryptographi c proof that an Al system generated specific content,

attributable to a nanmed |l egal entity (the depl oyer);

Crypt ographi c proof that a human revi ewed Al-generated text,
enabling the Article 50(4) editorial review exenption;

Crypt ographi c proof that a user was notified of interaction with

an Al system addressing Article 50(1).

The profile | everages the SCITT architecture’ s existing properties
of append-only | ogging, independent verifiability, and gl obal

uni queness of registered statenents. It is substrate-agnostic with
respect to the Transparency Service inplenentation.
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Article 50 of the EU Al Act contains four distinct transparency
obl i gati ons:

o Article 50(1): Providers of Al systens intended to interact
directly with natural persons shall ensure that natural persons
are inforned they are interacting with an Al system unless
this is obvious to a reasonably well-infornmed natural person

o0 Article 50(2): Providers of Al systens generating synthetic
audi o, image, video, or text content shall ensure that outputs
are marked in a machi ne-readabl e format and detectable as
artificially generated or mani pul ated. Solutions shall be
effective, interoperable, robust and reliable as far as is
technically feasible.

o Article 50(3): Deployers of enotion recognition systens or
bi ometric categorization systens shall informnatural persons
exposed to such systens.

o Article 50(4): Deployers of Al systens generating or
mani pul ating text published with the purpose of informng the
public on matters of public interest shall disclose that the
text has been artificially generated or manipul ated, unless the
Al -generated content has undergone a process of human review or
editorial control and where a natural or |egal person holds
editorial responsibility for the publication

This profile addresses Article 50(1), 50(2), and 50(4) directly.
Article 50(3) is intentionally out of scope: bionetric data on a
public transparency |og raises GDPR Article 9 (special category
data) concerns that require a Data Processing Agreenent out of
scope of this profile.

1.3. Relationship to O her Standards

This profile is conplenentary to, not conpetitive with, the
Coalition for Content Provenance and Authenticity (C2PA) Content
Credential s specification [ C2PA]. C2PA defines a nanifest fornmat
enbedded in nedia files; this profile defines a SCITT st at enent
that nmay be referenced froma C2PA assertion and that persists

i ndependently of the file, surviving nmetadata stripping or
transcodi ng.

A C2PA-to-SCI TT napping is provided in Appendix A The napping
permits a C2PA-conpliant tool to additionally register a SCITT
statement under this profile, providing tanper-evidence properties
that the C2PA manifest al one does not provide.

This profile is also conpatible with the el DAS Regul ati on

(EU) No 910/2014 franmework for qualified electronic seals. A

SCI TT statenent issued under this profile MAY be presented in
conjunction with a qualified electronic seal where the issuer is
a qualified trust service provider.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed



in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Al System As defined in Article 3(1) of Regulation (EU 2024/1689.

Depl oyer: As defined in Article 3(4) of Regul ation (EU 2024/1689.
A natural or |egal person using an Al systemunder its authority
in the course of a professional activity.

Provider: As defined in Article 3(3) of Regulation (EU 2024/1689.

Article 50 Conformant Receipt: A SCITT statement conform ng to one
of the content types defined in Section 3 of this profile, having
passed the validation steps in Section 4.

Article 50 Defensible Receipt: An Article 50 Conformant Recei pt
that additionally satisfies the defensibility criteria in
Section 4.3, suitable for evidentiary use in adversari al

pr oceedi ngs.

Public Interest Content: Content of the kind described in
Article 50(4) — text published with the purpose of informng the
public on matters of public interest. The determi nation is nade
by the deployer at issuance tinme and is recorded in the receipt.

3. Profile Statenent Content Types
3.1. ail/article-50/vl (Synthetic Content Receipt)

The content type "ai/article-50/v1l" is the primary statenent type
for Article 50(2) and Article 50(4) conpliance. It records the

bi ndi ng of synthetic content to its generating Al system and the
|l egal entity that caused the content to be generated.

The content payload is a JSON object with the followi ng fields:

ai _system.id (string, REQU RED)
Identifier of the Al systemthat produced the artifact. SHOULD
follow the format "<provider>/<nodel >/ <versi on>", e.g.,
"openai / gpt - 40/ 2024- 11-20". A URL resolving to a nodel card or
a Decentralized Identifier (DID) MAY be used. Maxi mum 512
octets.

ai _systemversion (string, OPTI ONAL)
Addi tional version identifier when ai_systemid alone is
insufficient (e.g., fine-tuned variants).
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depl oyer _id (string, REQU RED)
Legal entity identifier of the deployer. MJST be a legal-entity
identifier (LEI, EU D, VAT nunber, or DID). MJST NOT be a
nat ural - person identifier such as an enmnil address or personal
name. This requirenment prevents inadvertent processing of
personal data under GDPR Article 6 |lawful basis requirements.

depl oyer _nane (string, REQUI RED)
Human-r eadabl e | egal nane of the depl oyer organization.

depl oyer _country (string, REQU RED)
| SO 3166-1 al pha-2 country code of the deployer’s registered



of fice. Exactly two uppercase ASCI| letters.

content category (enum REQUI RED)
Cat egory of synthetic content. MJST be one of:
" SYNTHETI C_TEXT", "SYNTHETI C | MAGE", "SYNTHETI C _AUDI O',
" SYNTHETI C_VI DEQ', "DEEPFAKE", "SYNTHETIC MJLTI MODAL", or
" Al _ASS| STED DOCUMENT" .

artifact _hash (string, REQU RED)
SHA- 256 hash of the artifact, hex-encoded in | owercase, exactly
64 hex characters. The artifact itself MJST NOT be included in
the statenent.

artifact _content _type (string, REQU RED)
| ANA nedia type of the artifact, e.g., "text/plain", "inmage/png".

artifact_bytes (integer, REQU RED)
Size of the artifact in octets. MJST be greater than zero.

generation_type (enum RECOVMENDED)
Generation nodality. One of:
"FULLY_GENERATED' — content created entirely by Al froma pronpt;
"Al _MANI PULATED" — Al applied to real source content (deepfake,
voi ce cl one, inmage mani pul ation);
"Al _ASSI STED" — human-created content with Al assistance.
I f absent, behavior is unspecified and verifiers SHOULD treat
the recei pt as having reduced evidentiary wei ght.

source_content _hash (string, OPTI ONAL)

For generation_type == "Al _MANI PULATED': SHA-256 hash of the
original source material that was nodified. Enabl es deepfake
accountability — the original is proven to exist wi thout being

transmtted or stored.

per ceptual _hash (object, OPTI ONAL)
Per ceptual hash structure for inage, audio, or video content,
enabl ing matching of content after transcoding or conpression.
oject fields: "algorithm (string, e.g., "pHash", "chromaprint"),
"val ue" (hex-encoded string), "bits" (integer, hash |length).
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transparency_marker (string, REQU RED, default: "LPR-EU Al-ACT-50")
Machi ne-readabl e di scl osure marker that SHOULD be enbedded in or
al ongsi de the content (e.g., in EXIF netadata, HTM. neta tag,
C2PA assertion). Default value satisfies Article 50(2) "machine-
readabl e format" requirenent when present in a valid registered
SCI TT statenent.

is_public_interest (boolean, OPTI ONAL)
Depl oyer assertion that this content touches matters of public
interest within the neaning of Article 50(4). RECOMVENDED to set
explicitly for news, public affairs, political content, and
regul atory discl osures.

enforcement _date (string, REQU RED, default: "2026-08-02")
| SO 8601 cal endar date (YYYY-MWDD) of the regul ati on under which
the receipt is issued.

profile_version (string, REQU RED, default: "EU Al-ACT-50-v1.1")
Pins the receipt to a specific profile revision for forward
compatibility.



supervisory_authority (string, OPTIONAL)
Naned EU supervisory authority with jurisdiction over the
depl oyer, e.g., "BaFin (DE)", "AWF (FR".

3.2. ai/human-review vl (Editorial Review Receipt)

The content type "ai/human-review v1" supports invocation of the
Article 50(4) hunman editorial review exenption. It MJST be issued
by the sane depl oyer that issued the corresponding
"ai/article-50/v1" receipt, after substantive human review of the
generated text.

The content payload is a JSON object with the followi ng fields:

original _entry_hash (string, REQU RED)
Hash of the SCITT statenent registration of the original
"ailarticle-50/v1l" receipt being reviewed. Cryptographically
binds this receipt to the original generation event.

ori gi nal _sequence (integer, REQUI RED)
Sequence nunber of the original receipt within the Transparency
Servi ce | og.

reviewer_role (string, REQU RED)
Role identifier of the human reviewer. MJST be a role identifier
(e.g., "senior-editor", "legal-counsel", "conpliance-officer"),
NOT a personal name or email. GDPR-safe by construction.

revi ewer _country (string, REQU RED)
| SO 3166-1 al pha-2 country code of the reviewer’s organization.

review tinmestanp (string, REQU RED)
| SO 8601 datetine of the review event.
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revi ew type (enum REQUI RED)
One of: "SUBSTANTI AL_EDI T, "FACTUAL_REVI EW, "APPROVAL_ONLY".

reviewed artifact_hash (string, REQU RED)
SHA- 256 hash of the post-review content. For review type ==
"SUBSTANTI AL_EDI T", this MJST differ fromthe artifact_hash of
the original receipt; otherwise the claimof substantial edit
is provably false.

is_public_interest (boolean, REQU RED)
Depl oyer assertion that the content is public interest under
Article 50(4). If false, the 50(4) exenption is moot and this
recei pt has reduced evidentiary val ue.

review rationale (string, OPTIONAL)
Free-text rationale (RECOWENDED for |egal defensibility). MJST
NOT contai n personal data.

3.3. ai/chatbot-session/vl (Interactive Al Receipt)

The content type "ai/chatbot-session/vl" supports Article 50(1)
conpliance for interactive Al systens. It records that a user was
informed of interaction with an Al systemat a specific tinme, or
that the "obvious to a reasonably well-informed natural person”
exenpti on was cl ai med.



Davwki ns

The content payload is a JSON object with the followi ng fields:

session_id_hash (string, REQUI RED)

SHA- 256 hash of an opaque session identifier. The raw session
identifier MUST NOT be transmtted or stored. The hash provides
unlinkability while permtting the deployer to denonstrate that

a particular session was notified.

ai _system.id (string, REQU RED)
As in Section 3.1.

depl oyer _id (string, REQU RED)

depl oyer _nane (string, REQUI RED)

depl oyer _country (string, REQU RED)
As in Section 3.1.

notification_tinmestanp (string, REQU RED)

| SO 8601 datetine of the Al-interaction notification, or the
session start tinme if obvious_exenption clained is true.

notification_nmethod (enum REQUI RED)

One of : "I NI TI AL_BANNER", "I NLI NE_MESSAGE",
" AUDI O_ANNCUNCEMENT", " PRE_PROVPT_DI SCLOSURE" .

notification_text_hash (string, REQU RED)

SHA- 256 hash of the disclosure text shown to the user. Enables
proof of disclosure content wthout storing it.
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4.

4.

1.

obvi ous_exenpti on_cl ai ned (bool ean, REQUI RED)

If true, the deployer is asserting that Al

interacti on was

obvious within the neaning of Article 50(1) and explicit
notification was therefore not required. The receipt then
functions as evidence of the deployer’s good-faith determ nation

that the exenption applied at the tinme of

Val i dation and Verification

| ssuance Validation

interaction.

Before registering a statenent under this profile, the SCITT

Transparency Service MJIST vali date:

1. The statenent content type is one of the three defined in

Section 3.

2. Al REQURED fields are present and well-forned per Section 3.

3. The deployer_id (and, for human-review,

revi ewer _role) does

not contain prohibited identifier patterns (Section 5.2).

4. artifact_hash, source_content _hash, reviewed_artifact_hash,
session_id hash, and notification_text hash are 64 | owercase

hex characters each

5. deployer _country and revi ewer_country are exactly two
uppercase ASClI| letters (1SO 3166-1 al pha-2).

6. For ai/human-review vl: a registered statenent natching



original _entry_hash exists, was issued by the sane depl oyer_id
(cross-checked against the SCITT issuer identity), and has
content _type "ai/article-50/v1".
A statenment failing any validation step MJUST NOT be registered.
4.2. Article 50 Conformance Verification

To verify that a statenent registered under this profile is
Article 50 Conformant, a verifier MJIST:

1. Resolve the SCITT statement and confirmits registration in
the Transparency Service’s append-only | og.

2. Verify the signature on the statenent.
3. Confirmtransparency_narker is present and non-enpty.
4. For ai/article-50/vl: confirmgeneration_type, if present,
is one of the permtted enum val ues.
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5. For ai/human-review vl: independently verify the referenced
original receipt and confirm chai n-of -custody invariants
(same depl oyer, original predates review).

6. For ai/chatbot-session/vl: confirmnotification_method and
notification_text _hash are present.

7. Confirmthe SCITT | og substrate’s anchoring evidence (e.qg.,
Bi tcoin block inclusion, qualified timnmestanp).

A recei pt passing all conformance checks MAY be presented to
supervi sory authorities as evidence of Article 50 conpliance for
the artifact identified.

4.3. Article 50 Defensibility Verification

For evidentiary use in adversarial proceedings, a verifier
SHOULD additionally confirm

1. For inmage/audi o/video content: perceptual hash is popul at ed.
2. For Al _MANI PULATED content: source_content_hash is popul at ed.

3. For text where is _public_interest == true: if the depl oyer
clains the Article 50(4) editorial exenption, a corresponding
ai / human-revi ew vl receipt is found, properly chained, and
review type is SUBSTANTI AL_EDI T or FACTUAL_REVI EW

4. The SCITT |og anchoring depth is sufficient to deter
reorgani zati on attacks on the substrate (e.g., 6+ Bitcoin
confirmations for a Bitcoin-backed |o0g).

A receipt failing one or nore defensibility checks remains

Article 50 Conformant but MAY be chal |l enged on evidentiary
grounds in proceedi ngs.

5. Privacy Considerations



5.1. CDPR Article 17 (Right to Erasure)

SCI TT statenents registered under this profile are intended to
carry no personal data (see Section 5.2). However, the artifact
identified by artifact_hash nay itself contain personal data, in
whi ch case the data subject’s right to erasure nay inpose
obligations on the depl oyer

I mpl enent ati ons SHOULD support a soft-delete pattern in which the
content payload is nulled while preserving the registered
statenment’s cryptographic identity (entry_hash, signature, |og
i nclusion proof). This preserves the historical record of
i ssuance while renoving the content reference, satisfying GDPR
Article 17 without conpronmising the integrity of the I|og.
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5.2. Prohibited Identifier C asses

The followi ng identifier classes MUST NOT appear in any field of
a statement registered under this profile:

o Email addresses (detected by presence of "@);
o Personal nanes;

0 National identification nunbers, social security numbers, or
equi val ent s;

o Bionetric data of any kind;

o Direct identifiers of natural persons.

The depl oyer _id and reviewer _role fields MJST be legal -entity
identifiers and role identifiers respectively. |nplenentations
MUST reject statenments containing prohibited identifiers at

val idation tine.

6. Security Considerations

The integrity of an Article 50 Conformant Receipt rests on the
integrity of:

o The signing key controlled by the issuer;
o The SCITT Transparency Service |og;
0 The anchoring substrate (where applicable).

Key comprom se enabl es forgery of receipts. Inplenentations
SHOULD support hardwar e-protected signing keys, key rotation,
and revocation of conprom sed keys with retroactive
identification of statenments signed under conprom sed keys.

The artifact_hash field commts to specific content. A receipt
for content C does not authenticate any other content C, even
if Cand C are perceptually simlar. The perceptual hash field,
when popul ated, enables simlarity matching but is not

crypt ographi cal Iy bi ndi ng.

Forward secrecy is not provided. A statement registered today



remains verifiable in the future; this is a feature of the
transparency |log architecture, not a weakness.

7. | ANA Consi derati ons

Thi s docunent requests registration of three nmedia types under
the 1 ANA nmedi a types registry:
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0 ail/article-50+ son
0 ai/human-revi ewtj son
0 ai/chatbot-sessi on+j son

Regi stration tenplate details to be provided in a future revision.
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