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1. Introduction

There are certain circunstances in which private network operators
may wi sh to use their own donmain nam ng scheme that is not intended
to be used or accessible by the global domain name system (DNS), such
as within corporate or hone networKks.

The "internal" top-level donmain provides this purpose in the DNS
Such domains will not resolve in the global DNS, but can be
configured within private networks as the network operator sees fit.
It fulfills a purpose simlar to private-use |IP address ranges (e.qg.
[ RFC1918]), but in the DNS

2. Using the "internal" Nanespace

Net wor k operators have been using using a variety of unregistered
nanes for private-use DNS for many years. This usage has been
uncoordi nated and can result in inconpatibilities or harmto Internet
users. For exanple, an organization might choose to use a nane for
this purpose that has not been assigned to them This name could

| ater appear in the gl obal DNS, thereby causing nanme collisions and
undefi ned behavior for users.

In alnpbst all cases, an entity should use a sub-domain of a gl oba
DNS nanme that it controls. This ensures that nanes are globally

uni que and avoids the potential for confusion that may arise fromthe
use of private-use namespaces. However, in sone cases, such as for

i sol ated networks that will never be connected to the gl oba

Internet, use of the "internal" top-level domain may be appropriate.
Entities choosing to do so should be cognizant of the inplications of
thi s deci sion, including:

1. The potential for collisions if nultiple networks using
"internal" are interconnected in the future

2. The risk of |eakage of "internal" names into the gl obal DNS, and
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3. The lack of global uniqueness of "internal" nanes and

4. DNSSEC validating resolvers relying on the gl obal DNS trust
anchor will fail to resolve nanes ending in "internal"

Conparisons to Simlar Nanespaces

O her namespaces are reserved for sinmilar purposes, which
superficially may seemto serve the sane purpose as the "internal"”
domain, but are intended for different use cases.

* The "local" nanespace [ RFC6762] is reserved for use with the
mul ticast DNS protocol. This protocol allows for resolution
bet ween devices on a | ocal network. This nanespace does not use
typical DNS zones for nane allocation, and instead uses the
mul ti cast DNS protocol to negotiate nanes and resolve conflicts.
It is expected "internal" will be used for applications where
names are specified in locally-configured zones.

* The "alt" namespace [RFC9476] is reserved for contexts where
identifiers are used that may | ook |ike domain nanes, but do not
use the DNS protocol for resolution. This is in contrast to the
"internal" domain which is to be used with the DNS protocol, but
inlimted private-use network scope.

* The "home. ar pa" nanespace [ RFC8375] is reserved for use within
residential networks, including with the Hone Networking Control
Pr ot ocol [RFC7788].

| ANA Consi der ati ons

The document requires no | ANA actions. For the reasons stated above,
the "internal” top-level domain is reserved frombeing used in the
gl obal DNS.

Security Considerations

Wi |l e the namespace is designated for private use, there is no
guarantee that the names utilized in this namespace will not | eak
into the broader Internet. Since usage may appear in log files,
emai | headers, and the like; users should not rely on the
confidentiality of the "internal" namespace.

Users shoul d not expect that nanes in the "internal" namespace are
globally unique; it is assuned that many of the same nanmes will be
used for entirely different purposes on different networks. This is
simlar to the use of the "local" nanmespace in the multicast DNS
protocol - just as there are many different devices naned
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"printer.local", there may be nany different servers naned
"accounting.internal". Users should be aware of this when performng
operations requiring authenticity, such as entering credenti al s.

G ven the lack of uniqueness, users should be aware that collisions
may occur if the same nanme is used in different "internal" networks,
for exanple if two organizations using "internal" interconnect their
networks. This is simlar to the potential for |IP address collisions
when interconnecti ng networks using private-use |IP address ranges
(e.g., [RFC1918]). Organizations should consider these inplications
when deci di ng whether to use the "internal" nanespace

Users shoul d al so not assune the appearance of such nanmes is

i ndicative of the true source of transm ssions. Wen di agnosing
network i ssues, the appearance of such addresses nust be interpreted
with the associated context to ascertain the private network with
which the nane is being used. A nanme within the "internal" nanespace
can never be used by itself to identify the origin of a
conmuni cati on.

The [ ack of gl obal uniqueness also has inplications for HITP cookies;
a cookie set for "accounting.internal” on one network may be sent to
a different "accounting.internal” if the user changes their |oca
network. This nay be mitigated by adding the Secure flag to the
cookie. It is expected that Certificate Authorities will not issue
certificates for the "internal" namespace as it does not resolve in
the global DNS. |If an organization wants to use HTTP over TLS with
nanes in the "internal" namespace, they will also need an internal,
private CA. The details of this are outside the scope of this
docunent .

Additional Information

This reservation is the result of a community deliberation on this
topic over nany years, nost notably [SACL113]. The SAC113 advi sory
recommended the establishnment of a single top-level domain for
private-use applications. DNS records within this top-Ilevel domain
will not be resolvable in contexts outside of a private network.

A sel ection process [| ANA- Assessnent] determ ned "internal" was the
best suited string given the requirenent that a single string be

sel ected for this purpose, and subsequently reserved for this purpose
in July 2024. [ CANN- Boar d- Resol uti on]
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