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Abstract

Thi s docunment describes Merkle Tree certificates, a new form of X 509
certificates which integrate public | ogging of the certificate, in
the style of Certificate Transparency. The integrated design reduces
| oggi ng overhead in the face of both shorter-lived certificates and

| ar ge post-quantum signature algorithnms, while still achieving
conparabl e security properties to traditional X 509 and Certificate
Transparency. Merkle Tree certificates additionally admit an
optional signatureless optim zation, which decreases the nessage size
by avoi di ng signatures altogether, at the cost of only applying to
up-to-date relying parties and ol der certificates.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
htt ps:// davi dben. gi t hub. i o/ merkl e-tree-certs/draft-davi dben-tl s-
merkl e-tree-certs.html. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-davi dben-tls-nerkle-
tree-certs/.

Source for this draft and an issue tracker can be found at
https://github. com davi dben/ nerkl e-tree-certs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Authors’ Note: This is an early draft of a proposal with many parts.
We expect nost details will change as the proposal evolves. This
docunent has a concrete specification of these details, but this is
only intended as a starting point, and to help convey the overal

i dea. The nane of the draft says "tls" to keep continuity with
earlier iterations of this work, but the protocol itself is not TLS-
speci fic.

In Public Key Infrastructures (PKIs) that use Certificate
Transparency (CT) [RFC6962] for a public |ogging requirenent, an
authenticating party nmust present Signed Certificate Tinestanps
(SCTs) alongside certificates. CT policies often require two or nore
SCTs per certificate [APPLE-CT] [CHROMVE-CT], each of which carries a
signature. These signatures are in addition to those in the
certificate chain itself.

Current signature schenes can use as few as 32 bytes per key and 64
byt es per signature [ RFC8032], but post-quantum replacenments are nuch
| arger. For exanple, M.-DSA-44 [FIPS204] uses 1,312 bytes per public
key and 2,420 bytes per signature. M.-DSA-65 uses 1,952 bytes per
public key and 3, 309 bytes per signature. Even with a directly-
trusted internediate (Section 7.5 of

[I-Dietf-tls-trust-anchor-ids]), two SCTs and a |l eaf certificate
signature adds 7,260 bytes of authentication overhead with M- DSA-44
and 9, 927 bytes with M- DSA-65.

Thi s increased overhead additionally inpacts CT | ogs thensel ves.
Most of a log’'s costs scale with the total storage size of the |og.
Each | og entry contains both a public key, and a signature fromthe
CA. Wth larger public keys and signatures, the size of each | og
entry will grow.

Additionally, as PKls transition to shorter-lived certificates
[ CABF- 153] [ CABF-SC081], the nunber of entries in the log will grow
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Thi s docunment introduces Merkle Tree certificates, a new form of
X.509 certificate that integrates logging with certificate issuance.
Each CA maintains a |l og of everything it issues, signing views of the
log to assert it has issued the contents. The CA signature is

conbi ned with cosignatures fromother parties who verify correct
operation and optionally nmirror the | og. These signatures, together
with an inclusion proof for an individual entry, constitute a
certificate.

Thi s achi eves the foll ow ng:

* Log entries do not scale with public key and signature sizes.
Entries replace public keys with hashes and do not contain
signatures, while preserving non-repudiability (Section 12.4).

* To bound growth, |ong-expired entries can be pruned fromlogs and
mrrors without interrupting existing clients. This allows |og
sizes to scale by retention policies, not the lifetinme of the | og,
even as certificate lifetinmes decrease.

* After a processing delay, authenticating parties can obtain a
second "signaturel ess" certificate for the sane log entry. This
second certificate is an optional size optim zation that avoids
the need for any signatures, assuming an up-to-date client that
has sonme predistributed | og information.

Section 3 gives an overview of the system Section 4 describes a
Merkle Tree primtive used by this system Section 5 describes the
|l og structure. Finally, Section 6 and Section 7 describes howto
construct and consune a Merkle Tree certificate.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent additionally uses the TLS presentation | anguage defi ned
in Section 3 of [RFCB8446].

W foll owed by four hexadeci mal characters denotes a Uni code
codepoint, to be encoded in UTF-8 [RFC3629]. Ox followed by two
hexadeci mal characters denotes a byte value in the 0-255 range.

[start, end), where start <= end, denotes the hal f-open interva
containing integers x such that start <= x < end.
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2.1. Term nol ogy and Rol es
Thi s docunent di scusses the follow ng rol es:

Aut henticating party: The party that authenticates itself in the
protocol. In TLS, this is the side sending the Certificate and
CertificateVerify nessage.

Certification authority (CA): The service that issues certificates
to the authenticating party, after perform ng sone validation
process on the certificate contents.

Relying party: The party to whomthe authenticating party presents
its identity. In TLS, this is the side receiving the Certificate
and CertificateVerify nessage.

Monitor: Parties who watch logs for certificates of interest,
anal ogous to the role in Section 8.2 of [RFC9162].

I ssuance log: A log, maintained by the CA of everything issued by
t hat CA.

Cosigner: A service that signs views of an issuance |log, to assert
correct operation and other properties about the entries.

Additionally, there are several terns used throughout this docunent

to describe this proposal. This section provides an overview. They
will be further defined and discussed in detail throughout the
docunent .

Checkpoint: A description of the conplete state of the |og at some
tinme.

Entry: An individual elenent of the | og, describing infornmation
whi ch the CA has validated and certifi ed.

Subtree: A smaller Merkle Tree over a portion of the |og, defined by
an interior node of sone snapshot of the log. Subtrees can be
efficiently showmn to be consistent with the whol e | og.

I nclusion proof: A sequence of hashes that efficiently proves sone
entry is contained in some checkpoint or subtree.

Consi stency proof: A sequence of hashes that efficiently proves a
checkpoint or subtree is contained within another checkpoint.

Cosignature: A signature fromeither the CA or other cosigner, over
sonme checkpoi nt or subtree.
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Landmar k checkpoint: One of an infrequent subset of checkpoints that
can be used to predistribute trusted subtrees to relying parties
for signatureless certificates

Landrmark subtree: A subtree deternined by a | andmark checkpoint.
Landmark subtrees are common points of reference between relying
parties and signaturel ess certificates.

Full certificate: A certificate containing an inclusion proof to
sone subtree, and several cosignatures over that subtree

Signaturel ess certificate: An optimzed certificate containing an
i nclusion proof to a |andmark subtree, and no signatures.

3. Overview

Merkl e Tree certificate issuance begins as in a typical CA: The CA
receives an i ssuance request, e.g. over ACME [ RFC8555], and vali dates
it, e.g. with ACME challenges. Fromthere, the issuance process
differs.

1. The CA operates an _issuance log_(Section 5), which is an
append-only Merkle Tree (Section 2.1 of [RFC9162]). Unlike a CT
log, this log only contains entries added by the CA

2. The CA adds a TBSCertificateLogEntry (Section 5.3) to its |og,
describing the information it is certifying.

3. The CA signs a _checkpoint_, which describes the current state of
the log. A signed checkpoint certifies that the CA issued
_every_entry in the Merkle Tree (Section 5.5).

4. The CA additionally signs _subtrees_ (Section 4) that together
contain certificates added since the |ast checkpoint
(Section 4.4). This is an optim zation to reduce inclusion proof
sizes. A signed subtree certifies that the CA has issued _every_
entry in the subtree

These signatures prove to relying parties that the CA has issued the
certificate.

A relying party may require additional proof of the proper operation
of the issuance log by third parties, like CT | ogs provide additiona
transparency. |Instead of presenting certificates to transparency

| ogs, CAs present their log state to _cosigners_. Cosigners validate
the log is append-only and optionally provide additional services,
such as mirroring its contents. They cosign the CA's checkpoints and
subt r ees.
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A signature fromeither the CA or a cosigner is known as a
_cosignature_. A combination of cosignatures fromsufficient trusted
parties proves both that the CA has issued the certificate, and that
the issuance satisfies any additional relying party transparency
requirenents.

A _full certificate_ contains:

* The TBSCertificate being certified

* An inclusion proof fromthe TBSCertificate to sone subtree

* Sufficient cosignatures to nmeet the relying party’s requirenents

Thi s same i ssuance process al so produces a _signaturel ess
certificate . This is an optional optimzed certificate that avoids
any cosignatures:

1. Periodically, the CA's npbst recent checkpoint is designated as a
_landmark checkpoint_. This determ nes _|andmark subtrees_, which
are common points of reference between relying parties and
signaturel ess certificates

2. Once sone | andmark checkpoint includes the TBSCertificate, the
signatureless certificate is constructed wth:

* The TBSCertificate being certified

* An inclusion proof fromthe TBSCertificate to a | andmark
subtree

3. In the background, |andmark subtrees are predistributed to
relying parties, with cosignatures checked against relying party
requirenents. This occurs periodically in the background,
separate fromthe application protocol

4. During the application protocol, such as TLS [ RFC8446], if the
relying party already supports the | andmark subtree, the
aut henticating party can present the signatureless certificate.
O herwise, it presents a full certificate.
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4.

4.

4.

Subtrees

This section extends the Merkle Tree definition in Section 2.1 of

[ RFC9162] by defining a _subtree_ of a Merkle Tree. A subtree is an
interior node of a Merkle Tree, which can be efficiently shown
consistent with the original Merkle Tree and any Merkle Tree with
addi tional el enents appended. This specification uses subtrees to
reduce the size of inclusion proofs.

1. Definition of a Subtree

Gven an ordered list of n inputs, Dn = {d[0], d[1], ..., d[n-1]},
Section 2.1.1 of [RFC9612] defines the Merkle Tree via the Merkle
Tree Hash MIH(D n).

A subtree_of this Merkle Tree is defined by two integers, start and
end, such that:

* 0 <= start < end <=n

* |If kis the largest power of 2 that is greater than or equal to
end - start, start nust be a multiple of k

Note that, if start is zero, the second condition is always true.

A subtree is itself a Merkle Tree, defined by MIH(D[start:end]). In
the context of a single Merkle Tree, the subtree defined by start and
end is denoted by half-open interval [start, end). It contains the
entries whose indices are in that half-open interval

The _size_ of the subtree is end - start. |If the subtree’'s size is a
power of 2, it is said to be full_, otherwise it is said to be
_partial _.

If a subtree is full, then it is directly contained in the tree of

hash operations in MIH(D_n) for n >= end.

If a subtree is partial, it is directly contained in MIH D n) only if
n = end.

2. Subtree Inclusion Proofs

Subtrees are Merkle Trees, so entries can be proven to be contai ned
in the subtree. A subtree inclusion proof for entry index of the
subtree [start, end). is a Merkle inclusion proof, as defined in
Section 2.1.3.1 of [RFC9162], where mis index - start and the tree
inputs are Dstart:end]. A subtree inclusion proof can be verified
with the procedure in Section 2.1.3.2 of [RFC9162], where | eaf index
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is index - start and tree_size is end - start.

4. 3.

Subtree Consi stency Proofs

A subtree [start, end) can be efficiently proven to be consistent
with the full Merkle Tree. That is, given MIH(D[start:end]) and
MIH(D_n), the proof denonstrates that the input Distart:end] to the
subtree hash was equal to the corresponding el enments of the input D n
to the Merkle Tree hash.

4. 3.

1.

Generating a Subtree Consistency Proof

The subtree consistency proof, SUBTREE_PROOF(start, end, Dn) is
defined simlarly to Section 2.1.4.1 of [RFC9162], in terms of a
hel per function that tracks whether the subtree hash is known:

SUBTREE_PROOF(start, end, D n) =

SUBTREE_SUBPROOF(start, end, D n, true)

If start = 0 and end = n, the subtree is the root:

SUBTREE_SUBPROOF(0, n, D.n, true) = {}
SUBTREE_SUBPROCOF(0, n, D n, false) = {MIH(D n)}

O herwise, n > 1. Let k be the largest power of two snaller than n.
The consi stency proof is defined recursively as:

*

If end <= k, the subtree is on the left of k. The proof proves
consistency with the left child and i ncludes the right child:

SUBTREE_SUBPROCOF(start, end, D n, b) =
SUBTREE_SUBPROCOF(start, end, D 0:k], b) : MH(D k:n])

If k <= start, the subtree is on the right of k. The proof proves
consistency with the right child and includes the left child.

SUBTREE_SUBPROCOF(start, end, D n, b) =
SUBTREE_SUBPROCOF(start - k, end - k, D k:n], b) : MH D 0: k])

O herwi se, start < k < end, which inplies start = 0. The proof
proves consistency with the right child and includes the left
chil d.

SUBTREE_SUBPROOF(0, end, D.n, b) =
SUBTREE_SUBPROOF(0, end - k, Dk:n], false) : MIH(D[0:k])

When start is zero, this conputes a Merkle consistency proof:
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SUBTREE_PROOF(0, end, D.n) = PROOF(end, D_n)

VWhen end = start + 1, this conputes a Merkle inclusion proof:

SUBTREE_PROOF(start, start + 1, D n) = PATH(start, D _n)

4.3. 2.

Verifying a Subtree Consistency Proof

The foll owi ng procedure can be used to verify a subtree consistency

pr oof .

G ven a Merkle Tree over n elenents, a subtree defined by [start,

end),

a consi stency proof proof, a subtree hash node_hash, and a root

hash root hash:

1. If end is n, run the foll ow ng:

1.

2.

Set fnto start and sn to end - 1.
Set r to node_hash.

Ri ght-shift fn and sn equally until LSB(fn) is set or snis
zero.

For each value p in the proof array:

1. If snis 0, then stop iteration and fail the proof
verification.

2. Set r to HASH(OxO1, || p || r).

3. If LSB(sn) is not set, the right-shift sn until either
LSB(sn) is set or sn is zero.

4. Right-shift sn once nore.

Check snis 0 and r is root_hash. |If either is not equal,
fail the proof verification. |If all are equal, accept the
pr oof .

2. Oherwise, run the foll ow ng:

1.

2.

Benj am n,

If proof is an enpty array, stop and fail verification.

If end - start is an exact power of 2, prepend node_hash to
the proof array.

Set fnto start, sntoend - 1, and tn to n - 1.

et al. Expi res 29 January 2026 [ Page 11]
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4. Right-shift fn, sn, and tn equally until LSB(sn) is not set
or fn = sn.
5. Set both fr and sr to the first value in the proof array.
6. For each subsequent value c in the proof array:

1. If tnis 0, then stop the iteration and fail the proof
verification.

2. If LSB(sn) is set, or if snis equal to tn, then:
1. If fn <sn, set fr to HASH(Ox01 || c || fr).
2. Set sr to HASH(Ox01 || c || sr).
3. If LSB(sn) is not set, then right-shift each of fn,
sn, and tn equally until either LSB(sn) is set or sn
is O.
3. O herw se:
1. Set sr to HASH(OxO01 || sr || c¢).
4. Finally, right-shift each of fn, sn, and tn one tine.

7. Check tnis 0, fr is node_hash, and sr is root_hash. [|If any
are not equal, fail the proof verification. |If all are
equal , accept the proof.

4.4. Arbitrary Intervals
Not all [start, end) intervals of a Merkle tree are valid subtrees.
This section describes how, for any start < end, to determne up to

two subtrees that efficiently cover the interval. The subtrees are
determned by the foll owi ng Python procedure:
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def find_subtrees(start, end):
""" Returns a list of one or two subtrees that efficiently
cover [start, end). """
assert start < end
if end - start < 2:
return [(start, end),]
last = end - 1
# Find where start and last’s tree paths diverge. The two
# subtrees will be on either side of the split.
split = (start ~ last).bit _length() - 1
mask = (1 << split) - 1
md = last & ~mask
# Maximnize the left endpoint. This is just before start’s
# path leaves the right edge of its new subtree.
left_split = (~start & mask).bit_| ength()
left = start & ~((1 << left_split) - 1)
return [(left, md), (md, end)]

[[TODG Wite this up in prose too.]]
When the procedure returns a single subtree, the subtree is [start,

end). Wen it returns two subtrees, left and right, the subtrees
satisfy the foll ow ng properties:

1. left.end = right.start. That is, the two subtrees cover adjacent
i nterval s.
2. left.start <= start and end = right.end. That is, the two

subtrees together cover the entire target interval, possibly with
sonme extra entries before start |left, but not after end.

3. left.end - left.start <2 * (end - start) and right.end -
right.start <= end - start. That is, the two subtrees
efficiently cover the interval

4. left is full, while right nmay be partial

Figure 1 shows the subtrees which cover [5, 13) in a Merkle Tree of

13 elements. The two subtrees selected are [4, 8) and [8, 13). Note
that the subtrees cover a slightly larger interval than [5, 13).
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I I I +
I [0, 13) I
I I i I I +
/ \
o e e e e e oo oo - + +====—==—=—=—=—=—=—==—===—+
I [0, 8) I I [8, 13) I
R U + [ el
/ \ / |
o e e e o - + +====—=—===+ T + |
| [0, 4) | | [4, 8) | | [8, 12) | I
Fomm oo + +===—=—====+ Fomm e oo - + |
/ \ / \ / \
+----- + - + - + - + o----- + e------ +
[[0.2)] 1[2,4)] [[4,6)] |[6,8)] |[810)] [[10,12)] |
+- - - - - + +----- + +----- + +----- + +------ + H--- oo +
o\ o\ o\ o\ o\ o\
+-+ +-+ +-+ +-+ +-+ +=+ +=+ +=+ +=+ +=+ +==+ +==+ +==+
[Of [ 12 |3 [4] |5 |6l [7] |8 |9 [10] |11] [|12]
+-+ +-+ +-+ +-+ +-+ +=+ +=+ +=+ +=+ +=+ +==+ +==+ +==+

Figure 1: An exanple selection of subtrees to cover an interva

Two subtrees are needed because a single subtree may not be able to
efficiently cover an interval. Figure 2 shows the smallest subtree
that contains [7, 9) in a 9-elenment tree. The smallest single
subtree that contains the interval is [0, 9) but this is the entire
tree. Using two subtrees, the interval can be described by [7, 8)
and [8, 9).

[ oo e e e
I [0, 9) I
bttty
/ I
S + |
I [0, 8) I I
- + |
/ \ |
B + B + |
| [0, 4) | | [4, 8) | I
S SRR + S SRR + |
/ \ / \ |
S R + - + - + - +
100.2)] [[2,4)] [[4.6)] |[6.8)] |
+----- + ----- + ----- + ----- + |
[\ [\ [\ [\ |
+-+ +-+ +-+ +-+ +-+ +-+ +-+ +=+ +=+
[OF [ 12 |3 [4] 14l |6l [7] |8]
+-+ +-+ +-+ +-+ +-+ +-+ +-+ +=+ +=+

Benjamn, et al. Expi res 29 January 2026 [ Page 14]



I nternet-Draft Merkl e Tree Certificates July 2025

5

5

Fi gure 2: An exanple showi ng an inefficient choice of a single
subtree

| ssuance Logs
This section defines the structure of an _issuance |log .

An issuance | og describes an append-only sequence of _entries_
(Section 5.3), identified consecutively by an index value, starting
fromzero. Each entry is an assertion that the CA has certified.
The entries in the issuance |l og are represented as a Merkle Tree,
described in Section 2.1 of [RFC9162].

Unl i ke [ RFC6962] and [ RFC9162], an issuance |og does not have a
public submi ssion interface. The log only contains entries which the
| og operator, i.e. the CA chose to add. As entries are added, the
Merkle Tree is updated to be conputed over the new sequence.

A snapshot of the log is known as a _checkpoint_. A checkpoint is
identified by its _tree size_, that is the nunber of elenents
comtted to the log at the time. |Its contents can be described by
the Merkle Tree Hash (Section 2.1.1 of [RFC9162]) of entries zero
through tree_size - 1.

Cosigners (Section 5.4) sign assertions about the state of the

i ssuance log. A Merkle Tree CA operates a conbination of an issuance
|l og and one or nore CA cosigners (Section 5.5) that authenticate the
|l og state and certifies the contents. External cosigners may al so be
depl oyed to assert correct |og operation or provide other services to
relying parties (Section 7.3).

1. Log Paraneters
An issuance | og has the follow ng paraneters:
* Alog ID, which uniquely identifies the log. See Section 5. 2.

* A collision-resistant cryptographic hash function. SHA-256 [ SHS]
i s RECOVIVENDED.

* A mninumindex, which is the index of the first log entry which
is available. See Section 5.6.1. This value changes over the
lifetime of the |og.

Thr oughout this docunment, the hash algorithmin use is referred to as
HASH, and the size of its output in bytes is referred to as
HASH_SI ZE.
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5.2. Log IDs

Each issuance log is identified by a log ID, which is a trust
anchor ID[I-D.ietf-tls-trust-anchor-ids].

An issuance log's log ID deternmines an X 509 distinguished nane
(Section 4.1.2.4 of [RFC5280]). The distinguished name has a single
rel ative distinguished nane, which has a single attribute. The
attribute has type id-rdna-trustAnchorl D, defined bel ow

i d-rdna-trust Anchor| D OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) rdna(TBD1) TBD2}

[[TODG Fill in TBD1L fromthe PKIX rdna arc in
[I-D.draft-ietf-Ianps-x509-al g-none], once all ocated.]]

The attribute’'s value is a RELATIVE-O D containing the trust anchor
IDs ASN. 1 representation. For exanple, the distinguished name for a
| og named 32473.1 woul d be represented in syntax of [RFC4514] as:

1.3.6.1.5.5.7. TBDL. TBD2=#0d0481f d5901

For initial experinentation, early inplenentations of this design
wll use the OD 1.3.6.1.4.1.44363.47.1 instead of id-rdna-
trust Anchor |l D.

5.3. Log Entries

Each entry in the log is a MerkleTreeCertEntry, defined with the TLS
presentation syntax below. A MerkleTreeCertEntry describes
certificate information that the CA has validated and certifi ed.

struct {} Enpty;

enum {
null _entry(0), tbs_cert_entry(1), (2716-1)
} Merkl eTreeCert EntryType;

struct {
Mer kl eTreeCert Ent ryType type;
sel ect (type) {
case null _entry: Enpty;
case tbs_cert_entry: opaque tbs _cert_entry data[N;
/* May be extended with future types. */

}
} MerkleTreeCertEntry;
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When type is tbs_cert_entry, Nis the number of bytes needed to
consunme the rest of the input. A MerkleTreeCertEntry is expected to
be decoded in contexts where the total length of the entry is known.

tbs cert_entry data contains the DER [ X. 690] encoding of a
TBSCertificateLogEntry, defined bel ow

TBSCertificateLogEntry ::= SEQUENCE {
version [0] EXPLICIT Version DEFAULT vl
i ssuer Nare,
validity Validity,
subj ect Nane,
subj ect Publ i cKeyl nf oHash OCTET STRI NG
i ssuer Uni quel D [1] IMPLICIT Uniqueldentifier OPTI ONAL
subj ect Uni quel D [2] IMPLICIT Uniqueldentifier OPTI ONAL
ext ensi ons [3] EXPLICIT Extensions OPTI ONAL }

The version, issuer, validity, subject, issuerUniquel D

subj ect Uni quel D, and extensions fields have the correspondi ng
semantics as in Section 4.1.2 of [RFC5280], with the exception of
subj ect Publ i cKeyl nf oHash. subj ect Publ i cKeyl nf oHash cont ai ns the hash
of subject’s public key as a SubjectPublicKeylnfo (Section 4.1.2.7 of
[ RFC5280]). The hash uses the |og’'s hash function (Section 5.1) and
i s conputed over the SubjectPublicKeylnfo' s DER [ X. 690] encodi ng.

The issuer field MIUST be the issuance log's log ID as an X. 509

di stingui shed name, as described in Section 5. 2.

When type is null _entry, the entry does not represent any
information. The entry at index zero of every issuance | og MJST be
of type null _entry. Oher entries MJIST NOT use null _entry.

null _entry exists to avoid zero serial nunbers in the certificate
format (Section 6.1).

Merkl eTreeCertEntry is an extensible structure. Future docunents may
define new val ues for MerkleTreeCertEntryType, with corresponding
semantics. See Section 5.5 and Section 12.5 for additiona

di scussi on.

5.4. Cosigners

This section defines a log _cosigner . A cosigner follows sone
append-only view of the |og and signs subtrees (Section 4) consistent
with that view The signatures generated by a cosignher are known as
_cosignatures_. All subtrees signed by a cosigner MJST be consi stent
with each other. The cosigner may be external to the log, in which
case it mght ensure consistency by checking consistency proofs. The
cosigner nay be operated together with the log, in which case it can
trust its log state.
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A cosignature MAY inplicitly nake additional statements about a
subtree, determ ned by the cosigner’s role. This docunment defines
one concrete cosigner role, a CA cosigner (Section 5.5), to
authenticate the log and certify entries. Qher docunents and
specific deploynments may define other cosigner roles, to perform
different functions in a PKI. For exanple, [TLOG W TNESS] defines a
cosigner that only checks the log is append-only, and [ TLOG M RRCR
defines a cosigner that mirrors a |og.

Each cosigner has a public key and a _cosigner 1D, which uniquely
identifies the cosigner. The cosigner IDis a trust anchor ID
[I-Dietf-tls-trust-anchor-ids]. By identifying the cosigner, the
cosigner ID specifies both the public key and the additiona
statements made by the cosigner’s signatures. |If a single operator
performs multiple cosigner roles in an ecosystem each role MJST use
a distinct cosigner ID and SHOULD use a distinct key.

A single cosigner, with a single cosigner ID and public key, MY
generate cosignatures for multiple logs. |In this case, signed
subtrees only need to be consistent with others for the sanme | og.

5.4.1. Signature Format

A cosigner conputes a cosignature for a subtree in sonme |og by
si gning a MICSubtreeSi gnat urel nput, defined bel ow using the TLS
presentation | anguage (Section 3 of [RFC8446]):

opaque HashVal ue[ HASH SI ZE] ;

/* From Section 4.1 of draft-ietf-tls-trust-anchor-ids */
opaque Trust Anchorl D<1..2"8-1>;

struct {
Trust AnchorI D | og_i d;
uint64 start;
ui nt 64 end;
HashVal ue hash;
} MICSubtr ee;

struct {
uint8 |label [16] = "nmtc-subtree/vi\n\0";
Trust Anchor | D cosi gner _i d;
MICSubt ree subtree;

} MICSubt r eeSi gnat ur el nput ;

log id MUST be the issuance log's ID (Section 5.2), inits binary

representation (Section 3 of [I-D.ietf-tls-trust-anchor-ids]). start
and end MJUST define a valid subtree of the |og, and hash MJST be the
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subtree’s hash value in the cosigner’s view of the log. The label is
a fixed prefix for domain separation. |Its value MJST be the string
m c-subtree/vl, followed by a newine (U+tO00A), followed by a zero
byte (U+0000). cosigner_id MJST be the cosigner ID, inits binary
representation.

The resulting signature is known as a _subtree signature_. Wen start
is zero, the resulting signature describes the checkpoint with tree
size end and is also known as a _checkpoint signature_.

For each supported | og, a cosigner retains its checkpoint signature
with the largest end. This is known as the cosigner’s _current_
checkpoint. |If the cosigner’s current checkpoint has tree size
tree_size, it MJST NOT generate a signature for a subtree [start,
end) if start > 0 and end > tree_size. That is, a cosigner can only
sign a non-checkpoint subtree if it is contained in its current
checkpoint. |In a correctly-operated cosigner, every signature nmade
by the cosigner can be proven consistent with its current checkpoint
with a subtree consistency proof (Section 4.3). As a consequence, a
cosigner that signs a subtree is held responsible for all the entries
in the tree of size matching the subtree end, even if the
correspondi ng checkpoint is erroneously unavail abl e.

Bef ore signing a subtree, the cosigner MJST ensure that hash is
consistent with its log state. Different cosigner roles nay obtain
this assurance differently. For exanple, a cosigner may compute the
hash fromits saved log state (e.g. if it is the |og operator or

mai ntains a copy of the log) or by verifying a subtree consistency
proof (Section 4.3) fromits current checkpoint. Wen a cosigner
signs a subtree, it is held responsible both_for the subtree being
consistent with its other signatures, _and_ for the cosigner-specific
addi tional statenents.

Cosi gners SHOULD publish their current checkpoint, along with the
checkpoi nt signature.

[[TODO CT and tlog put tinmestanps in checkpoint signatures. Do we
want them here? 1In CT and tlog, the tinestanps are nonotonically
increasing as the |l og progresses, but we also sign subtrees. W can
separate subtree and checkpoint signatures, with timestanps only in
the latter, but it’s unclear if there is any benefit to this.]]
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5.4.2. Signature Al gorithms

The cosigner’s public key specifies both the key material and the
signature algorithmto use with the key material. 1In order to change
key or signature paraneters, a cosigner operator MJST deploy a new
cosigner, with a new cosigner ID. Signature algorithm MJST fully
specify the algorithm paraneters, such as hash functions used. This
docunent defines the follow ng signature algorithns:

* ECDSA with P-256 and SHA- 256 [ FI PS186- 5]

* ECDSA with P-384 and SHA- 384 [ Fl PS186- 5]

*  Ed25519 [ RFC8032]

* M- DSA- 44 [ FI PS204]

* M- DSA- 65 [ Fl PS204]

* M- DSA-87 [ FI PS204]

O her docunents or depl oynents MAY define other signature schenes and
formats. Log clients that accept cosignatures from sone cosigner are
assuned to be configured with all paraneters necessary to verify that
cosigner’s signatures, including the signhature algorithmand version

of the signature format.

5.5. Certification Authority Cosigners

A _CA cosigner_ is a cosigner (Section 5.4) that certifies the
contents of a | og.

VWhen a CA cosigner signs a subtree, it nmakes the additional statenent
that it has certified each entry in the subtree. For exanple, a
domai n-validating CA states that it has performed dormai n validation
for each entry, at sone tine consistent with the entry’'s validity
dates. CAs are held responsible for every entry in every subtree
they sign. Proving an entry is included (Section 4.2) in a CA-signed
subtree is sufficient to prove the CA certified it.

What it neans to certify an entry depends on the entry type:
* To certify an entry of type null _entry is a no-op. A CA MAY
freely certify null _entry wi thout being held responsible for any

val i dati on.

* To certify an entry of type tbs cert _entry is to certify the
TBSCertificateLogEntry, as defined in Section 5. 3.
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Entries are extensible. Future docunents MAY define type val ues and
what it neans to certify them A CA MJUST NOT sign a subtree if it
contains an entry with type that it does not recognize. Doing so
woul d certify that the CA has validated the information in sone not-
yet-defined entry format. Section 12.5 further discusses security

i mplications of new formats.

A CA operator MAY operate nmultiple CA cosigners that all certify the
same log in parallel. This may be useful when, e.g., rotating CA
keys. In this case, each CA instance MJUST have a distinct nane. The
CA operator’s ACME server can return all CA cosignatures together in
a single certificate, with the application protocol selecting the
cosignatures to use. Section 8 describes howthis is done in TLS

[ RFCB8446] .

If the CA operator additionally operates a traditional X 509 CA that
CA key MUST be distinct fromany Merkle Tree CA cosigner keys.

5.6. Publishing Logs

_[[NOTE: This section is witten to avoid depending on a specific
serving protocol. The current expectation is that a Wb PKl

depl oynent woul d derive from[TLOG TILES], to match the direction of
Certificate Transparency and pick up i nprovenents nmade there. _

_For now, we avoid a normative reference on [ TLOG TILES] and al so
capture the fact that the certificate construction is independent of
the choice of protocol. Simlar to howthe CT ecosystemis mgrating
to atiled interface, were soneone to i nprove on [TLOG TILES], a PK
could mgrate to that new protocol without inpacting certificate
verification._

_That said, this is purely a starting point for describing the
design. W expect the scope of this docunment, and other rel ated
docunents to adapt as the work evol ves across the | ETF, C2SP
Certificate Transparency, and other communities.]]_

I ssuance logs are intended to be publicly accessible in some form to
allow nonitors to detect msissued certificates

The access nethod does not affect certificate interoperability, so
this docunment does not prescribe a specific protocol. An individua

i ssuance | og MAY be published in any form provided other parties in
the PKI are able to consunme it. Relying parties SHOULD define | og
serving requirements, including the all owed protocols and expected
availability, as part of their policies on which CAs to support. See
al so Section 10. 3.
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For exanple, a |log ecosystemcould use [ TLOG TILES] to serve |ogs.

[ TLOG TILES] inproves on [ RFC6962] and [ RFC9162] by exposing the | og
as a collection of cacheable, imutable "tiles". This works well
with a variety of common HTTP [ RFC9110] serving architectures. It
also allows log clients to request arbitrary tree nodes, so |og
clients can fetch the structures described in Section 4.

5.6.1. Log Pruning

Over tine, an issuance log' s entries will expire and likely be
replaced with certificate renewals. As this happens, the total size
of the log grows, even if the unexpired subset remains fixed. To
mtigate this, issuance |ogs MAY be pruned_, as described in this
secti on.

Pruni ng nmakes some prefix of the |og unavail able, w thout changing

the tree structure. It nay be used to reduce the serving cost of

I ong-lived | ogs, where any entries have |l ong expired. Section 10.3
di scusses policies on when pruning nmay be permitted. This section

di scusses how it is done and the inpact on |log structure.

An issuance log is pruned by updating its _mninumindex_ paraneter
(Section 5.1). The minimumindex is the index of the first log entry
that the I og publishes. (See Section 5.6.) It MJST be | ess than or
equal to the tree size of the log' s current checkpoint, and al so
satisfy any availability policies set by relying parties who trust
the CA.

An entry is said to be _available_ if its index is greater than or
equal to the mininmumindex. A checkpoint is said to be available if
its tree size is greater than the minimumindex. A subtree [start,
end) is said to be available if end is greater than the nini mum

i ndex.

Log protocols MJST serve enough information to allow a log client to
efficiently obtain the follow ng:

* Signatures over the |atest checkpoint by the CA s cosigners
(Section 5.5)

* Any individual available log entry (Section 5.3)
* The hash val ue of any avail abl e checkpoi nt

* An inclusion proof (Section 2.1.3 of [RFC9162]) for any avail abl e
entry to any containing checkpoint
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* A consistency proof (Section 2.1.4 of [RFC9162]) between any two
avai |l abl e checkpoints

* The hash val ue of any avail able subtree (Section 4)

* A subtree inclusion proof (Section 4.2) for any available entry in
any containi ng subtree

* A subtree consistency proof (Section 4.3) between any avail abl e
subtree to any contai ni ng checkpoi nt

Meeting these requirenents requires a log to retain sone information
about pruned entries. Gven a node [start, end) in the Merkle Tree,
if end is less than or equal to the mnimumindex, the node’s
children MAY be discarded in favor of the node’s hash

Figure 3 shows an exanple pruned tree with 13 el enents, where the
mnimumindex is 7. It shows the original tree, followed by the
pruned tree. The pruned tree depicts the nodes that MJST be

avail abl e or computable. Note that entry 6 MAY be di scarded, only
the hash of entry 6 nust be avail abl e.
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Figure 3: An exanpl e showi ng the mini mum nodes that nust be
avai |l abl e after pruning

Logs MAY retain additional nodes, or expect log clients to conpute
required nodes from other nodes. For exanple, in Figure 3, the log's
serving protocol MAY instead serve [0, 2) and [2, 4), with the |og
client computing [0, 4) fromthose val ues.
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6

6

Certificates

This section defines howto construct Merkle Tree Certificates, which
are X. 509 Certificates [RFC5280] that assert the information in an

i ssuance log entry. A Merkle Tree Certificate is constructed from
the follow ng:

* A TBSCertificateLogEntry (Section 5.3) contained in the issuance
| og (Section 5)

* A subject public key whose hash natches the TBSCertificatelLogEntry
* A subtree (Section 4) that contains the log entry

* Zero or nore signatures (Section 5.4) over the subtree, which
together satisfy relying party requirenents (Section 7.3)

For any given TBSCertificateLogEntry, there are multiple possible
certificates that may prove the entry is certified by the CA and
publicly | ogged, varying by choice of subtree and signatures.

Section 6.1 defines how the certificate is constructed based on those
choices. Section 6.2 and Section 6.3 define two profiles of Mrkle
Tree Certificates, full certificates and signaturel ess certificates,
and how to select the subtree and signatures for them

1. Certificate Fornat

The information is encoded in an X 509 Certificate [ RFC5280] as
fol |l ows:

The TBSCertificate s version, issuer, validity, subject,

i ssuer Uni quel D, subj ect Uni quel D, and extensi ons MJST match the
corresponding fields of the TBSCertificateLogEntry. Per Section 5.3,
this nmeans issuer MJST be the issuance log’s log ID as an X 509

di stingui shed nane, as described in Section 5. 2.

The TBSCertificate's serial Nunber MJST contain the zero-based index
of the TBSCertificateLogEntry in the log. Section 4.1.2.2 of

[ RFC5280] forbids zero as a serial nunber, but Section 5.3 defines a
null _entry type for use in entry zero, so the index will be positive.
This encoding is intended to avoid inplenentation errors by having
the serial nunbers and indices off by one.

The TBSCertificate' s subjectPublicKeylnfo contains the specified
public key. Its hash MJST match the TBSCertificatelLogEntry’s
subj ect Publ i cKeyl nf oHash.
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The TBSCertificate's signature and the Certificate's

si gnat ur eAl gorithm MJUST contain an Al gorithm dentifier whose
algorithmis id-al g-ntcProof, defined bel ow, and whose paraneters is
oni tted.

i d-al g-ntcProof OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) algorithms(6) TBD}

For initial experinentation, early inplenentations of this design
will use the O D 1.3.6.1.4.1.44363.47.0 instead of id-al g-ntcProof.

The signatureVal ue contains an MICProof structure, defined bel ow
usi ng the TLS presentation | anguage (Section 3 of [RFC8446]):

opaque HashVal ue[ HASH S| ZE] ;

struct {
Trust Anchor | D cosi gner _i d;
opaque signature<0..2"16-1>;
} MICSi gnat ur e;

struct {
uint64 start;
ui nt 64 end;
HashVal ue i ncl usi on_proof <0..2"16- 1>;
MICSi gnat ur e si gnat ur es<0. . 2"16- 1>
} MICPr oof ;

start and end MUST contain the correspondi ng paraneters of the chosen
subtree. inclusion_proof MJST contain a subtree inclusion proof
(Section 4.2) for the log entry and the subtree. signatures contains
the chosen subtree signatures. 1In each signature, cosigner_id
contains the cosigner ID (Section 5.4) inits binary representation
(Section 3 of [I-D.ietf-tls-trust-anchor-ids]), and signature
contains the signature value as described in Section 5.4.1

The MICProof is encoded into the signatureValue with no additiona
ASN. 1 wrapping. The nost significant bit of the first octet of the
signature val ue SHALL becone the first bit of the bit string, and so
on through the | east significant bit of the |ast octet of the
signature value, which SHALL becone the last bit of the bit string.
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6.2. Full Certificates

A full certificate_ is a Merkle Tree certificate which contains
sufficient signatures to allow a relying party to trust the choice of
subtree, wi thout any predistributed i nformati on beyond the
cosigner(s) paranmeters. Full certificates can be issued w thout
significant processing del ay.

When issuing a certificate, the CA first adds the
TBSCertificatelLogEntry to its issuance log. It then schedules a job
to construct a checkpoint and collect cosignatures. The job proceeds
as foll ows:

1. The CA signs the checkpoint with its key(s) (Section 5.5).

2. Using the procedure in Section 4.4, the CA determnes the two
subtrees that cover the entries added between this checkpoint and
the nost recent checkpoint.

3. The CA signs each subtree with its key(s) (Section 5.4).

4. The CA requests sufficient checkpoint cosignatures (Section 5.4)
fromexternal cosigners to neet relying party requirenents
(Section 7.3).

5. The CA requests subtree cosignhatures (Appendix B.3) fromthe
cosi gners above.

6. For each certificate in the interval, the CA constructs
certificates (Section 6.1) using the covering subtree.

Steps 4 and 5 are anal ogous to requesting SCTs from CT logs in
Certificate Transparency, except that a single run of this job
collects signatures for many certificates at once. The CA MAY
request signatures froma redundant set of cosigners and select the
ones that conplete first.

Thi s docunent does not prescribe the specific cosigner roles, or a
particul ar protocol for requesting cosignatures. Protocols for

cosi gners MAY vary depending on the needs for that cosigner. A

consi stency-only cosigner, such as [ TLOGW TNESS], mght only require
a checkpoint signature and consistency proof, while a mrroring
cosigner, such as [TLOG M RROR] mght require the full |og contents.

A cosigner MAY expose a private interface for the CA to reduce

deni al -of -service risk, or a cosigner MAY expose a public interface
for other parties to request additional cosignatures. The latter may
be useful if a relying party requires a cosigner that the CA does not
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communicate with. In this case, an authenticating party MAY request
cosignatures and add themto the certificate. However, it is
RECOMVENDED t hat the CA collect cosignatures for the authenticating
party. This sinplifies deploynent, as relying party policies change
over tine.

Thi s docunent does not place any requirenents on how frequently this
job runs. More frequent runs results in | ower issuance del ay, but

hi gher signing overhead. It is RECOWENDED that CAs run at nobst one
instance of this job at a tine, starting the next instance after the
previ ous one conpletes. A single run collects signatures for al
entries since the nost recent checkpoint, so there is little benefit
to overlapping them Less frequent runs may also aid relying parties
that wish to directly audit signatures, as described in Section 5.2
of [AuditingRevisited], though this docunent does not define such a
system

6.3. Signatureless Certificates

A _signatureless certificate_is a Merkle Tree certificate which
contains no signatures and instead assunes the relying party had
predi stributed informati on about which subtrees were trusted.
Signaturel ess certificates are an optional size optimzation. They
require a processing delay to construct, and only work in a
sufficiently up-to-date relying party. Authenticating parties thus
SHOULD depl oy a corresponding full certificate al ongsi de any
signaturel ess certificate, and use sone application-protocol -specific
mechani smto select between the two. Section 8 discusses such a
mechani sm for TLS [ RFC8446].

6.3.1. Landmark Checkpoints

A signatureless certificate is constructed based on a _| andmark
checkpoi nt sequence , which is a sequence of _|andmark checkpoints_.
Landmar k checkpoints are agreed-upon tree sizes across the ecosystem
for optimzing certificates. Landmark checkpoi nts SHOULD be

all ocated by the CA, but they can also be allocated by some other
coordinating party. It is possible, but NOT RECOMVENDED, f or
mul ti pl e | andmark checkpoi nt sequences to exist per CA. Landmark
checkpoints are allocated to balance mnimzing the delay in
obtaining a signatureless certificate with nmnimzing the size of the
relying party’ s predistributed state.

A |l andmar k checkpoi nt sequence has the follow ng fixed paramneters:

* base_id: An OD arc for trust anchor IDs of individual |andmark
checkpoints
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* max_checkpoints: A positive integer, describing the maxi mnum nunber
of landmark checkpoints that may contain unexpired certificates at
any tinme

* checkpoint _url: Some URL to fetch the current list of |andmark
checkpoi nts

Landmar k checkpoi nts are nunbered consecutively from zero. Each

| andmar k checkpoint has a trust anchor 1D, determ ned by appendi ng
the checkpoint nunber to base id. For exanple, the trust anchor ID
for |l andmark checkpoint 42 of a sequence with base id of 32473.1
woul d be 32473.1.42

Each | andmar k checkpoint specifies a tree size. The first |andmark
checkpoi nt, nunbered zero, is always a tree size of zero. The
sequence of tree sizes MJST be append-only and nonotonically

i ncreasing.

Landmar k checkpoints determ ne _|andmark subtrees_: for each | andmark
checkpoi nt, other than nunber zero, let tree_size be the checkpoint’s
tree size and prev_tree_size be that of the previous | andmark
checkpoint. As described in Section 4.4, select the one or two
subtrees that cover [prev_tree_size, tree_size). Each of those
subtrees is a | andmark subtree.

The nost recent max_checkpoi nts | andmark checkpoints are said to be
_active_. Landmark checkpoints MJST be allocated such that, at any
given tinme, only active | andmark checkpoints contain unexpired
certificates. The active |landmark subtrees are those determ ned by
the active | andmark checkpoints. There are at nobst 2 *
max_checkpoints active [andnmark subtrees at any tine. Every
unexpired entry will be contained in one or nore | andmark subtree.
Active landmark subtrees are predistributed to the relying party as
trusted subtrees, as described in Section 7.4.

I f Iandmark checkpoints are allocated incorrectly (e.g. past
checkpoi nts change, or max_checkpoints is inaccurate), there are no
security consequences, but sone ol der certificates may fail to
val i dat e.

It is RECOVWWENDED t hat checkpoints be all ocated by picking sone

ti me_between_checkpoints interval, and then appending the |atest
checkpoint to the sequence, once per interval. |If the |atest
checkpoint is already a | andmark checkpoint, the interval is skipped.
max_checkpoints can then be set to ceil (max_cert_lifetinme /

ti me_between_checkpoints), where max_cert lifetime is the CA's

maxi mum certificate lifetime. Allocations do not need to be precise,
as |l ong as max_checkpoints is accurate.
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Relying parties will locally retain up to 2 * max_checkpoi nts hashes
(Section 7.4) per CA so nmax_checkpoints should be set to bal ance the
del ay between | andmar k checkpoi nts and the anmount of state the
relying party nmust maintain. Using the recommrended procedure above,
a CAwith a maximumcertificate lifetine of 7 days, allocating a

I andmar k checkpoi nt every hour, will have a max_checkpoints of 168.
The client state is then 336 hashes, or 10, 752 bytes with SHA- 256

checkpoint _url MJST serve a resource with Content-Type: text/plain;
charset=utf-8 and the following lines. Each |ine MJIST be term nated
by a newline character (U+000A):
* Two space-separated non-negative deci mal integers
<l ast _checkpoi nt > <num acti ve_checkpoints>.  This |line MJST
satisfy the following, otherwise it is invalid:
- num.active_checkpoints <= max_checkpoints
- num.active_checkpoints <= | ast_checkpoi nt

* num.active_checkpoints + 1 lines each containing a single non-
negative decimal integer, containing a tree size. Nunbered from

zero to num active_checkpoints, line i contains the tree size for
checkpoint |ast _checkpoint - i. The integers MJST be
nmonot oni cal |y decreasing and | ower or equal to the log' s | atest
tree size.

6.3.2. Constructing Signatureless Certificates
G ven a TBSCertificateLogEntry in the issuance |og and a | andmark
checkpoi nt sequence, a signatureless certificate is constructed as
fol | ows:

1. Wait for the first landmark checkpoint to be allocated that
contains the entry.

2. Determne the I andmark checkpoint’s | andmark subtrees and sel ect
the one that contains the entry.

3. Construct a certificate (Section 6.1) using the selected subtree
and no signatures.
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Before sending this certificate, the authenticating party SHOULD
obt ai n sone application-protocol-specific signal that inplies the
relying party has been configured with the correspondi ng | andmar k
checkpoint. (Section 7.4 defines how relying parties are
configured.) The trust anchor |ID of the | andmark checkpoi nt may be
used as an efficient identifier in the application protocol

Section 8 discusses howto do this in TLS [ RFC8446] .

6.4. Size Estimates

The inclusion proofs in full and signatureless certificates scale
logarithmically with the size of the subtree. These sizes can be
estimated with the CA's issuance rate. The byte counts bel ow assune
the issuance | og’s hash function is SHA-256

Sone organi zations have published statistics which can be used to
estimate this rate for the Web PKI. As of June 9th, 2025:

* [LetsEncrypt] reported around 558, 000,000 active certificates for
a single CA

* [ Merkl eTown] reported around 2,100, 000, 000 unexpired certificates
in CT |logs, across all CAs

* [ Merkl eTown] reported an issuance rate of around 444,000
certificates per hour, across all CAs

The current issuance rate across the Wb PKI may not necessarily be
representative of the Web PKI after a transition to short-1ived
certificates. Assunming a certificate lifetime of 7 days, and that
subscribers will update their certificates 75% of the way through
their lifetime (see Section 10.4), every certificate will be reissued
every 126 hours. This gives issuance rate estimtes of around

4,400, 000 certificates per hour and 17,000,000 certificates per hour,
for the first two values above. Note the larger estimate is across
all CAs, while subtrees would only span one CA

Using the per-CA short lifetinme estimate, if the CAmnts a
checkpoi nt every 2 seconds, full certificate subtrees will span
around 2,500 certificates, leading to 12 hashes in the inclusion
proof, or 384 bytes. Full certificates additionally nmust carry a
sufficient set of signatures to neet relying party requirenents.
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If a new |l andmark checkpoint is allocated every hour, signatureless
certificate subtrees will span around 4, 400,000 certificates, |eading
to 23 hashes in the inclusion proof, giving an inclusion proof size
of 736 bytes, with no signatures. This is significantly smaller than
a single M-DSA-44 signature, 2,420 bytes, and al nbst ten tines
smal l er than the three M.- DSA-44 signatures necessary to include

post - quant um SCTs.

The proof sizes grow logarithmcally, so 32 hashes, or 1024 bytes, is
sufficient for subtrees of up to 2732 (4,294,967, 296) certificates.

7. Relying Parties

This section discusses how relying parties verify Merkle Tree
Certificates.

7.1. Trust Anchors

In order to accept certificates froma Merkle Tree CA, a relying
party MJST be configured with:

* The log ID (Section 5.2)

* A set of supported cosigners, as pairs of cosigner ID and public
key

* A policy on which conbi nati ons of cosigners to accept in a
certificate (Section 7.3)

* An optional list of trusted subtrees that are known to be
consistent with the relying party’'s cosigner requirements
(Section 7.4)

* Alist of revoked ranges of indices (Section 7.5)

[[TODG Define some representation for this. |In a trust anchor
there’s a lot of roomfor flexibility in what the client stores. In
principle, we could even encode some of this information in an X 509
intermedi ate certificate, if an application wishes to use this with a
del egation nodel with internediates, though the security story
becones nore conpl ex. Decide how whether to do that.]]

7.2. Verifying Certificate Signatures
VWhen verifying the signature on an X 509 certificate (Step (a)(1l) of

Section 6.1.3 of [RFC5280]) whose issuer is a Merkle Tree CA, the
relying party perforns the foll ow ng procedure:

Benjamn, et al. Expi res 29 January 2026 [ Page 32]



I nternet-Draft Merkl e Tree Certificates July 2025

1. Check that the TBSCertificate's signature field is id-ntc-proof
with omitted parameters. |If either check fails, abort this
process and fail verification.

2. Let index be the certificate' s serial nunber. Check that start
<= index < end, and that [start, end) describes a subtree per
Section 4.1. If either check fails, abort this process and fai
verification.

3. If index is contained in one of the relying party’'s revoked
ranges (Section 7.5), abort this process and fail verification

4. Construct a TBSCertificateLogEntry as foll ows:

1. Copy the version, issuer, validity, subject, issuerUniquelD,
subj ect Uni quel D, and extensions fields fromthe
TBSCertificate.

2. Set subjectPublicKeylnfoHash to the hash of the DER encodi ng
of subj ect Publ i cKeyl nf o.

5. Construct a MerkleTreeCertEntry of type ths cert _entry with
contents the TBSCertificatelLogEntry.

6. Evaluate inclusion_proof against the MerkleTreeCertEntry to
comput e the expected subtree hash

7. If the subtree is a trusted subtree (Section 7.4), check that the
hash matches. Return success if it matches and failure if it
does not.

8. O herw se, check that signatures contain a sufficient set of
valid signatures fromcosigners to satisfy the relying party’s
cosigner requirenments (Section 7.3). Unrecogni zed cosi gners MJST
be ignored. Signatures are verified as described in
Section 5.4.1.

This procedure only replaces the signature verification portion of
X. 509 path validation. The relying party MJST continue to perform
ot her checks, such as checking expiry.

7.3. Trusted Cosigners

A relying party’s cosigner policy determ nes the sets of cosigners
that nmust sign a view of the issuance |og before it is trusted.
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Thi s docunent does not prescribe a particular policy, but gives
general guidance. Relying parties MAY inplenment policies other than
those described bel ow, and MAY incorporate cosigners acting in roles
not described in this document.

In picking trusted cosigners, relying party SHOULD ensure the
followi ng security properties:

Authenticity: The relying party only accepts entries certified by
the CA

Transparency: The relying party only accepts entries that are
publicly accessible, so that nonitors, particularly the subject of
the certificate, can notice any unauthorized certificates

Rel ying parties SHOULD ensure authenticity by requiring a signature
fromthe nost recent CA cosigner key. |If the CAis transitioning
froman old to new key, the relying party SHOULD accept both unti
certificates that predate the new key expire. This is anal ogous to
the signature in a traditional X 509 certificate.

While a CA signature is sufficient to prove a subtree came fromthe
CA this is not enough to ensure the certificate is visible to
monitors. A mshbehaving CA nmight not operate the |log correctly,

ei ther presenting inconsistent versions of the log to relying parties
and nonitors, or refuse to publish sone entries.

To mitigate this, relying parties SHOULD ensure transparency by
requiring a quorum of signatures from additional cosigners. At

m ni mum these cosigners SHOULD enforce a consistent view of the |og.
For exanple, [TLOG W TNESS] describes a |ightweight "w tness"
cosigner role that checks this with consistency proofs. This is not
sufficient to ensure durable logging. Section 7.5 discusses
mtigations for this. Alternatively, a relying party MAY require
cosigners that serve a copy of the log, in addition to enforcing a
consi stent view For exanple, [TLOG- M RROR] describes a "mrror"
cosi gner role.

Rel ying parties MAY accept the sane set of additional cosigners
across i ssuance | ogs.

Cosigner roles are extensible without changes to certificate
verification itself. Future specifications and individua

depl oynents MAY define other cosigner roles to incorporate into
relying party policies.

Section 10.2 di scusses additional deploynment considerations in
cosi gner sel ection.
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7.4. Trusted Subtrees

As an optional optimzation, a relying party MAY incorporate a
periodically updated, predistributed list of active | andmark
subtrees, determ ned as described in Section 6.3.1. The relying
party configures these as trusted subtrees, allowing it to accept
signaturel ess certificates (Section 6.3) constructed agai nst those
subtr ees.

Bef ore configuring the subtrees as trusted, the relying party MJST
obtai n assurance that each subtree is consistent with checkpoints
observed by a sufficient set of cosigners (see Section 5.4) to neet
its cosigner requirements. It is not necessary that the cosigners
have generated signatures over the specific subtrees, only that they
are consi stent.

This criteria can be checked given

* Some _reference checkpoint_ that contains the |atest |andmark
checkpoi nt

* For each cosigner, either
- A cosignature on the reference checkpoint

- A cosigned checkpoint containing the referenced checkpoi nt and
a valid Merkle consistency proof (Section 2.1.4 of [RFC9162])
bet ween the two

* For each subtree, a valid subtree consistency proof (Section 4.3)
between the subtree and the reference checkpoint

[[TODG The subtree consistency proofs have many nodes in conmon. |t
is possible to define a single "bul k consistency proof" that verifies
all the hashes at once, but it’'s a |ot nore conplex.]]

Thi s docunent does not prescribe how relying parties obtain this
information. A relying party MAY, for exanple, use an application-
speci fic update service, such as the services described in [ CHROM UM
and [FIREFOX]. |If the relying party considers the service
sufficiently trusted (e.g. if the service provides the trust anchor
list or certificate validation software), it MAY trust the update
service to performthese checks.

Benjamn, et al. Expi res 29 January 2026 [ Page 35]



I nternet-Draft Merkl e Tree Certificates July 2025

The relying party SHOULD i ncorporate its trusted subtree
configuration in application-protocol-specific certificate selection
mechani sms, to allow an authenticating party to select a
signatureless certificate. The trust anchor IDs of the | andmark
checkpoints may be used as efficient identifiers in the application
protocol. Section 8 discusses howto do this in TLS [ RFC8446].

7.5. Revocation by Index

For each supported Merkle Tree CA, the relying party maintains a |ist
of revoked ranges of indices. This allows a relying party to
efficiently revoke entries of an issuance log, even if the contents
are not necessarily known. This may be used to nitigate the security
consequences of m sbehavior by a CA or other parties in the
ecosystem

When a relying party is first configured to trust a CA, it SHOULD be
configured to revoke all entries fromzero up to but not including
the first available unexpired certificate at the time. This
revocati on SHOULD be periodically updated as entries expire and | ogs
are pruned (Section 5.6.1). |In particular, when CAs prune entries,
relying parties SHOULD be updated to revoke all new y unavail abl e
entries. This gives assurance that, even if sone unavailable entry

had not yet expired, the relying party will not trust it. It also
all ows monitors to start nmonitoring a | og without processing expired
entries.

A m sbehaving CA m ght correctly construct a globally consistent |og,
but refuse to make sone entries or intermediate nodes avail abl e.

Consi stency proofs between checkpoints and subtrees woul d pass, but
moni tors cannot observe the entries thenmselves. Relying parties
whose cosigner policies (Section 7.3) do not require durable |ogging
(e.g. via [TLOGMRROR]) are particularly vulnerable to this. In
this case, the indices of the mssing entries will still be known, so
relying parties can use this nechanismto revoke the unknown entri es,
possibly as an initial, targeted nmitigation before a conplete CA
renoval .

Wen a CAis found to be untrustworthy, relying parties SHOULD renove
trust in that CA. To mnimze the conpatibility inpact of this
mtigation, index-based revocation can be used to only distrust
entries after sonme index, while | eaving existing entries accepted.
This is anal ogous to the [ SCTNot After] mechani smused in some PKIs.
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8.

Use in TLS

TLS i npl enentati ons that authenticate with or accept Merkle Tree
certificates SHOULD support trust anchor IDs
([1-D.ietf-tls-trust-anchor-ids]) for certificate sel ection

A full certificate has a trust anchor 1D of the corresponding log ID
(Section 5.2). The authenticating party can obtain this information
either by parsing the certificate’ s issuer field or via out-of-band
information as described in Section 3.2 of
[I-D.ietf-tls-trust-anchor-ids].

[[TODG ldeally we woul d negotiate cosigners.
https://github.comtlswg/tls-trust-anchor-ids/issues/54 has a sketch
of how one m ght do this, though other designs are possible.
Negoti ati ng cosigners allows the ecosystemto manage cosi gners
efficiently, wi thout needing to collect every possible cosignature
and send themall at once. This is wasteful, particularly with post-
quantum al gorithms.]]

A full certificate MAY be used wi thout signals about what the relying
party trusts. As with other choices of default certificates, an

aut henticating party that does so assunes that the relying party
trusts the issuing CA e.g. because the CAis relatively ubiquitous
anong the relying parties that it supports.

A signatureless certificate has a trust anchor ID of the
correspondi ng | andmar k checkpoi nt, as described in Section 6.3.1
This can be configured in the authenticating party via out-of-band
information, as described in Section 3.2 of
[I-Dietf-tls-trust-anchor-ids]. A relying party that has been
configured with trusted subtrees (Section 7.4) derived froma set of
| andmar k checkpoi nts SHOULD be configured to support those
checkpoints’ trust anchor IDs. TLS certificate selection will then
correctly determ ne whether the signaturel ess certificate is
conpatible with the relying party.

[[TODG W can do slightly better. |If the relying party supports
checkpoint 42, it can be assunmed to al so support checkpoint 41, 40,
39, etc. https://github.comtlswy/tls-trust-anchor-ids/issues/62

di scusses howto fit this into the trust anchor |IDs framework. This
allows the client to summmarize its state with one ID per CA.]]

Aut henticating parties SHOULD preferentially use signaturel ess
certificates over full certificates, when both are supported by the
relying party. A signatureless certificate asserts the sane
information as its full counterpart, but is expected to be smaller.
A signaturel ess certificate SHOULD NOT be used w thout a signal that
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10.

the relying party trusts the correspondi ng | andnmark subtree. Even if
the relying party is assumed to trust the issuing CA the relying
party may not have sufficiently up-to-date trusted subtrees
predi stri but ed.

ACME Ext ensi ons

This section describes how to issue Merkle Tree certificates using
ACME [ RFC8555] .

When downl oading the certificate (Section 7.4.2 of [RFC8555]), ACME
clients supporting Merkle Tree certificates SHOULD send "application/
pemcertificate-chain-with-properties"” in their Accept header
(Section 12.5.1 of [RFC9110]). ACME servers issuing Merkle Tree
certificates SHOULD then respond with that content type and include
trust anchor ID information as described in Section 6 of
[I-Dietf-tls-trust-anchor-ids]. Section 8 decribes the trust anchor
I D assignments for full and signaturel ess certificates

When processing an order for a Merkle Tree certificate, the ACME
server nmoves the order to the "valid" state once the correspondi ng
entry is sequenced in the issuance log. The order’s certificate URL
then serves the full certificate, constructed as described in
Section 6. 2.

The full certificate response SHOULD additionally carry a alternate
URL for the signatureless certificate, as described Section 7.4.2 of
[ RFC8555]. Before the signatureless certificate is available, the
alternate URL SHOULD return a HITP 503 (Service Unavail abl e)
response, with a Retry-After header (Section 10.2.3 of [RFC9110])
estimati ng when the certificate will become available. Once the next
| andmar k checkpoint is allocated, the ACME server constructs a
signatureless certificate, as described in Section 6.3 and serves it
fromthe alternate URL.

ACME clients supporting Merkle Tree certificates SHOULD support
fetching alternate chains. |[If an alternate chain returns an HTTP 503
with a Retry-After header, as described above, the client SHOULD
retry the request at the specified tine.

Depl oynent Consi derati ons

1. Operational Costs

Benjamn, et al. Expi res 29 January 2026 [ Page 38]



I nternet-Draft Merkl e Tree Certificates July 2025

10.

10.

1.1. Certification Authority Costs

VWhile Merkle Tree certificates expects CAs to operate |ogs, the costs
of these logs are expected to be much Iower than a CT | og from
[ RFC6962] or [ RFC9162]:

Section 5.6 does not constrain the APl to the one defined in

[ RFC6962] or [RFC9162]. |If the PKI uses a tile-based protocol, such
as [ TLOG TILES], the issuance log benefits fromthe inproved caching
properties of such designs.

Unlike a CT log, an issuance | og does not have public subni ssion
APls. Log entries are only added by the CA directly. The costs are
thus expected to scale with the CA's own operations.

A CA only needs to produce a digital signature for every checkpoint,
rather than for every certificate. The |lower signhature rate
requirenents could all ow nore secure and/ or econom cal key storage
choi ces.

I ndi vidual entries are kept small and do not scale with public key or
signature sizes. This mtigates growmh from post-quantum al gorithns.
Public keys in entries are replaced with fixed-sized hashes. There
are no signatures in entries thenselves, and only signhatures on the
very | atest checkpoint are retained. Every new checkpoint completely
subsunes the ol d checkpoint, so there is no need to retain ol der
signatures. Likewise, a subtree is only signed if contained in

anot her si gned checkpoint.

Log pruning (Section 5.6.1) allows a long-lived log to serve only the
nmore recent entries, scaling with the size of the retention w ndow,
rather than the log’'s total lifetine.

Mrrors of the log can al so reduce CA bandw dth costs, because
monitors can fetch data frommrrors instead of CAs directly. In
PKIs that deploy mirrors as part of cosigner policies, relying
parties could set few availability requirements on CAs, as descri bed
in Section 10. 3.

1.2. Cosigner Costs

The costs of cosigners vary by cosigner role. A consistency-checking
cosigner, such as [TLOG W TNESS], requires very little state and can
be run with | ow cost.

A mrroring cosigner, such as [TLOG M RROR], perforns conparable
roles as CT | ogs, but several of the cost-saving properties in
Section 10.1.1 also apply: inproved protocols, smaller entries, |ess
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frequent signatures, and log pruning. While a mrror does need to
acconmodat e another party’'s (the CA's) growmh rate, it grows only
fromnew i ssuances fromthat one CA. If one CA's issuance rate
exceeds the mrror’s capacity, that does not inpact the mrror’s
copies of other CAs. Mrrors also do not need to defend agai nst a
client uploading a | arge number of existing certificates all at once.
Submi ssions are al so naturally batched and serialized.

1.3. Moni tor Costs

In a CT-based PKI, every log carries a potentially distinct subset of
active certificates, so nonitors must check the contents of every CT
log. At the sane tine, certificates are comonly synchronized
between CT logs. As aresult, a nonitor will typically downl oad each
certificate multiple times, once for every log. In Merkle Tree
Certificates, each entry appears in exactly one log. A relying party
m ght require a log to be covered by a quorumof mrrors, but each
mrror is cryptographically verified to serve the sane contents.

Once a nonitor has obtained sone entry fromone mrror, it does not
need to download it fromthe others.

In addition to downl oadi ng each entry only once, the entries
thensel ves are snaller, as discussed in Section 10.1.1

2. Choosi ng Cosigners

In selecting trusted cosigners and cosi gner requirenments
(Section 7.3), relying parties navigate a nunber of trade-offs:

A consi st ency-checki ng cosigner, such as [TLOG W TNESS], is very
cheap to run, but does not guarantee durable |ogging, while a
mrroring cosigner is nore expensive and may take |onger to cosign
structures. Requiring a mirror signature provides stronger
guarantees to the relying party, which in turn can reduce the
requirenents on CAs (see Section 10.3), however it may cause
certificate issuance to take longer. That said, mrrors are
conmparable to CT logs, if not cheaper (see Section 10.1), so they may
be appropriate in PKIs where running CT logs is already viable.

Relying parties that require larger quoruns of trusted cosigners can
reduce the trust placed in any individual cosigner. However, these

| arger quoruns result in larger, nore expensive full certificates.
The cost of this will depend on how frequently the signaturel ess
optimization occurs in a given PKI. Conversely, relying parties that
require smaller quorums have smaller full certificates, but place
nmore trust in their cosigners.
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Rel ying party policies also inpact nonitor operation. If a relying
party accepts any one of three cosigners, nonitors SHOULD check the
checkpoints of all three. Qherw se, a nmalicious CA may send
different split views to different cosigners. Mbre generally,

moni tors SHOULD check the checkpoints in the union of all cosigners
trusted by all supported relying parties. This is an efficient check
because, if the CAis operating correctly, all cosigners will observe
the sane tree. Thus the nmonitor only needs to check consistency
proof s between the checkpoints, and check the | og contents thensel ves
once. Monitors MAY also rely on other parties in the transparency
ecosystemto performthis check

3. Log Availability

CAs and mirrors are expected to serve their log contents over HITP
It is possible for the contents to be unavailable, either due to
tenporary service outage or because the | og has been pruned

(Section 5.6.1). |If sone resources are unavail able, they may not be
visible to nonitors.

As in CT, PKlIs which deploy Merkle Tree certificates SHOULD establish
availability policies, adhered to by trusted CAs and mrrors, and
enforced by relying party vendors as a condition of trust. Exact
availability policies for these services are out of scope for this
docunent, but this section provides sone general guidance.

Avail ability policies SHOULD specify how |l ong an entry nust be nade

avail abl e, before a CAor mrror is pernmtted to prune the entry. It
is RECOWENDED to define this using a retention period , which is
sonme time after the entry has expired. In such a policy, an entry

could only be pruned if it, and all preceding entries, have already
expired for the retention period. Policies MAY opt to set different
retention periods between CAs and mirrors. Permtting limted |og
retention is analogous to the CT practice of tenporal sharding

[ CHROVE- CT], except that a pruned issuance | og remains conpatible
with ol der, unupdated relying parties.

Such policies inpact monitors. |If the retention periodis, e.g. 6
mont hs, this means that nonitors are expected to check entries of
interest within 6 nonths. It also neans that a new nonitor may only

be aware of a 6 nonth history of entries issued for a particul ar
domai n.

If historical data is not available to verify the retention period,
such as information in another mrror or a trusted summary of
expiration dates of entries, it may not be possible to confirm
correct behavior. This is mtigated by the revocation process
described in Section 7.5: if a CA were to prune a forward-dated entry
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and, in the 6 nonths when the entry was avail able, no nmonitor noticed
the unusual expiry, an updated relying party would not accept it
anyway.

The [ og pruning process sinply nakes sone resources unavail able, so
availability policies SHOULD constrain log pruning in the same way as
general resource availability. That is, if it would be a policy
violation for the log to fail to serve a resource, it should al so be
a policy violation for the log to prune such that the resource is
removed, and vice versa

PKIs that require mrror cosignatures (Section 7.3) can inpose
mnimal to no availability requirements on CAs, all w thout

conmprom sing transparency goals. |If a CA never nakes sone entry
available, mrrors will be unable to update. This will prevent
relying parties fromaccepting the undisclosed entries. However, a
CA which is persistently unavailable may not offer sufficient benefit
to be used by authenticating parties or trusted by relying parties.

However, if a mirror’s interface beconmes unavail abl e, nonitors may be
unabl e to check for unauthorized issuance, if the entries are not
available in another mrror. This does conpromn se transparency
goals. As such, availability policies SHOULD set availability
expectations on nmirrors. This can also be nitigated by using
multiple mrrors, either directly enforced in cosigner requirenents,
or by keeping mrrors up-to-date with each other.

In PKIs that do not require mrroring cosigners, the CA's serving
endpoint is nore crucial for nmonitors. Such PKlIs thus SHOULD set
availability requirenents on CAs.

In each of these cases, availability failures can be mitigated by
revoki ng the unavail able entries by index, as described in
Section 7.5, likely as a first step in a broader distrust.

4, Certificate Renewal

When an authenticating party requests a certificate, the
signatureless certificate will not be available until the next

| andmar k checkpoint is ready. Fromthere, the signaturel ess
certificate will not be available until relying parties receive new
trusted subtrees.

To maxi m ze coverage of the signatureless certificate optimzation,
aut henticating parties performng routine renewal SHOULD request a
new Merkle Tree certificate sone tine before the previous Merkle Tree
certificate expires. Renewi ng around 75%into the previous
certificate’'s lifetime is RECOWENDED. Authenticating parties
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additionally SHOULD retain both the new and old certificates in the
certificate set until the old certificate expires. As the new
subtrees are delivered to relying parties, certificate negotiation
will transition relying parties to the new certificate, while
retaining the old certificate for relying parties that are not yet
updat ed.

The above al so applies if the authenticating party is performng a
routine key rotation alongside the routine renewal. |In this case,
certificate negotiation would pick the key as part of the certificate
sel ection. This slightly increases the lifetinme of the old key but
mai ntai ns the size optim zation continuously.

If the service is rotating keys in response to a key conprom se, this

option is not appropriate. Instead, the service SHOULD i mmedi ately
discard the old key and request a full certificate and the revocation
of the previous certificate. This will interrupt the size

optimization until the new signaturel ess certificate is available and
relying parties are updat ed.

5. Miltiple CA Keys

The separation between issuance | ogs and CA cosigners gives CAs
additional flexibility in nmanagi ng keys. A CA operator wishing to
rotate keys, e.g. to guard agai nst conproni se of older key naterial,
or upgrade to newer algorithms, could retain the sane issuance |og
and sign its checkpoints and subtrees with both keys in parallel,
until relying parties are all updated. dder relying parties would
verify the ol der signatures, while newer relying parties would verify
the newer signatures. A cosignature negotiation mechanismin the
application protocol (see Section 8) would avoid using extra

bandwi dth for the two signatures

Privacy Consi derations

The Privacy Considerations described in Section 9 of
[I-Dietf-tls-trust-anchor-ids] apply to its use with Merkle Tree
Certificates.

In particular, relying parties that share an update process for
trusted subtrees (Section 7.4) will fetch the same stream of updates.
However, updates may reach different users at different tines,
resulting in sone variation across users. This variation may

contribute to a fingerprinting attack [ RFC6973]. |If the Merkle Tree
CA trust anchors are sent unconditionally in trust_anchors, this
variation will be passively observable. |f they are sent

conditionally, e.g. with the DNS nechani sm the trust anchor |i st
will require active probing.
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Security Considerations
1. Authenticity

A key security requirenment of any PKI schene is that relying parties
only accept assertions that were certified by a trusted certification
authority. Merkle Tree certificates achieve this by ensuring the
relying party only accepts authentic subtree hashes:

* In full certificates, the relying party’s cosigner requirenents
(Section 7.3) are expected to include sone signature by the CA's
cosigner. The CA's cosigner (Section 5.5) is defined to certify
the contents of every checkpoint and subtree that it signs.

* In signatureless certificates, the cosigner requirements are
checked ahead of time, when the trusted subtrees are
predi stributed (Section 7.4).

G ven such a subtree hash, conmputed over entries that the CA
certified, it then nust be conputationally infeasible to construct an
entry not on this list, and sone inclusion proof, such that inclusion
proof verification succeeds. This requires using a collision-
resistant hash in the Merkle Tree construction

Log entries contain public key hashes, so it nust additionally be
computationally infeasible to conpute a public key whose hash mat ches
the entry, other than the intended public key. This also requires a
col li sion-resistant hash.

2. Transparency

The transparency nechanisns in this docunent do not prevent a CA from
i ssuing an unaut horized certificate. Rather, they provide conparable
security properties as Certificate Transparency [ RFC9162] in ensuring
that all certificates are either rejected by relying parties, or
visible to nobnitors and, in particular, the subject of the
certificate.

Conpared to Certificate Transparency, sonme of the responsibilities of
a |l og have noved to the CA. Al signatures generated by the CAin
this systemare assertions about sone view of the CA s issuance | og.
However, a CA does not need to function correctly to ensure
transparency properties. Relying parties are expected to require a
quorum of additional cosigners, which together enforce properties of
the log (Section 7.3) and prevent or detect CA m sbehavior
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A CA might violate the append-only property of its | og and present
different views to different parties. However, each individua
cosigner will only follow a single append-only view of the |og
history. Provided the cosigners are correctly operated, relying
parties and nonitors will observe consistent views between each
other. Views that were not cosigned at all nmay not be detected, but
they also will not be accepted by relying parties.

If the CA sends one view to sonme cosigners and another view to other
cosigners, it is possible that nultiple views will be accepted by
relying parties. However, in that case nonitors will observe that
cosigners do not nmatch each other. Relying parties can then react by
revoki ng the inconsistent indices (Section 7.5), and likely renoving
the CA. If the cosignhers are mrrors, the underlying entries in both
views will also be visible.

A CA might correctly construct its |log, but refuse to serve sone
unaut hori zed entry, e.g. by feigning an outage or pruning the |og
outside the retention policy (Section 10.3). |If the relying party
requires cosignatures fromtrusted mrrors, the entry will either be
visible to nonitors in the mrrors, or have never reached a mrror
In the latter case, the entry will not have been cosigned, so the
relying party would not accept it. |If the relying party accepts |og
views without a trusted nmirror, the unauthorized entry nay not be
avai |l abl e. However, the existence of _sone_ entry at that index wll
be visible, so nonitors will knowthe CAis failing to present an
entry. Relying parties can then react by revoking the undi scl osed
entries by index (Section 7.5), and likely renoving the CA

3. Public Key Hashes

Unli ke Certificate Transparency, the mechanisms in this docunent do
not provide the subject public keys, only the hashed values. This is
intended to reduce | og serving costs, particularly with |arge post-
quantum keys. As a result, nonitors |ook for unrecogni zed hashes

i nstead of unrecogni zed keys. Any unrecogni zed hash, even if the
prei mage i s unknown, indicates an unauthorized certificate.

This optim zation conplicates studies of weak public keys, e.g.

[ SharedFactors]. Such studies will have to retrieve the public keys
separately, such as by connecting to the TLS servers, or fetching
fromthe CAif it retains the unhashed key. This docunent does not
define a nechanismfor doing this, or require that CAs or mrrors
retai n unhashed keys. The transparency mechanisnms in this protoco
are primarily intended to allow nonitors to observe certificate

i ssuance.
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4. Non- Repudi ati on

VWhen a nonitor finds an unauthorized certificate issuance in a |log or
mrror, it nust be possible to prove the CA indeed certified the
information in the entry. However, only the |atest checkpoint
signature is retained by the transparency ecosystem so it may not be
possible to reconstruct the exact certificate seen by relying
parties.

However, per Section 5.5, any checkpoint signature is a binding
assertion by the CAthat it has certified every entry in the
checkpoint. Thus, given _any_ signed checkpoint that contains the
unaut hori zed entry, a Merkle inclusion proof (Section 2.1.3 of

[ RFC9162]) is sufficient to prove the CA issued the entry. This is
anal ogous to how, in Section 3.2.1 of [RFC9162], CAs are held
accountabl e for signed CT precertificates.

The transparency ecosystem does not retain unhashed public keys, so
it also may not be possible to construct a conplete certificate from
the checkpoi nt signature and inclusion proof. However, if the |og
entry’ s subj ect Publ i cKeyl nf oHash does not correspond to an authorized
key for the subject of the certificate, the entry is stil

unaut hori zed. A Merkle Tree CAis held responsible for all |og
entries it certifies, whether or not the preimge of the hash is
known.

5. New Log Entry Types

Merkl eTreeCertEntry (Section 5.3) is extensible and pernmts protoco
extensions to define new formats for the CAto certify. This neans
ol der CAs, cosigners, relying parties, and nonitors might interact
with new entries:

Section 5.3 and Section 5.5 forbid a CA from |l ogging or signing
entries that it does not recognize. A CA cannot faithfully claimto
certify information if it does not understand it. This is anal ogous
to how a correctly-operated X 509 can never sign an unrecogni zed

X. 509 extension

External cosigners nmay or nay not interact with the unrecognized
entries. [TLOG- M RROR] and [ TLOG W TNESS] descri be cosi gners whose
roles do not interpret the contents of log entries. New entry types
MAY be added without updating them |If a cosigner role does
interpret a log entry, it MJST define how it interacts with unknown
ones.
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If arelying party trusts an issuance |log, but the issuance | og
contains an unrecogni zed entry, the entry will not cause it to accept
an unexpected certificate. In Section 7.2, the relying party
constructs the MerkleTreeCertEntry that it expects. The unrecognized
entry will have a different type value, so the proof wll never
succeed, assuming the underlying hash function remains collision-
resistant.

If a nonitor observes an entry wi th unknown type, it may not be able
to determine if it is of interest. For exanple, it may be unable to
tell whether it covers sone relevant DNS name. Until the nmonitor is
updated to reflect the current state of the PKI, the nonitor may be
unabl e to detect all msissued certificates.

This situation is anal ogous to the addition of a new X 509 extension.
When relying parties add support for log entry types or new X 509
ext ensi ons, they SHOULD coordinate with nonitors to ensure the
transparency ecosystemis able to nonitor the new fornmats.

6. Certificate Malleability

An ASN. 1 structure like X. 509" s Certificate is an abstract data type
that is independent of its serialization. There are nultiple
encoding rules for ASN.1. Comonly, protocols use DER [ X 690], such
as Section 4.4.2 of [RFC8446]. This aligns with Section 4.1.1.3 of

[ RFC5280], which says X. 509 signatures are computed over the DER-
encoded TBSCertificate. After signature verification, applications
can assunme the DER-encoded TBSCertificate is not malleable.

Wil e the signature verification process in Section 7.2 first
transforms the TBSCertificate into a TBSCertificatelLogEntry, it
preserves this non-malleability. There is a unique valid DER
encodi ng for every abstract TBSCertificate structure, so malleability
of the DER-encoded TBSCertificate reduces to nmalleability of the
TBSCertificate val ue:

* The version, issuer, validity, subject, issuerUniquelD
subj ect Uni quel D, and extensions fields are copied fromthe
TBSCertificate to the TBSCertificateLogEntry unnodified, so they
are directly authenticated by the inclusion proof.

* serial Nunber is onmitted from TBSCertificateLogEntry, but its value
determ nes the inclusion proof index, which authenticates it.

* The redundant signature field in TBSCertificate is omtted from
TBSCertificatelLogEntry, but Section 7.2 checks for an exact val ue,
so no other values are possible.
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* subj ectPublicKeylnfo is hashed as subjectPubli cKeyl nfoHash in
TBSCertificatelLogEntry. Provided the underlying hash function is
collision-resistant, no other values are possible for a given |l og
entry.

Sone non-conform ng X 509 inplenentati ons use a BER [ X. 690] parser

i nstead of DER and then, instead of conputing the canonical DER
encodi ng per Section 4.1.1.3 of [RFC5280], verify the signature over
the particul ar BER encoding received. Those inplenentations may
still assune the recei ved BER encoded TBSCertificate is not
mal | eabl e. However, as BER encoding is not unique, this breaks the
above assunptions in Merkle Tree Certificates. To preserve non-

mal | eability, these non-conformng inplenmentati ons MUST do the

foll owi ng when verifying a Merkle Tree Certificate:

* \When parsing the outernost TBSCertificate SEQUENCE tag and | ength,
reparse with a conform ng DER parser.

* When copying the version, issuer, validity, subject,
i ssuer Uni quel D, subj ect Uni quel D, and extensions fields, either
reparse with a conform ng DER parser, or copy over the observed
BER encodi ngs.

* Reparse the serial Nunmber field with a conforning DER parser

* Reparse the signature field with a conform ng DER parser.
Equi val ently, check for an exact match for the expected, DER-
encoded val ue.

* \When hashi ng subj ect Publ i cKeylnfo, either reparse with a
conform ng DER parser, or hash the observed BER encodi ng.

Section 5.3 requires that the TBSCertificatelLogEntry in a

Mer kl eTreeCert Entry be DER-encoded, so applying a stricter parser
will be conpatible with conform ng CAs. Wile these existing non-
conform ng inplenmentations may be unable to switch to a DER parser
due to conpatibility concerns, Merkle Tree Certificates is new, so
there is no existing deploynment of malformed BER-encoded
TBSCertificateLogEntry structures.
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The above only ensures the TBSCertificate portion is non-malleable.
In Merkle Tree Certificates, simlar to ECDSA X. 509 signature, the
signature value is nalleable. Miltiple MICProof structures may prove
a single TBSCertificate structure. Additionally, in all X 509-based
protocol s, a BER-based parser for the outer, unsigned Certificate
structure will admit malleability in those portions of the encodi ng.
Applications that derive a unique identifier fromthe Certificate
MUST instead use the TBSCertificate, or sone portion of it, for
Merkle Tree Certificates.

13. | ANA Consi derations
TODO Fill this in.
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Appendi x A ASN. 1 Modul e
TODO. Add an ASN. 1 nodul e. Leaving a placehol der as a remni nder.
Appendi x B. Extensions to Tiled Transparency Logs (To Be Renoved)

[[TODG This section is expected to be renoved. It is sketched here
purely for illustrative purposes, until the features are defined
somewhere el se, e.g. in the upstreamtlog docunents.]]

B.1. Pruning a Tiled Transparency Log

https://github. coml C2SP/ C2SP/ pul | / 138 descri bes how to support
pruning in tlogs but, as of witing, is not part of [TLOG TILES] yet.

[TLOG-MRROR] is also updated to add a mininumindex paranmeter to
each mirror and apply the above changes to its nmonitoring interface.
The first step of the recommended update procedure in [ TLOG M RROR]
is updated to say, "Let mirror_size be the tree size of the mrror
checkpoint, or the mirror’s mninumindex if the mrror has not
copied the log yet."

A mrror MAY use the origin log's current mninmumindex to initialize
its starting mninmumindex, but it is not required to reflect
subsequent pruning. A mrror MAY initialize its mninumindex to
sonme higher value than the origin, if it does not intend to | og sone
entries. It MAY initialize its mnimumindex to a | ower value, if
the pruned resources are available fromsone other source, e.g.,
another mirror.

B.2. Subtree Signed Note Format

A subtree, with signatures, can be represented as a signed note

[ SI GNED- NOTE] .  Trust anchor |1 Ds can be converted into | og origins
and cosi gner names by concatenating the ASCI| string oid/1.3.6.1.4.1.
and the ASCI| representation of the trust anchor ID. For exanple,
the checkpoint origin for a |l og naned 32473.1 woul d be
oid/1.3.6.1.4.1.32473. 1.
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The note body is a sequence of the following |lines, each terninated
by a newline character (U+000A):

* The log origin
*  Two space-separated, non-negative decimal integers, <start> <end>
* The subtree hash, as single hash encoded in base64

Each note signature has a key nanme of the cosigner nane. The
signature’s key IDis conputed using the reserved signature type in
[ SIGNED- NOTE], and a fixed string, as foll ows:

key I D = SHA-256(key nane || OxO0A || OxFF || "ntc-subtree/v1")[:4]

A subtree whose start is zero can also be represented as a checkpoi nt
[ TLOG CHECKPO NT]. A correspondi ng subtree signature can be
represented as a note signhature using a key ID conputed as foll ows:

key I D = SHA-256(key nanme || OxO0A || OxFF || "ntc-checkpoint/v1")][: 4]

The only difference between the two forns is the inplicit
transformation fromthe signed note text to the MICSubtree structure.

B.3. Requesting Subtree Signatures

This section defines the sign-subtree cosigner HITP endpoint for
clients to obtain subtree signatures from non-CA cosigners, such as
mrrors and witnesses. |t may be used by the CA when assenbling a
certificate, or by an authenticating party to add a cosignature to a
certificate that the CA did not thensel ves obtain.

The cosi gner MAY expose this endpoint publicly to genera
authenticating parties, or privately to the CA. The latter is
sufficient if the CAis known to automatically request cosignatures
fromthis cosigner when constructing certificates. |f private,
authenticating the CA is out of scope for this docunent.

Clients call this endpoint as POST <prefix>/sign-subtree, where
prefix is some URL prefix. For a mrror or witness, the URL prefix
is the subnmission prefix. The client’s request body MJST be a
sequence of:

* The requested subtree as a signed note (Appendix B.2), with zero
or nore signatures. The endpoint MAY require signatures fromthe
CA as a DoS mitigation, as described bel ow.

* A blank |ine
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* A checkpoint, signed by the requested cosigner. The checkpoint’s
tree size nust be at | east end.

* A blank |ine

* Zero or nore subtree consistency proof (Section 4.3) lines. Each
I'ine MIUST encode a single hash in base64 [ RFC4648]. The client
MUST NOT send nore than 63 consi stency proof |ines.

Each line MUST terminate in a newine character (U+000A).
The cosi gner perforns the foll ow ng steps:
1. Check that the checkpoint contains signatures fromitself

2. Check that the subtree consistency proof proves consistency
bet ween the subtree hash and the checkpoi nt

3. If all checks pass, cosign the subtree, as described in
Section 5.4

On success, the response body MIUST be a sequence of one or nobre note
signature lines [SI GNED- NOTE], each starting with an em dash
character (U+2014) and ending with a newine character (U+000A). The
si gnatures MJUST be cosignatures fromthe cosigner key(s) on the
subtree.

I nstead of statelessly validating checkpoints by signhature, the
cosi gner MAY statefully check the requested checkpoi nt agai nst

internal witness or mrror state. In this case, if the cosigner
needs a newer checkpoint, it responds with a "409 Conflict" with its

| at est signed checkpoint. |In this case, the subtree cosigni ng SHOULD
remenber and accept the |last few signed checkpoints, to mnimze
conflicts.

If operating statefully, the subtree cosigner process only needs read
access to the mirror or witness state and can freely operate on stale
state without violating any invariants.

Mrrors MAY choose to check subtree hashes by querying their |og
state, instead of evaluating proofs.

Publ i cl y- exposed subtree cosigning endpoints MAY nitigate DoS in a
vari ety of techniques:

* Only cosigning recent subtrees, as old subtrees do not need to be
co-si gned
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* Caching subtree signatures

* Requiring a CA signature on the subtree; CAs are only expected to
sign two subtrees (Section 4.4) for each checkpoint

* Rate-limting requests
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i npl erentation of an earlier draft reveal ed several pitfalls.

The idea to mnt tree heads infrequently was originally described by
Richard Barnes in [STH Discipline]. The size optimzation in Merkle
Tree Certificates is an application of this idea to the certificate
itself.

Change | og

*RFC Editor’s Note:* Please renove this section prior to
publication of a final version of this docunent.

Since draft-davidben-tls-nerkle-tree-certs-00

* Sinplify hashing by removing the internal padding to align with
bl ock size. #72

* Avoid the tenptation of floating points. #66

* Require lifetime to be a multiple of batch_duration. #65

*  Renanme window to validity w ndow #21

* Split Assertion into Assertion and AbridgedAssertion. The latter
is used in the Merkle Tree and HTTP interface. It replaces
subject _info by a hash, to save space by not serving | arge post-
quant um publ i ¢ keys. The original Assertion is used everywhere
el se, including BikeshedCertificate. #6

* Add proper context to every node in the Merkle tree. #32
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* Carify we use a single CertificateEntry. #11
* Carify we use POSIX tine. #1
* FElaborate on CA public key and signature format. #27
* M scel | aneous changes.
Since draft-davidben-tls-nmerkle-tree-certs-01
* Mnor editorial changes
Since draft-davidben-tls-nmerkle-tree-certs-02

* Replace the negotiation mechanismw th TLS Trust Anchor
Identifiers.

Since draft-davidben-tls-merkle-tree-certs-03
* Switch term nol ogy from "subscriber” to "authenticating party".

*  Use <1..2724-1> encoding for all certificate types in the
CertificateEntry TLS nessage

* Carify discussion and roles in transparency ecosystem
* Update references
Since draft-davidben-tls-merkle-tree-certs-04

Substantially reworked the design. The old design was essentially
the | andmark checkpoint and CA-built |ogs ideas, but targeting only
the optim zed and sl ow i ssuance path, and with a nore bespoke tree
structure:

In both draft-04 and draft-05, a CA |looks |ike today’ s CAs except
that they run sone software to publish what they issue and sign tree
heads to certify certificates in bulk.

In draft-04, the CA software publishes certificates in a bunch of

i ndependent Merkle trees. This is very easy to do as a collection of
hi ghly cacheable, imutable static files because each tree is
constructed i ndependently, and never appended to after being built.
In draft-05, the certificates are published in a single Merkle tree.
The [ TLOG TILES] interface allows such trees to also use highly
cacheabl e, inmmutable static files.
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In draft-04, there only are hourly tree heads. Cdients are

provi sioned with tree heads ahead of time so we can make small,

i nclusion-proof-only certificates. 1In draft-05, the ecosystem nust
coordi nate on defining "landmark" checkpoints. dients are

provi sioned wi th subtrees describing | andnmark checkpoi nts ahead of
time so we can nmake snmall, inclusion-proof-only certificates.

In draft-04, each tree head is independent. |In draft-05, each
| andmar k checkpoi nt contains all the previous checkpoints.

In draft-04, the independent tree heads were easily prunable. In
draft-05, we define howto prune a Merkle tree.

In draft-04, there is no fast issuance node. |In draft-05, frequent,
non- | andmar k checkpoi nts can be comnbined with inclusion proofs and

wi tness signatures for fast issuance. This is essentially an STH and
i nclusion proof in CT.

Since draft-davidben-tls-nerkle-tree-certs-05
* Add some di scussion on nmalleability

* Discuss the nonitoring inpacts of the responsibility shift from CA
with log quorumto CA+log with mrror quorum

* Sketch out a nore concrete initial ACVE extension
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