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1. Introduction

Multiple Internet protocols rely on public key cryptography. They
require keys to be distributed by Oigins to dients. This can be
done via certificates, software rel eases, or HITP. This docunent
focuses on this last nechanism It ains to set recomendati ons on
how to design a key directory that is served over HITP

Distribution via HTTP allows for a nore dynam c use of public keys,
for rotation, or caching on internediate mirrors or clients. This
docunent specifies which cache directives origin should set, how
clients and mirrors should consune cache directive set by origins,
how ori gi ns shoul d expose their key directory, and rotate them This
conpl enent s recconendati ons provi ded by [ HTTP- BEST- PRACTI CES] ,
narrowi ng them for key directories protocols.

The docunent does not cover a specific directory format, as these
needs vary from one protocol to the next.

2. Motivation

Section 5 of [JOSE] and Section 7 of [COSE] both define ways to
structure key sets, but no way to serve them This creates issues
when serving these keys over HITP because caching is not taken into
account, and there is no standard way to derive an ID froma key.
Section 4 of [PRIVACYPASS], Section 3 of [OHTTP], and Section 4.7.1
of [DAP] are also defining their own public key directory, and are
faced with simlar issues. Wile Privacy Pass seens to have been the
nmost t horough, even considering [ CONSI STENCY] for instance, these
seemto be duplicated efforts that would benefit from being

consol idated into one specification

3. Presentation Language

Thi s docunent uses the TLS presentation | anguage [ RFC8446] to
describe the structure of protocol nessages. 1In addition to the base
syntax, it uses two additional features: the ability for fields to be
optional and the ability for vectors to have variable-size length
header s.
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3.1. Variable-Size Vector Length Headers

In the TLS presentation | anguage, vectors are encoded as a sequence
of encoded el enents prefixed with a length. The length field has a
fixed size set by specifying the mninmumand naxi mum | engths of the
encoded sequence of el enents.

In this docurment, there are several vectors whose sizes vary over
significant ranges. So instead of using a fixed-size length field,

it uses a variable-size length using a variable-length integer
encodi ng based on the one described in Section 16 of [ RFC9000]. They
differ only in that the one here requires a mninumsi ze encodi ng.

I nstead of presenting min and max val ues, the vector description
simply includes a V. For exanple:

struct {
ui nt 32 fixed<0. . 2555;
opaque vari abl e<Vv>;
} StructWthVectors
4. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
The following terns are used throughout this docunent:
*Cient:* An entity using public key materi al
*Origin:* An entity exposing public key material via HITP

*Mrror:* An internediary entity between client and origin. My
cache data, and act as a privacy proxy.

*Key nmetadata:* Public data associated to a public key.
*Key Directory:* Set of public keys.

*Directory Metadata:* Public data associated to a key directory.
This is protocol specific.
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5.

5.

Architecture
An Origin is exposing a key directory for Cients to fetch. dients
may fetch the directory froma Mrror, either to protect its privacy,
or because the Origin wants to | everage a content delivery network.
The endpoi nt and request pattern should be the sane as if the fetch
was to an Oigin.
Thi s docunent focuses on the below interaction, which is triggered
when the Client does not have valid key for the Origin. This can be
because the Cient is new, its cache is expired, or the Origin
refuses requests with the current key set.
Fomm e - o - + Fomm e - o - + Fomm e - o - +
| dient | | Mrror | | Oigin |
R = R = =

I I I

+--- CGET Key Directory -->| |

| +--- CGET Key Directory -->|

| | <---- Key Directory ----- +

| +-- - |

| | | cache |

I | <--° I

| <---- Key Directory ----- + |

+-- - | |

| | cache | +---.

| <--" | | | rotate

I I | <--

I I I
1. Key ID

Each key in the directory is associated with a uni que Key ID.

Key I D has to be derived fromkey naterial that is shared publicly.
Prot ocol s SHOULD provide the foll owi ng bl ob of data:

struct {
opaque Protocol Bl ob<V>;
} PublicKeyMaterial;

Publ i cKeyMat eri al nmay be conposed of both cryptographic nmaterial and
met adat a.

Key IDis defined has follow

key id = encode(H(PublicKeyMaterial))
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wher e

* pPublicKeyMaterial is a | ength-prefix-encoded bl ob of data
* His a hash function

* encode is sonme encoding function

*TODO Open questions about H

* Should the draft provide specific H?

* Should the draft define an 1 ANA registry and require protocols to
register their H?

5.2. Key Selection
The following is a determnistic algorithmfor determ ning which Key
a Cient uses to fulfill their cryptographic needs. By using a
determnistic algorithm Oigins can nore easily predict the effects
of a Key rotation and inplenent grace periods, soak times, etc.
Protocol s may place additional restrictions, or push these decision
details to depl oynents.
5.2.1. A gorithm
1. *Filter invalid keys*: Exclude keys that:
* Have a not-after field in the past.
* Have a Section 5.4.1 field in the future.

* Do not meet required cryptographic properties.

2. *Set missing activation tines*: |If a key does not have a
Section 5.4.1 field, set it to either

* The Last-Mdified header fromthe request as defined in
Section 8.8.2 of [HITP], if avail able.

* The Date header fromthe request as defined in Section 6.6.1
of [HTTP], if available.

* The client’ s local tine.

3. *Sort by activation tinme*: If a Section 5.4.1 field exists, sort
the remai ning keys in *descendi ng* order based on Section 5.4.1
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4. *Select the first key*: Choose the first key fromthe Key
Directory, as ordered in the Key Directory fornmat.

Clients should inplenent the Key Selection Algorithm Oigins should
present the newest Keys first.

For protocols which define a Section 5.4.1 field, the above al gorithm
m nimzes the chance that the dient uses a key that has expired
between fetching the directory fromthe origin and its usage as part
of the protocol

For protocols without a Section 5.4.1 field, using the first key
allows Oigin to present their key directory so that the newest is

al ways first, and the soon-to-be-renoved key is last. This mninizes
the chance of a client using an expired key.

Expi red key may be presented for conpletion, only if the protoco
defines a not-after field.

5.3. Rot ati on

Key directories are not pernmanent: they change over tinme. Oigins
SHOULD rotate keys on a schedule. dients are going to fetch keys
upon an i medi ate rotation for security reasons. This section goes
over how an Oigin rotates its keys, and how that interacts with
schedul ed and i mmedi ate rotations.

5.3.1. Algorithm
We approach a public key generation by the follow ng function
Gener at e(params, RAND) -> (publickey, privatekey, metadata)
At any point in tinme, all keys in the directory have a unique key id
as defined in Section 5.1. Wen adding a key in the directory, that
key has a uni que key id.
Generation | ooks as foll ows
do
(publickey, privatekey, netadata) <- Generate(parans, RAND)
public_key material <- (publickey | metadata)

key id <- encode(H(public_key material))
while (key_id is not unique)
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5.3.2. Schedul ed rotation

Schedul ed rotation happens at a time known to Origins, Cients, and
Mrrors. This may be a regular interval (nonthly, weekly, daily), or
an ad- hoc schedul e agreed between all parties.

Schedul ed rotations are communicated in one of the two nbde bel ow

*Passive:* Oigins rely on cache headers to inform Cients about key
expiry. They stop advertising the key at time t, and delete it at
time t_expiry=t+naxage. Oigins may have to take internediate
mrrors into considerations, if they are aware these mirrors don't
respect their cache headers.

*Active:* Oigins keep serving the key and add a not-after field.
This field should be at |east t+maxage.

Wth both nodes, an Origin has to signal a key is not supported by
sendi ng a response with status code 400. For instance, the error can
include a key ID as defined in Section 5.1

5.3.3. Imediate

Origins might have to rotate keys i mediately. Existing keys may
have to be invalidated and/or new keys be provisioned. |nmmediate key
rotation can happen in the event of a key comprom se, |oss, or other

i mperi ous reason

I medi ate key rotation will cause sone client requests to the server
to fail until the client and mrrors retrieve a new version of the
directory. The key directory endpoint is going to be placed under a
hi gher | oad.

1. Oigins should consider introducing a random backoff to spread
the | oad of key distribution over tine. See Section 5.4

2. dients on a scheduled rotation should be configured to distrust
rotation outside a fixed wi ndow. Such policies should be defined
by protocols.

5.4. Cache behavi our
Caching the Key Directory |l owers |atency and reduces resource usage
on Mrrors and the Origin. An optinmal caching strategy should

m nimze resource usage for both the Cient and Origin while
preventing the client fromusing an invalid key.
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These two requirenents, mininizing resource usage and never using an
invalid key, are at odds with each other. In the event of an
Section 5.3.3 key rotation, a dient mght use an invalid key.
However, if a Client fetches an Origin key directory for every
request, it would waste time and network resources.

This section provides interaction with sone cache directive.
Depl oyments shoul d al so consi der the recomrendations laid out in
Section 4.9 of [HTTP- BEST- PRACTI CES] .

5.4.1. not-before fields

Protocol s shoul d define a not-before field. This field can be
attached by Origins to each Key in the Directory. The not-before
field allows Origins to signal to dients when a Key is ready to use
and reduces the chance a Cient uses a key which is not yet

avai l abl e. not-before fields SHOULD be a Unix epoch timestanp in
seconds.

5.4.2. Cache directives

Origins responds with cache directives [HITTP-CACHE]. These control
when the Key Directory should be refreshed. For instance, Oigins
provi des a Cache-Control: max-age header, or Expires header which is
slightly less than the grace period given for a key about to rotate.
Clients shoul d respect the max-age cache directive or other
directives. If an Origin provides a max-age header and a Mrror is
used, an Origin should provide a s-maxage header that is equivalent
to max- age.

To prevent Cients refreshing their Key Directories at the sane tine
(synchroni zation), Mrrors should provide to its clients a max-age
cache directive with duration in the range [0, Oigin s-naxage].

Origins should consider using Date (Section 6.6.1 of [HTTP]) and
Last-nodified (Section 8.8.2 of [HITP]) headers to ease Section 5. 3.

5.4.3. dient cache refresh
The primary method a Cient should use to determne when it refreshes
its view of the Key Directory is through the delta seconds descri bed
in the nax-age cache directive. The higher the delta, the |ess
frequent a Client will update its cache. The lower the delta, the
qui cker clients will respond to unpl anned key rotations.

m n-fresh could al so be sent by Origins as defined in [ HTTP- CACHE] .
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5.5. Well known URL

It is recomrended protocols register a [ WELL- KNOAN] URL and
associ ated content-type.

A key directory server should consider supporting both GET and HEAD
request on that endpoint.

GET /. wel | - known/ <your - pr ot ocol >

HTTP/ 1.1 200 K

Cache-Control : nax-age=<Cient Cache TTL>, s-maxage=<Shared Cache TTL>
Cont ent - Type: <your - pr ot ocol >

Last - Mbdi fi ed: <dat est anp>

HEAD requests can be used by Clients to cheaply determne if the
directory has changed. The Oigin server SHOULD i ssue a Last-
Modi fi ed header with the date stanp of when the key directory
resource was |l ast nodified

If issuing a Last-Mdified header, the Origin server SHOULD support
the correct response to a |f-Mdified-Since HTTP GET or HEAD request,
returning the appropriate HTTP status codes [ HTTP- CACHE] .

It is recomended that Mrrors support Last-Mdified and |If-Mdified-
Si nce [ HTTP- CACHE] .

5.6. Future considerations

These consi derations should be addressed in future drafts. Defining
t hem now appears to be premature as the core of the draft does not
have consensus.

5.6.1. Consistency

Consi stency allows client to prevent thenselves fromsplit view
attack. A proposal that has been rmade for Privacy Pass is to use
multiple mrrors [ CONSI STENCY]. Wth a sufficiently high quorum
clients get nore confident that they are not singled out. It
presents scalability issues as you need multiple mrrors, and have
one nore requests fromclient per mirror in the quorum

5.6.2. Key Transparency
Key Directory over HITP SHOULD i ntegrate with transparency, once the
protocol has been defined in [KEYTRANS]. There are specific

consideration as to what goes in the log: the full directory, keys
i ndividually, privacy considerations.
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6. Privacy Considerations

Clients fetching keys nmean they reveal their IP, tine, and other
informati ons. Wen the key directory is provided by an Origin
distinct fromthe Oigin providing service, Cients SHOULD consi der
proxying their traffic through a Mrror server provided by the
service they use. This may happen if the Origin service del egates
key managenent to a third party for instance. Mrrors SHOULD NOT
collide with the key server in an attenpt to break Cient privacy.

7. Security Considerations
TODO Security
8. | ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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Appendi x A. Test vectors

I mpl enentation may test the follow ng scenarios 1. One key is

provided on a normal basis, the key rotates: 1. does the directory

has two entries or one? 2. what are the cache headers? 3. what are

the keys as seen by a client? 4. does the new key has a uni que key

id?

1. Key has to be rotated i mediately

2. How long does it take for client to notice

3. What is the backoff to avoid a thundering herd issue

Appendi x B.  Non normative proposal s

Darling, et al. Expi res 17 August 2025 [ Page 13]



I nternet-Draft Key Directory over HITP February 2025

B. 1. For JCSE

JOSE has a key directory in the formof JW Set as defined in
Section 5 of [JOSE]. However, it does not addhere to the best
practices laid down here, despite being Wb keys. This would be
val uabl e as the group ains to integrates with all sort of

crypt ographi ¢ keys, as can be seen with the new HPKE proposal

[ JOSE- HPKE] .

Fol | owi ng these recomendati ons, JOSE may defi ne:
* A well-known URI
* A deterministic Key ID

* Recommendations for caching and rotation, or leave it to
i mpl ement ati ons.

B.2. For COSE
Sane as the above, for COSE Key Set.
Appendi x C. Use cases

See existing key directory on https://key-directory-over-
http. research. cl oudf| are. cont

C.1. DAP
Defined in Section 4.5.1 of [DAP].
HpkeConfi g HpkeConfi gLi st <0..2"16-1>;

struct {
HpkeConfigld id;
HpkeKem d kem.i d;
HpkeKdf I d kdf _i d;
HpkeAeadl d aead_i d;
HpkePubl i cKey public_key;
} HpkeConfi g;

opaque HpkePubl i cKey<0..2"16-1>;

uint 16 HpkeAeadld; /* Defined in [ HPKE] */
uint16 HpkeKem d; /* Defined in [ HPKE] */
uint16 HpkeKdfld; /* Defined in [ HPKE] */

Partially infornmed conments:
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* HpkeConfigld could be renoved

* Need not-before to handl e early capture
C.2. OHTTP

Defined in Section 3 of [OHITP].

HPKE Symetric Al gorithns {
HPKE KDF I D (16),
HPKE AEAD | D (16),

}
Key Config {
Key ldentifier (8),
HPKE KEM I D (16),
HPKE Public Key (Npk * 8),

HPKE Symmetric Al gorithms Length (16) = 4..65532,
HPKE Symmetric Al gorithms (32) ...,

}

Partially infornmed conments:
* Key ldentifier could be renoved/ be deterministic
* No nention of not-before
* No nention of HITP Caching for rotation
C.3. Privacy Pass

Defined in Section 4 of [PRI VACYPASS]

{
"issuer-request-uri": "https://issuer.exanple.net/request"”,
"t oken-keys": [
"token-type": 2,
"t oken-key": "M...AB",
"not-before": 1686913811
H
{
"t oken-type": 2,
"token-key": "M...AQ',
}
]
}
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Partially informed conments: * Not as flexible as HPKE * Has sone
protocol netadata (token-type, issuer-request-uri, rate-limt)
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