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Abst ract
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I nt roduction

Many web services provide status pages to communi cate service health
and incident information to their users. Wile RFC 8631 [ RFC8631]
defined the "status" link relation to enable discovery of these
status resources, it intentionally left the format of the status
data unspecified, allowing flexibility for different inplenentations.

This has resulted in a fragnented ecosystem where each service
provi der inplenments their own status format, making it difficult for

Monitoring tools to aggregate status across nultiple services
Users to understand the scope and severity of incidents

Aut omat ed systens to respond to service degradations

Organi zations to conpare service reliability nmetrics

Security teans to detect coordinated infrastructure attacks
Dependent services to assess cascading failure inpact
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Thi s specification defines a standard JSON format for status
resources, building on | essons | earned from existing
i mpl ement ati ons.

.1. Critical Use Cases
Thi s standard addresses several critical operational scenarios:

Cascadi ng Failure Response: Wen a ngjor infrastructure provider
experiences an outage (e.g., AW5, doudflare, Azure), thousands
of dependent services need to rapidly assess inpact. Machine-
readable criticality and conponent status enabl es aut omated
assessnent of which services are affected.

Mul ti-Provider Incident Correlation: During coordinated DDoS
attacks or wi despread network issues, security teams need to
correlate incidents across nultiple providers. Standardized
format enabl es automated threat intelligence aggregation

Aut omat ed Fai |l over Deci sion Making: Services using nmultiple
providers need to automatically fail over during outages.
Machi ne-readabl e status with clear criticality and scope enabl es
aut omat ed deci si on nmaki ng wi t hout human intervention.

I nci dent Communi cation to End Users: Services dependent on
infrastructure providers need to comunicate clearly to their
users. Standardi zed geographi ¢ scope and i npact netrics enable
accurate user conmmunicati on.

Security Incident Detection: Unusual patterns across nultiple
provi ders may indicate coordinated attacks. Standardized format
enabl es security nonitoring tools to detect these patterns.

D saster Recovery Planning: Organizations need to assess their
exposure when providers have incidents. C ear conmponent
criticality enables rapid risk assessnent.



1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng terns:
Service: A web service or APl that provides functionality to users.

Conponent: A discrete functional unit of a service (e.g., "API",
" Dat abase", "CDN').

Incident: An unplanned event that degrades or disrupts service
functionality.

Status Resource: A resource linked via the "status" link relation
that provides service health information.

1.3. Pr obl em St at enment

Anal ysi s of 50+ production status page inplenentations reveals
significant interoperability challenges:

o Format fragnentation: Services use inconpatible JSON structures,
HTML-only pages, or proprietary APIs

0 Mssing criticality semantics: No standard way to distinguish
critical infrastructure (API, database) fromnon-critical features
(billing U, analytics dashboard)

0 Ceographic scope anbiguity: Regional incidents (e.g., "SM del ays
in Kenya") indistinguishable from gl obal outages

o0 |Inconsistent inpact reporting: No standard for comunicating
percentage of users affected or estinmated resolution tine

0 Integration burden: Mnitoring tools nust inplenent custom
parsers for each service provider

These problens result in:

Fal se al arns when non-critical conmponents fai

Del ayed i nci dent response due to uncl ear severity

User confusion about whether issues affect them

Wast ed engineering tine on integration and mai nt enance

O O0OO0Oo

1.4. Real-Wrld Inpact: Mjor Internet Qutages

Recent major incidents denonstrate the critical need for standardized
status conmuni cati on:

Cl oudf | are Dat abase Update (Novenber 2025): A database schema update caused
wi despread service disruption affecting millions of websites.
Human error in the deployment process led to cascading failures.
St andardi zed criticality classification would have hel ped
downstream servi ces understand i npact severity imrediately.

Facebook/ Meta BGP Incident (2021): Incorrect BGP route
adverti senents took down Facebook, |Instagram and WhatsApp for 6
hours, affecting 3.5 billion users globally. The |ack of
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standardi zed status reporting made it difficult for dependent
services to comrmuni cate inpact to their users

AWS us-east-1 Qutages (Cctober 2025): Miltiple major outages in
AWE' s | argest regi on caused cascading failures across thousands of
services. Services dependent on AWS struggled to communicate
which of their features were affected versus operational

Azure Active Directory Qutage (2023): Authentication failures
prevented users from accessing Mcrosoft 365, Teans, and thousands
of dependent services. Geographic scope was initially unclear,
causi ng gl obal panic for what was primarily a regional issue.

These incidents share comon chal | enges:

0 Cascade effect: One service’'s outage inpacts hundreds of dependent
servi ces

0 Communi cation breakdown: No standard way to report which
components are affected

o0 User confusion: Unclear whether issues are global or regiona

Del ayed response: Tinme wasted parsing different status formats

o Anmplified inpact: Lack of criticality data causes overreaction

o

Security Considerations: Mlicious Attacks

The increasing frequency of coordinated attacks on internet
infrastructure highlights additional needs:

DDoS Attacks on DNS Providers: Distributed denial-of-service
attacks agai nst maj or DNS providers (Dyn 2016, Google C oud 2017,
AWS Route 53 2019) denonstrate the need for rapid, machine-
readabl e status updates to enabl e automated fail over.

Targeted Infrastructure Attacks: State-sponsored and crinina
groups increasingly target internet infrastructure providers.
St andar di zed status reporting enabl es:

* Faster detection of coordinated nulti-provider attacks
* Automated correlation of incidents across services

* Rapid triggering of disaster recovery procedures

* Better communication during security incidents

Supply Chain Attacks: Wen infrastructure providers are conpromn sed,
dependent services need clear, nmachine-readable status to assess
their exposure and comruni cate with their users.

Wt hout standardized status reporting:

0 Security teams cannot aggregate threat intelligence from status
pages

0 Automated defense systens cannot trigger based on provider status

o |Incident response is delayed by nmanual status checking

0 Users receive inconsistent security guidance

A standardi zed format enabl es:

Aut omat ed nmonitoring for coordi nated attacks

Rapi d fail over when providers are under attack

Machi ne-readabl e security incident disclosure
Correlation of incidents across multiple providers
Faster nmean time to detection (MITD) and response (MITR)

OO0Oo0o0oo

St at us Resour ce For nat

Overall Structure



A status resource MJST be a JSON object containing the follow ng
top-1evel fields:

version (string, REQU RED): The version of this specification.
Val ue MUST be "1.0" for this specification.

service (object, REQURED): Information about the service. See
Section 2. 2.

status (object, REQU RED): Overall service status. See
Section 2. 2.

conponents (array, OPTIONAL): Array of component status objects.
See Section 2.3.

incidents (array, OPTIONAL): Array of active incident objects. See
Section 2.4.

updated_at (string, REQU RED): SO 8601 tinestanp of |ast status
updat e.

Exanpl e:
{

“version": "1.0",

"service": { ... },

"status": { ... },

"components": [ ... ],

"incidents": [ ... ],

"updated_at": "2025-11-23T17:00: 002"

2.2. Service Status nject
The "service" object MIST contain:
nane (string, REQU RED): Hunan-readabl e service nane.
url (string, OPTIONAL): URL of the nmain service.
The "status" object MJST contain:

indicator (string, REQU RED): Overall status indicator. MJST be

one of:

"operational" - Al systens functioning normally
* "degraded" - Sone systens experiencing issues
*  "down" - Major service disruption

description (string, OPTIONAL): Hunan-readabl e status description.
The "status" object MAY contain:

af fect ed_percentage (nunber, OPTIONAL): Percentage of users
af fected (0.0-100.0).

estimated_resolution (string, OPTIONAL): |SO 8601 tinestanp of
estimated resol ution.

Exanpl e:
{

"service": {
"name": "Exanpl e CDN',



ur | "https://exanpl e. cont
},
"status": {
"indicator": "degraded",
"description": "Elevated APl error rates in US-East region",
"af fect ed_percentage": 5.2,
"estimated_resolution": "2025-11-23T18: 00: 00Z"
}

2.3. Component nhject
Each conponent object MJST contai n:
id (string, REQURED): Unique identifier for the conponent.
nanme (string, REQU RED): Hunan-readabl e conponent narne.

status (string, REQU RED): Current conponent status. MJST be one

of :

* "operational" - Functioning normally

* "degraded" - Performance issues

* "partial _outage" - Partially unavail abl e
* "maj or_outage" - Conpletely unavail abl e

* "under _mai nt enance" - Pl anned nai nt enance

Each conponent object SHOULD cont ai n:

criticality (string, RECOWENDED): Conponent i nportance |evel
MJST be one of:

* "critical" - Core service functionality (API, database, auth)

* "high" - Inportant but non-essential (dashboard, notifications)
*  "medium' - Optional features (analytics, reporting)

* "low' - Cosnetic features (docunentation, marketing pages)

scope (string, RECOMMENDED): Geographic scope of conponent. MJST

be one of:
"gl obal" - Worldw de availability
"regional" - Specific geographic region(s)
"local" - Single location or facility

Each conponent object MAY contain:
description (string, OPTIONAL): Conponent description

regions (array, OPTIONAL): Array of |SO 3166-1 al pha-2 country
codes if scope is "regional"

group (string, OPTIONAL): Comnponent group identifier for |ogica
organi zati on.

Exanpl e:
{
"id": "api-prod",
"name": "Production API",
"status": "operational",
"criticality": "critical",
"scope": "global",
"description": "REST APl for custoner applications"



"id": "sms-kenya",

"nanme": "SMS Delivery - Kenya",

"status": "degraded",

"criticality": "mediunt,

"scope": "regional",

"regions": ["KE"],

"description": "SM5 nmessage delivery through Kenyan carriers"

2.4. Incident Object
Each incident object MJST contain:
id (string, REQU RED): Unique incident identifier.
nanme (string, REQU RED): Hunan-readable incident title.

status (string, REQU RED): Current incident status. MJST be one

of :

* "investigating" - Issue identified, investigation ongoing
* "identified" - Root cause found

* "monitoring" - Fix applied, nmonitoring stability

* "resolved" - Issue fully resol ved

i mpact (string, REQU RED): |Incident severity. MJST be one of:

* "none" - No user inpact (informational)
* "mnor" - Mnimal user inpact

* "mgjor" - Significant user inpact

* "critical" - Severe w despread inpact

started_at (string, REQURED): |SO 8601 tinestanp when incident
started.

Each incident object SHOULD contai n:

updates (array, RECOVMMENDED): Array of incident update objects with
fields:

* timestanp (string, REQU RED): |SO 8601 update time
status (string, REQU RED): Status at tine of update
* nmessage (string, REQU RED): Human-readabl e update

af f ect ed_conponents (array, RECOMMENDED): Array of conponent |Ds
af fected by this incident.

Each incident object MAY contain:

estimated _resolution (string, OPTIONAL): |SO 8601 tinestanp of
estimated resol ution.

resolved_at (string, OPTIONAL): |SO 8601 tinmestanp when resol ved.

af fect ed_percentage (nunber, OPTIONAL): Percentage of users

af f ect ed.
Exanpl e:
. .
"id": "inc-2025-11-23-001",
"nanme": "APlI Response Tinme Degradation",
"status": "nonitoring",

"impact": "mnor",
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"started_at": "2025-11-23T16: 45:00Z",
"af fected_conponents": ["api-prod"],
"affected_percentage": 12.5,

"updates": [
{
"timestamp": "2025-11-23T16: 45: 002",
"status": "investigating",
"message": "We are investigating elevated APl response tines."
}1
L
"timestanp": "2025-11-23T17:00: 002",
"status": "identified",
"message": "lIssue identified in database connection pool. Deploying fix."
}1
L
"timestanp": "2025-11-23T17:15: 002",
"status": "nonitoring",
"message": "Fix deployed. Mnitoring for stability."
}

Status Val ues and Senantics
Conponent Status Val ues
This specification defines five standard conmponent status val ues:

operational: Conmponent is functioning within normal paramneters.
Response times, error rates, and availability nmeet SLA targets.

degraded: Conponent is functional but experiencing perfornmance
i ssues. Users nay experience slower response tinmes or el evated
error rates, but core functionality remains avail abl e.

partial _outage: Conponent is partially unavailable. Sone features
or geographic regions are affected while others remain
oper ati onal

maj or _out age: Conponent is conpletely unavail able or non-functional
Al users are affected.

under _mai nt enance: Conponent is undergoi ng pl anned nmai nt enance.
This status SHOULD only be used for schedul ed mai nt enance
Wi ndows.

Criticality Levels

Conponents SHOULD be classified by criticality to enable nonitoring
tools to distinguish between critical infrastructure failures and
m nor feature issues:

critical: Core service functionality that, if degraded, prevents
users from accessing prinmary service features. Exanples: API
endpoi nts, authentication systens, prinmary databases, CDN edge
net wor ks.

high: Inportant functionality that significantly inmpacts user
experience but does not prevent core service usage. Exanples:
web dashboards, notification systens, secondary dat abases,
caching | ayers.

medium  Optional features that enhance user experience but are not
essential for basic service operation. Exanples: analytics



dashboards, reporting tools, admnistrative interfaces.

|l ow. Cosnetic or informational features that do not inpact service
functionality. Exanples: marketing pages, docunentation sites,
status page itself, billing interfaces.

Rational e: This classification enables nonitoring systens to:

Generate alerts only for critical conponent failures
Avoid alarmfatigue fromnon-critical issues

Cal cul ate nore accurate service availability metrics
Provide users with appropriate context about inpact

O O0OO0ooOo

3.3. Geographic Scope

Conponents and inci dents SHOULD speci fy geographic scope to
di stingui sh between gl obal outages and regi onal issues:

global: Affects all users worldwi de. This SHOULD be the default
for conponents that serve all regions.

regional: Affects users in specific geographic regions. The
"regions" array MJST be popul ated with | SO 3166-1 al pha-2 country
codes.

|l ocal: Affects a single data center, facility, or point of
presence.

Rati onal e: This classification enables:
0 Users to deternmine if an incident affects their region
0 Mnitoring tools to display region-specific status
0 Service providers to maintain accurate global vs regional SLA
metrics
o0 Automated systens to route traffic away from affected regions
Exanpl es

1. M ni mal Status Resource

The sinplest valid status resource:

{
"version": "1.0",
"service": {
"name": "Exanpl e Service"
}1
"status": {
"indicator": "operational"
}1
"updated_at": "2025-11-23T17: 00: 00Z"
}

4.2. Conplete Status Resource

A conprehensive status resource with all optional fields:

"version": "1.0",

"service": {
"name": "Exanple d oud Platforni,
"url": "https://exanple.cont

b



"status": {
"indicator": "degraded",
"description": "Elevated error rates in APl ",
"affected_percentage": 8.5

}

onponents": [
{
"id": "api",
"name": "REST API",
"status": "degraded",
"criticality": "critical",
"scope": "global",
"description": "Primary REST APl endpoints”

"id": "dashboard",

"name": "Web Dashboard",

"status": "operational",

"criticality": "high",

"scope": "global",

"description": "Customer nanagenent dashboard"”

"id": "cdn-asia",
"name": "CDN - Asia Pacific",
"status": "operational",
"criticality": "critical",
"scope": "regional",
"regions": ["JP", "SG', "AU', "IN']
}
],

"incidents": |
{

"id": "inc-001",

"name": "APlI Error Rate |Increase",

"status": "nonitoring",

"inmpact": "mnor",

"started_at": "2025-11-23T16: 00: 002",

"af fected_conponents": ["api"],

"af fected_percentage": 8.5,

"estimated_resolution": "2025-11-23T18:00: 002",

"updates": [

{

"timestanp": "2025-11-23T16: 00: 002",
"status": "investigating",
"message": "lnvestigating elevated APl error rates

"timestanmp": "2025-11-23T16: 30: 002",
"status": "identified",
"message": "Database connection pool exhaustion identified"

"timestanp": "2025-11-23T17:00: 002",
"status": "nonitoring",
"message": "Connection pool limts increased, nonitoring"

}
]
| }
"updated_at": "2025-11-23T17: 00: 00Z"

4.3. Regional Incident



Status resource showi ng a regional carrier issue:

{

"version": "1.0",
"service": {

"name": "SM5 Gat eway"
}
"status": {
"indicator": "operational",

"description": "Regional carrier issues (linited

}

onponents": [

{
"id": "sms-global",
"nanme": "SMS - d obal",
"status": "operational",
"criticality": "critical",
"scope": "global"

"id": "sms-ke",
"nanme": "SM5 - Kenya (Tel kom)"
"status": "degraded",
"criticality": "mediunm',
"scope": "regional",
"regions": ["KE"]

}

incidents": [

{
"id": "inc-002",
"nanme": "SMS Del ays to Tel kom Kenya",
"status": "investigating",
"“inmpact": "mnor",
"started_at": "2025-11-23T15: 00: 002",
"af fected_conponents": ["sms-ke"],
"updates": [

{

]

"timestamp": "2025-11-23T15:00: 002",
"status": "investigating",

i npact) "

"message": "SMS delivery del ays to Tel kom Kenya. Wor ki ng

] i)
"updated_at": "2025-11-23T17: 00: 00Z"

5. | ANA Consi derati ons

5.1. Media Type Registration

Thi s docunent requests registration of the nedia type

"application/vnd. service-status+j son"
Type name: application
Subt ype nane: vnd. service-status+json

Required paraneters: None

Optional parameters: version - Version of status format (default

"1.0")

with carrier

partne



Encodi ng consi derations: UTF-8
Security considerations: See Section 6
Interoperability considerations: None
Publ i shed specification: This docunent
Applications that use this nedia type: Status nonitoring systens,
servi ce heal th dashboards, incident managenent tools
6. Security Considerations
6.1. Information Disclosure

Status resources may reveal information about service architecture,
dependenci es, and vulnerabilities. Service providers SHOULD

0 Avoid exposing internal systemnames or inplenentation details

o Use generic conponent nanes (e.g., "Database" not "PostgreSQ
v14.2 on prod-db-01")

0 Consider rate limting or authentication for detailed status APls

0 Exclude security-sensitive incidents from public status pages

6.2. Denial of Service
St at us resources SHOULD be:
0 Cached aggressively to reduce | oad during incidents
0 Served fromseparate infrastructure to maintain availability
0 Rate limted to prevent abuse

6.3. Data Integrity

Status resources SHOULD be served over HITPS to prevent tampering
Aut omat ed nonitoring systens SHOULD val i date

0 TLS certificates
0 JSON schena confornmance
o Tinmestanmp freshness to detect stale data
6.4. Attack Detection and Response
St andar di zed status reporting provides significant security benefits:

6.4.1. Coordinated Attack Detection

Machi ne-readabl e status across nultiple providers enabl es aut omated
detection of coordinated attacks:

DDoS Pattern Recognition: Wen multiple DNS providers or CDNs show
degraded performance simultaneously, automated systens can
recogni ze coordi nated DDoS campai gns.

Supply Chain Attack Indicators: Unusual incident patterns across
infrastructure providers may indicate supply chain conpronise.

Geographic Attack Correlation: Miltiple providers reporting regiona
i ssues in the same geographic area may indicate targeted
infrastructure attacks.

Exanpl e Detecti on Scenari o:

1. DMonitoring systemobserves C oudflare, Akamai, and Fastly al
report "degraded" status for "CDN' conponents



All incidents started within 15-m nute w ndow

Al'l show scope: "global"

Automat ed al ert: "Possible coordinated CDN attack detected"
Security teaminvestigates and coordi nates response

agrwn

Wt hout standardized format, this correlation requires nmanual effort
and is often detected too |ate.

6.4.2. Autonmated Fail over During Attacks

6

6

6

4.

5.

6

Clear criticality and scope enabl e automated security responses:

Automatically fail over from attacked provider to backup
Route traffic away fromregi ons under attack

Tri gger incident response procedures based on criticality

Di sabl e non-critical features to preserve core functionality

O o0Oo0oo

Exanpl e Fail over Scenari o:

Primary DNS provi der status:

{
"conponents": [
"name": "DNS',
"status": "major_outage",
"criticality": "critical",
"scope": "global"
}H
}

Aut omat ed response:

1. Detect critical + major_outage + gl oba

2. Autommtically switch DNS to secondary provider
3. Notify operations team

4. Continue nonitoring for recovery

3. Incident Response Coordination
During major incidents, standardi zed fornmat enabl es:

Cl ear Communication: Security teans can rapidly assess which
components are affected and conmunicate clearly with stakehol ders.

Dependency Mapping: Organizations can automatically determne their
exposure when infrastructure providers have incidents.

Prioritization: Critical conponent failures trigger imediate
response while low criticality issues are queued.

Hi storical Analysis: Standardized incident reporting enabl es post-
i ncident analysis of attack patterns and provider reliability.

Mtigating False Security Alerts

St andardi zed criticality reduces security alert fatigue

0 Security systens should only alert on critical conponent failures

0 Non-critical issues (billing, U) should not trigger security
response

0 Regional issues should not trigger global security alerts

o Maintenance wi ndows shoul d be distingui shed from attacks

This reduces nean tinme to detection (MITD) by eliminating noise and
enabling security teans to focus on genuine threats.

Privacy Considerations



St at us resources should not reveal

I ndi vi dual custoner data or affected user identities
Specific attack vectors or vulnerabilities being exploited
Internal security neasures or nonitoring capabilities

Detai |l ed incident response procedures

O O0Oo0oOo

The "affected percentage" field should provide aggregate netrics only
and shoul d not enable identification of specific users or custoners.
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Appendi x B. Mgration from Exi sting Formats

Many exi sting status page inplenentations use simlar JSON structures.
Conmon mappi ngs i ncl ude:

- Overall status indicators (operational, degraded, etc.)
- Conponent -l evel status tracking
- Incident inpact |evels

Thi s specification adds standardi zati on for:
- Conponent criticality classification

- Geographi c scope identification

- Structured region information

Services with existing status APlIs can:

Mai ntai n exi sting endpoints for backward conpatibility
Add new endpoint inplenmenting this specification
Gradually migrate clients to the standardi zed format
Use content negotiation to serve nultiple formats
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