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Abstract

Thi s docunent di scusses the protocol extension and procedure that are
used to inplenment the fused service function chain. Fused service
function chain nmeans that two or nore service function chains are fused
to becone a single service function chain fromthe view of data pl ane
and control plane. Fused service function chain is a extension for
service function chain.
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1. Introduction

The delivery of end-to-end services often requires various service
functions. These include traditional network service functions such
as firewalls and traditional | P Network Address Transl ators (NATsS),
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as well as application-specific functions. The definition and
instantiation of an ordered set of service functions and subsequent
"steering"” of traffic through themis termed Service Function

Chai ning (SFC).[ RFC7665]. [RFC7498] describes the notive for
service function chain.

o . .
o e e e e o - + e
| Servi ce | SFC | Service +---+ +---+
| G assification| Encapsulation | Function |sfl]...|sfn]|
+----3 Functi on R >| Pat h t---t+  H---+
e + T

SFC- enabl ed Domai n



Figure 1: Architecture of service function chain

There are many application scenarios that can use technol ogi es or
met hods related to service function chain (see RFC 7665). However,
some application scenari os have not yet been covered by RFC 7665
For exanple, RFC 8459 illustrates an application scenario
corresponding to | arge, geographically dispersed network and SFC
for that application scenario is called Hierarchical service
function chain.

Hi erarchical service function chain described in RFC 8459 is only

one of the application scenarios that have not been covered by

RFC 7665. Many ot her application scenarios that can be enhanced by
service function chain can't yet be covered by RFC 8459. | _ D fused-
architecture-and-scenario has illustrated some of the afore-nmentioned.
appl i cation scenari os.

However, in order to carry out the fused service function chain,
extension for the relevant protocol and new nmet hods or procedure are
necessary, and it is the target of this draft.

1.1 Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Overview of the Architecture of Fused Service Function Chain

As is described in clause 1, there is a need to fuse two or nore
service fucntion chain to forma single service chain when service
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function chain is applied in some application scenarios. the afore-
menti oned single service function chain is called fused service
function chain (F-SFC). The detail ed description about arthitecture
for fused service function chain can be seen in [I-D.ietf-sfc-arch
-fused-sfc].The following is brief introdution for the afore-nentioned
architecture.

At first, a F-SFC is conposed of two or nore service function chains
that are logically independent each other and possibly seperate
physical |l y.

Secondly, a F-SFC can be thought as a single service function chain
fromthe view of data plane and managenment plane. That is to say,
dat a packet can be steered through all selected SFs within the F-SFC
according to preset configuration. noreover, a F-SFC can be

managed by a managenent entity and the managenment entity can think
the F-SFC as an ordinary service function chain.

Thirdly, all service function chains within a F-SFC can still work
as an i ndependent service function chain. In other words, if a F-SFC
consists of SFC A, SFC B and SFC C, SFCs with the F-SFC such as SFC
A can al so be used as an independent if it is needed.



| Servi ce | SFC | Service - -+ Foe e+

| G assification| Encapsulation| Function |sfll|...|sfln
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Figure 2: Ceneral architecture for fused service function chain
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Figure 2 describes a general architecture of F-SFC. Fromthe figure,

it can be learned that the F-SFC is conposed of SFCl, SFC2 ... and
SFG . SFCl1 consists SF11, SF12 ... and SFln. SFC2 consists SF21
SF22 ... and SF2m ... SFCk consists SFk1, SFk2 ... and SFkl. This

figure can also be seen in [I-D.ietf-sfc-arch-fused-sfc].

Al SFs within SFC1, SFC2 ... and SFC can be used by F-SFC. On the
one hand, SFs within SFC(i+1) should be used after SFs within SFC(i)
in order to keep the | ogical order of SFCs. On the other hand, SFs
within the sane SFC shoul d take action based on | ogical order of the
SFC.

It is noted that all CFs (Cassification Function) in SFC2 ... SFCk
can be configurated to work in By-pass node in order that SFC2 ...

SFCk can action based on the result of the CFin SFCL. It is sure al
CFs can al so work in normal node

3 Protocol Extention for Network Service Header

3.1 The original formation of Network Service Header

[ RFC 8300] specifies the detailed information of Network Service
Header (NSH). A typical NSH is conmposed of the following three parts

Base Header: Provides information about the service header and the
payl oad pr ot ocol

Service Path Header: Provides path identification and | ocation
within a service path.

Context Header: Carries netadata (i.e., context data) along a
servi ce path.



0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Ver| g U TTL | Length | U U U U MD Type| Next Protocol
- - -+
I

b T S S S S S S S S i I S S e +- - - - - - -+
| Service Path ldentifier Servi ce | ndex
R e s T o T S R El ok i R e e S S e o o s

Cont ext Header

I I
I I
I I
+- +

B i T i T S i s S S N e s o T S
Figure 2: structure for Network Service Header
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Figure 2 describes the formation of the NSH The first Row is used
to describe 'Base Header’ nmeanwhie the second rowis used to specify
"Service Path Header’. The third rowis ’'Context Header’'. There five
bits marked U in the Base Header of NSH are not defined in

[ RFC 8300] .

3.2 Extension for NSH

At first, in order to carry out a fused service function chain, a
certain mechani smshould be used to tell conponents within a SFC
whet her the packet is bound to a common SFC or a fused SFC

Because all inforantion related to a SFC is envel oped in the NSH
sone nodi fication should be taken on the NSH when it is needed to
classify packets of a Fused SFC from packets of a comobn SFC

There are the following two solutions to inplenent the afore-
menti oned cl assification funciton

.Using one of the five unused bits as the F-SFC bit, and the
bit is defined as foll ows:

0: the packet is related to a common SFC
1: the packet is related to a fused SFC
.Encoding 'Service Path Identifier’

sone nunbers are used for F-SFC nmeanwhil e other nunbers are used to
represent common SFCs. For exanple, the packet is bound to a F-SFC
when the nost significant bit of 'Service Path Identifier’ is set,
and the other packets are related to a common SFC
It is recommended that the first solution should be used to classify
the packets of a F-SFC fromthe packets of a common SFC. And the
third bit of the 'Base Header ' is recomended to be used.
3.3 SPI in NSH
When a packet related to a F-SFC is sent out fromthe classifier of

the first SFC that belongs to the F-SFC, a NSH will be inserted into
the packet and the SPI is related to the F-SFC rather than a conmmon



SFC within the F-SFC. A common SFC in the F-SFC is cal |l ed a nmenber
SFC of the F-SFC.
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On the other hand, every nenber SFC of the F-SFC also has a
corresonding SPI and the SPI of the nenber SFCis different from SPI
of the F-SFC. That will bring sone problens to forwardi ng functions
of the SFC comnponents.

Generally, within every nmenber SFC of a F-SFC, the packet forwarding
action is based on SPI of the nenber SFC, though the NSH of the
forarded packet envel ops the SPI of the F-SFC.

So, it is needed that some nechnismto be used to realize the
function to map from SPI of the F-SFC to SPI of the menber SFC. The
mappi ng mechani smof SPI is specified in clause 4.

4 Mappi ng of SPI
4.1 Candi date solutions for information exchangi ng
If a functional conponent of SFC wants to nap a SPI A to anot her SPI
B, it needs to know the SPI pairs(for exanple, A and Bis a SPl pair)
i n advance. Then, the functional conponent can map SPI A to SPI B or

map SPI B to SPI A

There are two solutions for the functional conponent to get the
i nformaton of SPI pairs:

.Using one central controller to configurate the information about
SPI pairs.

. Exchange the information about SPI pairs anong functional conponents

based on BGP.

4.2 Central controller based sol ution

VWhen a central controller can exchange information with all functional
conponents of the SFC that needs the information about the SPI paiirs,
it is reconmended to exchange information about SPI pairs based on the
central controller.

In this node, the information of SPI pairs can be encoded wth other

configuarion information and sent to those rel evant functi onal
conmponents.

Dai, et al. Expi res Novenber 28, 2025 [ Page 7]

| NTERNET DRAFT Prot ocol extension for fused SFC May 28, 2025



Many nmanagenent protocol or nechani sm such as SNMP and Netconf can be
used to dispatch the configuration information.

4.3 BGP based sol ution

When there is not a proper central controller that can configurate the
SPI pairs to all functional conponents of the SFC that needs the

i nformati on about the SPI paiirs, it is better to use the BGP based
met hod to exchange information about SPI pairs.

This section specifies how to use BGP extensions to exchange SPl pairs
anong functional conponents of the SFC

One feasible solution is using 'BGP Extended Communities Attribute’
to envelop the inforantion of SPI pairs. a new type of BGP extended
community called SPlI-Pairs Extended Conmunity. It is a transitive
ext ended community with type 0x01 and sub-type TBD

The format of this extended community is shown in Figure 3.

0 1 2 3
01234567890123456789012345678901
Bl o T R ik st T o e b i T o S S e S it eI
Type (0x01) | Sub-Type (TBD) | SPI of the F-SFC |
B S i ks e S S i i i S S S S e e e e
| SPI of the current nmenmber SFC |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
SPI of the nei ghbouring nmenber SFC | Reserved |
Bl o T R ik st T o e b i T o S S e S it eI

+— +— +— +

Figure 3. SPI-Pairs Extended Community
5. Actions for SFC conponents

Because sone changes occur to the protocol, the processing actions
of the functional conponents becone different fromthe common SFC

There are three aspects related to the afore-nenti oned change of
actions that need to be executed by the functional conponents.
The foll owi ng are those aspects.

SPI mappi ng: two kinds of mapping are as foll ows:

. Mapping SPI of the F-SFC to SPI of a menber SFC when a
F- SFC packet enter the nenmber SFC. (Al10)

Dai, et al. Expi res Novenber 28, 2025 [ Page 8]

| NTERNET DRAFT Prot ocol extension for fused SFC My 28, 2025

Mappi ng SPI of a nenmber SFC to SPI of the F-SFC when a
F- SFC packet | eave the nenber SFC and will enter another nenber
SFC. (All).

F- SFC bit processing:

Clearing F-SFC bit when a F-SFC packet enter the nenber SFC
(A20)



. Setting F-SFC bit when a F-SFC packet |eave the menber SFC
and will enter another menber SFC. (All).(A21)

Sl processing:
Re-initiate SI when a F-SFC packet enter the menber SFC. ( A30)

. Restore and re-calculate SI when a F-SFC packet |eave the
menmber SFC and will enter another nenmber SFC. (A31)

Decrenenting the SI.(A32)

. Restore and re-calculate SI when a F-SFC packet |eave the
menber SFC and will enter another nmenber SFC. (A31)

Decrementing the Sl.(A32)

Figure 4 illustrates the actions possibly executed by the functiona
conponents of the nenber SFC

Fom e oo S S Fom e +
| Conponent | SPI processing | F-SFC bit | SI processing

| | | processing | |
o e e e o e S T +
| O assifier | Al10 | A20 | A30 |
Fom e oo Fom e S Fom e +
| Service Function | Al0&A11 | A20&A21 | A30&A31 |
| For war der ( SFF) | | | |
Fom e e e e oo o oo o - o m e e e oo - o m e e e oo - +
| Service Function | - | - | A32 |
I (SF) I I I I
Fom oo Fom e S Fom e +
| SFC Proxy | - | - | A30 |
Fom oo S S oo +

Figure 4. Actions for SFC conponents rel ated extended field for F-SFC
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6. Transport |ayer envel opment for F-SFC

According to [ RFC 8300], an outer transport encapsul ation is used
to forward the packet with a NSH header. And the service header is
i ndependent of the transport encapsul ati on used.

Because F-SFC is usually applied in cross-donmain scenarios, the outer
transport |ayer envel opment should nmeet the requirement that the packet
with the outer transport |ayer envel opnent can be exchange anong the
domai ns in which the nmenber SFCs are depl oyed.

7. Some candi dat e nechani sns appropriate for fusing nenber SFCs
7.1 Overview of fusing nenber SFCs
For F-SFC, it is a critical issue to steering the packet from one

menber SFC to anot her nenber SFC. Because network traffic rel ated
to F-SFC needs to be forwarded domai n by domain, problens



including security will be brought about when network traffic is
transported froma domain to anot her donmain.

Sone mature technol ogies can help to steer network traffic domain by
domai n and avoid possible problens. the next two sections will

i ntroduce two candi date nmechani snms that can be used for F-SFC. It is
noted that the other feasible nethods are al so proper for F-SFC

7.2 VPN

VPN (Virtual Private Network ) is a good solution to connect different
menber SFCs when nenber SFCs are set up in different network domains
detailed information of VPN can be seen in [ RFC 4110] and [ RFC 4664].

For exanple, L2 VPN can provide two fundanentally different kinds of
Layer 2 VPN service that a service provider could offer to a custoner:

Virtual Private Wre Service (VPW5)
Virtual Private LAN Service (VPLS)

A VPWS is a VPN service that supplies an L2 point-to-point service.
Then A VPWS is appropriate for F- SFC
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Figure 5 illustrate the scene that two nenber SFCs are connected by a
VPN.
+-.--+ +---.----+ +----+ +--.-----+ +.---+ +----+
[ | || | | |----1CF | -| SFF |
| 1 | I e
+---+ |SFF|----] PE1 |--] P | -- | PE2 | :
| CAl ] | | | e
LSRR R B . | | ---- 1 SFF|
+---+ B S, + +----+ B S, + +---+
Domai n . . Servi ce . . Dormai n
1 . . provi der (s) . . 2

Figure 5. VPN connects two nember SFCs
7.3 NVO3

Anot her exanpl e for nechani sns that can be used to connect two i ndependent
menber SFCs is NVO3. and Figure 6 illustartes such a scene. Detai

description about NVO3 can be seen in [RFC 7365] and [ RFC 8014].

_ ] ) Fo-ot F---+
Fo-ot F---+ . . | CF | -| SFF|
K e N e S A
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depi cts the |ogica

F- SFC cont ext.
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conponents in a F-SFC are possibly deployed in different
then multi-controllers are possibly needed,
structure for nulti-controllers to cooperate in

figure 7

is a feasible solution to use BGP extensions to
realize the information exchange functions.

9. Security Considerations

............ +
Non SFC |
Controller |

I
____________ +

I

Non SFC
Domai n

----| CF

| SFC |

e Aot
| - | SFF |

e S &

+-- -+

----| SFF|

+---+
Domai n

structure for multi-controllers in F-SFC

The security considerations described throughout [RFC7665] and
[ RFC8300] apply here as well.

Addi tionally,
SFC(i +1),

when a data packet

is forwarded from SFC(i) to
the path between SFC(i) to SFC(i+1) shoul d provide

mechani smto guarantee security of the data packet.

Mbr eever,

when the CF in SFC(i)

i s by-passed,

it should be assured

that the bu-passed path has the sane security support as the CF

10.

| ANA Consi der ati ons

The 1 ANA is requested to make the assignments for SPl-Pairs
Ext ended Community:
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| TBAL | |Pv4-Address-Specific IFIT Tail Comrunity | This docunent |
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - T +
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