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Abst ract

Thi s docunent di scusses the architecture and application scenarios

of fused service function chain. Fused service function chain means
that two or nore service function chains are fused to becone a single
service function chain fromthe view of data plane, control plane and
managenent pl ane.

Fused service function chain is an expansion for general service
function chai n. Anyhow, sone mechani sm or nethods need to be used when
two or nore service function chains are fused to be a single service
function chain based on architecture described in this neno.
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1. Introduction

The delivery of end-to-end services often requires various service
functions to cooperate. These include traditional network service
functions such as firewalls and traditional |P Network Address
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Transl ators (NATs),as well as application-specific functions. The

definition and instantiation of an ordered set of service functions
and subsequent "steering" of traffic through themis terned Service
Function Chaining (SFC).[ RFC7665]. [RFC7498] describes the notive
for service function chain.

o . .
o e e e e o - + e
| Servi ce | SFC | Service +---+ +---+
| G assification| Encapsulation | Function |sfl]...|sfn]|
+----3 Functi on R >| Pat h t---t+  H---+
e + T
SFC- enabl ed Dormai n
o .

Figure 1: Architecture of service function chain

RFC 7665 has al so described a high-level |ogical architecture of an
SFC-enabl ed dormain that can be seen in figure 1 (see also figure 2
of RFC 7665).

Fom e m oo - - +
| Subdomai n#1 |
| in DC1 |
O +
I
.---- SFF1 ------ . +o---+
L I \ - - | CF#4|
--->| CF#1| --/----> | \ 4o+
+----+/ SC#1 | \
I I I
| \Y . >|--->
I / / I
\ | / /
+----4+ \ | / [ H----+
| CF#2] - - -\ | / [ ---| CF#3|
+----+ "---- SFF2 ------ ' +o---+
+----L ------- +
| Subdorai n#2
| in DC2 |
S +
Legend:

SC#1: Service Chain 1
DC. Data Center

Figure 2: Architecture for hierarchical service function chain
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There are many application scenarios that can use technol ogi es or
met hods related to service function chain. However, sone
appl i cation scenarios have not yet been covered by RFC 7665.

RFC 8459 has illustrated the difficult problem of inplenenting SFC
across a |large, geographically dispersed network, potentially
conprised of millions of hosts and thousands of network-forwarding
el ements and which may involve multiple operational teams (wth
varying functional responsibilities). The adaptive |ayout for such
circunstance is given in figure 2 (see also figure 1 of RFC 8459).

Hi erarchical service function chain described in RFC 8459 is only
one of the application scenarios that have not been covered by
RFC 7665. Many ot her application scenarios that can be enhanced by
service function chain can't yet be covered by RFC 8459. Then new
architecture and requirenents are needed.

About sone other application scenarios, there is also a need to fuse
two or nore independent service function chains to Forma single
service function chain fromthe view of data plane, control plane
and managenent pl ane.

For exanple, when an enterprise network includes two or nore physically
separ ated sub-networks, it is possible to deploy two correl ated

service function chains in the two or nore independent sub-networks
respectively. However, logically and functionally, the two or nore
correlated service function chains should be thought as an identica
service function chain.

1.1 Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Architecture of Fused Service Function Chain
2.1. Ceneral Architecture for Fused Service Functional Chain

As is described in clause 1, there is a need to fuse two or nore
service fucntion chains to forma single service chain when service
function chain is applied in some application scenarios. the afore-
menti oned single service function chain is called fused service
function chain (F-SFC).

At first, a F-SFC is conposed of two or nore service function chains
that are logically independent each other and possibly seperate
physi cal | y.

Secondly, a F-SFC can be thought as a single service function chain

fromthe view of data plane,control plane and managenent plane. That is
to say, data packet can be steered through all selected SFs within the
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F- SFC according to preset configuration. noreover, a F-SFC can be
managed by a managenent entity and the managenment entity can think
the F-SFC as an ordinary service function chain.

Thirdly, all service function chains within a F-SFC can still work
as an i ndependent service function chain. In other words, if a F-SFC
consists of SFC A, SFC B and SFC C, SFCs with the F-SFC such as SFC
A can al so be used as an independent if it is needed.

| Service | SFC | Service +----+ +----+
| O assification| Encapsulation| Function |sfl1|...|sfln
+--->| Functi on | +-------e---- >| Pat h +----+ +----+
R + o e e e e e e oo~~~
o e e o - + e
| Service | SFC | Service +----+ +----+
| A assification| Encapsulation| Function |sf21]...]|sf2n]
+-- -3 Functi on | +----- A >| Pat h +-o---+ +-o---+
| Fomm e e e + | T
| Bypass |
o +
LEET S
R + o e e e e e e oo~~~
| Servi ce | SFC | Service A4----+  +----+
| A assification| Encapsul ation| Function |sfkl|...|sfkl
+-- -3 Functi on | +----- A >| Pat h L TR
| e + | T
I Bypass I
o e e e e e o oo +

Figure 3: General architecture for fused service function chain

Figure 3 describes a general architecture of F-SFC. Fromthe figure,

it can be learned that the F-SFC is conposed of SFCl, SFC2 ... and
SFC . SFCl1 consists SF11, SF12 ... and SFln. SFC2 consists SF21
SF22 ... and SF2m ... SFCk consists SFk1l, SFk2 ... and SFkl

Al SFs within SFC1, SFC2 ... and SFC can be used by F-SFC. On the

one hand, SFs within SFC(i+1) should be used after SFs within SFC(i)
in order to keep the | ogical order of SFCs. On the other hand, SFs
within the sane SFC shoul d take action based on |ogical order of the
SFC.
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It is noted that all CFs (dassification Function) in SFC2 ... SFCk
can be configurated to work in By-pass node in order that SFC2 ...
SFCk can action based on the result of the CFin SFCL. It is sure all
CFs can also work in normal node.

2.2. Interface in the Fused Service Function Chain

It can also be learned fromfigure 3 that sone interfaces are needed
to conpose a F-SFC.

At first, a kind of interface between SFC(i) and SFC(i+1) need to be
depl oyed in order to connect SFC(i) and SFC(i+1) seam essly.

Secondly, sone interfaces within SFC(i) are al so necessary to

i mpl ement the F-SFC. For exanple, when CF in SFC(i) is by-passed, an
interface should be used to connect the ingress end of the CF and
the egress end of the CF.

Thirdly, there are sone interfaces to be designed to connect F-SFC
and outside of the F-SFC.

2.3. OAM Architecture for Fused Service Function Chain
2.3.1. Additional OAM Conponents
RFC 8924 descri bes the OAM framework for service function chain. CF
component, SF conponent and SFC conponent are three main conmponents
related to SFC OAM
F-SFC is substantially different fromordinary SFC, so the
components related to OAMwi thin F-SFC are also differnet fromthat
within an ordinary SFC
Al the afore-nmentioned CF conponent, SF conponent and SFC conponent
are still effective in F-SFC. And there are three additional
conponents to be taken into account:

- F- SFC conponents.

Interface conmponents.

SFF conponent s.
2.3.2. Additional QOAM Functions
RFC 8924 al so descri bes some OAM functions as foll ows:

- Connectivity functions.
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- Continuity functions.
- Trace functions.
- Performance neasurenent functions.

There are sonme other OAM functions that are necessary to F-SFC such
as sonme functions described as foll ows.

- Discovery function

- Service awareness function
3 Application Scenarios of Fused Service Function Chain
3.1. F-SFC for Wde-area Enterprise Network

Service Function Chain A

+---+ +---+ +---+
| SF1] | SF2| ... | SFm
S + +---+ +---+ +---+
I I I I I
| A assi | +--mna + +--mna + +--mna +
--->|fier |---> | SFF1|----] SFF2|----]| SFFn|
| | +----- + +----- + +----- +
Fo-mm - - +
(=mmmme )
( O her )
-------- > Yoo
( network )
( )

Service Function Chain B
+---+ +---+ +---+
| SF1| | SF2| ... | SFI|

Fomm o - + +---+ +---+ +---+

I I I I I

| A assi | +--- - - + +--- - - + +--- - - +
--->|fier |---> | SFF1|----| SFF2|----| SFFK|

| | +----- + +----- + +----- +

Femmm o - +

Figure 4: Logical structure for F-SFC in enterprise network

The first typical application scenario of F-SFC is w de-area
enterface network. A large-scale enterprise often has two or
nmore parts seperated each other physically. Then, there are

al so two or nore physically
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seperat ed sub-networks that are owned by the sanme enterprise and
corresponding to those seperated parts of the enterprise.

For exanple, if an enterprise has part Alocated in city A and part
B located in city B, there is a sub-network A deployed in part A
meanwhil e there is also a sub-network B deployed in part B

It is possible that a SFC A is designed in sub-network A and a SFC B
is designed in sub-network B. However, sone functions can be

i mpl emented by co-operation of SFC A and SFC B. Coordi nati on between
SFC A and SFC B can be realized by co-operation of nanagenent
entities for sub-network A and sub-network B. Nevertheless, it is a
better solution to use F-SFC

Figure 4 describes the logical structure for F-SFC in w de-area
enterprise network.

3.2. F-SFC in Cross-domai n Scenari o

o e e e e e e e e e e e e e mmeemaaaan +

| Domain A Service Function Chain A |

| +---+ +---+ +---+

| | SF1| | SF2| ... | SFmM |

| +o-o - - + +-- -+ +-- -+ +-- -+

I I I I I I I

| | A assi | +----- + +----- + +----- + |

| --->|fier |---> SFFl|----| SFF2|----| SFFn| |--->

| | | S R + S R + S R + |

I Ho--o-- + I

T e .. +
o e e e e e e e mmmmeemeaaon +
| Domain B Service Function Chain A |
| +---+ +---+ +---+
| | SF1] | SF2| ... | SFmM |
| F-- - - - + +---+ +---+ +---+ |
I I I I I I I
| | O assi | +----- + +----- + +----- + |

---> --->|fier |---> SFFl|----| SFF2|----| SFFn| |
| | S + S + S + |
I to----- + I
o e e e e e e e e e e e e e mmeemaaaan +

Figure 5: Logical structure for F-SFC in cross-donmai ned SFC

Figure 5 describes another application scenario in which the two
SFCs to be fused belong to two different network domains. Although
the two SFCs are in different network domains, they can be

depl oyed in the same physical |ocation
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For exanple, if SFC Ais deployed in a ipv4d network domain,
meanwhile SFC B is in a Srve network domain. SFC A and SFC B can be
thought to be in different network donain.

It is also possible for SFC A in network domain A and SFC B in
network domain B to be fused to a nore powerful F-SFC

3.3. SFC as a Service in d oud

( )
(- )
( | SFi | +-- -+ )
(-t SR )
( ot )
heaooe v )
| A assi | ( CLOUD )
( oo )
|fier |--> ( | SFK]| +---- 4
F-- - - - + ( +---+ |___ | )
( +----+ +----+ )
( | SFFI | )
( et )
( )

Figure 6: Logical structure for F-SFC in SFCaaS

Wth the devel opnent of the network function virtualization and
cloud computing, it will be a gerenal nbde to realize sone network
functions based on cl oud.

On the other hand, some network functions should al so be depl oyed
in SFC node when the network functions are inplenmented by a series
of functional entities in order

In addition, it is a proper solution to inplenment sone network
functions based on cl oud node and SFC node. For exanple, realization
of big data pre-processing function needs nore network resources and
woul d better be designed according to distributing node. Many
functional entities in the network cloud can be used to finish part
or big data pre-processing function. However, those function entities
need to be organi zed as a SFC under sone circunstances.

SFC in cloud is called SFCaaS (SFC as a Service) in this docunent.

Figure 6 depicts the logical structure for SFCaaS. About SFCaaS, the
SFC conponents except CFs cone fromthe cloud.
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SFCaaS relies on SFs and SFFs in the cloud, so it is not easy to
organi ze a SFC. Then, a network funciton will possibly be realized
by cooperation of a group of SFCs. Thus, F-SFC is a candi date
solution for this application scenario.

3.4. F-SFC in Mbile Edge Conputing

At present, nobile edge conputing (MEC) has beconme a hot research
poi nt. Mbile edge computing is the result of convergence between
mobi |l e network and Internet and it has expectabl e application
prospect.

Mobi | e edge conputing focuses on making full use of the resources of
the mobil e network and internet of things. Because of diversity and
physi cal decentralization of the resources from nobile edge
conputing,it is nmore conplicated to organi ze the resources

If a network function is planned to be inplenented by nobile edge
computi ng, many physi cal devices and many | ogical function entities
are necessary to cooperate to finish the task. Under nany

ci rcunst anses, those physical devices or logical entities need to
work in order, then, service function chain is good solution for
such circunst ances

( )
( )
( )
( )
S R + ( )
|dassi| --------- > d oud )
|fier | ( )
[ S, + ( )
( )
( )
( )
( )
~/ \ ~~~
/ \
/ \

( ) ( )
( | SFLli| | SFF1j| ...| SF1k| ) (| SF2i | | SFF2j| ...| SF2k| )
( +----+ +----- + +----+ ) ( +----+ +----- + +----+ )
( Edge ) .. ( Edge )

HFomm b oo - - + ) ( e +
( |SFIm |SFFin] |... | ) ( |SF2m | SFF2n] |... |)
( (

Figure 7: Logical structure for F-SFC in MEC
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As physical devices or logical entities are physically decentralized,
it is possible that two or nore service function chain are needed to
realize a certain network function, then, F-SFC is a appropriate

sol uti on.

Figure 7 describes |logical structure for F-SFCin MEC. In figure 7,
all or partial SFs and SFFs of the service function chain are

depl oyed at the edge. In the neantine, two or nmore service function
chains are dsigned in the nobile network or the network edge. Those
service function chains should be nerged to a single service
function chain.

3.5 F-SFC in Distributed Active/Active Data Center

Anot her candi date application scenario for F-SFC is active/active
data center.

If multiple and distributed data centers are designed and depl oyed
according active/active node, advantages are obvious. At first,
the idleness of a data center is avoided so that network resources
can be made full use. Secondly, when one data center is out of
order, there is no obvious negative influence to the user of the
data center.

When service function chain is applied in active/active data center,
F-SFC is also a appropriate solution. It is essential to deploy a
single service function chain in every data center. It is not a good
design to control and nanage the service function chains
respectively. So It is a better solution to fuse the service
function chains

| ( )
| (| SFAI| | SFFAj| ...|SFAK] )
| ( +----+ +----- + +----+ )
| ---- ( )
| ( Fo-oo b oo - + )
| ( | SFAM | SFFAN| | ... | )
+o----- + | ( )
| assi| ------ >|
| fier | |
oo + | ( )
| (| SFBi | | SFFBj| ...| SFBK| )
| ( B + +----+ )
|- )
| S + )
| ( |SFBn{ |SFFBn| |... | )
I ( )

Figure 8: Logical structure for F-SFC in Active/Active DC
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to forma single service fucntion chain.

Figure 8 describes the |logical structure for F-SFC applied in
distributed active/active data center.ln the figure, there are nmany
SFs and SFFs designed in every data center, F-SFC can fuse those SFs
and SFFs with the outside CF to forma integrated service function
chai n.

3.6 F-SFC in Network Function Virtualization Cont ext

Net work function virtualization context is also proper for F-SFC
When a service function chain is deployed in NFV context, SFs and
SFFs can be inpl enented based on VMs(Virtual Machine). VMs can be
designed in different servers, so VMs are physically discentralized.
On the other hand, a VM can mgrate fromone server to another, it
causes that managenent of the VMs becone nore difficult. Wen SFs
or SFFs are realized by VMs, SFs or SFFs woul d al so be

di scentralized and can be migrated fromone server to another,

then, organization of a service function chain in NFC context is
also difficult.

When it is necessary for two or nore service function chains in NFV
context to cooperate to realize a network function, it is also not
a good design to organize the service function chains seperately.

In reality, F-SFCis a better solution under such circunstance.

S S +

| A assifier

S SRR +

I
I
oo + oo +
| Server A | | Server B |
R G + +---- | | +----4 +----- + +----+

| |vSFi| |vSFFj| ...|VvSFK| | | |vSFI'| |vSFFo| ...|vSFp| |
| B + +----+ | |+----++ ----- + +----+ |
} Fommm oo +  4----+ } } Fo-mm oo +  4----+
| | vSFm | vSFFn| | ... | | | vSFq| | vSFFh| | ... | |
| R G +  +----+ | | R T e +  +----+
I I I I
o e + oo +

Figure 9: Logical structure for F-SFC in NFC

Fi gure 9 describes such application scenario. In figure 9, SFs are
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realized by VMs and called vSFs, and SFFs are realized by VMs and
called vSFFs. vSFs and vSFFs can be organized to formtwo or nore
service function chains. Miultiple service fucntion chains can be
fused to be a single service chain.
4 Additional Requirenents for Fused Service Function Chain

When two or nore service function chains are fused to forma single
service function chain, there are some new requirenents to be taken
into account while conparing to the general service fucntion chain.

There are several aspects related to the additional requirenents,
the follow ng are those aspects:

- Function aspect.
- Performance aspect.
- Control aspect.
- Managenent aspect.
- Ot her aspect.
4.1 Function Aspect
Addi tional functional requirenent can be specified as foll ows:

- F-SFC shall support all capability that every nenber service
function chain can support.

- F-SFC shoul d support flow control function between adjacent nenber
servi ce function chains.

4.2 Performance Aspect
Addi ti onal performance requirenment can be specified as foll ows:

- The throughtoutput of F-SFC is requirened to be not |ess than the
m ni mum of throughoutputs of the nenber service function chains.

- The packet loss rate of F-SFC is requirened to be not greater
than the maxi num of packet [ oss rate of the menmber service function
chai ns.

4.3 Control Aspect

- F-SFC shoul d support the capability to enable/disable CFs in every
menber service chain.
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- F-SFC shoul d support the capability to re-structure according to
the requirenent of the specific network funtion.

4.4 Managenent Aspect

- F-SFC shal |l support the capability to nanage all nenber service
chains unifiedly.

4.5 O her Aspect

- F-SFC shoul d support the capability to aware network context
bet ween adj acent nenber service fucntion chains.

5. Security Considerations

The security considerations described throughout [RFC7665] and
[ RFC8300] apply here as well.

Additionally, when a data packet is forwarded from SFC(i) to
SFC(i +1), the path between SFC(i) to SFC(i+1) shoul d provide
mechani smto guarantee security of the data packet.

Mor eever, when the CF in SFC(i) is by-passed, it should be assured
that the bu-passed path has the sane security support as the CF.

6 | ANA Consi derations
Thi s docunent has no | ANA requirenents.
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