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Abstract

The purpose of this menp is to describe a new option type for In-Situ
Qperations, Adm nistration, and Mai ntenance (IOAM. This option type
all ows to aggregate |1 OAM data al ong a network path. Aggregates

i nclude functions such as the sum average, ninimm or maxi mum of a
gi ven data paramneter.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Novenber 2026.
Copyright Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

This meno proposes a new option type for In-Situ Qperations,

Admi ni stration, and Mai ntenance (1 CAM [RFC9197]. The | OAM Aggregate
option type all ows aggregating | OAM data al ong a network path.
Aggregat es include functions such as the sum average, m nimum or
maxi mum of a given data paraneter.

Many applications interested in telenetry data across a path are not
so much interested in each individual node's telenetry, but an
aggregate to paint a nore holistic picture. An exanple of an
aggregate could be a sum (for exanmple, the sum of packet dwell tines
experienced across a path), an average (for exanple, the average
dwel | tinme experienced across a path), or a mininmumor maxi num (for
exanple, of the dwell tinme experienced on any hop across the path,
along with the node I D where the extrene was experienced). O her
appl i cations include sustainabl e networking, where (for exanple) the
carbon-intensity of a path as a whole needs to be determned as an
input to applications that attenpt to mninize pollution attributable
to specific networking traffic.

The aggregation option type proposed in this neno addresses the needs
of those applications. Rather than collecting individual |OAM data
paraneters at each node and exporting themfor further processing,

| OAM Aggregate allows preprocessing telenetry data into an aggregate
as a packet traverses a path. Aggregating paraneters along the path,
instead of nerely collecting them offers the follow ng advant ages:
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* |t keeps the packet size constant. This avoids problens such as
the possibility of packets exceeding their MU and need for
fragmentation and reassenbly in case of |onger data paths, or
deteriorating packet del ays as packets grow in size along a path.

* |t reduces the volune of data to be exported.

* It obviates the need to correlate data exported from i ndivi dua
nodes as belonging to the sane flow, when conmpared wi th processing
of postcard telenetry data [ RFC9326].

* |t significantly reduces the ampunt of processing that needs to be
done by applications, sinplifying their devel opment and
depl oynent .

* |t enables greater network intelligence, such as taking actions on
aggregates when certain thresholds are exceeded.

Aggregating paraneters does require a small anount of processing
(such as, arithnetic operations to add to a sum or a comparison
operation to determne a mninmum at each hop, requiring sone

addi tional processing cycles. This is a small tradeoff to be aware
of when choosing this option. W believe that this tradeoff will be
acceptabl e in nmany inplenentations and depl oynent scenari os.

2. Background

[ RFC9197] defines the scope of IOAM as well as the different | OAM
nodes. The followi ng section reiterates those roles and expl ains how
they are applied in the context of | OAM Aggregation

ICAM i s focused on "limted domai ns", as defined in [RFC8799]. | OAM
is not targeted for a deploynent on the global Internet, which would
i ncur additional considerations such as the crossing of Trust
Boundaries, authentication of | OAM data, or the desire to obfuscate
domain internals to outside parties. The part of the network that
enploys |OAMis referred to as the "1 QAM Donai n".

An | OAM Dormai n consi sts of "1 OAM encapsul ati ng nodes”, "1 QAM

decapsul ati ng nodes", and "IOAM transit nodes", as depicted in
Fi gure 1.
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Figure 1. Rol es of | OAM nodes
The role of these nodes is as foll ows:

* The Encapsul ati ng Node originates the | OAM aggregation. It adds
the 1 OAM Aggregation Option to the packet for which telenetry data
is to be aggregated across the path and populates the fields with
their initial values.

* The Transit Node is an | OAM enabl ed node that aggregates the val ue
of its own telemetry with the aggregate in the packet, updating
the aggregati on data as needed.

* The Decapsul ati ng Node term nates the | OAM aggregation. It
aggregates the value of its own telenmetry with the aggregate in
the packet and updates the aggregation data as needed. It
subsequently exports the aggregated data, specifically, including
the value of the aggregate itself as well as auxiliary data as
applicable (e.g. node ID for min, max, and in case of errors).

3. 1 OAM Aggregation Option-Type

3.1. Overview
This section defines the data fields for the | OAM Aggregati on Option
Type format. Like other | QAM Aggregati on Option Types, these data
fields can be mapped into a nunber of transport protocols [ RFC9378].
For exanple, transport over |Pv6 [RFC3200] has been defined in
[ RFCo486] .

The format of the | OAM Aggregation Option Type data fields is
depicted in Figure 2.
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Fi gure 2: | OAM Aggregati on Opti on Type For mat

The total length of the | OAM Aggregation Option Type data fields is
fixed at 16 octets (word-aligned). These 16 octets hol d header
informati on as well as aggregation data in the followi ng fields:

*

Nanmespace-1D: 16-bit identifier of an | OAM Namespace, as defined
in [RFCO9197]. The Namespace-1D is popul ated by the encapsul ating
node and MJUST NOT be changed by any of the internmedi ate nodes.
The Nanespace-|D val ue of 0x0000 is defined as the "Default-
Nanespace- | D' and MUST be known to all the nodes inplenenting

| OAM  For any ot her Nanespace-|D val ue that does not match any
Nanespace-1 D the node is configured to operate on, the node MJST
NOT change the contents of the | OAM Dat a- Fi el ds except for the
Nanespace Fl ag (see bel ow).

Flags: 4-bit field to indicate errors that were encountered when
attenpting to process the | OAM Aggregati on Option al ong the path.
Once a flag is set, no further aggregation occurs along the path.
An internedi ate node that encounters an error during processing of
the 1 OAM Aggregation that prevents it fromupdating the aggregate
as requested MJUST set the corresponding flag to 1. |In order to
facilitate troubl eshooting, it also MJST set the value of the
Auxi | -data Node-ID field to its own Node-1D. The encapsul ating
node MJST set the value of Flags to zero upon transm ssion. Wen
an intermedi ate node encounters receives a packet in which any of
the Flags are non-zero, the node MJST NOT perform further | QAM
operations on that packet; instead, the | OAM data MJUST be
forwarded as-is unchanged. The followi ng flags are defined:

- Flag 1: Aggregator not supported
- Flag 2: Unsupported | OAM dat a par anet er

- Flag 3: Unsupported Nanespace
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- Flag 4: Any other error

* Reserved: An | OAM encapsul ati ng node MJST set the value to zero
upon transnmission. |OAMtransit nodes MJST ignore the received
val ue.

* | OAM Data Param This field identifies the data paraneter that is
to be aggregated across the nodes. It MIST be set by the | QAM
encapsul ating node. [1QAMtransit nodes MJST NOT change it.
Contrary to | OAM Trace-Type in the pre-allocated and increnental
trace option types, only a single paraneter is aggregated at a
time. Accordingly, the data paraneter to be aggregated is not
identified by a particular bit, but by a val ue.

* Aggregator: This 8-bit field identifies the aggregation function
that is to be applied. Its value MIST be set by the | OAM
encapsul ati ng node. | OAMtransit nodes MJUST not change it. The
foll owi ng aggregators are defi ned:

- Sum (val ue: 0bl)

- Mn (value: 0bl0)

- Max (value: 0bl100)

- Average (val ue: 0b1000)

* Aggregate: This 32-bit field contains the aggregated value. |Its
value is initialized by the encapsul ati ng node, i n general by
sinply recording the value of its data parameter that is to be
aggregated. The field is updated by each subsequent node pre the
requested aggregation, including IOAMtransit nodes as well as the
| OAM decapsul ati ng node (prior to perform ng decapsul ation).

* Auxil-data Node-1D: This 24-bit field contains a Node-ID. It MJST
be set by the encapsulating node to its own Node ID. Subsequent
nodes (IOAM transit nodes, as well as the | OAM decapsul ati ng node
prior to perform ng decapsul ati on) MJST update the value to their
own Node-ID IF AND ONLY I F one of the foll owing conditions hold,
ot herwi se they MJUST NOT change its val ue:

- Wen a flag is set by the node (i.e., the first time any type
of error is encountered along the path)
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3.

2

- Wen the aggregator is one of Mn or Max, and a new mi ni mum
respectively maxi mumis encountered. The value of the Auxil -
data Node-1D field is hence used to record where the m ni mum
respectively maxi num val ue was first encountered. (Wen a node
mat ches an exi sting m ni mum or maxi num but does not beat it,
the Node-1D is not updated.)

Hop Count. This 8-bit fields contain a hop count to record the
nunber of nodes along the path that successfully processed the

| OAM Aggregation. The encapsul ating node MJUST set the value to 1
and each subsequent node (transit nodes, as well as the
decapsul ati ng node prior to performng decapsul ati on) MJST
increment its value by 1. |If the Hop Count at a node exceeds 255,
that node MJUST set the Hop Count to O and set Flag 4 ("any ot her
error”) to prevent further processing of the | OAM Aggregati on

Di scussi on

Thi s section explains sone design choices and points out items that
may be subjected to further discussion.

*

Single versus multiple paranmeters. The Aggregation Option Type
allows to only aggregate one data paranmeter at a tinme. This
allows to keep the fornmat of the data structure sinple and of
fixed size. This facilitates processing. It also linits the
nunber of processing cycles that need to be spent for aggregation
at each node. An application seeking to performmultiple types of
aggregation at atine will need to apply different types of
aggregation for different packets.

| OAM dat a paraneter identification. Unlike other | OAM Option
Types, data paraneters are not represented by a bit position in a
field but by a 24-bit identifier. This allows to support a
greater nunber of paraneters. |n order to facilitate
conpatibility, initially only identifiers SHOULD be used that
utilize bits 12 through 22, with other bits set to 0. The

assi gnnent of | OAM data parameter identifiers is at this point up
to the network operator, with | OAM data paraneters being specific
to an 1 OAM nane space. It is conceivable that a gl obal nanespace
and a corresponding I ANA registry for |1 OAM data paraneters woul d
be introduced at a later point in tine.

"Average" aggregator. An average can be easily derived from

di viding a sum obt ai ned across all nodes by the hop count.
Avoi di ng di vi sion operations along the path can save consi derabl e
processing cycles. It is FFS if the average aggregator is really
required.
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* Simultaneous use with other | OAM Option Types. There are use
cases concei vabl e that would benefit fromalso a trace of which
nodes were actually traversed on the path. The possibility to do
so is already provided with other | OAM Option Types and does not
need to be added here. |In order to use multiple | OAM Option Types
for the same flow, applications can send different packets of the
sane flow that each contain a different 1 OAM Option Type. This
provides a form of sampling; however, no absol ute guarantees of
pat h congruency (i.e., different packets traversing the exact sane
path) is given.

As an alternative, it is conceivable that nmultiple Option Types with
their corresponding data structures are sinultaneously used in the
same packet. In that case, path congruency is guaranteed. Whether
or not multiple | OAM Option Types or, for that matter, multiple
instances of |OAM data structures that are carried as part of the
sanme packet would be permitted is outside the scope of this draft.
Such aspects instead need to be specified as part of the respective
| OAM transport mapping (such as [I-D.ietf-npls-ma-ioani).

3.3. Relationship with | OAM Tenpl ate Option

At the time of witing of this draft, a proposal for a new | OAM
Tenpl ate Option has been put forward

[1-D. nbci-ippmioamtenpl ate-option]. The proposal specifies a new
| OAM Opti on- Type that has a fixed | ength and can be updated by
transit nodes along the path. [If this new | OAM Opti on- Type cones to
pass, it is conceivable to define a Tenplate for Aggregation of Data
al ong a path which would be functionally equivalent to the | OAM
Aggregation Trace Option that is being defined here. |In fact, proof-
of -concept inplenmentations of both alternatives exist. Should the

| OAM Tenpl ate Option gain traction, this possibility will be
revisited.

4, Use Cases

The foll owi ng describes a nunber of use cases in which the | CAM
Aggregation Trace Option can be applied in order to illustrate its
use. Many nore such use cases can be identified.

* Determination of energy-related netrics along a path. Energy
metrics related to networking paths have been proposed as a way to
optinize routing decisions for nmore sustainable networking (e.g.
[1-D. petra-green-api]). |QOAM Aggregation Trace Option allows to
easily determ ne such netrics by aggregating the contributions of
nodes al ong the path w thout need for post-processing or
coordi nation by controllers. An inplenentation of this has been
successful ly denmonstrated [ Net Soft2024].
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* ldentification of outliers to aid in diagnosing and
troubl eshooti ng of performance issues in the delivery of service
instances. One use case for |1 OQAM concerns col |l ecting paraneters
such as the dwell time of packets at each node to aid in
di agnosing latency issues. O particular interest is the
determnati on of the respective outlier on the path in order to
identify if any node in particular mght be the culprit. Using
the 1 OAM Aggregati on Trace Option allows delivering data about the
particular outlier without the need to collect and then process a
| arger nunber of data itens from each node across |engthy paths,
maki ng di agnosis a lot nore efficient.

* Aggregation of packet dwell times across networking paths as a way
to optimze networks to better nmeet service |evel objectives
related to latency. Providing networking services that neet
| at ency-rel ated service |level objectives is a well-docunented
probl em and focus of the networking community. Sonme approaches
focus on the dwell tine of packets as one conponent of their

solution, i.e. the time spent by routers in processing packets
[1-D. eckert-detnet-gl bf]. Using the | QAM Aggregati on Trace Option
allows to directly act on an aggregate, i.e. the data of interest,

wi t hout having to go through additional steps to first collect and
process | arge nunbers of individual raw data itens.

5. Security Considerations
A malicious node along the path could attenpt to forge the aggregate,
resulting in a wong aggregate to be reported. This might nmslead
applications. Likewi se, a nalicious node along the path could set a
flag to trick other nodes not to process the aggregate any further,
or clear a flag to nake a distorted result appear legitinmate. To
avoid this, network operators need to ensure that their network nodes
can be trusted and are not conproni sed.

6. | ANA Consi derations
| ANA requests are TBD. Future versions of this docunent may request
the establishnent of a registry for Aggregators as well as for | QAM
Dat a Paraneters.
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