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Abst ract

Thi s docunent covers the technical requirenments of Verifiable
Contractual Agreenents (VCAs) between individuals and the entities
that engage on a network as defined in | EEE7012. It describes how
i ndividuals, acting as first parties, can proffer their privacy
requirenents as contractual terns and arrive at agreenents recorded
and kept by both sides. This includes the hosting format for
contracts, negotiation of contracts, signing of contracts, and
auditing of contracts.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://codeberg. org/ nyterns/ietf/src/branch/ main/draft-curtis-
myterns-01.xm . Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-curtis-nyterns/.

Di scussi on of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto: We@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://codeberg.org/ nyterns/ietf.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

1.1. Purposes of MyTerns

The purpose of the [IEEE7012] standard, otherw se known as MyTerns,
is to provide individuals with neans to proffer their own terns
respecting personal privacy in ways that can be read, acknow edged
and agreed to by nachi nes operated by others in the networked world.
In a nore fornal sense, the purpose of the standard is to enable

i ndividuals to operate as first parties in agreements with others,
nmostly organi zati ons, operating as second parties.

In this nethodol ogy, agreenents shall be chosen froma registry of
standard-form agreenents in a roster kept by an independent and
neutral non-business entity. Conputing devices and software
performng as agents for both first and second parties shall engage
usi ng the protocol defined in this document. The first party shal
point to a preferred agreement, or a set of agreenments, from which
the second party shall accept one. Party-to-party negotiations over
agreenents in any of these contracts or other agreenents are outside
the scope of this standard. |If both parties agree, the chosen
contract or agreenent shall be signed electronically by both parties
agents, and a matching record shall be kept in a way that can be
retrieved, audited, or disputed, by either side if necessary, at sone
later tine.

1. 2. Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

A "PERSON AGENT" is defined as any system such as a web browser
mobi | e application, Al/MP agent, or any other tooling, that

negoti ates MyTerns agreenents on behal f of a consum ng party,

ot herwi se known as the first party in [I EEE7012]. An "ENTITY ACGENT"
is defined as any system such as a web server, operating system Al/
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MCP agent, or any other tooling, that negotiates MyTerms agreenents
on behalf of a providing party, otherw se known as the second party
in [| EEE7012].

2. Hosting agreenents
2.1. Agreenent types
There are three types of agreenents in MyTerns:

* *Rel ationship agreenents:* Agreenents that pertain to the overal
rel ati onship between the PERSON and the ENTITY, such as for
service delivery or data portability.

* *Personal Data Contribution agreenments:* Agreenments that pertain
to one-tinme data use or exchange.

* *lLegal agreements:* Agreenments that contain the |egal |anguage
enforcing the Relationship and Personal Data Contribution
agr eenent s.

Dependi ng on the interaction type between the PERSON AGENT and ENTITY
AGENT, a specific type, or set of a type, of agreenents MAY be
si gned.

2.2. Agreenent |evels and codes

Every agreenment MJST have an associ ated code that represents the
agreenent. Each relationship agreenent’s code MJST represent the
| evel of restriction on the agreenent.

Restriction levels SHOULD nove |linearly fromnost restrictive on data
use to least restrictive on data use, neaning the fewer characters in
the code represent nore restrictions on data use. An exanple of this
woul d be:
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| Code | Level | Meaning |
[ e ————— Ll pp—p—p——_— s —p—_———————————————————————————(————r L
| SD- BASE | 1 | Allows service delivery |
oo s Fomm o - o m e e e e e e e e e e e e e e e eee e +
| SD- BASE- A | 2 | Allows service delivery and |
| | anal ytics |
S N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| SD- BASE- AT | 3 | Allows service delivery, |
| | | anal ytics, and tracking |
oo s Fomm o - o m e e e e e e e e e e e e e e e eee e +
| SD-BASE-ATP | 4 | Allows service delivery, |
| | | analytics, tracking, and profiling |
S N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| SD-BASE-ATP3 | 5 | Allows service delivery, |
| | | anal ytics, tracking, profiling, |
| | | and 3rd-party sharing |
oo s Fomm o - o m e e e e e e e e e e e e e e e e e eemem e +

Table 1

This structure sinplifies the nachi ne negotiati on when nmultiple
agreenents are in play.

2.3. Ensuring tanper-proof agreenents

To ensure hosted agreenents are tanper-proof they are built as
Verifiable Contractual Agreenents (VCAs), neaning that when a party
signs an agreenent, there is proof that the content of the agreenent
has not been altered since the signature took place. Agreenments MJST
be hosted in Markdown (MD) format with a hash of the content in the
URL.

Agreenents MUST al so be hosted in a web-browser friendly format, for
i nstance usi ng Markdown to HTM. conversion tools. \Wb-browser
friendly versions MJUST contain |links to the raw Markdown versions and
MUST contain links to the nachi ne-readabl e versi ons.

URL formats for web-browser friendly HTM. agreenents SHOULD be in the
format of:

https://<domain>. <tld>/<first letter of type>/<code>
URL formats for Markdown agreenments SHOULD be in the format of:

https://<domain>. <tld>/<first letter of type>/<code>/<hash>.nd
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URL formats for machi ne-readabl e agreenments SHOULD be in the format
of :
https://<domai n>. <tld>/<first letter of type>/<code>/<hash>.|son

Web- browser friendly HTM. agreenments MJUST be generated directly from
their markdown counterparts, and MJST include |inks to:

* The hashed mar kdown versi on
* The HTM. | egal agreenent, if it is not the |egal agreenent

* The hashed markdown | egal agreenent, if it is not the |lega
agr eenment

* Any vocabul ary definitions used in the agreenment, such as the

[ DPV]
*  The machi ne-readabl e JSON versi on
2.4. Machine readabl e agreenents

Machi ne readabl e agreenents MJST be JSON. The format of the JSON
MUST be:

{
"version": <machi ne-readabl e agreenent version>
"references": |
"<link to hashed agreenents>"
]1
"agreenentld": "<UUI D representing this agreenent>",
"created": <epoch tinme>,
"ids": [
"<optional DIDid>"
]1
"permtted": |
" <pur pose>"
"prohibited": [
" <prohi bition>"
]1
"val i dRol es": [
n <ro| e>II
]
}
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Machi ne readabl e agreenments MJUST support signhing via DIDs as per the
[DID] WBC recommendation. DIDids within the ids array of the
agreenment MAY include the ENTITY AGENT's DIDid, and if it is

i ncluded they MJUST sign the agreenent before it is considered valid.

Mul ti pl e human-readabl e (hashed mar kdown) agreenents MAY be grouped
into the references bl ock, and SHOULD i ncl ude a vocabul ary set such
as the [DPV], the primary agreenment, and an overl appi ng | egal

agr eement .

The permtted array MJUST contain a representation of any expressly
all oned actions within the agreenent content. The prohibited array
MJST contain a representation of any expressly prohibited actions
within the agreenent content. The vali dRoles array MJST contain a
list of roles or parties as defined within the agreenent content,
such as that of entity, user, and/or third-party.

Machi ne readabl e agreenents MAY be signed by multipl e PERSON AGENTSs,
however agreenent UU Ds MJST be uni que per uni que JSON record.

2.5. Retrieving avail abl e agreenents
When a PERSON AGENT or ENTITY AGENT wishes to retrieve a list of
codes and their correspondi ng agreenents fromthe agreenent hosting
entity, a publicly-accessible APl endpoi nt SHOULD be provided for
accessing this information.
The URL format for the APl endpoint to set preferences NMAY be:

https:// <domai n>. <t| d>/api/v1l/ nyt er ns/ agr eenment s

Retrieving agreenments MJST be conmpleted via a GET, and the response
MUST be in the format of:

{
"agreenents": [
{
"type": "<rel ationship|personal _data_contribution|l egal >",
"agreenents": [
"title": "<agreenent title>",
"code": "<agreenment code>",
"url": "<url to human readabl e HTM. agreenent >",
"jsonUrl": "<url to machi ne-readabl e agreenent>",
]
}
]
}
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When an agreenent is rotated out for a new version, the hashed

mar kdown and machi ne-readabl e JSON versi ons of that agreement MJST
continue to remain avail able for previous | ookups, and the agreenent
MUST be renoved fromthe endpoint results.

2.6. Configuring agreenent preferences

A user with a role of PERSON AGENT MJST be able to select a set of
i ndi vi dual agreements they would agree to during the negotiation
When a PERSON AGENT wi shes to set the code that represents the
preferences that have been sel ected by the user, an APl endpoint
SHOULD be provided for saving this information.

The URL format for the APl endpoint to set preferences MAY be
https://<domai n>. <tl d>/api/vl/ nyterns/prefs

Setting or updating agreenent preferences SHOULD be conpleted via a
JSON POST, and the POST body SHOULD be in the format of:

"agreenents": |
"<agreenent code>"

]
}

Mul tipl e agreement codes can be included, and the system shoul d
associ ate those selections to the appropriate agreenents. Additiona
i nformati on MAY be included in the JSON content.

Aut henti cati on MUST be used for this endpoint, and SHOULD fol |l ow
standard best-practices for web authentication

2.7. Retrieving agreenent preferences
When a PERSON AGENT wi shes to retrieve the codes that represents the
preferences that have been selected fromthe agreenment hosting
entity, an APl endpoint MJUST be provided for accessing this
i nformati on.
The URL format for the APl endpoint to set preferences MAY be
https://<domai n>. <tl d>/api/vl/ nytermns/prefs

Retrieving agreenment preferences MIST be conpleted via a GET. The
response MJST be in the format of:
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{

"agreenents": [
"<agreement code>"
]

}

Aut henti cati on MJST be used for this endpoint, and SHOULD fol | ow
standard best-practices for web authentication

3. Agreenent negotiation nechani sns
3.1. dient preference delivery
3.1.1. On-demand proposal of agreenents

In this nmethod, the PERSON AGENT to ENTITY AGENT negotiation occurs
via the exchange of data over HTTP/S, where the ENTITY AGENT delivers
an endpoint location to the PERSON AGENT, and the user must take an
action before terms are delivered. This elimnmnates any sources of
pervasive nmonitoring as clients can ignhore the request froman ENTITY
AGENT. This nethod SHOULD be used for interactions such as signing
Ternms of Use, or agreeing to actions in a webhsite or application

First, the ENTITY AGENT hosts a URL containing a JSON of the details
of what agreenents they support. The JSON format SHOULD be:

"endpoint": "https://<domai n>. <tld>/api/vl/ nyterns/put”,
"agreenents": |
{
"type": "<relationship|personal _data_contribution>",
"required": <bool ean>,
"url": "<url of machine-readabl e JSON agreenent >"
}
]
}

Any required agreenments in the array MJST be accepted by the PERSON
AGENT before they can proceed. The JSON record MAY contain
additional data and information by use by the providing system The
endpoi nt variabl e MJST represent the |location that signed agreenents
can be submitted to the ENTITY AGENT fromthe PERSON AGENT.

Next, the PERSON AGENT MUST validate that the URLs of all agreenents
fromthe ENTITY AGENT are fromthe sane hosted subdormain as the
subdonai n of the configured PERSON AGENT. If they do not match, the
negoti ati on MUST be rejected and the user MJST be informed of the

di screpancy.
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Lastly, the PERSON AGENT retrieves the nachi ne-readabl e JSON
agreenments to begin the negotiation with the ENTITY AGENT.

3.1.2. Continuous proposal of agreenent

In this nethod, the PERSON AGENT to ENTITY AGENT negotiation occurs
al so over HTITP/S via the exchange of HTTP headers, but this tinme on
every request. This method SHOULD be | everaged for interactions that
do not have the capabilities or process abilities to support on-
demand agreenent delivery, such as for up-front cookie preference
negoti ation in browsers.

First, when a PERSON AGENT nmekes a request to a particular web page
or service endpoint that is MyTernms enabl ed, the ENTITY AGENT w ||
return a response HITP header of a MyTerns request endpoint that MJST
reference a JSON file of the same format as On-denmand proposal of
agreenent s:

X- MyTer ms- Agreenments: <entity agreenent endpoint url>

When encountering a MyTernms response header request, a PERSON AGENT
MUST al ert the user to the request for themto allow or deny, unless
the user has previously approved that PERSON AGENT to accept al
MyTerns requests fromthat domain. A system MJST NOT all ow users to
accept all MyTerms requests for all domains. This alert MJST contain
full host name contained within the header, including domain, top

| evel dommin, and subdomain if one exists.

From here, the PERSON AGENT SHOULD follow the sane pattern as if it
had retrieved the JSON in the On-dermand proposal of agreenents flow.

3.2. Mtigating Pervasive Mnitoring

As per [RFC7258], to mtigate Pervasive Mnitoring (PM and thus
decrease the ability of entities to | everage MyTerns user preferences
for fingerprinting, PERSON AGENTS MJUST NOT deliver information beyond
the signed agreenents unless tied to another flow outside of this
standard that properly notifies that user of a data exchange. An
accept abl e exanpl e would be including an ODC login with the signing
of a Terms of Use, where the O DC flow provides an indication of what
data i s bei ng exchanged.
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3.3. Agreenent negotiation algorithm

Once the PERSON AGENT receives the acceptabl e agreenent sel ections
fromthe ENTITY AGENT, it is the PERSON ACENT's job to handle the
negotiation. At this point the PERSON AGENT should conpare it’'s
acceptabl e agreenments with those of the ENTITY AGENT, and confirm
that the user has allowed the agreenents required by the ENTITY
ACENT.

If the PERSON AGENT provides terns that are |l ess restrictive than the
ENTI TY AGENT requires, the PERSON AGENT MAY sign a less restrictive
agr eenent .

The foll owi ng chart denonstrates how these negotiati ons MJST occur.
In these exanples the same codes from above are used.

[ sy ey ety el o
| PERSON provi des | AGENT | AGENT | Result |

| requires | supports | |
| SD-BASE | SD-BASE | | Proceed to signing |
| | | | and delivery of SD |
I I I | BASE I
o e e oo s Fom e oo Fom e oo g +
| SD- BASE | SD-BASE | SD-BASE-A | Proceed to signing |
| | | | and delivery of SD |
| | | | BASE |
o e e e e oo S S o e e e e e oo oo +
| SD- BASE- A | SD-BASE | SD-BASE-A | Proceed to signing |
| | | | and delivery of SD- |
I I I | BASE I
o e e e e oo oo N N o e e e e e e oo +
| SD-BASE, SD-BASE-A | SD-BASE | SD-BASE-A | Proceed to signing |
| | | | and delivery of SD |
I I I | BASE-A I
o e e oo s Fom e oo Fom e oo g +
| SD- BASE | SD-BASE- A | | Use nust be notified |
| | | | they nmust sign SD |
| | | | BASE-A to continue |
o e e e e oo S S o e e e e e oo oo +

Tabl e 2

Curtis Expi res 21 Novenber 2026 [ Page 11]



I nternet-Draft MCNP May 2026

3.3.1. Requiring nultiple agreenents

If an entity requires multiple agreenents to be signed, the PERSON
AGENT foll ows the sane pattern as above, and SHOULD al ert the user
that certain agreenents nust be signed before proceeding. |n any
di splays offering up the ability to select these agreenments, the
PERSON AGENT MUST NOT pre-check any options unless the user has

al ready set these options in their default preferences.

4. Signing agreenents
4.1. Levels of attestation
When PERSON AGENTs sign agreenents, there are 3 |evels of

attestation, one of which MIST be attested to for the agreement to be
valid. The 3 levels are:

| Level | Title |
| 1 | Server trusted renmpte attestation |
AR, o e m e e e e e e e e e e e m—— oo oo +
| 2 | Cryptographic attestation |
Fomm o - o m e e e e e e e e e ee e +
| 3 | Auditable cryptographic attestation

N o e e e e e e e e e e e e e e mmemamao o +

Table 3

As the level increases, the security and verifiability of the
attestation increases.

4.1.1. Level 1: Server trusted renote attestation
In this level, ENTITY AGENTs MJST gi ve PERSON AGENTs a checkbox t hat
when checked, represents the signing of an agreement. ENTITY AGENTs
MUST default the checkbox to unchecked.
Under this | evel of attestation, PERSON AGENTs are trusting that

ENTI TY AGENTs will act honestly and transparently around storing and
abi ding by their preferences, with no third-party auditing.
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4.1.2. Level 2: Cryptographic attestation

In this level, ENTITY AGENTs MJST gi ve PERSON AGENTs a net hod of
cryptographically signing an agreenent. Agreenents MJST be signed
utilizing a private key that represents the PERSON AGENT. This
private key SHOULD be fully controlled by the end user, and not
available to the ENTITY AGENT in any way. This private key MAY be
owned by the ENTITY ACGENT or an agent, if that ENTITY AGENT or agent
was given a capability del egation fromthe user, and that del egation
MUST be cryptographically signed and provided via a DID.

Si gni ng an agreement MJST occur using an EdDSA JWI and a private key
associated with any public key in the verification nethod of the
signing DID. For exanple, if the signing D D docunent is represented
by the follow ng Fedl D enabl ed D D
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{
"@ontext": [

"https://ww.w3. org/ns/did/vl",
"https://didspec. nyterns.info/v2/ctx.jsonld"
]

’apabilityDeIegation": [

"id": "did:nyterms:fedid.nyterns.info:G&y...",
"type": "myterns",
"archiveServers": [ "https://archive.nyterns.info" ]
| }
"created": "2025-10-30T16:00: 147",
"deactivated": false,
"id": "did:nyterms:fedid.nyterns.info:iuK ..",
"recoveryHash": "d0a634b07cea22a9e3865eh5598e0486636bb772976bf 93d",
"service": |

"id": "did:nyterms:fedid.nyterns.info:5c7...",
"servi ceEndpoint": "https://fedid. nmyterms.info",
Iltypell: III ogi I,]Il

]

’horthbne": "person@edi d. nyterns.info",
"updat ed": "2025-10-30T16:00: 147",
"verificationMethod": [

"controller": "did:nyternms:fedid.nyterns.info:iuK ..",
"created": "2025-10-30T16: 00: 147",

"deactivated": null,

"id": "#55b72a71d2431bd5eb10b347f 1b272da",

"key": "9ud_bt CM YQRHkTyyKMNt C48avnC60f CZhWNIl bOsNi 0"
"type": "device"

1.

"version": "2.0"

}

Then the private key associated with the public key

9ud_bt CM YQRHKTyy KM\t C48avnC60f CZhVWNI bOsNi O shoul d be utilized. As
this DI D docunent also contains a capability del egation that MJST be
of type nyterms, any keys in the verification nethod array of that

DI D docunent may sign on behalf of the user

The agreenent MUST be signed via JW5 foll ow ng [ RFC7515] after

followi ng [RFC8785] for canonicalization to deterministically sort by
recursively ordering the keys al phanunerically and sorting any arrays
al phanunerically. The resulting JSON data MJST be subnitted via POST
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to the entity endpoint for submitting signed agreenents. The fornat
for the posted data MJUST match the provi ded exanpl e, where the public
key provided is the public key paired with the private key that was
used to sign fromthe verification nethod array.

{
"agreenent": {
"agreenent": {
"version": 1,
"references": |
"https://<url>/al74d...33d"
1,
"agreenment|d": "1df 77ef 2- e3c6- 4f 2b-859d- 379ch9874d78",
"created": 1760621627589,
"ids": [
"did:nmyterns:fedid. nyterns.info: YTc..."
1,
"permtted": [
"servi ce-anal ytics",
"service-delivery"
I,
"prohibited": [
"profiling",
"third-party-anal ytics",
"third-party-sharing",
"tracking"
I,
"val i dRol es": |
"entity",
"third-party",
"user"
]
}
"signature": {
"version": 1,
"id": "did:nyterms:fedid.nyterns.info:iuK ..",
"signedOn": 1761841201,
"type": "JWS/JCS',
"jws": "eyd...IlCg"
} }
"publicKey": "9ud_bt CM YQRHkTyy KM\t C48avntC60f CZhWNI bOsNi 0"
}

Under this | evel of attestation, PERSON AGENTs are trusting that
ENTI TY AGENTs will act honestly and transparently around storing and
abi ding by their preferences, with no third-party auditing, but gain
the security of a referenced cryptographic signature.
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4.1.3. Level 3: Auditable cryptographic attestation

In this level, the sanme signing method MJST be used for agreenents,
however an additional zero-know edge audit record MJST be provided.
This allows a third-party to validate that the agreenent was
appropriately signed w thout having any know edge of what the
agreement contai ns.

After the agreenent is signed, an audit record MJST be generated from
the top-level agreenent object, which consists of the origina
agreenent and it’'s signature. This object MJIST be deterninistically
sorted, and a SHA256 di gest MJST be created. The format of the audit
record MUST i ncl ude:

* A context of keys used in the audit record

* A reference to the agreenent ID that was signed

* A zero-know edge representation of the signed agreenent
* \Wen the audit record was created

Under this |evel of attestation, PERSON AGENTs are trusting that

ENTI TY AGENTs will act honestly and transparently around storing and
abiding by their preferences, with the security of a referenced
cryptographic signature and a third-party that can audit that
signature was performed wi thout nodification to the agreenent.

4.2. Retrieving signed agreenents

For services that store signed agreenents on behal f of PERSON AGENTs
and ENTITY AGENTs, an APl endpoint SHOULD be provided for retrieving
signed agreenents. The URL format for the APl endpoint to retrieve
si gned agreenents MAY be

https:// <domai n>. <t| d>/api/vl/ nyt erns/ agr eenent s/ si gned

The formatted response MJST contain the |evel of attestation used
(server trusted or cryptographic with a DID), and the contents of the
machi ne-readabl e agreenent. Retrieving signed agreenents MJST be
conpleted via a CGET, and the response MJST be in the fornmat of:

{

"signed_agreenments": |
"agreenent": {

"version": <machi ne-readabl e agreenent version>
"references": |
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"<link to hashed agreenents>"

]

"agreenentld": "<UUI D representing this agreenent>",
"created": <epoch tinme>,
"ids": [

"<optional DIDid>"

] i)
"permitted': |
" <pur pose>"

"orohi bited": [
" <prohi bi tion>"

"val i dRol es": [
"<rol e>"

]

’ignature_type": "cryptographic",
"signatures": [

}

"version": 1,

"id": "did:nyternms:fedid.nyterns.info:iuK ..",
"si gnedOn": 1761841201,

"type": "JWS/ JCS",

"fws": "eyd...IlCg"

"agreenent": {
"version": <machi ne-readabl e agreenent version>
"references": |
"<link to hashed agreenents>"
]1
"agreenentld": "<UUI D representing this agreenent>",
"created": <epoch tinme>,
Ilidsll: [
"<optional DIDid>"
]1
"permtted": |
" <pur pose>"
"prohibited": [
" <pr ohi bi ti on>"

"val i dRol es": |
"<rol e>"
]
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5.

5.

5.

1

2.

}

}

i gnature_type": "server-trusted"

]
}

Server trusted signed agreenments will not contain a signature key, as
these agreenents were signed using standard server trusted check
boxes.
Di scovery and standard response

Capabi lity discovery

Per [RFC8615], all endpoints SHOULD be di scoverable via a "/.well-
known/" entry. The URL format for this MJST be:

https://<domai n>. <tl d>/.wel | -known/ nyt er ns- confi guration

The response MJST be JSON in the format of:

{
"met hods": |
"conti nuous",
"on- demand"
1,
"get _agreement _endpoint": "https://.../agreements”,
"get _agreenent _prefs_endpoint": "https://.../prefs",
"get _agreenent _signed _endpoint": "https://.../signed",
"post _agreenent _prefs _endpoint": "https://.../prefs",
}

Endpoi nt and nethod definitions are OPTI ONAL based on what the system
supports.

St andard responses to APl requests

The foll owi ng standard responses SHOULD be used on all APl requests.
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| HTTP Response Code | Description |
[} g ———————_ s —_—(——————————(——————————r
| 200 | Success when retrieving or setting any data |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| 401 | The user is not authenticated (invalid or |
| | missing token) |
Fom e e e e oo o et +
| 403 | The user is authenticated but not allowed |
| | to performthe action |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| 404 | The requested user or agreenents record |
| | doesn’t exist |
Fom e e e e oo o et +
| 500 | Unknown general internal server error |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| 502 | Bad gat eway |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| 503 | Service unavail abl e |
Fom e e e e oo o et +
| 504 | Gateway tinmeout |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +

Tabl e 4

6. | ANA Consi der ati ons

This nmeno i ncludes no request to | ANA

7. Security Considerations

Thi s docunent should not affect the security of the Internet.
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