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Abst r act
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reci pient consent in email wthout introducing mail box enumeration,
synchronous negoti ati on, or new SMIP commands. CURE does not
guarantee delivery, consent, or sender legitimacy; rather, it

provi des a privacy-preserving signal that nail box providers MAY use
to inmprove enforcenment and sender accountability.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Current email|l standards |lack a native nechanismfor recipients to
express consent to senders without exposing their mail box existence
or opening thenselves to spam Existing nmechanisnms often rely on
out - of - band subscriptions, synchronous SMIP extensi ons (which

di scl ose recipient existence), or content filtering (which is opaque
to legitimte senders).

The CURE protocol provides a mininmal, emil-native consent signa
that preserves SMIP's anbiguity regardi ng recipient existence while
enabl ing mail box providers to enforce recipient intent. This
protocol does not attenpt to fix emmil delivery guarantees, but
constrai ns how consent can safely energe within the existing enail
delivery architecture

1.1. Core lnvariants

The protocol adheres to the follow ng design invariants:

Bal akri shna Expires 28 July 2026 [ Page 3]



I nternet-Draft CURE January 2026

1. *Asynchronous*: No request/response semantics are introduced over
SMIP.

2. *Recipient-initiated*: Consent noves fromthe recipient to the
sender based on neani ngful action, not unilaterally from sender
requests.

3.  *Non-enunerable*: No signal in the protocol reveal s nail box
exi stence or state to a sender

4. *lgnorable*: Al components may be safely ignored by non-
participating senders or receivers w thout breaking emnai
del i very.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Term nol ogy

* *Sender*: The domain sending email, authenticated via nechani sns
such as SPF, DKIM and DVARC

* *Reci pi ent Dormai n*: The nail box provider or systemresponsible for
receiving email and enforcing |ocal policy.

* *Recipient*: The end user or entity whose actions may inplicitly
grant consent.

*  *CURE- Ask*: Consent Request, a header sent by the Sender

*  *CURE- Al l ow: Consent Token, a header mnted by the Recipient
Donmain and returned to the Sender

3. Protocol Description
3.1. Objects

The protocol defines two primary header objects:
3.1.1. CURE-Ask (Consent Request)

The CURE- Ask object is transported as an [ RFC5322] header. It is
decl arative, non-authoritative, and safe to ignore.

Exanpl e:
CURE- Ask: v=1; id=uuid; sender=sender.com scope=transactional; \

rat e=3/ 1h; purpose=account-notifications; \
expi res=2026- 02- 01T00: 00: 00z
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3.

3.

3.

3.

The Reci pient Domain acts as the sole arbiter of scope. The scope
granted in a subsequent CURE-All ow token MAY differ fromthe scope
requested i n CURE- Ask.

1.2. CURE-Al Il ow (Consent Token)

The CURE- Al l ow object is cryptographically mnted by the recipient
domain. It is never granted due to message delivery alone. The
token is bound to the recipient (typically hashed), sender identity,
scope, rate, and expiry.

1.2.1. Token Semantics and Construction

To allow statel ess validation, it is RECOMVENDED t hat Reci pi ent
Domai ns construct tokens using a keyed-hash nessage authentication
code (HVAC):

Token = Base64( HWVAC- SHA256( Secr et Key, Sender Dormai n + HashedReci pi ent
+ Expiry + Scope) )

This construction prevents the need for a stateful database of all
active tokens.

2. Ganting Rule

Consent is granted *only* when the recipient *replies* to the
message. A vreply is a universally observable email -native action
that can be detected by the Recipient MIA via outbound SMIP
regardl ess of enmmil architecture.

Consent is *never* granted by:

Message delivery

Message open

Tracki ng pi xels

Passi ve rendering of content

Cicking links (web-based, not enmil-native)
Any action outside the email protoco

E R

3. Exchange Fl ow

1. *Request*: The sender transmits an initial nessage containing the
CURE- Ask header

2. *Processing*: The Recipient Domain receives the nmessage. It MJST
validate the authentication status of the sender (DVARC
alignnment). It MAY store the request properties internally but
sends NO response (neither SMIP nor email) to the sender at this
st age.
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3. *Action*: If the Recipient later acts meaningfully (per

Section 3.2):

* The Recipient Domain mnts a CURE-AlIl ow.

* The token is stored server-side.

4. *Token Return/Refresh (Optional)*:

* *Explicit*: The Recipient Dormain MAY send a machi ne-readabl e
notification (see Section 5.4) to the sender. This
notification MJST be a separate nmessage from any user-
generated reply. It MJIST be sent to the address specified in
the rpt paraneter of CURE-Ask, or the Fromaddress if rpt is
absent .

* *Refresh*: If an inconing nessage contains a valid CURE-Al | ow
token nearing expiry, the Recipient Domain MAY silently nint
and return a refreshed token to extend the consent w ndow.

The absence of a token return is indistinguishable fromdenial or a
non- exi stent reci pi ent.

3.4. Receiver Handling CGuidelines

To mitigate the "Cold Start"” problemwhile preventing abuse,
Receivers are advised to inplenent intelligent handling for
unsol i cited nessages containing valid CURE- Ask headers:

3.4.1. Prioritization

Recei vers SHOULD NOT process incom ng CURE- Ask requests on a strictly
First-Conme-First-Serve (FCFS) basis. Doing so allows abusive senders
to flood the user’'s view, effectively starving legitimte

i ntroduction requests (a Denial -of -Service attack).

I nstead, Receivers SHOULD prioritize the presentation of requests
based on: 1. *Domain Reputation*: Age and historical volume

consi stency of the Sender Dommin. 2. *Authentication*: Strength of
DMARC policies (e.g., p=reject is preferred). 3. *User Signals*:
Implicit signals such as whether the user has previously interacted
with the domain.

3.4.2. Probationary Presentation
Recei vers MAY route verified CURE-Ask nessages to a dedicated
"Consent Review' interface or a distinct folder (e.g., "Requests").
Wthin this interface, Receivers SHOULD offer explicit controls:

* *Allow: If the user explicitly accepts the request, the Receiver
has two inpl enentation options:
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- *Integrated providers* (controlling both MJA and MIA): MAY
directly mint a CURE-All ow token wi thout requiring an actua
reply, since they can observe the user’s explicit consent
action.

- *Standard providers*: MAY automatically send a reply on the
user’'s behalf to trigger the consent nmechanism then mint the
t oken upon detecting the outbound reply.

* *Deny/lgnore*: If the user declines, the Receiver renoves the
request. No signal is sent to the sender (indistinguishable from
non-del i very).

This explicit interaction nodel provides a better user experience
than requiring manual replies, while remaining conpatible with the
emai | -native reply-based granting rule.

*Low Friction Fallback*: Receivers unwilling to inplenent custom Ul
controls MAY sinply render the nessage as standard content. In this
nmode, the Receiver relies on the user manually replying to grant
consent. This ensures backward conpatibility with existing MJAs.

3.5. DNS-Based Di scovery

To enabl e senders to di scover whether a recipient domain supports
CURE before sendi ng nessages, recipient domai ns SHOULD publish a DNS
TXT record at the subdomain _cure under their primary donmain

3.5.1. DNS Record For nat
The DNS TXT record MUST use the followi ng fornmat:

_cure.exanple.com |IN TXT "v=CURELl; capabilities=ask,allow \
pol i cy=def aul t - scope: transactional ; default-expiry:90d"

*Paraneters: *

* *y* (required): Protocol version. MJST be CUREL for this
speci fication.
* *capabilities* (optional): Conma-separated |list of supported
features. Valid val ues
- ask: Dommin processes CURE- Ask headers
- allow Domain mints and validates CURE- Al | ow t okens
refresh: Domai n supports token refresh
- explicit: Domain sends explicit token return notifications
* *policy* (optional): Sem col on-separated list of default policy
parameters
- default-scope: Default scope granted if not specified in CURE-
Ask (e.g., transactional, pronotional, relationship)
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- default-expiry: Default token expiry duration (e.g., 30d, 90d,
1y)

- max-rate: Maximum allowed rate limt (e.g., 10/1d, 100/ 1w)

- require-dmarc: |If present, requires p=reject or p=quarantine
DVARC policy

If the capabilities paraneter is onitted, senders SHOULD assume the
domai n supports all features defined in this specification.

If policy paraneters are onmtted, senders SHOULD NOT neke assunptions
about domain policy and rely on explicit CURE-Al|low token paraneters.

3.5.2. Discovery Process
Senders SHOULD perform DNS di scovery as foll ows:

1. Extract the recipient domain fromthe enail address (e.g.,

exanpl e. com from user @xanpl e. con

Query for TXT records at _cure.<domain> (e.g., _cure.exanple.com
If a valid CURE record is found, the domain supports CURE

If no record is found or the record is invalid, the sender MAY
still send CURE-Ask headers (per the Ignorable invariant)

Pwn

3.5.3. Exanple DNS Records
*Full support with strict policy:*
_cure.gmail.com IN TXT "v=CUREL; capabilities=ask, allow refresh,explicit;
pol i cy=def aul t-scope: transacti onal ; default-expiry:90d; \
max-rate: 10/ 1d; require-dnmarc"

*Basi ¢ support with perm ssive policy:*

_cure.exanple.org. IN TXT "v=CURELl; capabilities=ask,allow \
pol i cy=defaul t-scope: rel ati onshi p; default-expiry: 1y"

*M ni mal declaration (no policy advertised):*
_cure.exanple.net. IN TXT "v=CUREL1"

*Enterprise gateway with custom policy:*

_cure.corporate.com IN TXT "v=CURE1l; capabilities=ask,allow, \

pol i cy=def aul t - scope: pronoti onal ; defaul t-expiry:30d; \
max-rate: 5/ 1w, require-dmarc"
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3.5.4. Caching and TTL

Senders SHOULD cache DNS di scovery results according to the TTL
specified in the DNS record. A recommended TTL is 86400 seconds (24
hours) to bal ance freshness with query | oad.

3.5.5. DNS Security

DNS di scovery is subject to standard DNS security consi derations.
Senders SHOULD use DNSSEC when available to validate the authenticity
of CURE DNS records. The absence of a CURE DNS record MJUST NOT be
interpreted as the donmmin rejecting CURE- Ask headers.

4. State Machines (Normative)

This section defines the sender-side and recipient-domai n-side state
machi nes for CURE. These state machines are normative and i ntended
to elinmnate anbiguity in inplenentation.

State transitions MJST NOT expose mmil box existence, consent status,
or enforcenent decisions to the sender

4.1. Sender State Machine
4.1.1. Sender States

* *S0: No-Consent*: The sender possesses no valid CURE-Al|low for the
reci pi ent.

* *S]1: Consent-Requested*: The sender has transmtted one or nore
nmessages contai ni ng a CURE- Ask.
*S2: Consent -G anted*: The sender possesses a valid CURE-All ow
*S3: Consent - Expi red*: The sender previously possessed a CURE-
Allow, but it is no longer valid due to expiry.

*  *S4: Consent-Revoked*: The sender possessed a CURE-Al |l ow that has
been revoked by recipient policy.

4.1.2. Sender Transitions

B ool e s oo st
| From| Event | To | Notes |
[ ety e ety gy Ll ey o
| SO | Send nessage | S1 | No acknow edgnent expected

| | with CURE-Ask | | I
+------ R i R T I I I I R +
| S1 | Send additional | S1 | Ask MAY be repeated or onmitted

I | messages I I I
+------ I i T ) B R T i I I e +
| S1 | Receive CURE- | S2 | Al ow MIUST be validated |
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| | Allow (explicit) | | |

Fom e e - - Fom e e e oo S +
| S2 | Al'l ow expires | S3 | Expiry handl ed | ocally |
+o-m - - o e e e e oo oo T +
| S2 | Al'low rejected | S4 | Rejection is indistinguishable |
| | during SMIP | | fromother failures |
ommmo - oo Fom o oo +
| S3 | Send nessage | S1 | Fresh request |
| | wth CURE-Ask | | |
+o-m - - o e e e e oo oo T +
| $4 | Send nessage | S1 | Revocation does not prevent |
| | with CURE-Ask | | re-request |
ommmo - oo Fom oo +
Table 1

4.1.3. Sender Invariants

* The sender MJST NOT assune consent based on nessage delivery or
| ack of rejection.

* The sender MJST treat all SMIP failures identically.

* The sender MUST NOT probe for consent state.

*  The sender MUST be prepared for CURE-Al |l ow | oss or revocation at
any tine.

4.2. Recipient Domain State Mchine
4.2.1. Recipient States

*  *RO: Unknown*: No prior CURE interaction exists for the sender-
recipient pair.

* *R1: Pending*: A CURE-Ask has been observed but no consent has
been granted.

* *R2: Consented*: A valid CURE-Allow exists and is enforceabl e.

*  *R3: Revoked*: Consent has been explicitly or inplicitly revoked.

4.2.2. Recipient Transitions

[ ool e e s b s b s el oot °}
| From| Event | To | Notes |
[ el ool el s
| RO | Receive nessage with CURE-Ask | RL | State MAY be |
| | | | transient |
F-- - - - o mm e e e e e e e e e e e memmao-- T +
| RO | Recipi ent neani ngful action | R2 | Ask presence not |
| | | | required |
S oo e e meee oo o +
| R1 | Reci pient neaningful action | R2 | Allow ninted |
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S o Fom e e +
| R2 | Al'l ow expires | RO | Expiry does not |
| | | | inmply revocation
+o-m - - o mm e e e e e e a— oo oo Fom e e e e e oo +
| R2 | Abuse signal / unsubscribe | R3 | Revocation is |
| | | | imrediate |
ommmo - o m e Fom e e +
| R3 | Recipi ent meani ngful action | R2 | Fresh consent |
| | | | mnted |
+o-m - - o mm e e e e e e a— oo oo Fom e e e e e oo +

Tabl e 2
3. Recipient Invariants

* Recei pt of CURE-Ask MJST NOT alter SMIP behavi or

*  CURE- Ask MUST NOT grant consent by itself.

* Absence of CURE-Ask MJUST NOT prevent consent granting.

* Revocation MJST be silent and indistinguishable from non-

exi st ence.
observability Constraints

At no point MAY the sender reliably distinguish between:

RO (Unknown)
R1 (Pendi ng)
R3 (Revoked)
Non- exi st ent reci pi ent

L T

SMIP responses, timng, and nessage acceptance MJST renai n anbi guous
across these states.

For bi dden Transitions

The followi ng transitions MJST NOT occur

RO -> R2 solely due to nessage delivery.

Rl -> R2 due to nessage open or passive rendering.

Any sender state transition based on SMIP success.
Any recipient transition that emts a synchronous signal

L I

Header Syntax
This section defines the formal syntax and processing rules for CURE

headers. Al ABNF is defined using the Augrmented Backus- Naur Form
(ABNF) as specified in [ RFC5234].
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CURE i ntroduces two new nessage headers:

CURE- Ask: Consent Request
*  CURE- Al l ow. Consent Token

Header field nanes are case-insensitive.

5.1. Commobn G ammar El enents

ALPHA = 9%41-5A | W61-7A
DAT = %%30-39

SP = 20

HTAB = %09

WEP = SP / HTAB

DQUOTE = 22

field-nanme
field-val ue

ALPHA *(ALPHA / DIGT / "-")
*(WSP / VCHAR)

version = 1*DIGT"." 1*DIAT
ur i = "<" 1*(VCHAR) ">"

base64ur| = 1*(ALPHA / DIG T/ "-" [ "_")
ti mestanp = 1*DIQ T

5.2. CURE- Ask Header
The CURE- Ask header signals the sender’ s request for recipient
consent. Presence of this header does not inply delivery preference
or enforcenent.

5.2.1. Syntax
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CURE- Ask = "CURE- Ask: " WSP ask- par ans

ask- par ans = ask-version *( ";" WBP ask-param)

ask-version = "v=" version

ask- param = ask-scope / ask-rate / ask-context / ask-rpt / ask-ext

ask-scope
scope-t oken

"scope=" scope-token
1*(ALPHA / DG T / "-" [ "_")

ask-rate = "rate=" 1*DIGAT "/" 1*DIA T [ ALPHA]
ask- cont ext = "ctx=" uri

ask-rpt = "rpt=" uri

ask- ext = field-name "=" field-value

5.2.2. Processing Rules

Senders MAY include CURE-Ask in any nessage.

Absence of CURE- Ask MJUST NOT prevent consent granting.
Recei vers MUST ignore unknown paraneters

Presence of CURE-Ask MUST NOT affect SMIP responses.

* Ok X *

5.3. CURE-All ow Header
The CURE- Al | ow header conveys a previously granted consent token
Tokens are opaque to senders and only verifiable by the recipient
domai n.

5.3.1. Syntax
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CURE- Al | ow = "CURE-All ow. " WP al | ow par anms

all ow-params = allowversion ";" WSP allowtoken *( ";" WP all ow param)
al |l ow-version = "v=" version

al | owt oken = "token=" base64ur |

al | ow param all ow-expiry / allow scope / all ow ext

al | ow expiry "exp=" tinestanp

al | ow scope "scope=" scope-token

al | ow ext = field-nanme "=" field-val ue
5.3.2. Processing Rules

Senders MJST treat tokens as opaque.
Senders MJST NOT attenpt to infer recipient state fromtoken
rejection.

* Receivers MJST validate tokens |ocally.

* |nvalid, expired, or revoked tokens MJST be silently ignored.

5.4. Token Return Fornat

To enabl e aut omat ed processing by Senders, explicit token returns
MUST use the nedia type application/cure-token+json. The body of the
return nessage MJUST contain a JSON object with the follow ng
properties:

* *token* (string, required): The Base64 encoded CURE- Al |l ow t oken
* *gcope* (string, required): The scope granted.
* *expiry* (string, required): 1SO 8601 UTC tinestanp of expiry.
* *jssuer* (string, optional): The donmain mnting the token
Exanpl e:
{

"token": "eyJhbGci G JI Uzl 1N | sl nR5cCl 61 kpXvCJ9...",

"scope": "transactional",

"expiry": "2026-07-28T00: 00: 002",

"issuer": "googl e.cont
}
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Security Considerations

This section anal yzes CURE against the identified threats. CURE is
explicitly designed to avoid introduci ng new enuneration, probing, or
anplification vectors beyond those already present in SMIP

1. Recipient Enumeration

CURE MUST NOT enabl e a sender to distinguish between existing and
non- exi sting recipients, nor between consented and non-consented
recipients.

CURE achi eves this by:

* Prohibiting synchronous consent signaling.
* Requiring identical SMIP behavi or regardl ess of CURE state.
* Mandating silent rejection of invalid, expired, or revoked tokens.

2. Token Replay and Forgery

CURE- Al | ow t okens are opaque and domai n-scoped. Senders MJST treat
tokens as unstructured data. Recipient domains MJUST ensure:

Tokens are bound to the recipient donain.
Tokens are not transferable across recipients.
Replay is bounded via expiry and local rate limts.

3. Timng Side-Channels

Reci pi ent domai ns MUST ensure that CURE processing does not introduce
observable tinmng differences. SMIP response timng MJST NOT vary
based on CURE state.

Depl oynent Consi derati ons

To maxi m ze coverage across diverse email architectures, CURE support
is divided into three depl oynent nodel s:

1. Integrated Environnments (Webmail)

Providers that control both the MIA and the MJA (e.g., Gmil, Yahoo)
CAN reliably detect all "Meaningful Actions," including clicks,
views, and replies. These providers SHOULD i npl ement the
"Probationary Presentation" (Requests Fol der) nodel described in
Section 3.4.2 to offer the best user experience.
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7.2. Enterprise Gateways

Cor porate environnents using Secure Email Gateways (SEGs) CAN detect
clicks via Link Rewiting and replies via outbound inspection. SEGs
SHOULD i ntercept CURE- Ask headers and afford administrative or end-
user controls to nmanage consent policies.

7.3. Standalone dients (1 MAP/ POP)
Users on decoupl ed clients (Qutl ook Desktop, Thunderbird) connecting
to basic |1SPs often cannot signal clicks to the Recipient Donain.
For these users, *Replying* remains the only universally observabl e
consent signal. Senders targeting these environnents SHOULD
encour age reply-based consent workflows (e.g., "Reply to this emi
to start receiving notifications").

8. Privacy Considerations
CURE is designed to inprove recipient privacy by noving consent
negoti ati on out of the content |ayer (tracking pixels) and into the
protocol |ayer (headers).

8.1. Data Mnimzation

Senders receive NO information until the recipient explicitly acts.
The sinple presence of a CURE- Ask header | eaks no data.

8.2. Tracking Pixel Replacenent
By providing a reliable channel for consent, CURE renpves the
justification for "Qpen Tracking" pixels. Future receiver policies
MAY strictly bl ock tracking pixels for senders who do not i npl enent
CURE

8.3. Token Opaqueness

Tokens MUST NOT contain PIl visible to the sender. Senders MJST
treat tokens as opaque strings.

9. | ANA Consi derations
Thi s docunent requests the registration of two new nessage headers in
the "Pernmanent Message Header Field Names" registry, a new nmedia
type, and a new registry for CURE scopes.

9.1. CURE- Ask

*  *Header field name*: CURE-Ask
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*Appl i cabl e protocol *: nmai

*Status*: experinenta

* Aut hor / Change control ler*: |ETF

*Speci fication docunent*: this docunent

f I

9.2. CURE-AlIow

*Header field name*: CURE-Al Il ow
*Appl i cabl e protocol *: mai

*Stat us*: experi nmental

* Aut hor / Change control ler*: |ETF

*Speci fication docunent*: this docunent

* ok X Xk

9.3. CURE Scope Registry

Thi

s docunent creates the "CURE Scope" registry. Initial entries:

* *transactional*: Strictly for transactional notifications
(receipts, alerts).

* *pronotional *: For marketing or pronotional content.

* *relationship*: For ongoing relational updates (newsletters,
di gests).

9.4. Media Type Registration

*Type nane*: application

*Subt ype nanme*: cure-token+j son

*Requi red paraneters*: None

*Encodi ng consi derations*: UTF-8

*Security considerations*: See Section 6
*Interoperability considerations*: See Section 5.4

* % X ok kX
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Appendi x B. Protocol Exanples
B.1. Introduction Request (Cold Start)

The sender sender @xanpl e.com sends a first message to
recei ver @xanple.net. Note the use of rpt to direct tokens to a
machi ne-r eadabl e endpoi nt.

From sender @xanpl e. com

To: receiver @xanpl e. net

Subj ect: Wel conme to Sender Service

Date: Mon, 25 Jan 2026 09: 00: 00 -0000

Message- |1 D <nsgl@xanpl e. conp

CURE- Ask: v=1; scope=rel ationship; rpt=mailto:tokens@xanple.com rate=1/1d

Hell o! Please reply to this email to subscribe to our updates.
B.2. Explicit Token Return

The reci pient chooses to "Allow' or "Reply". The Recipient Domain
exanpl e. net generates a separate notification to tokens@xanpl e.com

From no-repl y@xanpl e. net

To: tokens@xanpl e. com

Subj ect: CURE Token Delivery

Date: Mon, 25 Jan 2026 09: 05: 00 - 0000
Cont ent - Type: application/cure-token+json

{
"token": "dGhpcyBpcyBhl HZhbd kIl HRva2wvu. . . ",
"scope": "relationship",
"expiry": "2026-07-25T00: 00: 002",
"issuer": "exanple.net"
}

B.3. Consented Delivery

The sender uses the token to deliver a subsequent nessage.
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From sender @xanpl e. com

To: receiver @xanpl e. net

Subj ect: Your Weekly Digest

Date: Tue, 01 Feb 2026 09: 00: 00 -0000

Message- | D <nsg2@xanpl e. conp

CURE- Al | ow. v=1; token=dGhpcyBpcyBhl HZhbG kI HRva2Vvu. . .

Here is the update you requested.
Aut hor’ s Address

Madhu Bal akri shna
Emai | : madhugbO04@nmai | . com
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