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1. Introduction

1.1. Motivation

Traditional network automation systems often face chall enges in
handl i ng unanti ci pated scenari os and managi ng conpl ex multi-domain
dat a dependenci es. Large Language Mdels (LLMs) of fer advanced
mul ti nodal data conprehensi on, adaptive reasoning, and generalization
capabilities, nmaking thema pronising tool for network managenent and
aut ononous networ k[ TM I GL230]. However, full automation renmains

i mpractical due to risks such as nodel hallucination, operationa
errors, and a | ack of accountability in decision-making[Hiang25].
Thi s docunent proposes a structured framework that integrates LLMs

i nto network managenent through human-in-the-1oop collaboration,

| everaging their strengths while ensuring oversight, reliability, and
operational safety.

1.2. Pr obl em St at enment

Net wor k managenent faces significant challenges, including the
complexity of nmulti-vendor configurations, the real-tinme correlation
of heterogeneous telenmetry data, and the need for rapid responses to
dynanmi c security threats. LLMs offer a prom sing approach to
addressi ng these chal l enges through their advanced nul ti nodal data
under st andi ng and adaptive reasoning capabilities. However, the
direct application of LLMs in network nmanagenent introduces severa
techni cal considerations. These include the need for semantic
enrichnent of network telenmetry to enhance LLM conprehension, a
deci si on executi on nechanismw th confidence-based escal ati on, and
auditability of LLM generated deci sions through provenance tracking.
Addressing these requirenents is critical to integrating LLM agents
effectively into network nmanagenent workfl ows whil e naintaining
reliability, transparency, and interoperability.
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2. Term nol ogy
2.1. Acronyns and Abbreviations
* LLM Large Language Model
* RAG Retrieve Augnmented Generation
* MCP: Model Context Protocol
*  A2A. Agent -to- Agent Protocol

3. Fr amewor k Overvi ew
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Figure 1: The LLM Assisted Network Managenent Franmewor k
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The proposed framework is shown in Figure 1, highlighting the key
components of LLM agent-assi sted network managenment. The human
operator can generate a specific task agent, e.g., fault analysis or
topol ogy optim zation, using the task agent managenent nodul e by
speci fyi ng foundati on nodel, pronpt, and adaptation fine-tuned

par anet er s[ Hu22]. The enhanced tel enetry nodul e i nproves the
semantics of raw telenetry data fromorigi nal network managenent
system providing supplenentary information to the LLM agent deci sion
modul e for nore informed decision-making. After the decision-nmaking,
the generated configuration paraneters are validated agai nst the YANG
nmodel and enforced with access control rules. The operator audit
nmodul e provides a structured nmechani smfor human oversight of LLM
generated configurations, and the configuration can be issued to the
ori gi nal network nmanagement system for depl oynent once the operator
approves.

3.1. Enhanced Tel enetry Modul e

The Enhanced Tel enetry Modul e i nproves the senmantics of raw tel enetry
data, providing supplenentary information to the LLM agent deci sion
modul e for nore informed decision-making. Telemetry data retrieved
fromnetwork devices via NETCONF[ RFC6241], e.g., in XM. format, often
| acks field descriptions, structured netadata, and vendor-specific
details. Since this information is not included in the pre-trained
know edge of LLMs, it can lead to misinterpretati on and erroneous
reasoning. To address this limtation, an external know edge base
shoul d be introduced to store YANG nodel schema, device manuals, and
ot her relevant docunentation. The Enhanced Tel enetry Modul e
functions as m ddl eware between the network managenent system and the
external know edge base. Through its southbound interface, it

retri eves NETCONF data fromthe NETCONF client of existing network
managenment system  Through its northbound interface, the nodul e
queries the external know edge base for the correspondi ng YANG node
or device manual. To enhance semantic richness, the Enhanced

Tel enetry Modul e processes the retrieved data by sinplifying
formatted content (e.g., renoving redundant or closing XM. tags) and
appendi ng XML path and description information fromthe YANG tree to
the relevant fields. This approach ensures that the LLM has access
to structured, contextually enriched data, inproving its ability to
anal yze and reason about network tel enetry.

3.2. LLM Agent Decision Mdul e
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3.2.1. RAG Mdul e

The pre-trained LLM may not enconpass specific task requirenents or
vendor -specific knowl edge. To address this kind of limtation, the
Retrieve- Augnent ed Generation (RAG[Lew s20] approach is widely used.
This nodul e retrieves relevant information from operator-defined
sources, such as device docunentation and expert know edge, and
integrates it with the Enhanced Tel enetry Mddul e to obtain YANG node
schema. The retrieved textual data is stored in a database, either
as raw text or in a vectorized format for efficient search and
retrieval. For a given task context, the nodule retrieves rel evant
know edge fromthe database and incorporates it into the input
context, inproving the understandi ng and response accuracy of LLM

3.2.2. Task Agent Mbdul e

To execute a specific task, such as traffic analysis, traffic
optimization, or fault remediation, a corresponding task agent nust
be created. A task agent consists of a selected LLM foundation
model , an associ ated pronpt, and fine-tuned wei ghts.

* Foundati on Moddel Library. Operators nust select an appropriate
foundati on nodel based on the specific task requirenents.
Exanpl es i ncl ude general - purpose nodel s such as GPT-4, LLaMA, and
DeepSeek, as well as domai n-specific nodels fine-tuned on private
datasets. Since foundation nodels are trained on different
dat asets using varyi ng nmet hodol ogi es, their performance may differ
across tasks.

* Fine-Tuned Wi ght Library. For donain-specific applications,
fine-tuned wei ghts can be applied on top of a foundation nodel to
efficiently adapt it to private datasets. One comonly used
approach is to store the fine-tuned weights as the difference
bet ween the original foundation nodel and the adapted nodel, which
can largely reduce storage requirenents. The Fine-Tuned Wi ghts
Modul e supports the selection and | oadi ng of an appropriate
foundati on nodel along with the corresponding fine-tuned wei ghts,
based on the selection of operators. This ensures flexibility in
| everagi ng both general - purpose and donai n-specific know edge
whi | e mai ntai ni ng conput ati onal efficiency.
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3.

* Pronpt Library. For each task, it is essential to accurately
define the task description, the format of its inputs and outputs.
These definitions are stored in a structured pronpt library. Wen
an operator instantiates a task, the correspondi ng pronpt,

i ncludi ng placehol ders for contextual information, is
automatically retrieved. operator inputs and device data are then
incorporated into the pronpt at the designated pl acehol ders,
ensuring a structured and consistent interaction with the | anguage
nmodel .

2.3. Task Agent Comuni cation Mdul e

Task agent can interact with external tools (e.g., Python scripts,
Batfish or ILP solver) to acquire additional know edge and perform
specific actions. The Mddel Context Prtocol (MCP)[ntp] enables task
agents to securely and efficiently interact with external tools and
services. MCP defines a standardized interface for tool invocation,
dat a exchange, and state synchroni zati on between the agent and
external systens. MCP consists of two prinmary components:

* MCP Cient: Enbedded within the task agent, the MCP client is
responsi ble for:

- Serializing agent-generated tool invocation requests into
structured MCP nmessages.

- Managi ng authenticati on and session tokens for secure too
access.

- Handling tineouts, retries, and error propagation fromtoo
responses.

- Injecting tool outputs back into the agent context as
structured observati ons.

* MCP Server: Hosted al ongside or within external tools, the MCP
server:

- Exposes a well-defined set of capabilities via a manifest
(e.g., tool _nane, tool description, input_schens,
out put _schemm, authentication_nethod).

- Validates inconmng MCP requests against the tool’ s schema and
per m ssi ons.

- Executes the requested operation and returns structured results
in a deterministic format.
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- Supports streaning for |ong-running operations (e.g., iterative
optimization or real-time telenetry polling).

In many conpl ex scenarios, nultiple task agents may col |l aborate to
achi eve a shared network nanagenent objective. The Agent-to-Agent
Protocol (A2A)[a2a] is a coordination protocol that enables nultiple
task agents to exchange infornmation, del egate subtasks, negotiate
resource usage, and synchroni ze execution states in a distributed

net wor k managenment environment. A2A ensures semantic
interoperability, tenporal consistency, and conflict avoi dance across
het er ogeneous agents. Key design principles of A2A incl ude:

* Decentralized orchestration: No central controller is required;
agents coordi nate peer-to-peer using shared intents and
commi t nent s.

* | ntent-based nessagi ng: Comuni cation is driven by high-Ieve
intents (e.g., “optimize latency for flow X" ) rather than | ow
| evel commands, allowing flexibility in inplenmentation

* State-aware handoffs: Agents share partial execution states (e.qg.
intermedi ate results, constraints, confidence scores) to enable
cont ext - preservi ng col | aborati on.

Additionally, A2A integrates with the Task Agent Managenent Mdule to
dynani cal ly spawn or term nate agents based on col | aborati on needs,
ensuring scalability and resource efficiency.

3.2.4. Task Agent Managenent Modul e

The Task Agent Managenent Module is responsible for the creation,
update, and deletion of task agents. This nodul e ensures that each
agent is appropriately configured to align with the intended network
managenment obj ecti ve.

The agent |ifecycle operations are defined as follows:

1. Creation of Task Agents. A task agent is instantiated in
response to an operator request, an automated policy trigger, or
a higher-level orchestration workflow. The creation process
i nvol ves the foll owi ng steps:

* Intent Parsing: The nodul e parses the high-level intent (e.g.,
“remediate BGP flapping on router R5” ) to identify the
required task type, target network scope, and performance

constraints.
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* Agent Tenplate Sel ection: Based on the parsed intent, the
modul e sel ects a pre-registered agent tenplate fromthe Pronpt
Li brary.

* Resource Allocation: The nodul e al | ocates necessary conpute
resources (CPU GPU, nenory) and instantiates the LLMruntine
envi ronnent .

* Context Initialization: The agent is initialized with: Network
context (e.g., device inventory, topology from Enhanced
Tel enetry), security credentials, and session ID and | oggi ng
context for auditability.

* Registration: The newy created agent is registered with its
met adata, status ( “initializing” ), and heartbeat endpoint.

2. Update of Task Agents. Task agents may require updates due to
changi ng network conditions, nodel inprovenents, or revised
operator policies. Updates should be performed in a non-

di sruptive manner whenever possible:

* Configuration Update: Operators or automated controllers may
nmodi fy agent paraneters (e.g., optim zation thresholds, output
ver bosity).

*  Mbdel or Weight Swapping: If a newer fine-tuned weight version
becones avail abl e, the nodul e can hot-swap the adapter weights
whil e preserving the agent’ s execution state, provided the
base foundation nodel renmins conpati bl e.

* State Preservation: During updates, the nodul e snapshots the
agent’ s working nenory (e.g., conversation history,
intermedi ate plans) and restores it post-update to nmaintain
task continuity.

3. Deletion of Task Agents. Task agents are term nated when their
assi gned task conpl etes, when an unrecoverable error occurs, or
upon an explicit teardown request. The deletion process ensures
proper resource reclamation and audit conpliance:

*  Gaceful Shutdown: The nodul e issues a term nation signal,
all owing the agent to conplete any pendi ng operations (e.g.,
commit configuration changes, MCP calls, A2A comuni cations).

* State Archival: The final agent state, including input
context, generated actions, and performance netrics, is
serialized and stored in the Audit Log for replayability and
conpl i ance.
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* Resource Deal | ocation: Conpute resources (GPU nmenory, threads)
are rel eased, and MCP sessions are invalidated.

* Deregistration: The agent entry is renoved, and its lifecycle
event is |ogged.

By providing structured, auditable, and policy-governed |lifecycle
managenent, the Task Agent Managenent Mdul e enabl es scal abl e and
trustworthy depl oyment of LLM Agent-driven network automation

3.3. Config Verification Mdule
3.3.1. Syntax Validation Mdule

To ensure correctness and policy conpliance, LLM generated
configurations nust pass the YANG schema validation steps before
bei ng queued for human approval. This nodul e ensures that only
syntactically correct configurations are presented for operator
review, thereby reducing errors and enhancing network reliability.

3.3.2. Access Control WMbdul e

Al t hough the Configuration Verify Mdul e can guarantee the syntactic
correction, LLMs nay generate unintended or potentially harnful
operations on critical network devices, it is essential for operators
to enforce clear perm ssion boundaries for LLMtask agent to ensure
security and operational integrity. The Network Configuration Access
Control Model defined in [ RFC8341] provides a franework for

speci fyi ng access perm ssions, which can be used to grant access to
LLM task agents. This data nodel includes the concepts of users,
groups, access operation types, and action types, which can be
applied as foll ows:

* User and Group: Each task agent should be registered as a specific
user, representing an entity with defined access perm ssions for
particul ar devices. These perm ssions control the types of
operations the LLMis authorized to perform A task agent (i.e.,
user) is identified by a unique string within the system Access
control can also be applied at the group |evel, where a group
consists of zero or nore nenbers, and a task agent can belong to
mul ti ple groups.

* Access (peration Types: These define the types of operations
permitted, including create, read, update, delete, and execute.
Each task agent may support different sets of operations depending
on its assigned perm ssions.
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* Action Types: These specify whether a given operation is pernitted
or denied. This nechani sm determ nes whether an LLMrequest to
performan operation is all owed based on predefined access control
rul es.

* Rule List: A rule governs access control by specifying the content
and operations a task agent is authorized to handle within the
system

Thi s nodul e nust enforce explicit restrictions on the actions an LLM
is permitted to perform ensuring that network configurations remain
secure and conpliant with operational policies.

3.3.3. Feedback Mbdul e

As the generated configuration mght not be always aligned with YANG
nodel schenma, access control, or bussiness constrains, they need
further nodification to neet the nulti-dinensional requirements. The
Feedback Modul e is used to provide semantic-rich feedback (e.g.,
represented in structure text) and hints to LLM agent to inprove the
gener ated confi gurati on.

3.4. (Operator Audit Modul e

The Operator Audit Mdul e provides a structured nechani smfor human
oversight of LLM generated configurations before deploynment. The
out put fromthe LLM Decisi on Mdul e should include both the generated
configuration paraneters and an associ ated confidence score. The
configuration paraneters are validated for conpliance with the YANG
nmodel and are subject to Access Control Rules enforcenment. The
confidence score, e.g., ranging fromO to 100, serves as a reference
for operators to assess the reliability of the generated
configuration. Each audit process nust track the input context
(e.g., input data, RAG query content, nodel selection, configuration
files) and the correspondi ng output results. The auditing steps are
as foll ows:

* Result Verification: The operator verifies the LLM generated
output to ensure alignnent w th business objectives and policy
requirenents.

* Conpliance Check: The operator ensures that the LLM output adheres
to regulatory standards and | egal requirements.

* Security Verification: The operator exam nes the output for

potential security risks, such as m sconfigurations or
vul nerabilities.
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* Suggestions and Corrections: If issues are identified, the
operat or docunents the findings and proposes corrective actions.

Upon conpleting the audit, the system maintains an audit decision
record to ensure traceability of operator actions. The audit record
i ncludes the follow ng information:

* Timestanp of the audit action
* LLM Task Agent |ID associated with the action

* (Operator decisions, including approval, rejection, nodification,
or pending status

* Executed command reflecting the final action taken

* (Qperation type (e.g., configuration update, deletion, or
execution)

This structured approach ensures that all LLM generated
configurations undergo rigorous human review, maintaining operationa
accountability, and security.

The Operator Audit Mdule is enhanced with Explainability
functionality to inprove transparency and trust in LLM assisted

deci si on-nmaki ng. Thi s enhancenent ensures that operators can
under st and the reasoni ng behind LLM generated configurations, verify
their reliability, and take corrective actions when necessary.

To achieve Explainability, the nodul e provides a structured breakdown
of the decision-maki ng process by capturing key influencing factors,
justification | ogs, and confidence scores. FEach LLM generated
configuration nust include a detailed rationale explaining why a
particul ar decision was nade. For exanple, if the system reconmends
i ncreasing bandwi dth all ocation, the decision |og should indicate
whet her this was due to high |atency detected in telenetry, SLA

t hreshol ds bei ng exceeded, or other contributing factors.

Additionally, the audit process incorporates counterfactual analysis,
all owi ng operators to assess alternative outconmes. For instance, the
systemmay indicate that if no action is taken, packet loss is
expected to increase by 20%in the next ten minutes. This capability
enhances operational decision-naking by providing a conmparative
assessnent of different actions.

To further ensure reliability, the nbdule includes a nechanismto

detect potential biases or hallucinations in LLM generated outputs.
If an LLM agent decision is based on inconplete or uncertain data,
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the systemflags it accordingly, allow ng operators to make informed
judgrments. For example, if real-time telenetry data is insufficient,
the system may indicate that the confidence in a particul ar
recomrendation is | ow

By integrating these Explainability features, the Operator Audit
Modul e strengthens human oversight, ensuring that LLM generated
configurations align with business policies, security requirenents,
and regul atory standards. This structured approach enhances
accountability and mtigates risks associated with autonated

deci si on- naki ng.

4. Use Cases
4.1. DDoS Intelligent Defense

Di stributed Denial of Service (DDoS) attacks remain a critical
operational threat. While conventional systens use rate-limting and
signature matching, they often fail to adapt in real-tinme or generate
fine-grained filtering rules based on multi-dinmensional telenetry

dat a.

Thi s use case denpnstrates how the LLM agent-assi sted franmework
enables intelligent filtering rule generation and secure depl oynent
wi th human oversi ght.

1. *Telenmetry Collection and Semantic Enrichnment* The Enhanced
Tel enetry Module retrieves real-tine traffic statistics and
interface netrics from network devi ces using NETCONF. These raw
telemetry data are semantically enriched by referenci ng YANG
nmodel s and devi ce-specific docunentation to generate a context-
rich dataset suitable for LLM processing.

2. *DDoS Filtering Task Instantiation* The operator initiates a
ddos-mitigation task. The Task Agent Mddul e selects a security-
speci ali zed foundation nodel and task-specific pronpt.

It first anal yzes the follow ng conclusions: - Interface

G gabi t Et hernet 0/ 1 receiving sustained traffic > 100, 000 pps -
95% of incom ng packets are TCP SYN - Top source prefixes
identified as: |1P1/24, |1P2/24

The RAG Modul e suppl enents the analysis with: - G sco ACL syntax
docunentation - Prior incident response tenplates

3. *LLM Generated Firewall Configuration CQutput* The LLM agent

reasons that a TCP SYN flood is underway and generates the
foll owi ng ACL-based filtering policy:
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i p access-list extended BLOCK- DDOS
deny tcp IP1 0.0.0.255 any

deny tcp IP2 0.0.0.255 any

permt ip any any

interface G gabitEthernet0/1

i p access-group BLOCK-DDOS in

This configuration includes both source-based filtering and a gl obal
SYNrate-limter. It is passed to the Config Verify Mdule for
syntax validation and to the Access Control Modul e for perm ssion
checks.

1. *Qperator Audit and Deci sion* The Operator Audit Mdul e provides
the foll ow ng netadat a:

* *Task Agent | D*: ddos-mitigation-task-01
* *Confidence Score*: 85/100
* *RAG Context*: Cisco |0OS ACL Syntax, Internal Threat List v5
*  *lnput Summary*:
- Affected Interface: G gabitEthernet0/1
- Malicious Sources: |P1/24, |P2/24
The human operator perforns the audit with the foll ow ng steps:

* *Result Verification*: ACL syntax nmatches Cisco I10S 15.6
st andar ds.

*  *Conpliance Check*: Confirmed that both prefixes appear in the
enterprise blacklist.

* *Security Review': Low false-positive risk for blanket deny of SYN
traffic fromidentified prefixes.

*  *Audit Record*:
- Timestanp: 2025-07-16T17:03: 00Z
- Decision: _Approved_

- Action: Apply via NM5S interface
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- Qperator Note: “Confirnmed match with active threat |ist.
Monitor for collateral traffic drops.”

The configuration is deployed through the network managenent system
conpl eting the defense workfl ow with human oversi ght and
traceability.

This sinmplified case shows how the LLM agent can assist in quickly
generating actionable filtering rules in response to DDoS patterns,
whi | e adhering to operational safeguards.

4.2. Traffic Scheduling and Optim zation

In | arge-scal e networks, dynamc traffic scheduling is required to
adapt to fluctuating |oads, ensure QoS, and meet SLA requirements.
Traditional nethods may | ack responsiveness or cross-donain
visibility.

The proposed framework enables intelligent, context-aware traffic
schedul i ng through LLM agent-based reasoning. The follow ng
illustrates the process:

1. *Telenetry Data Acquisition* The Enhanced Tel emetry Modul e
gathers link utilization, queue occupancy, and delay netrics from
multiple routers. The senmantic enrichnent process tags each

metric with human-readabl e | abels fromthe YANG nodel, including
pat h topol ogy and policy tags (e.g., gold/silver/bronze service
cl asses).

2. *Optinization Task Execution* An operator initiates a traffic
schedul i ng task. The Task Agent Mdul e selects a foundation
model fine-tuned on traffic engi neering datasets and uses a
structured pronpt to describe current constraints: high
utilization on core links L1-L3, SLA violations for gold-class
Vol P traffic.

3. *Sanple Configuration Qutput* The LLM agent suggests adjusting

RSVP- TE path netrics to reroute gold traffic via underutilized
backup paths:
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policy-options {
policy-statenent reroute-gold {
termgold-traffic {
from/{
communi ty gol d-voi p;

}
then {
metric 10;
next-hop [IP];
}
}
}
}
protocol s {
rsvp {
interface ge-0/0/0 {
bandwi dt h 500m
}
}
}

This configuration is syntax-validated and checked agai nst the Access
Control Module to ensure that traffic engineering policy updates are
permtted for this task agent.
1. *Qperator Audit and Deci sion* The Operator Audit Mdul e presents:
* *Confidence Score*: 91/100
*  *Audit Metadata*:

- Task Agent: traffic-opt-te-v2

- Input Context: “Link L1 (95%utilization), gold-voip SLA
| at ency breach”

- Recommendation: “Increase TE path nmetric to reroute VolP via L2
backup path”

The operator revi ews:
* *Result Verification*: Simulates expected path shift via NWVS.

* *Conpliance Check*: Confirns SLA routing rules permt TE
adj ust nent .

* *Security Review: Confirms backup link L2 is secure and isol ated.
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7.

7.

7.

Cui ,

1.

2.

*Final Action*: _Approved with nodification_: “Set bandw dth cap
to 400m on backup to avoid overuse.”

The revised configuration is stored and forwarded to the network
managenment system for application.

This use case illustrates how the framework enables LLM agents to

propose adaptive, policy-conpliant traffic engineering strategies

whi | e mai ntai ni ng operator control, traceability, and auditability.
I ANA Consi derati ons

Thi s docunent includes no request to | ANA

Security Considerations

Model Hal l uci nation: A key challenge is that, without proper
constraints, the LLM agent nmay produce nal formed or invalid
configurations. This issue can be mtigated using techniques such
as Constrai ned Decodi ng, which enforces syntactic correctness by
nmodel i ng the configuration syntax and restricting the output to
conformto predefined rules during the generation process.

Trai ni ng Data Poi soning: LLMs can be trained on nalicious or

bi ased data, potentially |eading to unintended behavior or
security vulnerabilities. To mitigate this risk, LLMs should be
trained on curated, high-quality datasets with rigorous validation
and filtering processes. Periodic retraining and adversari al
testing should al so be conducted to detect and correct anonalies
bef ore depl oynent.

Ref er ences

Nor mat i ve Ref erences

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,

and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011,
<https://www. rfc-editor.org/rfc/rfc6241>.

[ RFC8341] Bierman, A and M Bjorklund, "Network Configuration

Access Control Model", STD 91, RFC 8341,
DO 10.17487/ RFC8341, March 2018,
<https://www. rfc-editor.org/rfc/rfc8341>.

I nformati ve References

et al. Expires 21 April 2026 [ Page 17]



Internet-Draft LLM4Net Cct ober 2025

[ a2a] "Announci ng the Agent 2Agent Protocol (A2A)", July 2025,
<htt ps:// devel opers. googl ebl og. coni en/ a2a- a- new- er a- of -
agent -interoperability/>.

[ HU22] Hu, E. J., Shen, Y., Wallis, P., Allen-zhu, Z., Li, Y.,
Wang, S., Wang, L., and W Chen, "LoRA Low Rank Adaptation
of Large Language Model s", n.d..

[ Huang25] Huang,, L., Yu, W, Ma, W, Zhong, W, Feng, Z., Wang, H ,
Chen, Q, Peng, W, Feng, X., Qn, B., and T. Liu, "A
Survey on Hal lucination in Large Language Model s
Princi pl es, Taxonony, Challenges, and Open Questions",
n.d..

[Lewi s20] Lewis, P., Perez, E, Piktus, A, Petroni, F., Karpukhin,
V., Goyal, N, Kttler, H, Lewis, M, Yih, W-t.,
Rocktschel, T., and S. Riede, "Retrieval -augnented
generation for know edge-intensive NLP tasks", n.d..

[ mcp] "Mbdel Context Protocol", July 2025,
<htt ps: // nodel cont ext protocol .io/introduction>.

[ TM 1 GL230]
McDonnel |, K., Machwe, A., Mlham D., O Sullivan, J.,
Niemdler, J., Varvello, L. F., Devadatta, V., Lei, W,
Xu, W, Yuan, X., and Y. Stein, "Autononous Networks
Techni cal Architecture”, February 2023.

Acknowl edgnent s

We t hanks Shail esh Prabhu from Nokia for his contributions to this
docunent .

Appendi x
Appendi x A. 1 Data Mbdel

This section defines the essential data nodels for LLM agent-assisted
net wor k managenent, including the LLM agent deci sion response and
human audit records.

LLM Response Data Mbddel
The LLM agent deci sion nmodul e should respond with the generated
configuration paraneters along with an associ ated confi dence score.

If the LLMis unable to generate a valid configuration, it should
return an error nessage acconpani ed by an expl anation of the issue.
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nmodul e: || mresponse-nodul e
+--rw || mresponse
+--rw config? string
+--rw confi dence? ui nt 64

+--rw error-reason?
The LLM response YANG nodel

modul e || mresponse-nodul e {
nanespace "urn:ietf: parans: xn
prefix || nresponse;
container Il mresponse {
| eaf config {
type string;

| eaf confidence {
type uint 64;
}

| eaf error-reason {
type enuneration {
enum unsupport ed-t ask;
enum unsupport ed- vendor ;
}
}
}
}

Human Audit Data Mbdel

Thi s data nodel
recor d- keepi ng.

defines the structure for
It facilitates coll aborative deci sion-maki ng by

enuner ati on

is structured as foll ows:

:ns:yang:ietf-nnrg-11 mdet";

allowing LLMs to generate actionable insights while ensuring that

human operators retain final operational authority.
nodul e: human- audi t - nodul e
+--rw human- audi t
+--rw task-id? string
+--rw gener at ed-confi g? string
+--rw confi dence? i nt 64
+--rw human- actions
+--rw operator? string
+--rw action? enumer ation
+--rw nodi fied-config? string

+--rw timestanmp?

The human audit YANG nodel

Cui, et al
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nmodul e human- audi t - nodul e {
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-nnrg-11mdet”;
prefix |l mudit;
import ietf-yang-types { prefix yang; }

contai ner human-audit {
| eaf task-id {
type string;

| eaf generated-config {
type string;

| eaf confidence {
type int64;

cont ai ner human-actions {
| eaf operator {
type string;

| eaf action {
type enuneration {
enum appr ove;
enum nodi fy;
enum rej ect ;

}

| eaf nodified-config {
type string;

| eaf tinestanp {
type yang: date-and-ti ne;

}
}
}
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