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Abst ract

Thi s docunent defines an interoperable framework that facilitates

col | aborative network nmanagement between Large Language Mddel s (LLMs)
and human operators. The proposed franmework introduces enhanced
telemetry nodul e, LLM deci sion nodul e and standardi zed interaction
dat a nodel s between hunman operators and LLMdriven systens, and

wor kfl ows to enforce human oversight. The approach ensures
compatibility with existing network managenment systens and protocol s
whil e i nproving automati on and deci si on-maki ng capabilities in

net wor k operati ons.
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I nt roduction
Moti vati on

Tradi ti onal

net wor k automation systems struggle w th handling

unanti ci pated scenari os and nanagi ng conpl ex multi-domai n data

dependenci es.
dat a conpr ehensi on,
capabilities,
aut ononous net wor k[ TM | G1230] .
i npractical due to risks such as nodel
errors, and the lack of accountability

adaptive reasoning,

Thi s docunent proposes a structured framework that

i nto network managenent through human-i
| everaging their strengths while ensuri
operational safety.

et al.

maki ng them a prom sing tool
However ,
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Large Language Mddels (LLMs) offer advanced nul ti nodal

and generalization

for network nmanagenent and
full automation remains

hal | uci nati on, operational

i n deci si on- maki ng[ Huang25] .
integrates LLMs
n-t he-1oop col |l aborati on,

ng oversight, reliability, and
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1.

2.

3.

2.

.1

Pr obl em St at enent

Net wor k management faces significant chall enges, including the
complexity of multi-vendor configurations, the real-tinme correlation
of heterogeneous telenetry data, and the need for rapid responses to
dynanmic security threats. LLM offer a prom sing approach to
addressi ng these chall enges through their advanced nul ti nodal data
under st andi ng and adaptive reasoning capabilities. However, the
direct application of LLMs in network managenent introduces severa
techni cal considerations. These include the need for semantic
enrichnment of network telenetry to enhance LLM conprehension, a dual -
channel deci sion execution mechani smwith confidence-based

escal ation, and auditability of LLM generated deci sions through
provenance tracking. Addressing these requirenents is critical to
integrating LLMs effectively into network managenent workflows while
mai ntaining reliability, transparency, and interoperability.

Ter mi nol ogy
Acronyns and Abbrevi ations
* LLM Large Language Model
* RAG Retrieve Augnented Generation

Fr amewor k Overvi ew
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Figure 1: The LLM Assisted Network Managenent Franmework

The proposed framework is shown in Figure 1, highlighting the key
components of LLM assisted network nanagenment. The human oper at or
can generate a specific task instance, e.g., fault analysis or

topol ogy optim zation, using the task instance managenent nodul e.
According to the task type, the task instance nodul e can instantiate
a task instance with specific foundation nodel, pronpt, and

adapt ati on fine-tuned paraneters[Hu22]. The enahnced tel enetry

nmodul e i mproves the semantics of raw telenetry data from origi nal

net wor k managenment system providing supplenentary information to the
LLM deci si on nodul e for nore inforned decision-naking. After the
deci si on-naki ng, the generated configuration paraneters are vali dated
agai nst the YANG nodel and enforced with access control rules. The
operator audit nodul e provides a structured nmechani smfor human
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oversight of LLM generated configurations, and the configuration can
be issued to the original network management system for depl oynent
once the operator approves.

3.1. Enhanced Tel enetry Modul e

The Enhanced Tel enetry Modul e i nproves the senmantics of raw tel enetry
data, providing supplenentary information to the LLM deci sion nodul e
for nmore informed decision-making. Telenetry data retrieved from
net wor k devi ces via NETCONF[ RFC6241], e.g., in XM format, often

| acks field descriptions, structured netadata, and vendor-specific
details. Since this information is not included in the pre-trained
know edge of LLMs, it can lead to misinterpretati on and erroneous
reasoning. To address this limtation, an external know edge base
shoul d be introduced to store YANG nodel schema, device manuals, and
ot her relevant docunentation. The Enhanced Tel enetry Modul e
functions as m ddl eware between the network managenent system and the
external know edge base. Through its southbound interface, it
retrieves NETCONF data fromthe NETCONF client of existing network
managenment system  Through its northbound interface, the nodul e
queries the external know edge base for the correspondi ng YANG node
or device manual. To enhance semantic richness, the Enhanced

Tel enetry Modul e processes the retrieved data by sinplifying
formatted content (e.g., renoving redundant or closing XM. tags) and
appendi ng XML path and description information fromthe YANG tree to
the relevant fields. This approach ensures that the LLM has access
to structured, contextually enriched data, inproving its ability to
anal yze and reason about network tel enetry.

3.2. LLM Deci sion Mdul e
3.2.1. RAG Mdul e

The pre-trained LLM may not enconpass specific task requirenents or
vendor -speci fic knowl edge. To address this kind of limtation, the
Retrieve- Augnent ed Generation (RAGQ|[Lew s20] approach is wi dely used.
This nodul e retrieves relevant information from operator-defined
sources, such as device documentation and expert know edge, and
integrates it with the Enhanced Tel enetry Mddul e to obtain YANG node
schema. The retrieved textual data is stored in a database, either
as raw text or in a vectorized format for efficient search and
retrieval. For a given task context, the nodule retrieves rel evant
know edge fromthe database and incorporates it into the input
context, inmproving the understandi ng and response accuracy of LLM
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3.

3.

2

2

2. Task Instance Mdul e

To execute a specific task, such as traffic analysis, traffic
optimzation, or fault renmediation, a corresponding task instance
must be created. A task instance consists of a selected LLM
foundation nodel, an associated pronpt and fine-tuned wei ghts.

* Foundation Mdel Library. Operators nust select an appropriate
foundati on nodel based on the specific task requiremnents.
Exanpl es i ncl ude general - purpose nodel s such as GPT-4, LLaMA, and
DeepSeek, as well as donmmi n-specific nodels fine-tuned on private
datasets. Since foundation nodels are trained on different
dat asets using varying nmet hodol ogi es, their performance nay differ
across tasks.

* Fine-Tuned Wi ght Library. For donmain-specific applications,
fine-tuned weights can be applied on top of a foundation nodel to
efficiently adapt it to private datasets. One commonly used
approach is to store the fine-tuned weights as the difference
bet ween the original foundation nodel and the adapted nodel, which
can largely reduce storage requirenments. The Fine-Tuned Wi ghts
Modul e supports the selection and | oadi ng of an appropriate
foundati on nodel along with the corresponding fine-tuned wei ghts,
based on the selection of operators. This ensures flexibility in
| everagi ng both general - purpose and donai n-speci fic know edge
whi | e mai ntai ni ng conput ati onal efficiency.

* Pronpt Library. For each task, it is essential to accurately
define the task description, the format of its inputs and outputs.
These definitions are stored in a structured pronpt library. Wen
an operator instantiates a task, the correspondi ng pronpt,

i ncludi ng pl acehol ders for contextual information, is
automatically retrieved. operator inputs and device data are then
incorporated into the pronpt at the designated pl acehol ders,
ensuring a structured and consistent interaction with the | anguage
nodel .

3. Task Instance Managenent Mbdul e

The Task I nstance Managenent Module is responsible for the creation,
update, and deletion of task instances. This nodule ensures that
each instance is appropriately configured to align with the intended
net wor k managenent obj ective

Cui, et al. Expi res 4 Septenber 2025 [ Page 6]



Internet-Draft LLM4Net March 2025

3.2.4. Config Verify Mdule

To ensure correctness and policy conpliance, LLM generated
configurations MJST pass the YANG schema validation steps before
bei ng queued for human approval. This nodul e ensures that only
syntactically correct configurations are presented for operator
review, thereby reducing errors and enhancing network reliability.

3.2.5. Access Control WMbdul e

Al t hough the Configuration Verify Mdul e can guarantee the syntactic
correction, LLMs nay generate unintended or potentially harnful
operations on critical network devices, it is essential for operators
to enforce clear perm ssion boundaries for LLMtask instance to
ensure security and operational integrity. The Network Configuration
Access Control Model defined in [ RFC8341] provides a framework for
speci fyi ng access perm ssions, which can be used to grant access to
LLM task instances. This data nodel includes the concepts of users,
groups, access operation types, and action types, which can be
applied as foll ows:

* User and Group: Each task instance should be registered as a
specific user, representing an entity with defined access
perm ssions for particular devices. These perm ssions control the
types of operations the LLMis authorized to perform A task
instance (i.e., user) is identified by a unique string within the
system Access control can also be applied at the group |evel,
where a group consists of zero or nore nenbers, and a task
i nstance can belong to nultiple groups.

* Access (peration Types: These define the types of operations
permitted, including create, read, update, delete, and execute.
Each task instance may support different sets of operations
depending on its assigned perm ssions.

* Action Types: These specify whether a given operation is permtted
or denied. This nechani sm determ nes whether an LLM request to
perform an operation is allowed based on predefined access contro
rul es.

* Rule List: A rule governs access control by specifying the content
and operations a task instance is authorized to handle within the
system

Thi s nodul e nust enforce explicit restrictions on the actions an LLM

is permtted to perform ensuring that network configurations remain
secure and conpliant with operational policies.

Cui, et al. Expi res 4 Septenber 2025 [ Page 7]



Internet-Draft LLM4Net March 2025

3.3. Operator Audit Mdule

The Operator Audit Mdul e provides a structured nechani smfor human
oversi ght of LLM generated configurations before deploynment. The
output fromthe LLM Deci si on Mdul e should include both the generated
configuration paraneters and an associ ated confidence score. The
configuration paranmeters are validated for conpliance with the YANG
model and are subject to Access Control Rules enforcement. The
confidence score, e.g., ranging fromO to 100, serves as a reference
for operators to assess the reliability of the generated
configuration. Each audit process nust track the input context
(e.g., input data, RAG query content, nodel selection, configuration
files) and the correspondi ng output results. The auditing steps are
as foll ows:

* Result Verification: The operator verifies the LLM generated
output to ensure alignnent with business objectives and policy
requirenents.

* Conpliance Check: The operator ensures that the LLM output adheres
to regul atory standards and | egal requirements.

* Security Verification: The operator exam nes the output for
potential security risks, such as m sconfigurations or
vul nerabilities.

* Suggestions and Corrections: If issues are identified, the
operator docunents the findings and proposes corrective actions.

Upon conpleting the audit, the system maintains an audit deci sion
record to ensure traceability of operator actions. The audit record
i ncludes the follow ng information:

* Tinmestanp of the audit action

* LLM Task Instance |ID associated with the action

* (Qperator decisions, including approval, rejection, nodification,
or pendi ng status

*  Executed command reflecting the final action taken

* (Qperation type (e.g., configuration update, deletion, or
executi on)

This structured approach ensures that all LLM generated

configurations undergo rigorous human revi ew, naintaining operational
accountability and security.
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4. Data Mbdel

This section defines the essential data nodels for LLM assi sted
net wor kK managenent, including the LLM deci sion response and human
audit records.

4.1. LLM Response Data Model

The LLM deci sion nodul e shoul d respond with the generated
configuration paraneters along with an associ ated confi dence score.
If the LLMis unable to generate a valid configuration, it should
return an error nessage acconpani ed by an expl anation of the issue.

modul e: |l mresponse-nodul e
+--rw || mresponse
+--rw config? string
+--rw confi dence? ui nt 64

+--rw error-reason? enuneration
The LLM response YANG nodel is structured as foll ows:

nmodul e || mresponse-nodul e {
nanespace "urn:ietf:parans:xm:ns:yang:ietf-nnmrg-I1mdet”;
prefix Il nresponse;
contai ner Il mresponse {
| eaf config {
type string;

| eaf confidence {
type uint 64;

| eaf error-reason {
type enuneration {
enum unsupport ed-t ask;
enum unsupport ed- vendor;
}
}
}
}

4.2. Human Audit Data Model

Thi s data nodel defines the structure for human audit operations and
record-keeping. It facilitates collaborative decision-maki ng by

all owing LLMs to generate actionable insights while ensuring that
human operators retain final operational authority.
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nmodul e: human- audi t - nodul e
+--rw hunman- audi t

+--rw task-id? string
+--rw gener at ed-config? string
+--rw confidence? i nt 64
+--rw human- acti ons
+--rw operator? string
+--rw action? enuner ati on
+--rw nodi fi ed-config? string
+--rw tinmestanp? yang: date-and-ti ne

The human audit YANG nodel is structured as foll ows:

nmodul e human- audi t - nodul e {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-nnrg-I1mdet”
prefix |l maudit;
import ietf-yang-types { prefix yang; }

contai ner human-audit {
| eaf task-id {
type string;

| eaf generated-config {
type string;

| eaf confidence {
type int64;

cont ai ner human-actions {
| eaf operator {
type string;

| eaf action {
type enuneration {
enum appr ove;
enum nodi fy;
enum rej ect ;

}

| eaf nodified-config {
type string;

| eaf tinestanp {
type yang: date-and-ti ne;
}
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5.

| ANA Consi der ati ons

Thi s docunent includes no request to | ANA

6.

7.

7.1.

Security Considerations

Model Hal I uci nation: A key challenge is that, without proper
constraints, the LLM rmay produce mal formed or invalid
configurations. This issue can be mtigated using techniques such
as Constrai ned Decodi ng, which enforces syntactic correctness by
nodel i ng the configuration syntax and restricting the output to
conformto predefined rules during the generation process.

Trai ni ng Data Poi soning: LLMs can be trained on nalicious or

bi ased data, potentially |eading to unintended behavior or
security vulnerabilities. To mitigate this risk, LLMs should be
trained on curated, high-quality datasets with rigorous validation
and filtering processes. Periodic retraining and adversari al
testing should al so be conducted to detect and correct anonalies
bef ore depl oynent.
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