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Abst ract

Thi s docunent specifies an evaluation framework and rel ated
definitions for intent-driven network configuration using Large
Language Model (LLM -based agents. The framework conbi nes an

emul at or - based interactive environnent, a suite of representative
tasks, and nulti-di nensional netrics to assess reasoning quality,
command accuracy, and functional correctness. The framework ainms to
enabl e reproduci bl e, comprehensive, and fair conparisons anong LLM
driven network configuration approaches.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. coml LATEST. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-cui-nmg-IIm
benchmar k/ .

Di scussion of this docunent takes place on the W5 Wrking G oup
mai ling list (mailto: We@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Net wor k configuration is fundamental

scalability,
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to ensuring network stability,
and conformance with intended design behavior.
Ef fective configuration requires not only a conprehensive

under st andi ng of network technol ogi es but al so advanced capabilities
for interpreting conpl ex topol ogies,

speci fyi ng parameters accurately.
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such as Ansi bl e pl aybooks[ A2023], NETCONF[ RFC6241]/ YANG
nmodel s[ RFC7950], or program synt hesi s net hods-either demand extensive
manual scripting or are limted to narrow probl em

dommi ns[ Kreut z2014]. In parallel, Large Language Mddels (LLMs) have
denonstrated the ability to interpret natural -1 anguage instructions
and generate device-specific commands, show ng promi se for intent-
driven automation in networking. However, existing work remains
fragmented and | acks a standardi zed way to measure whether an LLM can
truly operate as an autononous agent in realistic, multi-step
configuration scenari os.

Despite encouraging results in individual subtasks, nost

eval uati ons[ Wang2024Net Conf Eval] rely on static datasets and ad hoc
metrics that do not reflect real-world conplexity. As a result: -
There is no conmon benchmark suite covering diverse configuration
dommi ns (routing, QS, security) with clearly defined intents,

topol ogi es, and ground truth. - Existing tests seldominvolve
interactive environnments that emul ate vendor-specific device behavior
or provide runtinme feedback on command execution. - Eval uation

metrics are often limted to sinple syntactic checks or isolated
command validation, failing to capture whether the intended network
behavi or is actually achieved.

Consequently, it is difficult to conpare different LLM approaches or
to identify gaps in reasoning, context-sensitivity, and error-
correction capabilities[Long2025][Liu2024][Fuad2024][Lira2024]. To
address these shortcom ngs, this docunent introduce *Net ConfBench*, a
holistic framework that provides: 1. An enul atorbased environnent
(built on GNS3) to sinulate realistic device interactions. 2. A
benchmark suite of forty tasks spanning multiple donains, each
defined by intent, topology, initial state, and expert-validated
ground truth. 3. Miltidinensional netrics-_reasoning score_,
_command score_, and _testcase score_-that evaluate an agent’s

i nternal reasoning coherence, semantic correctness of generated
commands, and functional outcones in the enul ated network.

Net Conf Bench ai ns to enabl e reproduci bl e, conprehensive conpari sons
anong singleturn LLMs, ReActstyle multiturn agents, and know edge-
augnmented variants, guiding future research toward truly autononous,
intent-driven network configuration

2. Term nol ogy

For clarity within this docunment, the following ternms and
abbrevi ati ons are defi ned:

Cui, et al. Expires 1 January 2026 [ Page 3]



Internet-Draft Net Conf Bench June 2025

3.

Cui ,

Agent: A software conponent powered by an LLMthat consunes a task
intent, interacts with a network environnment, and issues
configurati on commands aut ononmously.

Configuration Command: A device-specific instruction (e.g., a
Cisco I0Cs CLI line or a Juniper Junos set statement) sent by the
agent to a network device.

Envi ronment: An enul ated or real network instance that exposes
devi ce status, topology information, and feedback on applied
conmmands.

Intent: A high-level specification of desired network behavior or
obj ective, expressed in natural |anguage or a structured format
defined in this docunent.

Task: A single evaluation unit defined by (1) a scenario category,
(2) an environment topology, (3) initial device configurations,
and (4) an intent. The agent is evaluated on its ability to
fulfill the intent in the given environnent.

Testcase: A concrete, executable set of verification steps (e.qg.,
ping tests, traffic-flow validation, policy checks) used to assert
whet her the agent’s final configuration satisfies the intent.

Fr amewor k Overvi ew
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3.

1.

Fom e e e oo +
| Task Dat ase | Fom e +
R + R + Eval uat or |
| | Network Intents ||(1) | | (4) | +---------- L S +|
| ] +-------- + | ---->] LLM Agent |<--->|Reasoning | |Gnd Truth]|
||| Routing | | | | | | Traj ectory| | Reasoning |
||| Policy | +---+]] e + | 4-----m---- L R +|
IESEEEEEES + | QS| | | | | \ / |
|| +-------- + oo+ | | Rouge/ Cos. Sim |
||| Security] | | (3) I I
[ [+-------- + | I | +----mo-- - oo +|
R +| | (5)]] Final | |G nd Truth
R +| | +->| Configs | |Configs |
| | Net wor k Topol ogy]| | R N e S R +|
|| +----- + - +11(2) |Environment| | | \ / |
| | | Nodes| |Links| |---->| |-+ ] Preci si on/ Recal | |
| [ +----- +oAe---- + || | R2 --- RL | I I
| +---mmmmmm e + | T(ONS3)| |(6) | +--------mmmmmmmmo o + |
| | | RB --- R4 |<-->] | Test cases | ]
| +----mmmmme e +(2) | I | +----mmmeeee e +
|[|Initial Configs |---->| Emulator- | | | |
R +| | based | | Pass Rate |
o e e e oo + Fom e + o m e e e e e e aao o +
Legend:

(1) Task Assi gnnent (2) Envi ronment Set up

(3)Interactive Task Execution (4)Reasoning Trajectory Export
(5)Final Configuration Export (6)Testcase Execution

Figure 1: The Net ConfBench Franmework

The proposed framework is shown in Figure 1. The flow begins with a
*Task Dataset* defining network intents and topol ogies. The *LLM
Agent* perceives the environment, reasons about required actions, and
appl i es configuration commands. The *Environnent* sinulates or
controls real devices, providing feedback for each action. Finally,
the *Eval uator* conpares the agent’s outputs agai nst ground-truth
configurations and reasoni ng, conputing scores for accuracy and
compl eti on.

Conponent s
Net Conf Bench consi sts of four key conponents:
1. *Task Dataset*

A repository of forty configuration tasks, each defined as a JSON
obj ect with:
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* *|Intent*: One or nore natural |anguage instructions.
*  *Topol ogy*: A list of node nanes and |ink definitions.

* *lnitial Configuration*: The initial configuration state of
al |l nodes.

* *@ound Truth Configuration*: Expert-validated CLI commands
that achieve the intent.

* *Gound Truth Reasoning*: A narrative describing step-by-step
| ogic used to derive the conmands.

* *Testcases*: A set of verification procedures (e.g., _show_,
_ping_, _ACL_ checks) that confirmfunctional intent
sati sfaction.

*Enul at or Envi ronnent *

Built on GNS3, this conponent |aunches official vendor inages for
routers and switches, replicating realistic CLI behavior. Key

i nterfaces include:

* *Agent-Network Interface (ANI)*: Based on the key stages
commonly involved in intent-driven network configuration, we
design an Agent-Network Interface to facilitate structured
interactions between the LLM agent and the emul ated networ k
environment. This interface supports four core actions: get-
t opol ogy, get-running-cfg, update-cfg, and execute-cnd.

- get-topology: provides this information in a format
interpretable by the LLM

- get-running-cfg: enables the agent to obtain the active
configurations of specified devices, providing essentia
context for planning. subsequent updates.

- update-cfg: allows the agent to apply new configuration
commands and provi des detail ed feedback on their execution,
i ncl udi ng whet her each command was accepted or resulted in
any errors.

- execute-cnd: accepts a device nane and a comrand string as
parameters and returns the resulting output.

et al. Expires 1 January 2026 [ Page 6]
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* *Task Evaluation Interface*: To enable reliable and objective
assessnent of the LLM agent’s configuration behavior, the
envi ronment provides a Task Evaluation Interface that allows
the evaluation nodule to access rel evant execution results.
Specifically, this interface supports:

- *Exporting the final configurations of all devices*: This
all ows for direct conparison with ground truth
configurations to evaluate the correctness and conpl et eness
of the agent’s output.

- *Executing a set of predefined testcases*: These testcases
are designed to verify whether the resulting network
behavi or accurately reflects the intended configuration
obj ectives, as defined by the network intent.

3. *LLM Agent*
A nmodul ar conponent that can be inplenented with any LLM (open-
source or closed-source). It interacts with the emulator via the
*Agent - Network I nterface* (ANI), issuing queries such as get-
t opol ogy, get-running-cfg, update-cfg, and execute-cnd. Agents
may use:

* *Single-Turn CGeneration*: The entire reasoni ng and conmand
generation in one pass.

* *ReAct-Style Miulti-Turn Interaction*: Interleaved reasoning
and actions, with runtine feedback gui di ng subsequent steps.

*  *External Know edge Retrieval*: (Optional) Queries to a
conmand nmanual to resol ve vendor-specific syntax.

4. *Eval uator*
Conputes three core netrics for each task:

* *Reasoning Score (S _reasoning)*:

- Enbeddi ng- based cosine simlarity between the agent’s
reasoning trace and the ground truth reasoning.

Ranges fromO to 1.
* *Conmand Score (S_comand) *:

Hi erarchical diff of final vs. initial router
configurations (using Python' s ciscoconfparse).
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3. 2.

- Wldcard matching ignores non-essential identifiers (e.g.,

ACL nunbers).

- Conpute precision = (correctly generated comrands / total
generated) and recall = (correctly generated / ground truth
conmands) .

- S command is the harmonic mean of precision and recall,
ranging fromO to 1.

* *Testcase Score (S testcase)*:
- Portion of testcases passed in the enul ated environnent.

- Fine-grained sub-intents (per device) each correspond to a
t est case

- S testcase is the testcase pass rate, defined as the
proportion of passed testcases anong all defined testcases.

Wor kf | ow

The eval uati on workfl ow for each task proceeds through six stages:

1.

Cui ,

*Task Assi gnment *
Net Conf Bench sel ects a task fromthe JSON dataset and provides
only the high-level intent(s) to the LLM agent.

*Envi ronnment Set up*

The framework instantiates a GNS3 topol ogy based on the task’'s
topol ogy and applies the startup-config to each device. Once the
emul ated network reaches a stable state, control transfers to the
agent .

*Interactive Execution*
The LLM agent receives the partial pronpt containing:

* The APl specification for get-topol ogy, get-running-cfg,
updat e-cf g, and execut e-cnd.

* The natural |anguage intent.

* (Optionally) Device nodel/version hints.
The agent issues a sequence of APl calls; for single-turn
agents, it outputs reasoning followed by a batch of CLI
commands. For multi-turn agents, it alternates reasoning
traces and APl calls.
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4. *Reasoning Trajectory Export*
After execution conpletes (agent signals "task done" or after a
predefi ned command budget), Net ConfBench captures the entire
reasoni ng | og:

* For single-turn: the reasoning paragraph enbedded in the LLMs
out put .

* For ReAct: an auxiliary summarization LLM condenses the
i nterl eaved reasoning and actions into a single coherent
trace.

5. *Final Configuration Export*
The framework uses the Task Evaluation Interface to extract the
final running configs fromeach device

6. *Testcase Execution and Scori ng*

* *Command Score:* Hierarchical diff against ground truth
commands.

* *Testcase Score:* Execute each testcase in sequence; record
pass/fail.

* *Reasoni ng Score:* Conpute enbedding simlarity between the
agent’s reasoning trace and ground truth reasoning.

The final per-task score is typically reported as a tuple

(S_reasoning, S command, S testcase). Aggregate results across the

forty tasks enabl e conpari sons anong LLMs and interaction strategies.
4. Data Model

This section specifies the JSON schemas and interface conventions
used to represent tasks and to enable structured interaction between
the LLM agent and the enul ated environment.

4.1. Task Definition Schema

Each configuration task is defined as a JSON object with the
foll owi ng structure:
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{
"task_name": "Static Routing",
"intents": [
"NewYork: create a static route pointing to the LoopbackO on
Washi ngton, traffic should pass the 192.168.1.0 network.",
"NewYork: create a backup static route pointing to the LoopbackO
on Washi ngton, adninistrative di stance should be 100."
I,
"topol ogy": {
"nodes": ["NewYork", "Washington"],
"links": [
"NewYork S0/0 <-> Washington S0/0 ",
"NewYork S0/1 <-> Washington S0/1"
]
1
"startup_configs": {
"NewYork": "!\r\nversion 12.4\r\nservice tinestanps
debug datetime msec\r\n...",
"Washi ngton": "!\r\nversion 12.4\r\nservice tinmestanps
debug datetime msec\r\n...",
1
"ground_truth_configs": {
"Newyork": [
"ip route 2.2.2.0 255.255.255. 252 192. 168. 1. 2",
"ip route 2.2.2.0 255.255.255.252 192.168.2.2 100"
1,
}

round_truth_reasoning": "NewYork to Washi ngton Loopback
(primary path): add a static route for Washington's
LoopbackO network (2.2.2.0/30) pointing to the

next - hop 192.168.1.2...",

"testcases": |

{
"name": "Static Route from NewYork to Washington",
"expected_result": {
"protocol": "static",
"next _hop": "192.168.1.2"
}

b
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4. 2.

The Agent-Network Interface defines the m nimal

Net Conf Bench

Agent - Network Interface (AN)

necessary for intent-driven configuration
RPC styl e request/response with the foll ow ng nethods:

1.

2

Cui ,

*get -t opol ogy*

*  *Request *:

"met hod": "get-topol ogy",
"parans": {

"devi ces":
}

}

*  *Response*:

{
"topol ogy": {
"nodes": [...],
"links": [...]

["RL", "R2", ...]

}
}

* *Description*: Returns the ful
subset of devices. |If
the entire topol ogy.

*get - runni ng- cf g*

*  *Request *:

"met hod": "get-running-cfg",
"parans": {
"devi ce":
}
}

*  *Response*:

"R1"

et al. Expires 1 January 2026

June 2025

APl primtives
Each primtive uses JSON

topol ogy for the specified
"devices" is enpty or omtted,
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{

"runni ng_config":

Net Conf Bench June 2025

interface G g0/0
i p address 192.168.1.1 255. 255. 255. 255

}

* *Description*: Retrieves the active (running) configuration of
the specified device.

*updat e- cf g*

*  *Request *:

"met hod":
"parans":

"updat e-cfg",
{

"device": "R1",
"commands": [
"configure termnal",
"ip route 2.2.2.0 255.255. 255. 252 192. 168. 1. 2"

]
}
}

* *Response*:

"results": |
{ "command": "configure termnal", "status": "success" },
{
"command": "ip route 2.2.2.0 255.255.255.252 192.168.1.2",
"status": "success" }

]
}

* *Description*: Applies a sequence of CLI comands to the
specified device. Returns per-comrand status and any error

nmessages.
*execut e- crd*

*  *Request *:

et al.
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"met hod": "execute-cnd",
"parans": {
"device": "R1",
"command": "show ip route 2.2.2.0 255.255. 255, 252"

}
}

* *Response*:

"output”: "S 2.2.2.0/30 [1/0] via 192.168.1.2"
}

* *Description*: Executes a read-only comand on the specified
device and returns its output. Mist not alter device state.

4.3. Task Evaluation Interface

After the agent signals conpletion, the framework uses the Task
Eval uation Interface to retrieve results:

* *export-final-cfg*
- *Request*:

"met hod": "export-final-cfg"

}

- *Response*:

"configs": {

"R1": "!\nversion 15.2\n...",
"R2": "!\nversion 15.2\n..."
}
}
- *Description*: Returns the final running-configuration of each
devi ce.

*  *run-testcases*

- *Request*:

Cui, et al. Expires 1 January 2026 [ Page 13]
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5.

"met hod": "run-testcases",
"parans": {
"testcases": |
"device": "R1",

"commands": ["show ip route 2.2.2.0 255.255. 255. 252"],
"expected output": "S 2.2.2.0/30 [1/0] via 192.168.1.2"

}1
]
}
}
- *Response*:
{
"results": |
{
"name": "Verify primary static route on R1l",
"status": "pass"
}1
{ . .
"nanme": "Verify backup static route on R1",
"status": "fail"
}
]
}

-  *Description*: Executes each verification comrmand sequence on
the appropriate device and conpares actual output agai nst
expect ed_out put (regul ar expression). Returns pass/fail for
each testcase

Security Considerations

LLM driven network configuration introduces risks such as unintended
or malicious comrands, emrul ator vulnerabilities, and data exposure;
to mtigate these, NetConfBench should enforce strict input
validation (e.g., YANG XM. schema checks), run enul ated devices in

i sol ated sandboxes with limted privil eges, encrypt and restrict
access to task definitions and | ogs, enploy hunman-in-the-I|oop
approval for generated configurations, and use curated pronpt

tenpl ates and fine-tuning to reduce LLM hallucinati ons.
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