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Abst ract

Thi s docunent presents an Al-assisted framework for autonmating the
testing of network protocol inplementations. The proposed framework
consi sts of conponents such as protocol fornalization, test case
generation, test script and configuration generation, and iterative
refinement through feedback mechanisms. |In addition, the docunent
defines a set of Automation Maturity Levels for network protoco
testing, ranging fromfully manual procedures (Level 0) to fully

aut ononous and adaptive systens (Level 5), providing a structured
approach to eval uating and advanci ng automati on capabilities.
Leveragi ng recent advancenents in artificial intelligence,
particularly | arge | anguage nodels (LLMs), the framework illustrates
how Al technol ogi es can be applied to enhance the efficiency,

scal ability, and consistency of protocol testing. This docunent
serves both as a reference architecture and as a roadmap to guide the
evol ution of protocol testing practices in |ight of energing Al
capabilities.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://exanpl e. conf LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-cui-nnrg-auto-
test/.

Di scussion of this docunent takes place on the NVRG Research G oup
mailing list (mailto:nmg@etf.org), which is archived at
https://datatracker.ietf.org/rg/nmmg/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/nnrg/.

Source for this draft and an issue tracker can be found at
https://github. com USER/ REPO.

Cui, et al. Expi res 26 August 2026 [ Page 1]



Internet-Draft FALANPT

Status of This Meno

This Internet-Draft
provi sions of BCP 78 and BCP 79.

is submtted in full

February 2026

conformance with the

Internet-Drafts are working docunents of the Internet Engineering

Task Force (IETF).
wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

Note that other groups may al so distribute
I nternet -

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths

and nay be updat ed,
time. It
mat eri al

repl aced,
or to cite themother than as
This Internet-Draft will

Copyri ght Notice

"work in progress.”

expire on 26 August 2026.

or obsol eted by other docunents at any
is inappropriate to use Internet-Drafts as reference

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. All

Thi s docunent is subject to BCP 78 and

rights reserved.

the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)

as they describe you

and restrictions with respect to this docunent.

Tabl e of Contents

Testing

1. Introduction .

2. Definition and Acronyms .

3. Network Protocol Testing Scenarlos .

4. Key El enents of Network Protocol Testing

5. Automated Network Protocol Test Framework .
5.1. Protocol Formalization
5.2. Test Case Ceneration .
5.3. Tester Script and DUT Confl gur atl on Gener atl on
5.4. Test Case Execution . . .o
5.5. Report Analysis, Feedback and Ref| nerrent

6. Automation Maturity Levels in Network Protocol
6.1. Level 0: Mnual Testing . .
6.2. Level 1: Tool-Assisted Testi ng
6.3. Level 2: Partial Automation .
6.4. Level 3: Conditional Automation .
6.5. Level 4: Hi gh Autonmation
6.6. Level 5: Full Automation

Cui, et al. Expi res 26 August 2026

in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully,

r rights

OCOOON~NOOOUTA WW

[ Page 2]



I nternet-Draft FALANPT February 2026

2

7. An Exanpl e of LLM based Automated Network Protocol Test

Framework (From Level 2 to Level 3) . . . . . . . . . . . 12
8. Security Considerations . e e . . .. ... . . . . . . 18
9. |1ANA Considerations . . . . . . . . . . . . . . . . .. ... 14
Acknowl edgrments . . . . . . . . . . . . . . . . . . . . . . ... 14
Contributors . . . . . . . . . . . . . . . . . . . . ... ... 14
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14

I nt roduction

As protocol specifications evolve at an increasing pace, traditiona
testing approaches that rely heavily on nmanual effort or protocol -
specific nodels struggle to keep up. Protocol testing ainms to
val i dat e whet her a device's behavior conforms to the senmantics
defined by the protocol, which are typically specified in RFC
docunents. In recent years, energing application domains, including
the industrial Internet, |lowaltitude econony, nodern datacenter
networks, and satellite Internet, have further accelerated the
energence of proprietary or rapidly evolving protocols. This trend
significantly exacerbates the difficulty of achieving conprehensive
and tinely protocol testing.

Thi s docunent proposes an autonated network protocol testing
framewor k designed to reduce nanual effort, inprove test coverage,
and adapt efficiently to evolving specifications. The franmework
consi sts of four key nodul es: protocol formalization, test case
generation, test script and configuration generation, and feedback-
based refinenent. |t enphasizes nodularity, reuse of existing

prot ocol know edge, and Al -assi sted processes to enable accurate,
scal abl e, and numi ntai nabl e protocol testing.

In addition, this document introduces six Automation Maturity Levels
(Levels 0-5) to characterize the maturity of automation in network
protocol testing. These |evels serve as a technol ogy roadmap that
hel ps researchers and practitioners assess the current capabilities
of their testing systens and identify directions for future

i mprovenent. Each |evel captures progressively stronger capabilities
in protocol formalization, orchestration, analysis, and independence
from human intervention

Definition and Acronyns

DUT: Device Under Test
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Tester: A network device inplenenting nultiple network protocols to
support protocol conformance and performance testing. |t generates
test-specific packets or traffic, emul ates target network behaviors,
and anal yzes received packets to eval uate protocol conpliance and
per f or mance.

LLM Large Language Mbdel

FSM Finite State Machine

APl : Application Programing Interface
CLI: Conmand Line Interface

Test Case: A specification of conditions and inputs to evaluate a
pr ot ocol behavi or.

Tester Script: An executable program or sequence of instructions that
controls a protocol tester to generate test traffic, interact with
the DUT according to a specified test case, and collect rel evant
observations for result evaluation

3. Network Protocol Testing Scenarios

Net wor k protocol testing is required in many scenarios. This
docunent outlines two common phases where protocol testing plays a
critical role:

1. Device Devel opnent Phase: During the devel opnment of network
equi pnent, vendors nust ensure that their devices conformto
protocol specifications. This requires the construction of a
| arge number of test cases. Testing during this phase may
i nvol ve both protocol testers and the DUT, or it nmay be perforned
sol ely through interconnection anong DUTs.

2. Procurenent Eval uation Phase: In the context of equi pnent
acqui sition by network operators or enterprises, candidate
equi prent suppliers need to denonstrate conpliance with specified
requirenents. In this phase, third-party organi zations typically
performthe testing to ensure neutrality. This type of testing
is usually conducted as bl ack-box testing, requiring the use of
protocol testers interconnected with the DUT. The test cases are
executed whil e observing whether the DUT behaves in accordance
wi th expected protocol specifications.
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4.

Key El ements of Network Protocol Testing

Net wor k protocol testing is a conmplex and conprehensi ve process that
typically involves nultiple parties and vari ous necessary conponents.
The following entities are generally involved in protocol testing:

1.

Cui ,

DUT: The DUT can be a physical network device (such as swtches,
routers, firewalls, etc.) or a virtual network device (such as
FRRouting (FRR) routers and others).

Tester: A protocol tester is a specialized network device that
usual l'y i nplements a standard and conprehensive protocol stack
It can generate test traffic, collect and anal yze incomi ng
traffic, and produce test results. Protocol testers can
typically be controlled via scripts, allow ng automated
interaction with the DUT to carry out protocol tests.

Test Cases: Protocol test cases may cover various categories,

i ncludi ng protocol conformance tests, functional tests, and
performance tests, etc. Each test case typically includes
essential elenments such as test topol ogy, step-by-step
procedures, and expected results. A well-defined test case al so
i ncludes detail ed configuration paraneters.

Test Topol ogy: Each test case nust specify the network topol ogy
it requires. Before executing a test case, the correspondi ng
topol ogy must be established accordingly. 1In a batch testing
scenari o, frequent changes in topology can be tine-consum ng and
inefficient. To mtigate this overhead, it is conmobn practice to
construct a ninimal common topol ogy that satisfies the
requirenents of all test cases in a given batch. This mininizes
the nunber of devices and |inks needed while ensuring that each
test case can be executed within the shared topol ogy.

DUT Configuration: Before executing a test case, the DUT nust be
initialized with specific configurations according to the test
case requirenents (setup). Throughout the test, the DUT
configuration may undergo multiple nodifications as dictated by
the test scenario. Upon test conpletion, appropriate
configurations are usually applied to restore the DUT to its
initial state (teardown).
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6. Tester Configuration and Scripts: In test scenarios involving
protocol testers, the tester often plays the active role by
generating test traffic and orchestrating the test process. This
requires the preparation of both tester-specific configurations
and execution scripts. Tester scripts are typically designed in
coordination with the DUT configurations to ensure proper
interaction during the test.

5. Autonmated Network Protocol Test Framework

A typical network protocol test automation framework is illustrated
as foll ows.

Fomm oo - +
A L e R + | Test Env.
e + | Protocol | | Tester Script | | +------ +
| RFC | | Formal i zati on| | and | | | Tester|
| Docunent | -->|------------- | -->| DUT Configuration|-->] +-"----+ |
Fomem - + | Test Case | | Generati on | | | ] |
| Generation | R + | +----v-+
R + A | | DUT | |
" | NESEREEE +
| | oo +
+----- e +----- + | Test
| Feedback and Refi nement | <---------- + Report
o e e e e e e e ememao - +

5.1. Protocol Formalization

Protocol formalization fornms the foundation for automated test case
generation. Since protocol specifications are typically witten in
natural |anguage, this step transforns unstructured text into a
structured, machine-interpretable representation that can be
traversed, queried, and validated by downstreamtasks

To enabl e a multi-dinmensional characterization of protocol senantics,
we formalize protocol content along two conpl ementary di mensions
_Basic_ and _Logic_. Basic formalization captures the static
structure and execution context of a protocol, including nmessage
formats (e.g., fields and constraints), local data structures (e.g.,
timers and variabl es), and state nmachines that define |legal state
spaces and transitions. Logic fornalization captures operationa
semanti cs and behavi oral constraints, including event-action rules,
protocol algorithns, and error handling behaviors. |In practice,
effective formalization also needs to explicitly encode rel ati onshi ps
across these basic and | ogical elenents, such as which nessages
trigger particular state transitions or processing rules, so that
test generation can reason across nodul es consistently.
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5.2. Test Case CGeneration

Once a machi ne-readabl e protocol representation is avail able, the
next step is to identify test points from protocol requirenents and
behavi oral constraints, and extend theminto concrete test cases.
Test points can be derived fromnornative statenents, nessage fornmat
constraints, packet processing logic, and valid/invalid protocol
state transitions. Each test case el aborates on a specific test
poi nt and includes detailed test procedures and expected outcones.
It may also include a representative set of test paraneters (e.gqg.
boundary val ues and invalid values) to inprove coverage of edge
conditions. Confornmance test cases are generally categorized into
positive and negative types. Positive test cases verify that the
protocol inplenmentation correctly handles valid inputs, while
negative test cases exam ne how the systemresponds to mal formed or
unexpect ed i nputs.

The quality of generated test cases is typically evaluated al ong two
primary di nensions: correctness and coverage. Correctness assesses
whet her a test case accurately reflects the intended semantics of the
protocol. Coverage eval uates whether the test suite exercises
protocol definitions and constraints across nultiple testing

di mensions (e.g., conformance, robustness, performance, and security)
and expl ores representative paraneter spaces. However, as test cases
are often represented using a nix of natural |anguage, topol ogy

di agrans, and configuration snippets, their inherent ambiguity makes
systematic quality evaluation difficult. Effective metrics for test
case quality assessnent are still |acking, which remains an open
research chal |l enge

5.3. Tester Script and DUT Configuration Generation

Test cases are often translated into executable scripts using
avai | abl e APl docunentation and runtine environments. This process
requi res mappi ng natural | anguage described test steps to specific
function calls and configurations of test equipnment and DUTs.

Since tester scripts and DUT configuration files are typically used
together, they nust be generated in a coordi nated manner rather than
in isolation. The generated configurations nust ensure nutua
interoperability within the test topology and align with the step-by-
step actions defined in the test case. This includes setting
compati bl e protocol paraneters, interface bindings, and execution
triggers to facilitate correct protocol interactions and achi eve the
i ntended test objectives.
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Bef ore deploying the tester scripts and correspondi ng DUT
configurations, it is essential to validate both their syntactic and
semantic correctness. Although the protocol testing environment is

i solated from producti on networks and thus inherently nore tolerant
to failure, invalid scripts or msconfigured devices can still render
test executions ineffective or msleading. Therefore, a verification
step is necessary to ensure that the generated artifacts conformto
the expected syntax of the execution environnment and accurately

i mpl ement the intended test logic as defined by the test case

speci fication.

5.4. Test Case Execution

The execution of test cases involves the automated depl oyment of
configurations to the DUT as well as the automated execution of test
scripts on the tester. This process is typically carried out in

bat ches and requires a test case nanagenent systemto coordinate the
wor kfl ow. Additionally, intermediate configuration updates during
the execution phase may be necessary and shoul d be handl ed

accordi ngly.

5.5. Report Analysis, Feedback and Refi nenent

Test reports represent the nost critical output of a network protocol
testing workflow. They typically indicate whether each test case has
passed or failed and, in the event of failure, include detailed error
i nformati on specifying which expected behaviors were not satisfied.
These reports serve as an essential reference for device inprovenent,
standard conpliance assessnent, or procurenment deci sion-naking.

However, due to the potential inaccuracies in test case descriptions,
generated scripts or device configurations, a test failure does not

al ways indicate a protocol inplenentation defect. Therefore, failed
test cases require further inspection using execution |ogs,

di agnostic outputs, and relevant runtime context. This notivates the
integration of a feedback and refinement mechanisminto the
framework. The feedback | oop anal yzes runtime behaviors to detect

di screpancies that are difficult to identify through static
inspection alone. This iterative refinenment process is necessary to
inmprove the reliability of the automated testing system
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we define a set of Automation Maturity Levels.
progress fromfully nanual

testing to

These Automation Maturity

not as a fixed pipeline

+o———oooo——o+4 ==+
| Resul t | Human |
| Anal ysis & | I nvol venent |
| Feedback | |
[ ool s )
| Manual | Ful I -tinme |

| observation|intervention|
| and | oggi ng| |

S +
| Manual | H gh (per |
| review with|test run) |
| basi c tool s| |
I I I
S S +
| Rul e-based | Mbderate

| val i dation | ( Manual |
| with human | correction |
|triage | and t uni ng)
S S +

| M- assi st ed| Supervi sory |

| anomal y | confirmation|
| detection | |
| | |
S R +
| Correl ated | M ni nal |
| failure | (strategic |
| anal ysi s | i nput) |
| and report | |
| generation | |
S R +
| Predictive | None |
| di agnostics| (optional |
| and | audit) |
| remedi ati on| |
| proposal s | |
S R +

Net wor k Protocol Testing

6. Automation Maturity Levels in Network Protoco
To describe the varying degrees of automation adopted in protoco
testing practices,

These levels refl ect technica

sel f-optim zing, autononobus systens.

Level s are intended as a reference nodel,

structure.

[ gt S o fums s s el e

| Level | RFC | Test Asset

| | Interpretation | Generation &

| | | Execution

| O | Manual reading | Fully manua

| | | scripting and

| | | CLI-based

| | | execution

+--- - - o a o Fom e e e oo

| 1 | Hurman- gui ded | Script templ ates

| | parsing tools | with tool-

| | | assisted

| | | execution

+o-m o - o a o o e e oo

| 2 | Tenpl at e-based | Basi c aut ogen of

| | extraction | config & scripts

| | | for standard

| | | cases

+--m o= o a o o e e e oo

| 3 | Rul e-based | Parameterized

| | semantic | generation and

| | parsing | batch

| | | orchestration

+----- S o e e e e oo oo

| 4 | Structured | Objective-driven

| | nodel | synthesis with

| | interpretation | end-to-end

| | | automation

| | |

+----- S o e e e e oo oo

| 5 | Adaptive | Sel f-adaptive

| | protocol | generation and

| | nodeling | self-optimzing

| | | execution

| | |

+----- S o e e e e oo oo
Table 1: Autonmtion Maturity Matrix for
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6

6

6

1.

2

3.

As shown in Table 1, the Autonation Maturity Levels are characterized
al ong four dinmensions: RFC interpretation, test asset generation and
execution, result analysis, and human invol vemrent. Each |eve
reflects an increasing degree of system autonony and decreasi ng human
i nvol venent .

Level 0: Manual Testing

Description: Al testing tasks are performed manual ly by test
engi neers.

Key Characteristics:

* Protocol understanding, test case design, topol ogy setup,
scripting, execution, and result analysis all rely on manual work.

* Tools are only used for basic assistance (e.g., packet capture via
W resharKk).

Level 1: Tool - Assisted Testing

Description: Tools are used to assist in sonme testing steps, but the
core logic is still human-driven.

Key Characteristics:

* Automation includes test script execution and automated result
conpari son.

* Manual effort is still required for test case design, topology
setup, and exception anal ysis.

Level 2: Partial Automation

Description: Basic test case generation and execution are autonated,
but critical decisions still require human input.

Key Characteristics:
* Automation includes:
- A framework that perforns basic protocol formalization (e.qg.
extracting fields, message formats, and FSM fragnments) and
generates baseline test cases and corresponding tester scripts

and DUT configurations for standard cases.

- Topol ogy generation for a single test case.
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*

6. 4.

Manual effort includes:

Desi gni ng conpl ex or edge case scenari os.

Root cause anal ysis when tests fail

Level 3: Conditional Automation

Description: The system can autononously conplete the test |oop, but
relies on human-defined rules and constraints.

Key Characteristics:

*

*

6.5.

Aut omati on i ncl udes:

Conpl ex test case and paraneter generation based on senantic
under st andi ng and formalization of RFCs (e.g., structured
protocol nodul es and behavi oral constraints).

M ni mal conmon topol ogy synthesis for a set of test cases.

Automat ed result analysis with anomaly detection and iterative
refinement driven by execution feedback

Manual effort includes:

Revi ewi ng the test plan and confirm ng whet her flagged
anonmal i es represent real protocol violations.

Level 4: High Automation

Description: Full automation of the testing pipeline, with mnim
human i nvol venent limted to high-Ievel adjustnents.

Key Characteristics:

*

*

Cui ,

Aut omati on i ncl udes:

End-to-end automation from RFC parsing to test report
gener ati on.

Aut omat ed result analysis with root cause anal ysis.

Aut omat ed recovery from envi ronnment issues.

Manual effort includes:
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- Defining high-level test objectives, with the system
deconposi ng tasks accordingly.

6.6. Level 5: Full Automation

Description: Adaptive testing, where the system i ndependently
determines testing strategies and continuously optim zes coverage.

Key Characteristics
*  Automation incl udes:

- Learning protocol inplenentation specifics (e.g., proprietary
ext ensi ons) and generating targeted test cases.

- Leveraging historical data to predict potential defects.
- lterative self-optimzation to inmprove efficiency.

* Manual effort: None. The system autononously outputs a fina
compliance report along with remedi ati on suggesti ons.

7. An Exanple of LLM based Autonated Network Protocol Test Framework
(From Level 2 to Level 3)

The energence of LLMs has significantly advanced the degree of

aut omati on achi evable in network protocol testing. Wthin the
proposed framework, LLMs can serve as core conponents in nultiple
stages of the testing pipeline, enabling a transition from Level 2
(Partial Automation) to Level 3 (Conditional Autonation). A key
enabler is to introduce an explicit protocol fornalization step that
transforns unstructured RFC text into a structured, machine-
interpretable internmedi ate representation (e.g., a protoco
description spanning nessage formats, state nmmchines, and normative
behavi oral constraints). Wth such a representation, downstream
generati on beconmes nore systematic and | ess dependent on ad-hoc,
prot ocol - specific parsers

At the protocol formalization stage, LLMs can enrich RFCs with
structured signals, such as section-level summaries, cross-references
across docunents, and nornative requirenent statenments (e.g., "must"
and "SHOULD'). The agent can further induce protocol nodules (e.g.,
message formats, state nachines, event-action rules, and al gorithns)
and formalize theminto a unified representation that supports
traversal and query. This representation serves as the senmantic
backbone for test generation, and it also hel ps in update scenarios
by Il ocalizing changes and propagating themto the correspondi ng
formal nodul es.

Cui, et al. Expi res 26 August 2026 [ Page 12]



I nternet-Draft FALANPT February 2026

Based on the formalized protocol representation, LLMs can generate
test cases in a nore structured nmanner by decoupling test case

tenpl ates fromtest paraneters. The tenplate generation step expands
extracted test points into paraneterized tenplates that define test
obj ectives, topol ogy, execution steps, oracles, and static testbed
configurations. The paraneter instantiation step then popul ates
templ ate pl acehol ders with concrete val ues, including representative
boundary val ues and invalid values for robustness testing. Wen
oracl e values require conputation, the system can synthesize snal

hel per prograns (e.g., Python scripts) to conpute expected outcones,
and can apply equival ence partitioning to reduce redundant paraneter
conbi nations without sacrificing neaningful coverage.

For test execution, LLMs can assist in translating abstract test
procedures into executable artifacts for both the tester and the DUT.
In practice, this translation is often a nulti-step workfl ow that
benefits froma structured agent architecture. For exanple, a core
agent can orchestrate the artifact generation process, while
speci al i zed sub-agents handl e docunentati on sunmarization, intent
rewiting (turning high-level test objectives into API-aligned
actions), and recurring fault fixing based on an experience pool
During execution, feedback fromlogs and device outputs can be used
toiteratively refine generated artifacts, and an adaptive pruning
mechani sm can deci de whether to stop exploring additional paraneter
i nstances for a given tenplate when definitive failures are found or
sufficient coverage has been achi eved.

Despite these capabilities, it is inportant to note that LLMs are
fundanental | y probabilistic and cannot guarantee determ ni sm or
correctness. Therefore, even when the framework can conpl ete an
automated [ oop with reduced human effort, human oversi ght remains
val uable for validating critical intermediate artifacts (e.qg.,
formalized protocol nodul es, test oracles, and high-inpact
configuration changes) and for handling anbi guous or novel protocol
behavi ors. Nevertheless, integrating LLMs with explicit protoco
formalization, systenmatic tenpl ate/paraneter generation, and
execution-tinme feedback provides a practical path for elevating
protocol testing practices toward Level 3 maturity.

8. Security Considerations

1. Execution of Unverified Generated Code: Autonatically generated
test scripts or configurations (e.g., CLI comrmands, tester
control scripts) may include incorrect or harnful instructions
that m sconfigure devices or disrupt test environnments.
Mtigation: Al generated artifacts shoul d undergo validati on,

i ncludi ng syntax checking, semantic verification against protoco
constraints, and dry-run execution in sandboxed environnents.
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2. Al-Assisted Conmponent Risks: LLMs nay produce incorrect or
i nsecure outputs due to their probabilistic nature or pronpt
mani pul ation. Mtigation: Apply input sanitization, pronpt
har deni ng, and human-in-the-loop validation for critical
operati ons.
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