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Abst ract

Thi s docunent presents an Al-assisted framework for autonmating the
testing of network protocol inplenentations. The proposed franmewo
enconpasses essential conponents such as protocol conprehension, t
case generation, automated script and configuration synthesis, and
iterative refinenment through feedback nechanisns. In addition, th
docunent defines a nulti-Ilevel nodel of test automation maturity,
ranging fromfully manual procedures (Level 0) to fully autononous
and adaptive systens (Level 5), providing a structured approach to
eval uati ng and advanci ng automation capabilities. Leveraging rece
advancenments in artificial intelligence, particularly |arge |angua
nmodel s (LLMs), the framework illustrates how Al technol ogies can b
applied to enhance the efficiency, scalability, and consistency of
protocol testing. This docunent serves both as a reference
architecture and as a roadmap to guide the evolution of protocol
testing practices in light of energing Al capabilities.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-cui-nnrg-auto-test/.

Di scussi on of this docunent takes place on the NVRG Research G oup
mailing list (mailto:nmg@rtf.org), which is archived at
https://datatracker.ietf.org/rg/nmmg/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/nnrg/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. I nt roduction

As protocol specifications evolve rapidly, traditional testing

met hods that rely heavily on manual effort or static nodels struggle
to keep pace. Testing involves validating that a device's behavior
complies with the protocol’s defined semantics, often docunented in
RFCs. In recent years, energing application domains such as the
industrial internet, lowaltitude econony and satellite internet have
further accelerated the proliferation of proprietary or rapidly
changi ng protocols, maki ng conprehensive and tinely testing even nore
chal | engi ng.

Thi s docunent proposes an aut omated networ k protocol testing
framework that reduces manual effort, enhances test quality, and
adapts to new specifications efficiently. The franmework consists of
four key nodul es: protocol understanding, test case generation, test
script conversion, and feedback-based refinenment. |t enphasizes
modul ar design, reuse of existing know edge, and Al -assi sted
processes to facilitate accurate and scal abl e testing.

In addition to the proposed franmework, this docunent al so defines a
six-level classification system (Levels 0 to 5) to characterize the
evol ution of automation maturity in network protocol testing. These
| evel s serve as a technol ogy roadmap, hel ping researchers eval uate
the current state of their systens and set future goals. Each |eve
captures increasing capabilities in protocol understanding,
orchestration, analysis, and human i ndependence.

2. Definition and Acronyns
DUT: Device Under Test
Tester: A network device for protocol conformance and performance
testing. It can generate specific network traffic or enulate
particul ar network devices to facilitate the execution of test cases.
LLM Large Language Mbdel
FSM Finite State Machine
APl : Application Programming Interface
CLI: Conmand Line Interface

Test Case: A specification of conditions and inputs to evaluate a
pr ot ocol behavi or.

Cui, et al. Expires 5 January 2026 [ Page 3]
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Test Script: An executable program or sequence that carries out a
test case on a device

3. Network Protocol Testing Scenarios

Net work protocol testing is required in many scenarios. This
docunent outlines two common phases where protocol testing plays a
critical role:

1. Device Devel opnent Phase: During the devel opnent of network
equi pnent, vendors nust ensure that their devices conformto
protocol specifications. This requires the construction of a
| arge number of test cases. Testing during this phase may
i nvol ve both protocol testers and the DUT, or it nmay be perforned
sol ely through interconnection anong DUTs.

2. Procurenent Eval uation Phase: In the context of equi pnent
acqui sition by network operators or enterprises, candidate
equi prrent suppliers need to denpbnstrate conpliance with specified
requirenents. In this phase, third-party organi zations typically
performthe testing to ensure neutrality. This type of testing
is usually conducted as bl ack-box testing, requiring the use of
protocol testers interconnected with the DUT. The test cases are
execut ed whil e observing whether the DUT behaves in accordance
wi th expected protocol specifications.

4. Key El enents of Network Protocol Testing

Net wor k protocol testing is a conplex and conprehensive process that
typically involves nultiple parties and vari ous necessary conponents.
The following entities are generally involved in protocol testing:

1. DUT: The DUT can be a physical network device (such as sw tches,
routers, firewalls, etc.) or a virtual network device (such as
FRRouting (FRR) routers and others).

2. Protocol Tester: A protocol tester is a specialized network
device that usually inplenents a standard and conprehensive
protocol stack. It can generate test traffic, collect and
anal yze inconmng traffic, and produce test results. Protoco
testers can typically be controlled via scripts, allow ng
autonmated interaction with the DUT to carry out protocol tests.
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test cases mmy cover various categories,
conf or mance tests,

and

Each test case typically includes

el ements such as test topol ogy,
and expected results.

i ncludes detail ed configuration paraneters.

DUT Confi gurati on:

Bef ore executing a test case,

st ep- by-step
A wel | -defined test case al so

t he DUT nust be

initialized with specific configurations according to the test
case requirenents (setup)
configuration may undergo multiple nodifications as dictated by

the test scenario.

Upon test conpletion,

Thr oughout the test,

t he DUT

appropri ate

configurations are usually applied to restore the DUT to its
state (teardown).

initial

testers,

Tester Configuration and Execution Scripts:
i nvol vi ng protocol

In test scenarios
the tester often plays the active

role by generating test traffic and orchestrating the test

process.

ensure proper interaction during the test.

This requires the preparation of both tester-specific
configurations and execution scripts.
typically designed in coordination with the DUT configurations to

Tester scripts are

5. Automated Network Protocol Test Franmework
A typical network protocol test automation framework is as follows.
R + TS +
| RFC | AR L LR + | Test Env.
| Docunent s| - - >| |-->] Tester Script |--> +------ +
ACEE T + | Test Case | | CGener ation | | | Tester| |
| I S | e
e + | Gener ati on| | DUT Confi guration| | | |
Human | -->| | -->] Generation |-->] +----v-+
Intent | AR L LR + | | DUr | |
--------- + A A | +------+
| | R +
e + | Test
| Feedback and Refi nenent | <---------- + Report
oo e e e e e e e e oo - - +
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5.1. Protocol Understanding

Prot ocol understanding forns the foundation for automated test case
generation. Since protocol specifications are typically witten in
natural |anguage, it is necessary to nodel the core functionalities
of the protocol and extract a nachi ne-readabl e representation. This
process invol ves identifying key behavioral semantics and operationa
logic fromthe specification text.

In addition to high-level functional nodeling, structured data
extraction of protocol details, such as packet field definitions,
state nmachi nes, and nmessage sequences, is also an essential conponent
of protocol understanding. These structured representations serve as
a blueprint for downstream tasks, enabling accurate and conprehensive
test case synthesis based on the intended protocol behavior

5.2. Test Case Ceneration

Once a nmachi ne-readabl e protocol specification is avail able, the next
step is to identify test points based on human intent and extend them
into concrete test cases. Test points are typically derived from
constraints described in the protocol specification, such as the
correctness of packet processing logic or the validity of protoco
state transitions. Each test case el aborates on a specific test

poi nt and includes detailed test procedures and expected outcones.

It may also include a representative set of test parameters (e.qg.
frame I engths) to ensure coverage of edge conditions. Conformance
test cases are generally categorized into positive and negative
types. Positive test cases verify that the protocol inplenentation
correctly handles valid inputs, while negative test cases exam ne how
the systemresponds to mal forned or unexpected inputs.

The quality of generated test cases is typically evaluated al ong two
primary di mensions: correctness and coverage. Correctness assesses
whet her a test case accurately reflects the intended semantics of the
protocol. Coverage eval uates whether the test suite exercises al
protocol definitions and constraints, including perfornance-rel ated
behavi ors and robustness requirenments. However, as test cases are
often represented using a mx of natural |anguage, topol ogy diagrans,
and configuration snippets, their inherent anbiguity nakes systematic
quality evaluation difficult. Effective netrics for test case

qual ity assessnent are still lacking, which remains an open research
chal | enge
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5.3. Test Script and DUT Configurati on Generation

Test cases are often translated into executable scripts using
avai | abl e APl docunentation and runtine environments. This process
requi res mappi ng natural | anguage described test steps to specific
function calls and configurations of test equipnment and DUTs.

Since tester scripts and DUT configuration files are typically used
together, they nust be generated in a coordi nated manner rather than
in isolation. The generated configurations nust ensure nutua
interoperability within the test topology and align with the step-by-
step actions defined in the test case. This includes setting
compati bl e protocol paraneters, interface bindings, and execution
triggers to facilitate correct protocol interactions and achi eve the
i ntended test objectives.

Bef ore depl oying the test scripts and correspondi ng configurations,

it is essential to validate both their syntactic and semantic
correctness. Although the protocol testing environnment is isolated
from producti on networks and thus inherently nore tolerant to
failure, invalid scripts or msconfigured devices can still render
test executions ineffective or msleading. Therefore, a verification
step is necessary to ensure that the generated artifacts conformto
the expected syntax of the execution environnent and accurately

i npl ement the intended test logic as defined by the test case

speci fication.

5.4. Test Case Execution

The execution of test cases involves the automated depl oynment of
configurations to the DUT as well as the autonmated execution of test
scripts on the tester. This process is typically carried out in

bat ches and requires a test case nanagement systemto coordinate the
wor kfl ow. Additionally, intermediate configuration updates during
the execution phase may be necessary and shoul d be handl ed
accordingly.

5.5. Report Analysis, Feedback and Refi nenent

Test reports represent the nost critical output of a network protoco
testing workflow. They typically indicate whether each test case has
passed or failed and, in the event of failure, include detailed error
i nformation specifying which expected behaviors were not satisfied.
These reports serve as an essential reference for device inprovenent,
standard conpliance assessnent, or procurenment deci sion-naking.

Cui, et al. Expires 5 January 2026 [ Page 7]
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However, due to the potential inaccuracies in test case descriptions,
generated scripts or device configurations, a test failure does not

al ways indicate a protocol inplenentation defect. Therefore, failed
test cases require further inspection using execution |ogs,

di agnostic outputs, and relevant runtime context. This notivates the
integration of a feedback and refinement mechanisminto the
framework. The feedback | oop anal yzes runtime behaviors to detect

di screpancies that are difficult to identify through static
inspection alone. This iterative refinenment process is necessary to
inmprove the reliability of the automated testing system

6. Automation Maturity Levels in Network Protocol Testing

To describe the varying degrees of automation adopted in protoco
testing practices, we define a six-level maturity nodel. These

| evel s reflect technical progress fromfully manual testing to self-
optim zi ng, autononous systens. The classification is intended as a
ref erence nodel, not as a fixed pipeline structure.

Cui, et al. Expires 5 January 2026 [ Page 8]
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[ ool oo el s oo sy s
| Level | RFC | Test Asset | Resul t | Human |
| | Interpretation | Generation & | Anal ysis & | I nvol venent |
| | | Execution | Feedback | |
=t -+t -——————————————————+t———————————{————————————+
| LO | Manual reading | Fully manual | Manual | Ful'l -tinme |
| | | scripting and | observation|intervention
| | | CLI-based | and | oggi ng| |
| | | execution | | |
+----- S o e e e e oo oo S R +
| L1 | Hurman- gui ded | Script tenplates | Manual | H gh (per |
| | parsing tools | with tool- | review with|test run)

| | | assisted | basi ¢ tool s| |
| | | execution | | |
+--m - - o e o e e e e oo oo R R +
| L2 | Tenpl ate-based | Basic autogen of | Rul e-based | Moderate

| | extraction | config & scripts |validation |(Mnual |
| | | for standard | with human | correction

| | | cases |triage | and t uni ng)
Fomm - - oo o - Fom e e e oo N Fomm e oo - +
| L3 | Rul e-based | Parameterized | M- assi st ed| Super vi sory

| | semantic | generation and | anomal y | confirmation
| | parsing | batch | detection | |
| | | orchestration | | |
S S oo S S +
| L4 | Structured | Objective-driven |Correlated | M ninal |
| | nodel | synthesis with | failure | (strategic

| | interpretation | end-to-end | anal ysi s | i nput)

| | | automation | and report | |
| | | | generation | |
S S oo R S +
| L5 | Adaptive | Self-adaptive | Predictive | None |
| | protocol | generation and | di agnostics| (optional |
| | nodeling | self-optimzing |and | audi t)

| | | execution | remedi ati on| |
I I I | proposals | I
S S oo S S +

Table 1: Automation Maturity Matrix for Network Protocol Testing

As shown in Table 1, the autonation progression can be characterized
al ong four dinensions: specification interpretation, test
orchestration, result analysis, and humnan oversight. Each |eve
reflects an increasing degree of system autonony and decreasi ng human
i nvol venent .
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6

6

6

1

LO: Manual Testing

Description: Al testing tasks are performed manual ly by test
engi neers.

Key Characteristics:

*

2

Prot ocol understandi ng, test case design, topol ogy setup,
scripting, execution, and result analysis all rely on manual worKk.

Tool s are only used for basic assistance (e.g., packet capture via
W resharKk).

L1: Tool - Assi sted Testing

Description: Tools are used to assist in sonme testing steps, but the
core logic is still human-driven.

Key Characteristics:

*

3.

Aut omation includes test script execution and automated result
conpari son.

Manual effort is still required for test case design, topol ogy
setup, and exception anal ysis.

L2: Partial Automation

Description: Basic test case generation and execution are autonated,
but critical decisions still require human input.

Key Characteristics:

*

*

Cui ,

Aut omat i on i ncl udes:

- A framework that generates basic test cases (e.g., covering
mandatory fields and FSMs defined in RFCs) and correspondi ng
tester scripts and DUT configurations.

- Topol ogy generation for a single test case.

Manual effort includes:

- Designing compl ex or edge case scenari 0sS.

- Root cause anal ysis when tests fail.

et al. Expires 5 January 2026 [ Page 10]
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6.4. L3: Conditional Automation

Description: The system can autononously conplete the test |oop, but
relies on human-defined rules and constraints.

Key Characteristics:
* Automation includes:

- Conpl ex test cases generation based on semantic understandi ng
of RFCs (e.g., core function nodeling from RFCs).

- Mnimal common topology synthesis for a set of test cases.
- Automated result analysis with anomaly detection
* Manual effort includes:

- Reviewing the test plan and confirm ng whether flagged
anomal i es represent real protocol violations.

6.5. L4: Hi gh Autonmtion

Description: Full automation of the testing pipeline, with mninmal
human i nvol venent limted to high-Ievel adjustnents.

Key Characteristics
*  Aut omati on incl udes:

- End-to-end automation from RFC parsing to test report
gener ati on.

- Automated result analysis with root cause anal ysis.
- Automated recovery from environnent issues.
* Manual effort includes:

- Defining high-level test objectives, with the system
deconposi ng tasks accordingly.

6.6. L5: Full Autonmtion

Description: Adaptive testing, where the systemindependently
determnes testing strategies and continuously optim zes coverage.

Key Characteristics:

Cui, et al. Expires 5 January 2026 [ Page 11]
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*  Automation incl udes:

- Learning protocol inplenmentation specifics (e.g., proprietary
ext ensions) and generating targeted test cases.

- Leveraging historical data to predict potential defects.
- lterative self-optim zation to inprove efficiency.

* Manual effort: None. The system autononously outputs a fina
conpliance report along with renmedi ati on suggesti ons.

7. An Exanpl e of LLM based Automated Network Protocol Test Franmework
(From L2 to L3)

The energence of LLMs has significantly advanced the degree of

aut onati on achi evable in network protocol testing. Wthin the
proposed franmework, LLMs serve as central agents in multiple stages
of the pipeline, enabling a transition fromLevel 2 (Partia
Automation) to Level 3 (Conditional Automation). By |everaging LLMs
wi th domai n-specific pronpting strategies, the systemis able to
extract, synthesize, and refine testing artifacts with mnimal human
i ntervention.

At the protocol understandi ng stage, LLMs can ingest RFC docunents
and identify structured conponents such as protocol field
definitions, nmessage formats, and finite state machines. These
outputs, often difficult to parse using traditional rule-based

met hods due to inconsistencies in document structure, are extracted
by pronpting the LLMwith carefully designed tenplates. The
resulting structured data serves as the semantic backbone for
subsequent test case generation

Based on the extracted protocol senmantics, LLMs are al so capabl e of
generating test scenarios that aimto exercise key protoco

behavi ors. These scenarios are proposed in natural |anguage and then
instantiated into formal test cases through alignnent wi th predefined
schemas. The use of LLMs allows for dynam c adaptation, enabling the
test generation process to generalize across different protoco
famlies while maintaining context awareness. Although the coverage
achi eved is not exhaustive, the LLMis often effective at identifying
comon corner cases and expected failure nodes, especially when

gui ded by sel ected exanpl es or constraint-based instructions.

For the script generation phase, LLMs assist in mapping abstract test
cases to executable configurations/scripts for both the DUT/tester

G ven appropriate configuration/ APl docunentation and environnent
context, the nodel synthesizes CLI commands, configuration snippets,

Cui, et al. Expires 5 January 2026 [ Page 12]
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and tester control scripts (e.g., Python-based test harnesses or TCL
scripts for comrercial testbeds). This process is enhanced by
retrieval -augment ed generation, where rel evant code exanples or past
case patterns are integrated into the nodel’s pronpt to increase the
reliability and correctness of the output.

Finally, during the feedback and refinement |oop, LLMs analyze
execution | ogs and output discrepancies to identify failure points.
VWil e current nodels may not fully replace human di agnosi s, they can
sunmari ze error types, hypothesize root causes, and suggest concrete
revisions to test cases or script logic. These suggestions are then
val i dated by experts before being applied, ensuring both efficiency
and correctness.

Despite these capabilities, it is inmportant to note that LLMs are
fundanental |y probabilistic and | ack strong guarantees of determ nism
or correctness. Therefore, while the LLM enabl ed system can execute
a full test pipeline with reduced human effort, human oversi ght
remai ns essential, particularly for verifying generated artifacts and
handl i ng anbi guous or novel scenarios. Nonetheless, the integration
of LLMs marks a clear advance beyond traditional script-driven
automation tools, and provides a practical path for elevating

protocol testing practices toward Level 3 maturity.

8. Security Considerations

1. Execution of Unverified Generated Code: Automatically generated
test scripts or configurations (e.g., CLI commands, tester
control scripts) may include incorrect or harnful instructions
that m sconfigure devices or disrupt test environnents.
Mtigation: Al generated artifacts should undergo validation,

i ncludi ng syntax checking, semantic verification agai nst protoco
constraints, and dry-run execution in sandboxed environnents.

2. Al-Assisted Conmponent Risks: LLMs nmay produce incorrect or
i nsecure outputs due to their probabilistic nature or pronpt
mani pul ation. Mtigation: Apply input sanitization, pronpt
har deni ng, and human-in-the-1oop validation for critica
oper ati ons.
9. | ANA Consi derations
Thi s document has no | ANA acti ons.
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