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Abst ract

Thi s docunent specifies a BGP Fl ow Specification extension that
conveys per-route feedback binding for a Fl owSpec route using the BGP
Ext ended Community attribute. The proposed nechani smintroduces a
singl e Feedback Action, encoded as a CGeneric Transitive Extended
Conmuni ty, which enabl es downstreamrouters to report telenetry

i nformati on or operational events associated with a Fl owSpec rule.
The Feedback Action carries paraneters including a Feedback
Identifier (FID), a wi ndow exponent (WNC) that defines the periodic
aggregation interval, an event flag, and a scope selector to contro
where feedback is generated. These paraneters are attached to the
Fl owSpec route and are propagated across AS boundari es unchanged.
Thi s docunent focuses on the signaling aspect; a conpani on docunent
may define how feedback information is exported as part of a network
telemetry franmework (e.g., |everaging the BGP Mnitoring Protoco
(BWMP)) or equival ent nechanisns to report periodic and event-driven
f eedback keyed by the FID.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

BGP Fl ow Specification (Fl owSpec) defines a nethod for distributing
traffic filtering rules using BGP, enabling operators to depl oy

net wor k-wi de traffic managenment and DDoS nitigation policies in a
scal abl e manner.

The existing versions, FlowSpec (FSvl) RFC8955 [ RFC8956] and Fl owSpec
Version 2 (FSv2) [draft-ietf-idr-flowspec-v2-04], allow the

adverti senent of flow matching conditions and actions to drop, rate-
limt, or redirect traffic.

These nechani sns are widely used for dynam c DDoS mitigation and
policy enforcenent across Autononmpus Systens (ASes).
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However, current Fl owSpec depl oynments | ack a standardi zed mechani sm
for feedback reporting that allows the originator of a rule to obtain
operational visibility—such as installation status, traffic hit
counts, or rule effectiveness—from downstreamrouters.

Wt hout such feedback, operators nust rely on out-of-band telenetry
or vendor-specific mechanisms, |eading to fragnented nonitoring and
difficulty in verifying the success of nitigation actions, especially
in multi-domain environnents.

To address this limtation, this docunent introduces a new Feedback
Action that extends the Fl owSpec capability to include feedback
control and telenetry binding at the route | evel

By signaling feedback paraneters directly within BGP, the originator
can request periodic or event-driven reports about the operationa
state of specific Fl owSpec rules.

Thi s enhancenent enabl es a cl osed-1oop control paradi gm where policy
di ssem nati on and enforcenent can be continuously nonitored and
optini zed.

Thi s docunent focuses solely on the signaling aspect of feedback

wi t hi n BGP FI owSpec.

The actual transport of feedback data—such as telenetry reports or
event notifications—is out of scope and may be realized using the BGP
Moni toring Protocol (BMP) [ RFC7854] or other telenetry frameworks
conpliant with the Network Tel emetry Framework

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Definitions and Acronyns
* DDoS: Distributed Denial of Service
* NLRI: Network Layer Reachability Information

* FSvl: Flow Specification Version 1, defined in [ RFC8955] and
[ RFC8956]

* FSv2: Flow Specification Version 2 define in
[draft-ietf-idr-flowspec-v2-04]

* Telemetry: A franework for real-time or stream ng collection of
network operational data, as defined in [ RFC9232].
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4.

*  BMP: BGP Monitoring Protocol [RFC7854], a telenmetry protocol used
for exporting BGP operational and statistical data.

Overvi ew

This specification defines the Feedback Action, a new BGP Fl owSpec
action encoded as a Generic Transitive Extended Comunity (Type
0x80) .

The Feedback Action allows the originator of a Fl owSpec route to
convey paraneters that instruct downstreamrouters how and where to
generate telenetry feedback for that route.

The Feedback Action carries four paraneters conpactly encoded in its
6-octet Value field:

* Feedback ldentifier (FID) A unique identifier that associates
telemetry reports with a specific Fl owSpec rul e.

* W ndow Exponent (WNC) Defines the aggregation interval as
2"W NC seconds for periodic reporting.

* Event Flag (E) Controls whether feedback is periodic (00) or
event-only (01).

* Scope (S) Specifies the feedback domain: dobal, Inter-AS, or
I ntra-AS.

When attached to a FlowSpec NLRI, the Feedback Action expresses the
originator’ s intent for feedback generation

It is transitive, ensuring that all capable routers along the
propagati on path can interpret and act upon the feedback instruction,
whi | e non-supporting routers transparently forward it unchanged to
mai ntain conpatibility.

Thi s signaling nmechani sm does not define the feedback transport
itself.

Actual telenetry or event reports may be exported through BMP or
other protocols aligned with [RFC9232], allowi ng integration into
existing network telenmetry infrastructures without altering Fl owSpec
semanti cs.

In sunmary, the Feedback Action augnments FlowSpec with a |ightweight,
i nteroperabl e feedback control nechani smthat enabl es cl osed-1oop

tel emetry, enhances operational visibility, and supports both single-
domai n and nulti-domai n DDoS def ense depl oynents with m ni mal

protocol overhead. This extension is suitable forboth FSvl and FSv2.
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5. Feedback Action Encoding

The Feedback Action is conveyed using a single BG Generic Transitive
Ext ended Community, attached to the Fl owSpec NLRI.

This action encodes a conpact set of paraneters that define the

f eedback reporting behavior for a specific FlowSpec route, including
a Feedback ldentifier (FID, a Wndow Exponent (WNC), an Event Fl ag
(E), and a Scope Selector (S).

The action MIST include at |east the FID, WND, and Event flag for a
valid binding; the Scope Selector is OPTIONAL. If nultiple
communities with the sanme tag are present, receivers SHOULD use the
first one and ignore duplicates.

5.1. Encodi ng For mat

The Feedback Action uses the standard | Pv4 Extended Conmunity
encoding format, as illustrated bel ow

+ ON

2345 789 2
- i S e -

— + Or

2345
e
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Figure 1: Feedback Action Encoding fornmat

* Type high (1 octet): 0x80 — indicates a Generic Transitive
Ext ended Comunity as defined in [ RFC4360].

* Type low (1 octet): TBD (Feedback Action Sub-Type) — value to be
assigned by | ANA

* FID (4 octets): A 32-bit Feedback Identifier, unique within the
originating AS.
It serves as the key for feedback correl ati on between the Fl owSpec
rule and its associated tel enetry dat a.
A value of zero is invalid and MJST be ignored.

* WNC (1 octet): Wndow Exponent, defining the periodic aggregation
wi ndow as 2"W NC seconds.
Valid range: 031 (corresponding to 1s to approxi mately 24 days).
Val ues above 31 are reserved and MJST be ignored.

* E (2 bits): Event flag, specifying the feedback triggering node:

- 00 — Periodic feedback enabl ed.
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- 01 — EBEvent-only feedback (e.g., on rule install, renove, or
error).
- 10 and 11 — Reserved for future use (MJST be set to zero on

transm ssion and i gnored on receipt).

* S (2 bits): Scope selector, specifying where feedback reports are

gener at ed:

- 00 — dobal (default; feedback fromall capable receivers).
- 01 — Inter-AS (only from downstream ASes).

- 10 — Intra-AS (only within the same AS).

- 11 — Reserved.

* *RESV (4 bits):* Reserved for future extensions.
MJST be set to zero by the sender and ignored by the receiver.

5.2. Fields Descriptions
5.2.1. Feedback ldentifier (FID

The FID uniquely identifies the feedback stream corresponding to the
Fl owSpec route.

The conbination of (Originator ASN, FID) fornms a globally unique key
for feedback correl ation.

This identifier allows the originator to distinguish nultiple

Fl owSpec rules and their respective telenmetry results.

Routers that do not recognize this field MIST forward t he Extended
Conmuni ty unchanged.

5.2.2. Wndow Length (W ND)

The W NC paraneter determ nes the frequency of periodic feedback
reports.

The interval is expressed as an exponent base 2, providing
scalability fromsecond to nulti-day granularity.

Recei vers SHOULD align their reporting schedule to the nearest
integer multiple of 2*WNC seconds to maintain synchroni zation.
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5.2.3. Event Flag (E)

The Event Fl ag specifies whether the feedback should be triggered
periodically or only upon discrete events.

When E=01, routers generate reports only when specific control-plane
or data-plane events occur,

such as rule installation, withdrawal, update failure, or error

det ecti on.

This allows efficient on-demand visibility without unnecessary
periodic reporting overhead.

5.2.4. Scope Selector (S)

The Scope Sel ector defines the domain from which feedback reports are
gener at ed.

Thi s enabl es fine-grained control over where telenetry is collected:
* @ obal (00): Feedback is expected fromall capable routers across
AS boundari es.

* Inter-AS (01): Feedback is linmited to routers in downstream ASes.

* Intra-AS (10): Feedback is generated only within the sane

adm ni strative domain.

If a receiver does not match the specified scope, it MAY silently

i gnore the Feedback Action.

5.2.5. Reserved Bits (RESV)

The RESV field (4 bits) is reserved for future extensions.
It MJUST be set to zero on transm ssion and i gnored on receipt.

5.3. Validation Rules
Recei vers MUST val i date the Feedback Action upon reception to ensure
it conforms to the expected encodi ng and operational constraints.
The followi ng validation rules apply:

* The Feedback Action MJST be attached to a valid Fl owSpec NLRI

* The FID field MIJUST be non-zero; a value of zero indicates an
invalid binding and the attribute MJST be ignored.

*  The WNC (Wndow Exponent) field MJUST NOT exceed 31. Val ues above
this linmt are considered invalid and MJST be i gnored.

* Reserved or undefined values in the E (Event Flag), S (Scope

Selector), or RESV bits MJST be set to zero on transm ssion and
MUST be ignored on receipt.
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* The total length of the Extended Community attri bute MJST conform
to the standard 8-octet format defined in [ RFC4360]. Any
deviation fromthis format MJST cause the attribute to be ignored.

* Malforned attributes or decoding errors MUST NOT result in session
reset.
Such attributes SHOULD be | ogged locally for operationa
visibility and SHOULD be propagated unchanged to preserve
transitivity.

* |f multiple Feedback Actions are present for the sanme NLRI, only
the first instance SHOULD be processed; subsequent duplicates
SHOULD be i gnor ed.

A Feedback Action that fails any of the above validation checks MJST
be silently discarded and MJUST NOT affect normal FlowSpec rule
installation or propagation

6. Propagation and Usage

The Feedback Action is attached to the BGP UPDATE nessage that
carries the FlowSpec NLRI and MJST be propagated unchanged across al
BGP peers, including across AS boundari es.

Thi s ensures consi stent feedback signaling while preserving the
original semantics and reachability of the Fl owSpec route.

Rout ers that support feedback reporting SHOULD generate tel enetry or
event reports according to the paraneters conveyed in the attribute.
When the | ocal scope matches the value of _S and the Event Flag

i ndi cates periodic or event-driven reporting, feedback reports SHOULD
be generated accordingly.

The absence of feedback reports MJST NOT be interpreted as an error,
and the FlowSpec rule remains valid for traffic enforcenent.

If the attribute cannot be parsed or fails validation, it MJST be
silently ignored and MJUST NOT trigger a BGP session reset.

Such attributes SHOULD be | ogged locally for operational visibility
and MJST be propagated unchanged to preserve transitivity.

Routers MJUST NOT alter or regenerate the Feedback Action during re-
advertisenent.

Thi s mechani sm provi des a |ightwei ght and interoperabl e neans of
achi eving cl osed-1oop telenmetry for FlowSpec depl oynents, enabling
st andardi zed i n-band feedback signaling while maintaining ful
backward conpatibility with existing BGP i npl enent ati ons.
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7.

Security Considerations

This extension inherits the security properties of BGP Fl owSpec and
Large Conmunities. Potential issues include:

* Resource exhaustion: Receivers SHOULD rate-limt feedback
generation and i gnore excessive requests.

* Privacy: Feedback may reveal traffic patterns; the conpanion
tel emetry docunent SHOULD recommrend encryption.

* Anplification: Malicious bindings could trigger unwanted reports;
originators SHOULD authenticate telenetry receivers.

Qperators SHOULD filter invalid or unauthorized comunities at AS
borders using ingress/egress policies.

| ANA Consi der ati ons

Thi s docunent requests | ANA to assign a new Sub-Type call ed "feedback
action" under the “BGP Extended Communities” registry:

B ety Sy e —p—p—j—(— plp—p—p———(—————————
| Type | Sub-Type | Name | Reference |
F b ooy e oo s oo e
| TBD | TBD | Feedback Action | This docunent |
+------ F--- - - I e I T S I +
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