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Abst ract

The BGP Fl ow Specification enables the distribution of traffic filter
policies (traffic filters and actions) via BG, facilitating DDoS
traffic filtering. However, the traffic filter in FSvl and FSv2
predoni nantly focuses on | P header fields, which may not adequately
address volunetric DDoS attack traffic characterized by fixed
patterns within the packet content. This docunent introduces a new
flow specification filter type designed for packet content filtering.
The match field includes ptype, otype, offset, content-Iength,
content, and mask encoded in the Flowspec NLRI. This new filter ains
to | everage network devices such as routers and switches to support
controlled traffic handling, traffic optimzation, and mitigation of
simple volunetric DDoS attacks, reducing the overall processing cost
of carrier networks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 Novenber 2026
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

BGP fl ow specification describes the distribution of traffic filter
policies through BGP, allowing for efficient traffic managenent and
DDoS attack mitigation. Existing versions, FSvl and FSv2, prinmarily
offer n-tuple matching conditions for policy enforcenent, enabling
actions such as packet dropping, re-directing, or other actions.
These filter rules can be propagated to all BGP peers sinultaneously
wi t hout necessitating router configuration changes. Despite their
utility, the reliance of existing filters on | P header fields may be
insufficient for sonme operational scenarios where packets can be
identified by fixed content patterns. Such scenarios may include
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DDoS mitigation, traffic filtering, and traffic optim zation. Some
attacks or traffic classes nmay contain fixed patterns in the packet
payl oad that can be matched at known of f sets.

Thi s docunent defines a new FlowSpec filter type that supports packet
content filtering by using ptype, otype, offset, content-Iength,
content, and mask fields within the FlowSpec NLRI. This filter is
i ntended for controll ed operational use cases such as traffic
filtering, traffic optimzation, and DDoS mtigation.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Definitions and Acronyns
* DDoS: Distributed Denial of Service.
* NLRI: Network Layer Reachability I nformation.

* FSvl: Flow Specification Version 1, defined in [ RFC8955] and
[ RFC8956] .

* FSv2: Flow Specification Version 2, defined in
[I-D.ietf-idr-fl owspec-v2].

3. The Packet Content Filter for FSvl
Thi s docunent specifies a new flow specification filter type that is
encoded in the BGP FS NLRI, following the FSvl definition format.
The packet content filter is defined as foll ows:
Type TBD Packet - Cont ent

Encodi ng: < type (1 octet), value>

The value field is encoded using ptype, otype, offset, content-
| ength, content and mask.

Encoding: < ptype (4 bits), otype (4 bits), offset (2 octets),
content-length (1 octet), content (Variable), mask (Variable)>
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3.1. Ptype Field

The ptype is defined as a 4-bit unsigned integer that defines the
packet type via AFl, because sone filters are added to hardware that
are 1 Pv4 or |1Pv6 specific.

Fommma - e T +
| Value | Description of Ptype |
R, o e e e e e e e e m o +
| 1 | 1Pv4 |
| 2 | 1Pv6 |
dememaas . +

Figure 1: Ptype field
3.2. QOype and Offset Fields

The otype and offset fields define the starting position of the
packet content used for matching.

To avoid the effect of variable header length on the offset, we use
the hierarchical way |like [I-D.khare-idr-bgp-fl owspec-payl oad-mat ch].
The O ype is defined as a 4-bit unsigned integer. The detail are as

fol |l ows:

B S, o +
| Value | Description of Oype |
E o e e e e e e e oo - - +
| O | I'P Header |
| 1 | I'P Payl oad |
| 2 | UDP Payl oad |
| 3 | TCP Payl oad |
S o e e e e e e e e e oo oo +

Figure 2: Oype field

Oype 0 is defined as the start of the IP header. Qype 1 is defined
as the start of the data portion of the |IP header after the IP
options. Oype 2 is defined as the start of the UDP payl oad. Oype
3 is defined as the start of the TCP payload. QOype 2 MJIST only

mat ch packets whose upper-layer protocol is UDP (17). Oype 3 MJST
only match packets whose upper-1layer protocol is TCP (6). For other

| P protocols, otype 2 and otype 3 MJUST NOT match; otype 1 MAY be
used.

The offset is defined as a 2-octet unsigned integer that specifies

the count of octets to be bypassed fromthe otype’'s starting position
to match the packet content. It is worth noting that packet
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fragmentation will cause the offset value to change, so it is not
enough to filter the fragnented packets through the packet content
filter. One possible way is to filter the first packet through the
payl oad filter, and then use its header infornmation along with the
fragment filter to filter the subsequent packets.

Exanpl e:

* By setting otype 0 and an offset of 0, the match is configured to
start precisely at the beginning of the | P header

* By setting otype 1 and an offset of 2, the match will start two
octets past the initial data portion of the |IP header, skipping
over any IP options. This configuration, for exanple, could be
used to specifically target the I P payload starting after 2
octets.

* By setting otype 2 and an offset of 10, the match will start ten
octets into the UDP payl oad of the packet.

* By setting otype 3 and an offset of 10, the match will start ten
octets into the TCP payl oad of the packet.

Content-1ength, Content and Mask Fiel ds

The content-length is a one-octet unsigned integer field that
specifies the length, in octets, of each of the Content field and the
Mask field. The Content field and the Mask field have the sane

| ength as specified by the content-Iength.

The Content field carries the octet sequence to be matched. Based on
i nformati on provided by equi pment vendors and operators, 8 octets is

usual ly sufficient for identifying many fixed packet-content patterns
used in operational filtering scenarios.

The Mask field is an octet string used as a bit nask for the Content
field and the correspondi ng packet data. Each bit set to 1 indicates
that the corresponding bit is significant for matching. Each bit set
to O indicates that the corresponding bit is ignored.

A packet matches the Packet Content filter if the follow ng

conparison is true for the packet data at the specified offset:
(packet _content & mask) == (content & mask)
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3.4. Exanpl e of Encoding

An exanpl e of a Fl owSpec NLRI encoding is provided for the foll ow ng
rule: "match all packets destined to 192.0.2.0/24 that have the fixed
content 0x5858 at offset 0 in the TCP payl oad"

| length | destination | packet content |

[ ettty e ——————————— s p—p—_—_——————(—(—(—(——————r L
| OxOf | 01 18 cO 00 02 | TBD 40 12 00 00 02 58 58 ff ff |

S I . . +

Table 1
Description of each field of the Fl owSpec NLRI.
[ ety sy el
| Value | Description | |
| OxOf | length | 15 octets (if |en<240, 1 octet) |
Fomm oo o e o e e e e e e e e e e e e e e +
| 0x01 | type | Type 1 - Destination Prefix |
S I . . +
| 0x18 | length | 24 bits |
Fommmaa - . T +
| OxcO | prefix | 192 |
Fomm oo o e o e e e e e e e e e e e e e e +
| 0x00 | prefix | O |
S I . . +
| 0x02 | prefix | 2 |
Fommmaa - . T +
| TBD | type | Type TBD - Packet Content |
Fomm oo o e o e e e e e e e e e e e e e e +
| 0x40 | length | 64 bits |
S I . . +
| O0x12 | ptype, otype | 1'Pv4, TCP payl oad |
Fommmaa - . Fom e meemeieeeeeeciicmeeccceaaaas +
| Ox0000 | offset | O octets |
Fomm oo o e o e e e e e e e e e e e e e e +
| 0x02 | content-length | 2 octets |
S I . . +
| O0x5858 | content | 0x5858 |
Fommmaa - . T +
| Oxffff | mask | Oxffff |
Fomm oo o e o e e e e e e e e e e e e e e +
Table 2
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4.

4.

1.

The Packet Content Filter for FSv2
Filter Encoding

To adapt to the updates of FlowSpec, this docunent al so defines the
Packet Content Filter for FSv2. The format follows the NLRI fornmat
for Extended IP Filters defined in

[1-D. hares-idr-fsv2-nore-ip-filters], as shown in Figure 3:

T +
| NLRI length (2 octets) |
o m e e e e e e i e e ee oo +
| TLVs+ I
| [ s sl ] |
| |
[ R T + |
| | Dependent filter chain | |
| | (8 octets) | |
I + |
| | FSv2 Filter type = 2 | |
I e + |
| | length TLVs (2 octet) | |
I R R T + |
| | Value (variable) | |
[ e + |
| [ s sl ] |
o e e e e e e e e e e e o m o +

Figure 3: NLRI Format for Extended IP Filters

The format of the dependent filter chain is shown in Figure 4:

o e e e e e e e e a oo - +
| Version (1 octet) |
e +
| Chainid (3 octet) |
T +
| Count of itens (2 octets) |
o e e e e e e e e a oo - +
| Item (2 octets) |
e +

Figure 4: Format of the Dependent Filter Chain

The format of the Conmponent TLV is shown in Figure 5
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e +
| Conponent Type (2 octets) |
o e e e e e e e e m o +
| Component Length (2 octets)|
o oo +
| Conponent Value (variable) |
e +

Figure 5: format for Conponent-TLV

The definition of the Packet Content Filter in the Conponent-TLV
format is as foll ows:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Conponent Type | Conponent Length |
I S i o T s S S S e s s T
| PType | Qtype | O fset | Content Length|
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| Cont ent |
B T S i T s i i e e SEI S
| Mask |
I S i o T s S S S e s s T

Figure 6: Definition of the Packet Content Filter
where the fields have the sane definitions as in the FSvl encodi ng.

Encodi ng: < ptype (4 bits), otype (4 bits), offset (2 octets),
content-length (1 octet), content (Variable), nmask (Variable)>

4.2. Filter Odering Rule

Conpared to FSvl, FSv2 adds filter ordering function. According to
the definition of ordering rules in FSv2, the transm ssion of
Conponent - TLVs within a flow specification rule MIST be sent
ascendi ng order by Component-TLV type. |If the Conponent-TLV types
are the same, then the value fields are conpared using nmechani snms
defined in [ RFC8955] and [ RFC8956] and MJST be in ascendi ng order

However, due to nultiple fields in the value of the packet content
filter, the mechani snms defined in [ RFC8955] and [ RFC8956] do not
apply. To give the default ordering rules of packet content filters,
this document gives the definition as follows:

1. Filters with a larger content-length are ordered first.
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2. If they have the sane content-| ength,

| ar

3. If they have the sane content-length and otype,
and the larger value is ordered first.

ger type is ordered first.

4. |f they have the same content-| ength,
the content as an unsigned octet string in |exicographic order,
If the common prefix is not

starting fromthe first octet.

equal, the string with the |ower octet value at the first
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compare otype and the

otype,

differing position has higher precedence.

and of f set,

conpare of fset

conpare

When mul tiple Packet Content Filter components exist across multiple

NLRIs with the sanme user order,

their

according to the ordering rul es above.

4.3. Use

Here is a use case for ordering rules with nultiple NLR
components. There are five conponents,

and user order,

Cases

di fferent val ues:

User - Or der
FSv2 NLRI

Conponent
, content

Conmponent
, content

Conponent
, content

Conmponent
, content

Conponent
, content

The rul

Cui, et a

10
with Extended IP Filters

1: Destination |IP + Packet
0x1111) + Rate Linmt

2: Destination |IP + Packet
0x111122) + Discard

3: Destination | P + Packet
0x1111) + Rate Linmt

4. Destination |P + Packet
0x111122) + Discard

5: Destination |IP + Packet
0x111133) + Rate Limt

es will be installed as:

cont ent

cont ent

cont ent

cont ent

cont ent

rel ati ve order

filter
filter
filter
filter
filter

. Expi res 10 Novenber 2026

(otype

(otype

(otype

(otype

(otype

and nmultiple
with the sane destination IP
each of which contains a packet content filter with

is determ ned

of f set

of f set

of f set

of f set

of f set

50,

50,

70,

70,

70,
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User - Or der

Conponent
, content

Conponent
, content

Conponent
, content

Conponent
, content

Conponent
, content

5. Operat

10

4: Destination |IP + Packet
0x111122) + Discard

5. Destination | P + Packet
0x111133) + Rate Linmt

2: Destination | P + Packet
0x111122) + Discard

3. Destination |P + Packet
0x1111) + Rate Limit

1: Destination |P + Packet
0x1111) + Rate Linmt

i onal Consi derations

Packet Content Filter for

cont ent

cont ent

cont ent

cont ent

cont ent

filter
filter
filter
filter
filter
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of f set

of f set

of f set

of f set

of f set

The Packet Content Filter is intended for controll ed depl oynent
and DDoS

scenari

os, such as traffic filtering,
mtigation based on known fixed packet-content patterns.

traffic optimzation

SHOULD deploy this filter only at controlled filtering | ocations,

such as provi der edge devi ces,

poi nt s,

traffic steering points,

mtigation

or other devices where the traffic inpact and roll back
procedures are wel |l understood.

Qperators SHOULD enabl e Packet Content Filter processing only on
devi ces that support packet-content parsing and have sufficient
filtering resources for the expected rule scale.

SHOULD be rejected or ignored locally according to | oca
VWhen encapsul ation is present,

out er packet.

i nner |

P packet when applicabl e,

base is unanbi guous.

6. Scal ability Considerations

70,

70,

50,

70,

50,

Qperators

Unsupported rul es
pol i cy.

such as MPLS, GRE, or other tunnels,
the of fset base can becone anbiguous if matching is applied to the
Qperators SHOULD apply nmatching to the decapsul ated
or otherw se ensure that the offset

Packet - content matching may consune limted inplenentation resources,
Qperators SHOULD limt Packet
Filter rules to a small set of high-value entries,

such as UDF, ACL

Cont ent

confirmed attack signatures,

or traffic optimzation policies.

When FSv2 is used,
of traffic requiring packet-content
combi ni ng packet-content matching with nore specific header-based

condi ti

Cui, et a

ons.

or TCAM entri es.

i nspection,

. Expi res 10 Novenber 2026

such as
operationally validated filtering rules,

for exanple by

rul e ordering SHOULD be used to reduce the anount
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Operators SHOULD restrict the propagation scope of Packet Content
Filter rules to avoid unnecessary inter-domain scale inpact. Inter-
domai n propagati on SHOULD be used only with explicit operationa
agreenent and suitable policy control

Security Considerations

Thi s specification does not change the security properties of BGP
itself. However, Packet Content Filter rules can affect traffic
treatnment and may cause packets to be dropped, redirected, rate-
limted, or other actions according to | ocal policy.

Qperators MJST apply appropriate inmport policies, validation
procedures, and authorization controls before accepting Packet
Content Filter rules. Such rules SHOULD be accepted only from
trusted BGP peers, and their propagati on scope SHOULD be restricted
by | ocal policy.

To reduce fal se positives, Packet Content Filter rules SHOULD be
combi ned with other FlowSpec match conditions, such as destination
prefix, source prefix, protocol, port, TCP flags, or fragnent-rel ated
condi tions, when applicable.

Unsupported rul es SHOULD be rejected or ignored locally according to

| ocal policy. |Inplenentations and operators SHOULD apply update-rate
limts and resource limts to avoid excessive control -plane | oad and

preserve BGP stability.

| ANA Consi der ati ons

| ANA is requested to assign a new Type Val ue for the Packet Content
Filter fromthe "Fl ow Spec Conponent Types" registry.

R o e e e e e e e oo S +
| Type Value | Nane | Reference |
Fom e e o - o e e e e e e eie oo n o +
| TBD | Packet Content filter | this document |
Fomm e oo - Tt o m e e e oo - +

For FSv2, a Packet Content Filter Conponent Type will be requested
fromthe appropriate FSv2 Extended IP Filters conponent registry
after that registry is defined.
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