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Abst r act

Thi s docunment specifies a DNS-native naning and resol uti on nmechani sm
for Al agents. Building upon the DNS specification (RFC 1035) and

| everagi ng Service Binding (SVCB) records (RFC 9460, RFC 9461), it
defines how Al agents are identified using Fully Qualified Domain
Nanmes (FQNs), how their identity and cryptographic keys are
publ i shed via DNS TXT records, and how nulti-version, nulti-protoco
service resolution is achieved using DNS SVCB records. The design
phi | osophy enmphasi zes DNS as the authoritative source, protoco

aut onony, and graceful degradation for |egacy clients. Wen version
is not explicitly specified, the highest priority (default) version
is provided. This approach naxim zes reuse of existing Internet
infrastructure while enabling the rapid evolution of Al agent
ecosyst ens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// nobr owni ng. gi t hub. i o/ dns- nati ve- agent - nam ng-resol uti on/
draft-cui-dns-native-agent-nam ng-resolution.htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-cui-dns-native-agent-nam ng-
resol ution/.

Di scussi on of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto: We@xanpl e.com), which is archived at
htt ps:// exanpl e. coml WG

Source for this draft and an issue tracker can be found at
https://github. com nobrowni ng/ dns- nati ve- agent - nam ng-resol ution

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 June 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

The energence of Al agents as autonompus software entities capabl e of
conmmuni cating with each other and with humans creates new
requirenents for namng, resolution, and identity verification

Exi sting approaches often rely on centralized registries or
application-layer discovery mechani snms that introduce single points
of failure and do not |everage the globally distributed, well-

under stood DNS infrastructure.

Thi s docunent proposes a DNS-native approach that builds upon the
foundati onal DNS specification [ RFCL035] and | everages the Service
Bi nding (SVCB) and HTTPS DNS Resource Records defined in [ RFC9460]
and [ RFC9461] for advanced service resolution. The core design
principl es are:

* *DNS is the authoritative source*: DNS TXT and SVCB records serve
as the single source of truth for agent identity and resol ution,
whi | e HTTP- based mechani snms serve only as fallback mrrors

* *Protocol s are autononous*: Agent interaction protocols (e.qg.,
[ A2A], [ANP]) are decoupled fromtransport, each defining its own
interaction senmantics

* *Default availability*: Basic A/ AAAA records [RFCL035] ensure
m ni mum connectivity, while enhanced resolution capabilities
through SVCB [ RFC9460] are optional but recommended. When version
is not explicitly specified, the highest priority (default)
version is provided.

The key innovations of this specification include:

1. Use of SVCB records [RFC9460] [RFC9461] for multi-version
di stribution and protocol negotiation

2. Use of TXT records [RFC1035] as identity trust anchors with
public key publication and SVCB integrity protection

3.  An HITPS-based fall back mechani sm (agent-dns.json) for clients
wi t hout SVCB support

4. Flexible security nodel supporting both DNSSEC and si gni ng

Expi res 25 June 2026 [ Page 4]
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The following terns are used throughout this docunent:

Agent: An autononmpus software entity capabl e of communicating with
ot her agents or humans using defined protocols.

Agent ldentifier: A Fully Qualified Domain Name (FQDN) that uniquely
identifies an agent.

Agent Protocol: The application-layer protocol used for agent-to-
agent conmuni cation (e.g., [A2A], [ANP]).

Desi gn Principles
This specification follows four core principles:

[ oo oo
| Principle

DNS is the sole authoritative |
source for agent resolution; HTTP |
serves only as a readable mrror |

| Pat h-1ndependent | Version and endpoi nt sel ection |
| | are controlled by DNS, not URL |

| | paths |
o e e e e oo oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
| Protocol | Agent interaction protocols are |
| Aut onony | decoupled fromtransport |
Fom e e e oo e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
| Default | A/ AAAA records guarantee m ni num |
| Availability | connectivity; enhanced features |
| | are optional. Default version is |
| | provided when not specified |
o e e oo o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +

Table 1
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4. Nam ng and Resource Location
4.1. Dormain Name as ldentity
Each agent is uniquely identified by a stable Fully Qualified Domain
Nane (FQDN). Donmain ownership combined with TLS certificates forns
the foundation of agent identity.
4.1.1. Naming Rules
* Use donai n nanmes or subdomai ns owned by the organi zation
* Agent version changes do not introduce new identities
* No registration with any central authority is required
4.1.2. Nam ng Exanpl es
# Recommended: dedi cated subdomai ns
transl at or. agent s. exanpl e. com
assi stant. ai . conpany. com
agent 123. agent s. exanpl e. com

4.2. Resource Location via DNS

Thi s specification does not use URL paths for version expression
Al'l version and endpoint selection is controlled by DNS records:

1. Query DNS SVCB records -> obtain version, endpoint, and protoco
i nformation

2. Query DNS TXT records -> obtain public key and verify identity
3. Connect to the Target Nane: port specified in SVCB
4. Interact according to the protocol specification
5. DNS Record Design
Thi s specification uses three types of DNS records [ RFC1035], each

with distinct responsibilities. The SVCB record type is defined in
[ RFC9460] and [ RFC9461]:
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| Record | Responsibility | Requirenent |
| Type | | |
[ bbb e sl e s
| A/ | Basic connectivity | REQUI RED - ensures

| AAAA | | mninmmavailability |
Fommmaa - T domemmemeeemeaeeaaaas +
| TXT | Identity declaration, public | REQU RED - identity

| | key publication, SVCB integrity | trust anchor |
| | (svcb-digest), signature | |
S I . R +
| SVCB | Version distribution, endpoint | RECOMVENDED - |
| | resolution, protocol | enhanced resolution |
| | negotiation | |
Fomm oo o e e e e e e e e e e e e e e T +

Table 2

TXT Record: ldentity Trust Anchor

TXT records [ RFC1035] serve as the sole trust anchor for agent
dentity and integrity. Their responsibilities are strictly limted

i
t

1.

2

5. 1.

o four functions:

Decl are agent identity

Publ i sh public key / fingerprint

Protect SVCB record integrity via digest (svcb-digest)
Sign identity and integrity netadata (tanper-proof)

1. TXT Record For mat

agent.sranslator.exanple.con1 IN TXT (

"Kré;key-ZOZS-Ol;"

"al g=Ed25519; "

"pk=base64- encoded- publ i c- key; "

"svcb- di gest =base64- encoded- sha256- di gest ;"
"si g=base64- encoded- si gnat ure"

Expi res 25 June 2026
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5.1.2. TXT Field Descriptions

[} g ———— e p—p—p—p—p—(—(—————————————————————————————r 1
| Field | Description |
[ el sl
| v | Version identifier, fixed as 1 |
R o m e e e e e e e e e e e e e e e ao oo +
| kid | Key identifier, used for key rotation |
S o e m e e e e e e e e e e e e e e me e +
| alg | Signature algorithm Ed25519 |
| | (RECOMMENDED) or ES256 |
S o m e e e e e e e e e e e e aao o +
| pk | Base64-encoded public key |
o m e e e oo - o m e e e e e e e e e e e e e emamao - +
| svcb-digest | Base64-encoded SHA-256 digest of |
| | canonicalized SVCB records (OPTIONAL |
| | but RECOVMMENDED when signing is used) |
S o m e e e e e e e e e e e e aao o +
| sig | Signature over record content |
| | (OPTIONAL but RECOMVENDED) |
S o e m e e e e e e e e e e e e e e me e +
Table 3

5.2. SVCB Record: Version Distribution and Protocol Negotiation

SVCB (Service Binding) records [ RFC9460] are the core resolution
mechani sm serving the follow ng responsibilities:

SVCB Rol e |
oo oo o1
Target Nanme + port specify |
the service endpoint |

| Version
| Distribution

Private SvcParam decl ar es |
agent version |

| Protocol
| Negotiation

Private paraneters declare |
supported agent protocols |

Table 4

5.2.1. SVCB Record Exampl e
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# Conpl ete SVCB record exanpl e
_agent.transl ator.exanple.com IN SVCB 1 agent-v3. exanmple.com (

al pn=h2

port =443

key65480="v3" ; Agent version
key65481="a2a, anp" ; Supported agent protocols

)

# v2 version (lower priority)
_agent.transl ator.exanple.com IN SVCB 2 agent-v2.exanple.com (
al pn=h2
port =443
key65480="v2"
key65481="a2a"

)

5.3. Version and Protocol Resolution
5.3.1. SVCB Private Paraneters

Thi s specification introduces two SVCB private paraneters (SvcParan)
as defined in [ RFC9460] to declare version and protocol

E b oo e el oo
| Parameter | Semantics | Exanple |
B el s sl sl 1)
| key65480 | Agent version | "v3", "v2.1.0"

F-- - - - I i T R i +
| key65481 | Agent protocols | "a2a", "a2a, anp"
I I I R I I I +

Table 5

5.3.1.1. Version Sel ection Behavi or
Clients can

* *Default selection*: When version is not specified, the highest
priority version based on SVCB priority is used

* *Specific selection*: Specify key65480 value to select a
particul ar version

* *Protocol filtering*: Select only versions supporting specific
protocol s (key65481)
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5.3.2. ALPN Usage

ALPN is used for TLS-layer protocol negotiation (e.g., h2, h3).
Agent interaction protocols ([A2A], [ANP]) are declared via SVCB
private paraneters (key65481), not ALPN values. This ensures
conmpatibility with existing TLS ecosystens and reserves space for
future | ANA registration

5.3.3. Relationship Between Version and Protoco

Thi s specification clearly distinguishes two |ayers:

[ oo, s oo s el ey o}
| Layer | Declaration Location | Exanple |
 Sps e e s s el s sty
| Agent Version | key65480 | v3, v2.1.0

I I T I I I I I +
| Agent Protocol | key65481 | a2a, anp

S I A ] I T I +

6. HTTPS Fal | back Mechani sm

To ensure "works by default" behavior, this specification introduces
an optional but strongly recomended fall back mechani sm

6.1. agent-dns.json

For clients that do not support SVCB queries, agents can publish a
JSON mirror of DNS records at an HITPS endpoi nt:

https://{agent-id}/.well-known/ agent-dns.json
6.1.1. Media Type

The agent-dns.json file MJST be served with the followi ng HTTP
header s:

Cont ent - Type: application/json; charset=utf-8
Cache- Control : nax-age=300

Servers SHOULD set an appropriate Cache-Control header. A val ue

bet ween 300 seconds (5 minutes) and 3600 seconds (1 hour) is
RECOMVENDED.
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6.1.2. JSON Signature

The JSON file MJUST include a signature for integrity protection.
Unli ke the TXT record signature which covers only TXT fields, the
JSON signature covers the conplete service binding infornation.

The signature is conputed over the canonical JSON representation of
the docunent (excluding the sig field) as defined in [ RFC8785] (JSON
Canoni cal i zati on Schene).

6.1.3. JSON Schema Definition

The agent-dns.json file MJST conformto the following JSON Schena:

{
"$schema": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://exanple.conifagent-dns. schena.json",
"title": "Agent DNS JSON',
"description": "Mrror of DNS records for agent resolution",

"type": "object",
"required": ["agentld", "txt", "sig"],
"properties": {
"agent1d": {
"type": "string",
"description": "The FQDN identifying the agent",
"pattern": "“[a-zA-Z0-9]([a-zA-Z0-9-]1*[a-zA-Z0-9])"7
(\\.[a-zA-Z0-9] ([a-zA-Z0-9-1*[a-zA-Z0-9]) ?) *$"
},
"txt"r |
"type": "object",
"description": "Core identity fields fromDNS TXT record",

"required": ["v", "kid"],
"properties": {
v {
"type": "string",
"const": "1"
1
"kid": {
"type": "string",
"description": "Key identifier"
},
“alg": {

"type": "string",

"enunt: ["ES256", "Ed25519"],

"description": "Signature algorithnt
}1
"pk": |

"type": "string",

Cui Expi res 25 June 2026 [ Page 11]
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"description": "Base64-encoded TLS certificate public key"
}
}
1
"svecbh": {
"type": "array",
"description": "Mrror of DNS SVCB records",
"itenms": {
"type": "object”,
"required": ["priority", "target", "port"],
"properties": {
"priority": {
"type": "integer",
"m ni mun': 1,
"maxi mun': 65535
}

arget": {

"type": "string",

"description": "Target hostnanme"
},
"port": {

"type": "integer",
"m nimun': 1,
"maxi munm': 65535

} i)
"al pn": {
"type": "array",
"itens": {
"type": "string"

}

1gentV@rsion": {
"type": "string",
"description": "Agent version (mrrors key65480)"

}

gent Prot ocol s": {
Iltypell: n ar.r.aylll’
"itenms": {

"type": "string"

"aescription": "Supported protocols (mrrors key65481)"
}
}
}

ig": | .
"type": "string",
"description": "Base64-encoded signature over canonical JSON

}

Cui Expi res 25 June 2026 [ Page 12]
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(excluding sig field)"

}
}
}
6.1.4. File Structure Exanpl e
{
"agentld": "transl ator.exanple.cont,
"txt"r |
vyttt
"kid": "key-2025-01",
"al g": "ES256",
"pk": " MFkwEWYHKo0ZI zj 0CAQYI KoZl zj ODAQcDQQAE. . . "
}
"svech": |
e,
"priority": 1,
"target": "agent-v3.exanple.coni,
"port": 443,
"alpn": ["h2"],
"agent Version": "v3",
"agent Protocol s": ["a2a", "anp"]
H
e,
"priority": 2,
"target": "agent-v2.exanple.cont,
"port": 443,
"alpn": ["h2"],
"agent Version": "v2",
"agent Protocol s": ["a2a"]
}
I
"sig": "MEUCI QC7..."
}

6.1.5. JSON Signature Conputation
The signature over the JSON file is conputed as foll ows:
1. Construct the JSON object without the sig field.

2. Serialize using JSON Canonicalization Schene (JCS) as defined in
[ RFC8785] .

3. Conpute the signature using the TLS private key.

4. Encode the signature using Base64.

Cui Expi res 25 June 2026 [ Page 13]
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json_without_sig = { agentld, txt, svcb }

canoni cal _json = JCS(j son_wi t hout _si Q)

signature = Sign(TLS private_key, UTF-8(canonical _json))
sig = Base64Encode(si gnature)

6. JSON Signature Verification

Clients MJST verify the JSON signature:

1. Fetch the JSON file over HITPS

2. Extract the sig field and renmove it fromthe object.
3. Serialize the remaining object using JCS

4. Obtain the public key fromthe txt.pk field in the JSON

5. Verify the signature.

6. (RECOMMENDED for TLS-based signing) Verify that txt.pk nmatches

the TLS certificate’s public key.

If verification fails, the client MIUST reject the JSON file.

Not e: When agent providers use separate key pairs (not TLS-based),

the verification in step 6 is not applicable. In such cases,

integrity of the JSON file depends on the authenticity of the public

key in txt.pk, which has the same trust anchor linitations as
described in the Security Mddel Overview.

Desi gn Principles

* *Mrror, not addition*: JSON only mrrors information already in

DNS; it does not introduce content absent from DNS

* *DNS remains authoritative*: HTTPS JSON is only a "readable

mrror", not a new authoritative source

* *Signature required*: JSON files MJST be signed for integrity

protection

* *Schema validated*: Cients SHOULD val i date JSON agai nst the

defi ned schemn
Appl i cabl e Scenari os

* (dients that do not support SVCB queries

Expi res 25 June 2026
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*  Browsers / debugging tools

* Early ecosystemtransition period

* Environnents where DNS resolution is limted
7. Security

This section defines the security mechani snms for ensuring the
integrity and authenticity of agent resol ution data.

7.1. Security Mdel Overview

Thi s specification provides two approaches for ensuring the integrity
and authenticity of agent resolution data:

1. *DNSSEC ( RECOMVENDED) *: Protocol -1evel cryptographic
aut henti cation of DNS data

2. *Signature-based Security (OPTIONAL but RECOMVENDED)*: Signi ng of
TXT content, SVCB digest, and JSON fall back

[ el el ey
| Mechani sm | Protection | Trust Anchor |
I | Scope I I
| DNSSEC | Al DNS | DNS root zone |
| | records (TXT, | |
| | SVCB, A AAAA) | |
o e e oo o o e e e e e i eee oo n +
| Signhature-based | TXT content, | Web PKI (when using TLS |
| Security | SVCB digest, | keys) or self-declared |
| | JSON fallback | (when using separate keys) |
o e e e e oo S oo e e e e e e i oo oo oo +
Table 7

7.1.1. DNSSEC-based Security (RECOVMVENDED)

DNSSEC [ RFC4033] provi des cryptographic authentication of DNS data at
the protocol level. Wen enabl ed:

* Al DNS records are signed by the zone' s DNSSEC keys
* Clients with DNSSEC validation can verify record authenticity

* No application-layer signatures are required

Cui Expi res 25 June 2026 [ Page 15]
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DNSSEC i s the RECOVMENDED approach for environments where it is fully
depl oyed.

7.1.2. Signature-based Security (OPTI ONAL but RECOVVENDED)

Thi s specification defines an optional but recomended signing
mechani smfor integrity protection. Agent providers have two options
for key managenent:

7.1.2.1. Option 1. TLS Certificate Keys ( RECOVWENDED)

Using the domain's TLS certificate keys provides a conplete trust
chai n:

* Uses the domain’s TLS certificate private key for signing
* Public key is published in the TXT record (pk field)
* Enables verification through the established Web PKI trust chain

* dients can verify that pk matches the TLS certificate presented
during HTTPS connecti on

When TLS-based signing is used:

1. The TXT record contains the TLS certificate's public key

2. The TXT record contains a digest of SVCB records (svcb-digest)
3. A signature covers the TXT content including the SVCB digest

4. Cients can verify the signature using the public key fromthe
TLS certificate chain

7.1.2.2. Option 2: Separate Key Pair

Agent providers MAY use a separate key pair (not derived fromTLS
certificates) for signing:

* Agent provider generates and nanages their own key pair
* Public key is published in the TXT record (pk field)

* Signature is conmputed using the corresponding private key
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*Trust Anchor Limtation*: Wen using separate keys, the trust anchor
islimted to the TXT record itself. |If the TXT record is tanpered
with (e.g., via DNS spoofing or cache poisoning), an attacker could
repl ace both the public key and signature, rendering the integrity
protection ineffective. This is because:

* The public key in the TXT record is self-declared w thout externa
verification

* (dients have no independent trust anchor to verify the
authenticity of the public key

* SVCB records and agent-dns.json cannot be reliably verified if the
TXT record is conproni sed

For this reason, when using separate keys:

* DNSSEC depl oynent becones nore inportant to protect the TXT record
itself

* (Cients SHOULD treat records from non- DNSSEC zones wi th
appropriate caution

* Qut-of-band key distribution nechani sns MAY be used to establish

trust
.3. Choosing a Security Mechani sm

[ ety el ey
| Scenario | Recommended | |
I | Approach I I
| DNSSEC fully | DNSSEC al one is | |
| depl oyed | sufficient | |
oo o e e e e o s o m e e e e e e aao o +
| DNSSEC not | Use TLS-based | |
| avail abl e | signing (Option 1) | |
o m e e e oo - Fom e e e e oo o St +
| High security | Use both DNSSEC | |
| requirements | and signing | |
| | (defense-in-depth) | |
o o e e oo o m e e e e i oo +
| HTTPS | Signing required | |
| fallback | for JSON integrity | |
| required | | |
S o e e e e oo o e e e e e e e e oo oo +
| | Using separate | Limted trust; consider |
| | keys without | additional verification
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| | DNSSEC | nmechani sns |

Tabl e 8
7.2. SVCB Integrity Protection
When si gnat ure-based security is used, SVCB records are protected via
a digest stored in the TXT record. This section defines the
canoni cal i zati on and di gest conputation procedures.

7.2.1. SVCB Canonicalization

To conpute the svch-digest, SVCB records MJST be canonicalized as
fol | ows:

7.2.1.1. Step 1. Collect and Sort

1. Collect all SVCB records for the agent’s _agent prefix.

2. Exclude AliasMdde records (priority = 0).

3. Sort records by priority in ascending order (lowest first).

4. |If priorities are equal, sort by TargetName | exi cographically.
7.2.1.2. Step 2: Normalize Each Record

For each SVCB record, construct a canonical string in the follow ng
format:

<priority> <target> <parans>
Where: - priority: Decimal integer with no | eading zeros - target:
Fully qualified domain nanme in | owercase, with trailing dot renoved -
parans: SvcParans in sorted order by key nunber, formatted as
key=val ue

7.2.1.3. Step 3: SvcParam Nornalization
SvcParans MJUST be nornalized as foll ows:
1. Sort by SvcParamnmKey nunber (ascending).

2. Format each parameter as: key<nunber>=<val ue>

3. String values are enclosed in doubl e quotes.
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4. List values (e.g., alpn) use comma separation with no spaces.
5. Separate paraneters with a single space.

7.2.1.4. Canonical Format Exanple

# Oiginal SVCB records

_agent.transl ator.exanpl e.com IN SVCB 2 agent-v2. exanmple.com (

al pn=h2 port=443 key65480="v2" key65481="a2a"

_agent.transl ator.exanple.com IN SVCB 1 agent-v3.exanple.com (
al pn=h2 port =443 key65480="v3" key65481="a2a, anp"
)

# Canoni cal representation (sorted by priority):
1 agent-v3. exanpl e. com keyl=h2 key3=443 key65480="v3" key65481="a2a, anp"
2 agent-v2. exanpl e.com keyl=h2 key3=443 key65480="v2" key65481="a2a"

Note: alpn is SvcParanKey 1, port is SvcParanKey 3 as defined in
[ RFC9460] .

7.2.2. Digest Conputation
canoni cal _svchb = <linel> + "\n" + <line2> + "\n" + ..
di gest _bytes = SHA- 256( UTF- 8( canoni cal _svch))
svch-di gest = Base64Encode(di gest byt es)

The resulting svcb-digest is approximately 44 characters (32 bytes
encoded in Base64).

7.3. Signature Specification

This section defines the signature nechani smwhen signature-based
security is used.

7.3.1. Public Key Requirenents

The pk field contains the public key used for signature verification

There are two options:
7.3.1.1. Wen Using TLS Certificate Keys ( RECOMVENDED)

The pk field MJUST contain the public key fromthe domain’s TLS
certificate:

1. Extract the SubjectPublicKeylnfo fromthe TLS certificate

2. Encode using Base64 [ RFC4648].

Cui Expi res 25 June 2026 [ Page 19]



I nt

ernet-Draft DN- ANR Decenber 2025

3. The certificate MJUST be valid for the agent’s domai n nane.

7.3.1.2. \Wen Using Separate Key Pair

The pk field contains the agent provider’s self-nanaged public key:
1. Cenerate a key pair using a supported al gorithm

2. Extract the public key in SubjectPublicKeylnfo format.

3. Encode using Base64 [ RFC4648].

Not e: When using separate keys, the public key is self-declared and

| acks an i ndependent trust anchor. See Security Mdel Overview for
i nplications.

7.3.1.3. Supported Key Types

7.3.

7.3.

* EC P-256 (for ES256 algorithm - RECOMVMENDED

*  Ed25519 (for Ed25519 al gorithm

2. Signature Input Construction

The signature input MJST be constructed by concatenating the
following fields in order, separated by sem colons, with no trailing

sem col on:

signing_input = "v=" + v + ";kid=" + kid + ";alg=" +alg + ";
pk=" + pk + ";svcb-digest=" + svcb-digest

Exanpl e: ~~~ v=1; ki d=key- 2025- 01, al g=ES256; pk=MrkwEwYHKoZI . . . ; svcb-
di gest =K7gNU3sdo+QOL. .. ~~~

3. Signature Generation

signature_bytes = Sign(private_key, UTF-8(signing_input))
si g = Base64Encode(si gnat ure_bytes)

Where private key is either: - The TLS certificate's private key
(Option 1, RECOWENDED), or - The agent provider’s separately nanaged
private key (Option 2)

For ES256: signature is 64 bytes (r || s format), resulting in 88

Base64 characters. For Ed25519: signature is 64 bytes, resulting in
88 Base64 characters.
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7.3.4. Signature Verification Procedure

7.3.

Clients MJST performthe follow ng steps:

1. Parse TXT record and extract v, kid, alg, pk, svch-digest, sig
fields.

2. Reconstruct signing_input fromv, kid, alg, pk, svcb-digest.
3. Decode pk from Base64 to obtain the public key.

4. Decode sig from Base64 to obtain the signature bytes.

5. Verify the signature using the specified algorithm

6. (RECOMMVENDED for Option 1) Verify that pk matches the TLS
certificate presented during connection

If verification fails, the client MJST reject the TXT record.

VWhen using Option 2 (separate key pair), clients should be aware that
the signature only proves consistency between the TXT record content
and the private key holder. Wthout DNSSEC or TLS binding, there is
no external trust anchor to verify the key's authenticity.

5. TLS Certificate Binding Verification (Qption 1 Only)

When TLS certificate keys are used (Option 1), clients SHOULD verify
that the pk in the TXT record matches the server’'s TLS certificate:

1. Establish TLS connection to the agent’s domain

2. Extract the public key fromthe server’'s certificate.
3. Conpare with the pk field in the TXT record.

4. |f mismatch, treat as verification failure

Thi s binding ensures that the entity controlling the TLS private key
is the sane entity that published the DNS records.

Note: This verification is not applicable when separate key pairs are

used (Option 2), as the pk in the TXT record will not match the TLS
certificate.
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8. I nplenentation Checkli st
8.1. For Agent Publishers
1. Prepare donmain nane, configure HTTPS and TLS certificate
2. Configure DNS A/ AAAA records (basic connectivity)
3. Configure DNS TXT record (_agent.xxx), publish public key
4. Configure DNS SVCB records, declare version and protocols
5.  (RECOMMENDED) Publish /.well-known/agent-dns.json fallback file
6. (RECOMVENDED) Enabl e DNSSEC
8.2. For dient Devel opers
1. Query SVCB records, parse version and endpoint information
2. Query TXT records, extract public key
3. (Fallback) If SVCB unavail able, fetch agent-dns.json
4. Connect to endpoint per agent protocol (key65481) specification
5. ( RECOMVENDED) Val i date DNSSEC
8.3. DNS Record Configuration Exanple
; Basic connectivity
transl at or. exanpl e. com IN A 203.0.113.50
transl at or. exanpl e. com I N AAAA  2001: db8::50
; ldentity trust anchor (with SVCB integrity protection)
_agent.transl ator.exanple.com |IN TXT "v=1; ki d=key-2025-01;
al g=Ed25519; pk=...;svcb-digest=...;sig=..."
; Version resolution (SVCB)
_agent.transl ator.exanple.com IN SVCB 1 agent-v3.exanple.com (

al pn=h2 port=443 key65480="v3" key65481="a2a, anp"
)

_agent.translator.exanmple.com IN SVCB 2 agent-v2.exanmple.com (
al pn=h2 port=443 key65480="v2" key65481="a2a"

)
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Security Considerations
Thi s specification uses DNS as the authoritative source for agent
resolution and identity information. |Its security objectives are to
ensure the authenticity, integrity, and verifiability of resolution
results, rather than eval uating agent service quality or behaviora
trustwort hi ness.
Thr eat Model
This specification prinmarily considers the follow ng threats:

* DNS poi soning or cache pollution |eading to incorrect endpoint
resol ution

* Tanpering with resolution results to redirect clients to
uni nt ended endpoi nts

* Downgrade attacks inducing clients to use ol der versions or weaker
prot ocol s

* Trust violations caused by expired or replaced identity
decl arati ons

Mandat ory Security Requirenents
To address the above threats, this specification mandates:

* Cients MJST conplete TXT verification before using any SVCB
resolution results

* Cients MJIST perform TXT- SVCB consi stency checks

* Cients MJST use TLS [ RFCB446] and verify server certificates
[ RFC9525]

* Cients MJUST NOT use endpoints that fail verification

* Agents MJST synchronously update TXT and SVCB i nformation when
versi ons or endpoi nts change

DNSSEC Usage

* Agent operators SHOULD enabl e DNSSEC [ RFC4033] for their domains
to enhance DNS-1layer data integrity

* Cdients MAY verify DNSSEC si gnhatures
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9. 4.

10.

11.

* This specification MJUST NOT rely on DNSSEC as the sol e security
mechani sm its absence SHOULD NOT cause system unavailability

Speci fication Scope

Thi s specification guarantees the follow ng properties:
* Verifiability of agent identity

* Integrity and consistency of resolution results

* Encryption and tanper-proofing of connections

Thi s specification does NOT attenpt to address:

* Agent capability authenticity

* Service quality (SLA) or behavioral conpliance

* Agent reputation or governance issues

These concerns shoul d be handl ed by upper-1|ayer protocols,
operational frameworks, or governance nechani sns.

| ANA Consi der ati ons

Thi s docunent requests | ANA registration of the foll owi ng SVCB
SvcPar anKeys:

| Nurber | Nane | Meani ng | Reference |
| 65480 | agent-version | Agent version identifier | This |
| | | | docunent |
T o e e e oo e e e e e e e eaea oo n Fom e +
| 65481 | agent-protocols | Conmma-separated |ist of | This |
| | | supported agent protocols | docunent |
Fomm e - o - o e e e e oo - Tt N +

Table 9
Not e: The val ues 65480 and 65481 are in the private use range
(65280- 65534) as defined in [ RFC9460]. Upon publication, these
shoul d be replaced with | ANA-assigned values fromthe Expert Review
range.
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