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Abst ract

Thi s docunent proposes a standardi zed protocol for *discovery and

i nvocation of Al agents* over HITP. It defines a comon netadata
format for describing Al agents (including capabilities, I/0

speci fications, supported | anguages, tags, authentication nethods,
etc.), a semantic search nmechanismto discover and nmatch agents based
on capabilities, and a unified RESTful invocation interface for
calling those agents. The goal is to enable cross-platform
interoperability among Al agents by providing a * “di scover and

mat ch” * mechani smand a *unified invocation entry point* via standard
HTTP. Security considerations, including authentication and trust
measures, are also discussed. This specification ainms to facilitate
the formation of multi-agent systens by making it easy to find the
right agent for a task and invoke it in a consistent manner across
different vendors and pl atforns.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://exanpl e. coml LATEST. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-cui-ai-agent-
di scovery-invocation/.
Di scussion of this docunent takes place on the W5 Worki ng G oup
mailing list (mailto: We@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 18 April 2026.
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1.

I nt roducti on

Al agents (autonompus services powered by Al nodels) are
proliferating rapidly across industries. Milti-agent collaboration
scenari os are beconing common, where different Al agents need to work
together. However, *technology fragnentation has led to “capability
i sl ands” agents fromdifferent vendors and platforns often cannot
easily interconnect or formcoordinated teans*. Many enterprises have
depl oyed Al agents (a PwC survey indicates 79% of conpani es have done
so, with 66%reporting significant productivity gains), yet they face
chall enges in integrating these diverse agents into unified
wor kf | ows.

One key challenge is *discoverability*. Currently, finding an
appropriate agent for a given task often relies on nanual searches or
browsi ng through catal ogs, which is inefficient. Agents are

di stributed across nmany platforns and repositories, and each nay have
its own way of categorizing or exposing them naking it conplicated
for a devel oper or systemto find the best match. For exanple, sone
pl atforns host thousands of Al tools but require users to navigate by
predefined categories, and others provide basic search services but
still depend on manual addition and configuration of agents by the
user. Mreover, different agents m ght advertise overl apping or

uncl ear capabilities, leading to confusion and the risk of msuse if
an agent’ s clainmed capabilities are not trustworthy.

Anot her challenge is the *lack of a unified invocation interface*.
Once an agent is identified, calling it may involve platformspecific
APl's, custominput/output formats, or unique authentication schenes.
Integrators nmust wite customintegration code for each new agent
service. This heterogeneity hinders the seam ess conposition of
agents fromdifferent sources. A unified calling mechani smwould
allow clients to invoke any conpliant agent through a conmon
protocol, hiding underlying platformdifferences a concept simlar
to services |like QpenRouter, which provide a single APl to access
nmodel s frommultiple providers

*Scope of this Docunent:* This document addresses the above
chal | enges by speci fying:

* A standard *agent netadata schema* to describe an Al agent’ s
capabilities, interfaces, and requirenments.

* A *discovery and matching APl * (RESTful) that allows clients to
find suitable agents via semantic search of agent netadata.

* A *unified invocation API* that defines howto call any conpliant
Al agent and receive results in a consistent format.

Cui, et al. Expires 18 April 2026 [ Page 3]



Internet-Draft HAI DI P Cct ober 2025

* *Security and authentication guidelines* to ensure only authorized
and safe interactions with agents.

* An *exanple interaction flow illustrating how a client can
di scover and invoke an agent using this protocol.

By defining these elements, we aimto foster an open ecosystem where
Al agents fromdifferent vendors can be registered in a common
directory, searched by capability, and invoked in a uniformway.

This will reduce integration effort and enable dynamic “agent teans”
to be conposed on the fly, as all agents adhere to a commmon

i nvocati on standard.

2. Term nol ogy
For clarity, this draft uses the follow ng terns:

* *Al Agent (or sinply Agent):* An Al-driven service or tool that
performs a specific task or set of tasks. An agent typically
exposes a network APl (in this context, an HITP-based API)

[ RFC9110] to accept requests and return results. It could be a
| arge | anguage nodel interface, an image anal ysis service, an
aut ononous task-sol ving agent, etc.

* *Agent Metadata (Agent Description or *Agent Card*):* A machi ne-
readabl e description of an agent’ s capabilities and interfaces.
This is often a JSON docunment containing the agent’ s identity,
functionality, input/output specifications, supported |anguages,
tags for search, and details on how to invoke and authenticate to
the agent. The netadata acts as the agent’ s “profile” in the
di scovery system

* *Client:* An entity (application, service, or another agent) that
searches for and invokes agents via this protocol

* *Registry / Discovery Service:* A service inplenenting the

di scovery and matching APl as defined in this docunment. It
i ndexes agent metadata (from one or nmany providers) and all ows
clients to search for agents. |In some deploynents, this could be

a centralized agent directory, whereas in others it could be a
distributed or federated index. The registry may also facilitate
the unified invocation (as a gateway) or sinply provide the
information for direct invocation
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3.

* *Unified Invocation Endpoint:* The standardi zed interface (HTTP
met hod, path, and data format) through which a client sends
requests to an agent and receives responses, abstracting away the
agent’ s internal inplenentation details. This could be
i npl ement ed by each agent (each agent hosting a conformant APlI) or
by a gateway that routes requests to agents.

Architecture

The following ASCII diagramillustrates the high-level architecture
of the discovery and invocation protocol:

R ) R T + | dient | +-------mmommomnn- + 1 M

Di scovery & Search | | | Unified Invocation (HTTP APl) v | | (POST

/agents/{id}/invoke) +---------------------- + | Registry/ Gateway |

A L + A | Search Results (netadata, score) |

Forwarded Invocation | v | +-------------- + ] | Agent Host 1 | |

D LR + 1 || v] +--meeea- - + ] | Agent Host 2 | |

L + ] || v] +--meeea--- + ] | Agent Host N | |

o e e e e o - + |

R R o + 1 | | (Optional

Direct Invocation, dashed line) | v v +-------------- +

R L L + | Agent Host 1 | | Agent Host 2 |
| Agent Host N | +-------------- L +

o e e o - +

Figure 1: dient Registry/ Gateway Agent Hosts
(Direct and Gateway | nvocation)

This figure illustrates the overall architecture of the discovery and
i nvocati on protocol.

_Note: The dient first uses the Registry/ Gateway for discovery
(search and netadata retrieval). For invocation, two nbdes are
supported: (1) *Gateway |Invocation*, where the Cient calls the

uni fi ed endpoint and the Registry forwards the request to the
appropriate Agent Host; and (2) *Direct Invocation*, where the dient
may optionally call an Agent Host directly. This dual-path design
bal ances interoperability, centralized control, and | ow I atency
flexibility.
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4. Agent Metadata Format

* Each agent discoverable via this protocol nust publish an *Agent
Met adat a* record (an “Agent Card” ), typically as a JSON [ RFC8259]
obj ect, optionally available at a standard URL (e.g., /.well-
known/ agent -card. json). Metadata enabl es both human under st andi ng
and machi ne processing for discovery and vali dation.

Key fields include:
- *id*: Unique identifier (UU D, slug, or UR).

- *nane / description*: Human-readabl e | abel and short
description of the agent’ s purpose.

- *capabilities*: Array of tags describing core functions (e.qg.,
transl ation, vision).

- *operations*: (Optional) Structured list of operations, each
wi th name, description, input/output schema, and endpoint. For
simpl e agents, inputs/outputs at the top | evel may be used
i nst ead.

- *endpoint*: Base URL or path to invoke the agent.

- *authentication*: Required auth nethod (none, APl key, QAuth2,
nirLs)

- *Optional fields*: supported | anguages, tags, protocols,
version, provider, license, certification, |ast_update.

This nmetadata format provides a consistent way to descri be agent
identity, capabilities, and invocation details, supporting secure
di scovery, filtering, and interoperability across registries.

*Exanpl e Agent Metadata (JSON): *

json { "id": "translator-001", "nanme": "Miltilang Text Translator",
"description": "Transl ates text between English and French.",
"capabilities": ["translation", "language"], "inputs": { "text":
"string", "source_language": "string", "target | anguage": "string" },
"outputs": { "translated text": "string" }, "supported | anguages"
["en", "fr"], "tags": ["NLP", "translation", "English", "French"],
"aut hentication": "APlI Key", "endpoint":
"https://api.exanpl e.con agents/transl ator-001", "version": "1.0",
"provider": "ExanpleAl", "certification": { "verified": true,
"quality score": 4.8 } }
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_Figure: An illustrative exanple of an agent’s netadata. This agent
can transl ate text between English and French. It requires an API
Key for authentication and is marked as verified with a high quality
score. |In practice, the netadata format coul d be extended or
serialized in different ways (JSON, JSON-LD, etc.), but a concise
JSON structure as shown is the default.

The netadata format is crucial for discovery; it should provide
enough information for a registry service to index the agent
effectively (including semantic content from nane, description, and
tags) and for clients to know how to interact with the agent.
Conmuni ti es working on agent interoperability have stressed the

i nportance of a conprehensive, machi ne-readable “agent card” schemm
that covers capabilities, interfaces, and security requirenents
Formal schemas for inputs/outputs allow programmtic integration and
even aut onmated conposition of agents, and including protocol/auth
details ensures that invocation can be automated. Each agent should
keep its netadata updated (preferably accessible at a stable URL) to
reflect its current capabilities and interface. Caching and indexing
by di scovery services can be aided by standard HTTP cache headers on
the metadata resource (e.g., ETag, Last-Mdified). |In the future, a
dedi cated nedia type for agent netadata could be registered (for
exanpl e, application/agent-card+json) to nake it easier to identify
and val i date these documnents.

5. Discovery and Matching Mechani sm

A regi stry exposes RESTful endpoints for listing, searching, and
retrieving agent netadata. The discovery APl supports both
structured filters and semantic (natural |anguage) search

| mpl enent ati ons may use enbeddi ng-based simlarity or rul e-based
mat chi ng; the protocol only standardizes the interface and result
format (including an optional rel evance score).

5.1. Discovery Service AP
At m nimum the discovery service provides the follow ng endpoints:

* *list Al (Public) Agents:* GET /agents (or /agents/public)
returns a list of agent netadata entries that are publicly
avail abl e for discovery. This endpoint allows unauthenticated
browsi ng of agent descriptions (for agents that are open to all).
It may support query paraneters for basic filtering (e.g., by
capability or tag) and pagi nation. The response would typically
be a JSON object containing an array of agents (each possibly
abridged to key fields like id, nane, description, etc.) and
perhaps a count or pagi nation |inks.
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* *Search Agents:* POST /agents/search allows the client to submt
a search query and criteria to find matching agents. A POST
met hod is used (rather than GET) to allow conpl ex query parameters
and to support senantic query content in the request body. This
endpoint requires the client to be authenticated if the search
shoul d include private or entitled agents (see Security and
Aut henti cation bel ow), ensuring that each client sees only the
agents they are allowed to access. The request body and response
format are described bel ow.

These endpoints can be part of a single “registry” service. In
federated scenarios, nultiple registries mght exist (e.g.,
enterprise-specific ones, or vendor-specific ones), but all would
adhere to the same APl structure so that a client could query any of
themin a standard way.

5.2. Search Request and Response

*Sear ch Request:* The client sends a JSON request to POST /agents/
search describing what it is looking for. The format may incl ude:

* *query* (string): A text description of the desired capability or
task. This can be natural |anguage (e.g., "Find an agent that can
summari ze a docurment" or "inmage classification of nmedica
i mges"). The discovery service will performa semantic match of
this text against agent netadata (such as agent descriptions,
nanes, and tags) using NLP techni ques (enbeddi ng-based simlarity,
etc.).

* *filters* (object, optional): Additional filtering criteria to
narrow down results. For exanple:

- capability or capabilities: specify one or nore required
capability tags (e.g., "translation")

- language or supported | anguage: specify required | anguage
(e.g., "zh" to find agents that support Chinese).

- authentication: specify if only certain auth types are
acceptable (e.g., {"authentication": "none"} to find open/
public agents).

- provider or other nmetadata fields can also be used as filters.

* *top* (integer, optional): The maxi mum nunber of results to return

(for pagination or limting result set). For exanple, top: 10 for
top 10 mat ches.
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* *gkip* (integer, optional): The nunber of results to skip fromthe
start (for pagination offset). For instance, skip: 10 to get the
next page after the top 10.

* *ranked* (boolean, optional): If true (default), results are
returned with a relevance score. |If false, the service may return
unranked or al phabetical list (mainly useful for listing
endpoi nt s) .

* *jnclude_netadata* (boolean, optional): If true, include ful
nmet adata for each agent in the results. |If false or omtted, the
service mght return only a sunmary (e.g., id, name, description
score) to reduce payload size, with an option to fetch ful
details separately (like via GET /agents/{id}).

A sinple exanple of a search request JSON m ght | ook Iike:

json { "query": "translate English to Spanish", "filters": {
"capabilities": ["translation"], "supported_|l anguage": "es" }, "top"
51}

This asks for up to 5 agents that can translate into Spanish, using a
semantic natch with the query text.

*Sear ch Response:* The discovery service responds with a JSON obj ect
containing the search results. The typical fields in the response
coul d be:

* *results* (array): A list of agent results, each contai ning:
- id (string): the agent’ s identifier
- name (string): the agent’ s nane.

- description (string): a short description (this helps the
client understand why it was mat ched).

- score (nunber, optional): a relevance score or confidence val ue
for the match, typically between 0 and 1 (where 1 neans a
perfect match). This is based on senantic simlarity of the
query to the agent’ s nmetadata. The score can help the client
rank or filter results if needed.

- Oher netadata fields: depending on the include_netadata
paranmeter and the service’ s default behavior, additional fields
|i ke capabilities, supported | anguages, etc., night be
included. |If full nmetadata is requested, this could even enbed
the entire agent netadata object for each result.
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* *count* (integer, optional): The total nunber of matching agents
(if known), which can be useful for pagination U.

*  *top*, *skip* (integers, optional): Echoing back the request’ s
pagi ng paraneters or indicating the current slice of results.

* *query* (string, optional): Echo of the query for reference.

* *gearch_tinme* (nunber, optional): Tine taken to execute the search
(in mlliseconds, perhaps).

Exanpl e of a search response

json { "results": [ { "id": "translator-001", "name": "Miltilang Text
Translator”, "description": "Transl ates text between English, French,
and Spanish.", "score": 0.93 }, { "id": "spanish-gpt", "nane":

"Spani shGPT Agent", "description": "Large | anguage nodel specialized
in Spanish outputs.", "score": 0.89 } ], "count": 2, "query":
"translate English to Spanish", "top": 5, "skip": 0}

In this example, two agents were found. The first has a high match
score of 0.93, likely because it explicitly nmentions translating to
Spanish in its netadata. The second is a nore general LLMthat can
out put Spanish, with a slightly lower relevance. The client could

decide to pick the top result (translator-001) for the task

The di scovery nechani sm| everages *semantic search* internally. This
means the registry service mght transform agent descriptions and
queries into vector enbeddi ngs and do a nearest-nei ghbor match, or
apply NLP to understand the query’ s intent. The protocol, however,
abstracts those details — it sinply defines the interface (what
clients send and receive). The scoring nechanismand al gorithm are

i npl ement ation-specific, but including a score in results allows
transparency and further client-side logic (for exanple, choosing
only agents above a certain confidence, or showing the score in a
u).

In addition to the free-text search, the registry could support
structured queries (for instance, a client could search by specifying
a capability tag and a required output format, etc.). Those can be
expressed via the filters object or through specialized endpoints.

For exanple, a GET request |ike GET

[ agent s?capabi l i ty=t ransl ati on& anguage=es coul d be defined as a
shorthand for certain filters (especially for public agents). This
draft prioritizes the semantic POST search for flexibility, but does
not preclude sinpler query interfaces.
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It’ s inportant to note that access control can be enforced at search
time: an authenticated client will only see agents it is allowed to

i nvoke. For exanple, an enterprise nmight have private agents that
only enployees (with a token) can discover. The registry would then
conbi ne public agents and those private agents accessible to the
client’ s identity when returning search results. |If aclient is
unaut henti cated and hits the search endpoint (and if the service
allows it at all), it mght either reject the request or return only
publicly discoverabl e agents.

5.3. Matching and Ranki ng

The *mat chi ng* process uses the agent netadata fields defined
earlier. Key fields that influence matching include:

* The agent’ s nanme and description: for semantic simlarity to the
query text.

* capabilities and tags: for direct filtering or boosting of
rel evance if the query contains those terns.

* supported_ | anguages: for matching queries that specify |anguage
requirenents.

* Possibly input_schema/out put_scherma: for advanced use-cases where
the query mght specify required input/output types (though this
is nore likely handled via filters than semantic match).

* Any other textual field in netadata could be indexed and mat ched
(even provider or operations.description, etc., depending on
i mpl emrent ati on).

The *mat ching score* in the response is typically a normalized
simlarity neasure. The exact scale and nmeani ng m ght vary (cosine
simlarity of enbeddings, for instance), but this specification
assunes a 0.0 to 1.0 range where higher is better. The client should
treat the score as a relative indicator. The registry may al so rank
results by other heuristics (popularity, performance, freshness of
agent, etc.) in addition to pure semantic score, but such ranking

policies are outside the scope of this protocol. [If non-senantic
factors are included, the score should still aimto reflect overal
rel evance.
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5. 4.

Exanpl e of Di scovery Process

*Agent Registration (pre-discovery):* Providers of agents
register their agent nmetadata with the registry service. This
coul d be done through an adm nistration interface or by the
registry crawl i ng known agent netadata URLs. (The protocol for
registration is not fully defined in this draft, but it could
sinply be an admin upl oading the agent’ s JSON net adata or
providing the URL of the agent’ s card. Sonme proposal s suggest
agents host their own netadata at a well-known URL, and
registries periodically fetch and i ndex them)

*Cient Query:* Aclient (e.g., an application |ooking for a
transl ati on service) sends a POST /agents/search request with a
query, e.g., _ “translate product descriptions to Chinese” _

*Semanti ¢ Matching:* The di scovery service processes the query.
It might detect the |anguage requirenment ( “to Chinese” ) and
capability ( “translate” ) and use these to filter or boost
candidates. It conputes simlarity between the query and each
agent’ s netadata (perhaps using vector enbeddi ngs of the text).
It filters out any agents the client is not authorized to see.

*Result Delivery:* The service responds with a list of matching
agents, including their IDs, nanmes, descriptions, and scores.
The client inspects the results, maybe chooses the top one, or
presents options to a user if this is an interactive scenario.

*Agent Sel ection:* The client picks an agent fromthe list that
best fits the need (for exanple, the one with highest score that
meets any other criteria like trust or cost). Nowthe client is
ready to i nvoke the chosen agent.

The next section describes the invocation process once an agent has
been di scover ed.

Uni fied | nvocation Interface

Clients invoke agents via a standardi zed HITP interface. Two
depl oynent nodel s are support ed:

*

*Direct Invocation:* Call the agent’s endpoint (agent-hosted API).

*Gat eway/ Proxy I nvocation:* Call a registry/gateway with an agent
identifier (e.g., POST /agents/{agent_id}/invoke), and the gateway
routes/transl ates as necessary.

*|l nvocation characteristics:*

Cui ,
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*  Method: POST
* Content-Type: application/json (unless otherw se specified)

* Request body: conforns to the agent’s input_schena or inputs
definition (or includes an operation field if required)

* Authentication: as declared in authentication nmetadata (e.g.,
Aut hori zation: Bearer <token>)

I nvocati on Request

The invocation is done via *HTTP POST* to the agent’ s invocation URL.
The URL coul d be:

* |In direct node: the endpoint fromthe agent netadata (for exanple,
htt ps://agent-host. exanpl e. confinvoke or sinmilar).

* In gateway node: a path on the gateway that includes the agent’ s
I D, for example: POST /agents/{agent_id}/invoke on the registry or
router service

In either case, the request nethod is POST (since we are typically
sendi ng a conpl ex payl oad and possibly perform ng an action on the
server side, which is not idenpotent). The content type of the
request *MJST* be application/json (unless the agent specifically
expects binary input; see below). The body of the request contains
the input data for the agent, formatted according to the agent’ s
specified i nput schena or fornat.

For an agent with a single operation, the JSON body shoul d incl ude
all the necessary parameters defined in the agent’ s inputs. For
exanpl e, using the transl ator agent exanple above, a request m ght
| ook |ike:

*POST* https://api.exanpl e. com agents/transl ator-001/i nvoke *Content -
Type: * application/json

Request body:

json { "text": "Hello, how are you?", "source_l anguage": "en
"target _| anguage": "fr" }
This corresponds to the agent’ s expected input fields. |If the agent

had mul tiple operations and a unified endpoint, there m ght be an
additional field to specify which operation or capability to use.

For instance, the JSON could include sonething |ike "operation”
"transl ateText" if needed. Alternatively, different operations could
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be exposed at different URLs (e.g., /agents/xyz/translate vs
[ agent s/ xyz/ summari ze), in which case the operation is sel ected by
the URL and no extra field is required.

The protocol does not fix a specific parameter namng; it defers to
the agent’ s published schema. The only requirenent is that the
client” s JSON nust conformto what the agent expects. For
interoperability, using clear field nanes and standard data types
(strings, nunbers, bool eans, or structured objects) is encouraged.
Binary data (like inmages for an image-processing agent) should be
handl ed carefully: typically, binary inputs can be provided either as
URLs (pointing to where the data is stored), or as base64-encoded
strings within the JSON, or by using an HTTP nultipart request. This
speci fication suggests that if agents need to receive large binary
payl oads, they either use URL references or out-of-scope nechani sns
(like a separate upload and then an IDin the JSON). The core

i nvocation remai ns JSON-based for sinplicity and consi stency.

*Headers:* |f authentication is required (see Security section), the
client must also include the appropriate headers (e.g.,

Aut hori zation: Bearer <token> or an APl key header) as dictated by
the agent’ s netadata. The invocation request may al so include
optional headers for correlation or debuggi ng, such as a request |D
but those are not standardized here.

6.2. Invocation Response

The agent (or gateway) wll process the request and return a
response. The HITP status code and JSON body of the response follow
t hese gui del i nes:

* *Success (2xx status):* If the agent successfully performed its
task and produced a result, the status SHOULD be *200 OK* (or *201
Created* if a new resource was created as a result, though usually
for these actions 200 is fine). The response body will contain
the output data in JSON. Ideally, the output JSON conforms to the
agent’ s advertised output schenma.

For exanple, for the translation request above, a success response
m ght be:

json { "translated text": "Bonjour, coment tes-vous?" }
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Here the JSON structure matches what was described in the agent
metadata’ s outputs. |If the output is conplex (e.g., nmultiple
fields or nested objects), those should appear accordingly. The
response can include other informational fields if necessary (for
exanpl e, sone agents mght return usage netrics, |ike tokens used
or tinme taken, or a trace id for debugging, but these are optiona
and out of scope of the core spec).

* *Client Error (4xx status):* If the request was mal formed or
invalid, the agent returns a *4xx* status code. The npbst conmon
woul d be *400 Bad Request* for a JSON that doesn’ t conformto the
expected schema or mssing required fields. For exanple, if the
client omitted a required field target | anguage, the agent night
respond with 400. The response body SHOULD i nclude an error
obj ect expl ai ni ng what went wong. W define a sinple standard
for error objects:

json { "error": { "code": "lnvalidlnput", "nmessage": "Required
field "target_|anguage’ is nmissing." } }

Here, "code" is a short string identifier for the error type

(e.g., Invalidlnput, Unauthorized, NotFound), and "nessage" is a
human-r eadabl e description. The agent can include additiona
details if available (e.g., a field nane that is wong, etc.). |If

the error is due to unauthorized access, *401 Unauthorized* or
*403 For bi dden* should be used (with an appropriate error nessage
indicating credentials are mssing or insufficient). |If the agent
IDis not found (perhaps the client used an outdated reference),
*404 Not Found* is appropriate.

* *Server/Agent Error (5xx status):* |If something goes wong on the
agent’ s side during processing (an exception, a tineout while
executing the task, etc.), the agent (or gateway) returns a *5xx*
status (nost likely *500 Internal Server Error* or *502/504* if
there are upstreamissues). The response should again include an
error object. For exanple:

json { "error": { "code": "AgentError", "message": "The agent
encountered an unexpected error while processing the request.” } }

The agent might log the detailed error internally, but only convey
a generic nessage to the client for security. A *503 Service
Unavai | abl e* might be returned if the agent is temporarily

overl oaded or offline, indicating the client could retry later.

* *Status Codes Summary:* In short, this protocol expects the use of

standard HTTP status codes to reflect outcone (200 for success,
4xx for client-side issues, 5xx for server-side issues). Agents
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6. 3.

Cui ,

shoul d avoid using 2xx if the operation did not semantically
succeed (even if technically a response was generated). For
exanple, if an agent is a conposite that calls other services and
one of those calls fails, it should propagate an error rather than
returning 200 with an error in the data.

Addi ti onal Considerations for |nvocation

*Stream ng Responses:* Some agents (especially those wrapping

| arge | anguage nodels) may produce results that are streaned (for
exanpl e, token-by-token outputs). Wile this base protoco
assunes a request-response pattern with the full result delivered
at once, it can be extended to support streaning by using HITP
chunked responses or WbSockets. For instance, an agent m ght
accept a paraneter |like stream true and then send partial outputs
as they becone available. This is an advanced use case and not

el aborated in this draft, but inplenenters should consider
conpatibility with streaming if real-tinme responsiveness is
needed.

*Batch Requests:* If a client wants to send multiple independent
requests to an agent in one go (for efficiency), the protocol can
support that by allowing an array of input objects in the POST
body instead of a single object. The response would then be an
array of output results. This is optional and depends on agent
support.

*| denpotency and Retries:* Mst agent invocations are not strictly
i denpotent (since an agent might performan action or have side
effects), but nmany are pure functions (e.g., translate text).
Cients and gateways should design with retry logic carefully — if
a network failure happens, a retry might re-run an operation.

It’” s best to ensure that agents’ operations are either idenpotent
or have safeguards (for exanple, an operation that sends an enmil

m ght have an idenpotency key).

*Qperation Metadata:* In cases where the agent defines multiple
operations in its nmetadata, the invocation interface m ght allow a
generic endpoint that accepts an operation nane. Alternatively,
each operation could be a sub-resource. This draft |eaves the
exact nechanismflexible: an inplenentation could choose one of
these approaches. The key is that in either case, the invocation
uses HTTP POST and a JSON body followi ng the agent’ s schema
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7

10.

Security Considerations

Security is a critical aspect of this protocol. Al discovery and
invocation traffic MJUST be protected with TLS [ RFC8446], and

aut henti cati on mechani snms such as QAuth 2.0 [ RFC6749] bearer tokens,
APl keys, or nutual TLS are required except for public discovery
endpoints. Registries MJST enforce per-client entitlements, ensuring
that both search results and invocation access respect perm ssions
and scopes. Gateways forwardi ng requests should authenticate
thensel ves to agents, and agents should maintain stable identifiers
and use signed responses when integrity is essential. Al

communi cati on MUST be encrypted, and agents are encouraged to

di scl ose data-retention or |ogging practices, while sensitive data is
best handl ed by on-prem ses or certified agents. To mitigate abuse,
registries and agents MJUST inplenent rate limting and quot as,
particularly in semantic search scenarios. Trust nechani sns such as
certification, test harnesses, or reputation systems may be used to
val i date agent clains, and netadata fields like “certification” or
“quality_score” can informclient trust decisions. Systenms SHOULD
al so provide audit and | ogging with privacy-aware retention, while
clients nmust treat agent outputs as untrusted until verified, using
sandboxi ng and val i dation before executing code or conmands.

Exanpl e I nteraction Fl ow

1. *Search:* Cient POST /agents/search with {"query":"sumrarize an
Engl i sh docurment™,"filters":{"capabilities":["summarization"],"su
pported_| anguage":"en"}, "top": 3}.

2. *Select:* Registry returns candi date agents with id, nane,
description, and score. Cient retrieves full nmetadata via CET
[agents/{id} if needed.

3. *lnvoke:* Cient POST to the agent’s endpoint (or gateway path)
with inputs conforming to agent schema and required auth header.

4. *Handl e Response:* Client processes success Or error response;
may | og usage and optionally rate/feedback the agent.
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