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Abst ract

Cryptographic algorithms for DNSSEC go through multiple phases during
their lifetime. They are created, tested, adopted, used, and
deprecated over a period of tine. This RFC defines phases for the
DNSSEC algorithmlifecycle, and it defines the criteria for noving
from one phase to the next.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-crocker-dnsop-dnssec-
algorithmlifecyclel.

Di scussion of this docunent takes place on the Domain Nanme System
Operations Wrking Goup nmailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/milmn/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at

https://github. com russhousl ey/ draft-crocker-dnsop-dnssec-al gorithm
I'ifecycle.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Background

Each DNSSEC cryptographic algorithmis used in two distinct but

i nterconnected ways. The first is to sign. The second is to
validate a signature. |f someone uses an algorithmto sign, the
party that receives that signed nessage should be able to validate
the signature. This neans the receiving parties need to inplenent
the validation algorithmbefore the sending parties can expect to use
it effectively. Equally, the receiving parties have to keep the
validation algorithmin service even after the signing parties stop
using it.
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These rel ati onshi ps seem obvi ous, but there has not been an organized
way to comrunicate within the Internet comunity regarding these
algorithmtransitions. This document buil ds upon the enhancenents
defined in [I-D.ietf-dnsop-rfc8624-bis] to the | ANA "DNS Security

Al gorithm Nunbers" registry [ DNSKEY-| ANA] and the | ANA " DNSSEC

Del egati on Signer (DS) Resource Record (RR) Type Digest Al gorithns"
registry [DS-1ANA]; the values in these registries tell the phase
that the algorithmis in with respect to this lifecycle. This
docunent di scusses both the expected phasing in and out of algorithns
individually using these | ANA registries, as well the need for how
the DNSSEC ecosystem as a whol e should ensure it is left in a
resilient cryptographic state.

2. Seven phases in the lifecycle of a DNSSEC al gorithm

We define seven phases in the lifecycle of an individual DNSSEC
al gorithm

1. Experinmental: The algorithmis under devel opnent by the
cryptographic comunity and is not yet ready for general use.

2. Adopted: The algorithmis ready to be used by the Internet
community. It is listed in the ANA registry. |Inplenenters are
expected to support the algorithmfor signature validation

3. Available: The algorithmis ready for use by all parties.
I mpl enenters are expected to support the algorithmfor signing
and signature validation

4. Mainstream The al gorithm has reached "recomended" status.
I mpl enenters are expected to support the algorithmfor signing
and signature validation.

5. Phaseout: The algorithmis nearing the end of its lifecycle, but
it is still in use. Inplenmenters are advised to transition to
ot her recommended al gorithnms. Signing should be phased out.

6. Deprecated: Al use for signing should have stopped, but
signature validation is still supported.

7. (Obsolete: No support for signing or signature validation is
expect ed.
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3.

Process and Criteria for transitions

The previous section does not specify the process and criteria for
advanci ng a DNSSEC al gorithm through these |ifecycle phases. There
are six transition points, |abelled A through F, between these seven
Iifecycle phases. W propose the follow ng process and criteria for
these transitions.

A

*

Al gorithm I ncl usion
Prerequi sites:

- Al gorithm has been given a Mienonic and nunber in the "DNS
Security Al gorithm Nunbers" registry.

-  Cryptographic community has determ ned that the al gorithm as
suitable to use for DNSSEC

- Docunentation and inplenentations are w dely avail able and
st abl e.

| ETF determines the algorithmis suitable for use with DNSSEC

Action: | ETF publishes notice that the algorithmis suitable for
use and shoul d be depl oyed for signature validation

Ready for Use
Prerequi sites:
- Depl oynent has been mneasur ed.
- Deploynent is deemed to have reached an acceptabl e |evel

| ETF reaches consensus that algorithm has been wi dely depl oyed for
DNSSEC

Action: | ETF publishes notice that algorithmis available for
DNSSEC si gni ng.

Mai nstream

| ETF reaches consensus that al gorithm has reached mai nstream
status; deploynent is essentially universal

Acti ons:
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D.

- | ETF publishes notice that al gorithm has reached mainstream
st at us.

- Signers using older algorithns, particularly algorithns in the
Phaseout or |ater phases should transition to a mai nstream
al gorithm
Phaseout

Prerequi sites:

- Cryptographic community has determned the algorithmis
reaching its end of life.

| ETF determines it is time to announce the phaseout.
Action: | ETF publishes notice to signing operators to transition
away fromthe al gorithmand begin signing with a nmainstream
al gorithm
Depr ecati on
Prerequi sites:
- Measure signing activity.
- Signing activity is deenmed to have | argely subsi ded

| ETF determines it is time to deprecate the algorithmfor use with
DNSSEC.

Action: | ETF publishes notice that use of the algorithmis now
i nappropriate for DNSSEC si gni ng.

(bsol escence

Prerequi site: Measurenent of signing is at the | owest achievable
| evel .

| ETF determines the algorithmis obsol ete.

Action: | ETF publishes notice that algorithmis obsol ete and ought
be removed frominpl ement ati ons.
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4.

Li fecycl e Phase and the | ANA Registry

The enhancenents to the | ANA registry of DNSSEC al gorithns defined in
[I-D.ietf-dnsop-rfc8624-bis]. Table 1 suggests the values to be

pl aced into each of the | ANA registry colums "Use for DNSSSEC

Si gni ng", "Use for DNSSSEC Validation", "Inplement for DNSSSEC

Si gning", and "I nplenent for DNSSSEC Validation" for each phase in
the algorithms lifecycle defined in Section 2. The IETF is
encouraged to foll ow Table 1 when assigning the values in both of
these 1 ANA registries algorithns as each al gorithm progresses through
the lifecycle.

| | DNSSEC Val i dati on | DNSSEC Si gni ng |
| S S S S +
| Phase | Inplenent | Use | I'nplenment | Use |
=4t —-—————————————+t—-—————————————+d—————————————+
| 1 | MAY | MAY | MAY | MAY |
+----- - I i I i I i I i +
| 2 | RECOMVENDED | MAY | RECOMVENDED | MAY |
+------- F-- - - - - - F-- - - - - - F-- - - - - - F-- - - - - - +
| 3 | MUST | RECOMVENDED | MUST | MVAY |
+------- L i L i L i L i +
| 4 | MUST | MUST | MUST | RECOMVENDED |
+----- - I i I i I i I i +
| 5 | MUST | RECOMVENDED | RECOMVENDED | NOT |
| | | | | RECOMVENDED |
+------- i i i i i i i i +
| 6 | RECOMVENDED | NOT | NOT | MJUST NOT |
| | | RECOMVENDED | RECOMVENDED | |
+----- - I i I i I i I i +
| 7 | NOT |  MJUST NOT | MJUST NOT |  MIST NOT |
| | RECOMVENDED | | | |
I | --or -- | I I I
I | MUST NOT | I I I
+------- I I I I +

Table 1. Determne lifecycle phase fromthe | ANA registry.
Consi derations for maintaining a robust DNSSEC al gorithm state

The above considers the values associated with a particular algorithm
in the | ANA registry for "DNS Security Al gorithm Nunbers”

[ DNSKEY-1 ANA] and the |1 ANA registry for "DNSSEC Del egati on Signer

(DS) Resource Record (RR) Type Digest Algorithns” [DS-1ANA]. It is
equally as inportant to ensure that as algorithnms cone into favor and
out of favor that the current set of available algorithns al ways

i nclude sone that are the Mainstreamstate. As the |ETF conmunity
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8.

8.

considers transitioning a particular algorithm beyond the Mi nstream
state, it must sinultaneously ensure that at |east one other
algorithmis already present in the Mainstreamstate or that one
other algorithmis in the Ready to Use state and avail able to becone
a Mainstreamalgorithm Specifically, at no tinme should there be
zero algorithnms in the Miinstreamstate

| ANA Consi der ati ons

I ANA is asked to anend the [ DNSKEY-1 ANA] and [DS-1 ANA] registries to
show the current phase of each algorithm In addition, | ANA is asked
to show the history of future transitions through each phase.

The 1ESG is asked to name a panel of at |east three designated
experts (see Section 5 of [RFC8126]) to advise | ANA when an al gorithm
i s under consideration to be noved from one phase to the next. These
desi gnated experts should be famliar with hash functions, digita
signature al gorithnms, and the DSNSEC pr ot ocol

| ANA has no actions related to this docunent.
Security Considerations

Thi s docunent proposes a lifecycle for DNSSEC al gorithnms. By
following the criteria presented in Section 3, I|Internet-wi de

depl oynent of new DNSSEC al gorithmw |l occur in a snmooth manner that
ensures all inplenentations will be able to validate signatures.

Li kewi se, following the criteria will ensure that out-of-date DNSSEC
algorithmare retired in a graceful manner. The criteria associated
with the transition between phases of the lifecycle will depend on
the process that nakes changes to the 1 ANA registry as defined in
[1-D.ietf-dnsop-rfc8624-bis].

If the industry fails to achi eve gl obal consensus on the state of any
one al gorithm such that dormai n owners depl oyi ng signing zones

di sagree with the deployed validating resolvers then it likely that
DNS resolutions will fail, rendering the DNS unusable. As such,
vendors of both authoritative and recursive resolvers, and the
operating systenms that deploy them are encouraged to strictly foll ow
the current guidance to avoid DNS interoperability issues.
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