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Abst r act

DKI M associ ates a domain name with a nmessage stream using
cryptographic nethods, to permt reliable and accurate reputation-
oriented analysis of the stream It is possible for an authorized
user to conspire for additional distribution of a nmessage, |everaging
the domain nane reputation for pronoting spam This is called DKIM
Repl ay. DKOR defines a nmeans of limting that ability, by
associating original addressing information with the nessage’'s DKIM
signature, to detect distribution beyond the intended recipient.
DKOR uses existing DKIM services and only requires inplenmentation of
the additional DKOR features by the signer and any receiving site

wi shing to participate in DKOR services. Oher DKIMreceivers can
successfully process the sane DKIM signature without know edge of
DKOR.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 27 Novenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

DKI M [ RFC6376] associ ates a dormain nanme with a nessage stream using
cryptographic nethods, to permt reliable and accurate reputation-
oriented analysis of the stream Each nmessage in the stream has a
DKIM digital signature attached to it, using the domai n name.
Receiving sites can then develop a reputation analysis for nessages
in that stream w thout concern that a nmessage was created by an
unaut hori zed act or

However, it is possible for an authorized user of a platform which
is signing nmessages with a domain nane, to conspire for additiona
distribution of a nessage, beyond the set of recipients that were
included at the time of original posting. The nessage goes through
an additional platform which then redistributes the nessage, while
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preserving the original DKIMsignature. Reception and delivery of
the message to these additional recipients is aided by the reputation
of the domain nanme used in the DKIMsignature. This capability can,
therefore, be used for spamming, and is called "DKIM Repl ay".

I deal |y, authorized users of a platformare subject to sufficient
controls and accountability, so their likelihood -- or even ability
-- to effect this abuse is severely linted. Unfortunately,
operational realities on sone platforns do not achi eve such control
There is therefore a need for an additional nmechanism to aid
detection of DKIM Replay and to facilitate differential handling of
such nessages, during email transit.

Ext ensi ve comunity discussi on converged on the view that a useful
line of effort, for enabling this detection, is to include the emai
envel ope address (e.g., SMIP RCPT-TO) [RFC5321] as part of the DKIM
hash cal cul ation. There is also interest in sinmlarly encoding the
emai | envel ope notification return address (e.g., SMIP MAIL FROV),
with the view that this might be helpful in efforts to limt use of
the return ’'channel’ as a spanm ng path, called backscatter.

[ Coment:
Including the return address (still) needs a nore
conpl ete explanation. | gather it is for backscatter

I
I
I
| control, but amnot at all clear on howit will get used
| to achieve that. So its inclusion here is as a

| pl acehol der, pending further discussion and clarifying

| text. /d ]

2. Franmework and Term nol ogy

Internet Mail has an extensive architecture and rich associ ated
vocabul ary. Unl ess otherw se indicated, email term nology and
reference to functional conponents are taken from [RFC5598]

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ref erence to SMIP in this docunent is strictly informative. Nothing

in this specification is dependent upon the specific enmail transport

service details, other than being able to obtain recipient and return
address information. [ RFC5598]

*The nmeans for obtaining recipient address and return address
are outside the scope of this specification.*
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3.

Requi rement s

Assessing the nature and legitimcy of a received nessage entails a
conpl ex and inperfect process. It typically includes a variety of
informati on, derived froma variety of sources, using a variety of
met hods. This specification seeks to satisfy a narrow and specific
part of these broad requirements. Qher nethods will be separate and
compl enentary to this.

Thi s specification assists a receiving systemin detecting:

*  \Whether a nessage has been sent to an address that differs from
one originally specified at the time of first posting

* \What the original recipient and return addresses were

* \What new recipient and return addresses are (or were, in the case
of changes at nultiple points along the transit path)

*  \Wat site(s) nade the change(s)
DKOR Overvi ew

Domai n Keys Originator Recipient (DKOR) uses the existing DKIM
mechani sm whi ch devel ops a basic digital signature, over a specified
set of message data. DKOR pernits basic detection of nmessage re-
submi ssi on, upon inplenentati on of DKOR by the signers and any
receiving sites wishing to participate in DKOR services. DKOR s
essential nmechanismis inclusion of recipient and return addresses
into the nessage object, by the originating site and by each re-

submi ssion point along the transit path.

A given nessage m ght be subject to multiple, legitimte re-

submi ssions, such as through alias and mail list sites. As each of
these adopts DKOR, the nmessage will be able to provide additiona

i nformati on about the addressing changes it has been subject to.

This enabl es receivers to nake nmore accurate and reliable assessnents
about nessage handling. However, use of DKOR needs to acconopdate
incremental, uncoordinated, and pieceneal adoption. So for exanple,
a nmessage that does go through nultiple, legitinmte resubm ssions

m ght produce DKOR-based information fromonly sone of the sites in

t he sequence.

Because DKOR relies on the existing DKIM nechani sns, other DKIM
recei vers that have not adopted DKOR can, nonethel ess, process the
sanme DKI M signature w thout know edge of DKOR
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*Hence, DKOR is an increnental and conpatibl e enhancenent to
the existing DKIMenmail infrastructure.?*

5. DKOR Design

*A message covered by DKOR is restricted to having a single
reci pi ent address.*

DKOR defines a use of DKIM with the DKI M signature covering whatever
ot her header fields it is normally used to cover. For DKOR, it also
covers one header field that specifies the original recipient address
and the envel ope notifications return address. These addresses are
redundant with the addresses in their correspondi ng envel ope fiel ds/
commands.

The presence of the DKOR header field self-declares the use of DKOR
Further there is no benefit in having the signer publish that it uses
DKOR. Note that having a transit site sinply renmove a DKOR header
field does not acconplish an effective downgrade attack, since it

wi |l cause the associated DKIM sighature to fail

*The nethod for obtaining envel ope information, to be used by
DKOR, is a matter of local inplenentation and is outside the
scope of this specification.*

If the addresses in the DKOR field match those in their correspondi ng
envel ope fiel ds/comuands, and the DKIM signature validates, then DKOR
passes. |If either does not match, or the DKIM evaluation fails, then
DKOR fails.

*Policies and actions that apply to the handling of nmessages
that pass or fail DKOR are local matters for the eval uating
service and are outside the scope of this specification.*

An exanpl e of challenges in determining the handling of a DKOR
failure is that the failure can be the result of entirely legitimate
reasons, such as a legitimate redistribution service that does not
make changes to nmessage content and only uses a new recipi ent
address. Failures can al so occur due to the consi derabl e vagari es of
emai | handling idiosyncrasies.

Not e:
The header field used by this specification is independent of any
ot her header fields that might contain the sane addresses, in
order to avoid any potential confusion about semantics or purpose.
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6. DKOR Header Field

| [ Coment:

| The design of the field is now derived fromdraft-

| gondwana- dki n2- header-00, nerging the infornmation into a
| singl e header field, and addi ng sequence nunbering, to

| show the transit path.

| The exchange with Bron swayed ne to have this support a

| sequence of DKOR header fields, and have them | abel their
| sequence. /d ]

The DKOR header field specifies a single recipient address and a
single return address. It also indicates the order in which the
field was created, in the DKOR handling sequence of the message.

Si nce DKOR support cannot be assuned for every MIA and intermediary
inthe transit path, the DKOR order nmight not reflect all of the
nodes the nessage transited.

| Field | Expl anati on |
| identifier | |
[} s el s s sy o}
| i= | Sequence Nunber (froml1l to N), with 1 |
| | assigned by the originating site, and |
| | incremented for each additional DKOR header |
| | field that is added, after that (Required) |
[ ettty S T T T e I +
| t= | Tinmestanp, indicating when the DKOR field |
| | was added (Optional) |
e e +
| nf= | The envel ope return address (typically |
| | RFC5321.nmmil-fron) present when the header |
| | field was created (Required, see bel ow) |
Rty R T T T +
| rt= | The envel ope destination address (typically |
| | RFC5321.rcpt-to) present when the header |
| | field was created (Required, see bel ow) |
[ e USRSy A +

Table 1
At | east one of nf or rt attributes MJST be specified.
7. Signhing Behavior
1. If the recipient address (e.g., RFC5321.rcpt-to) is to be

protected, obtain that envel ope address and place a copy of it
into the rt attribute of the DKOR header field. [RFC5322]
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2. If the return address (e.g., RFC5321.nmil-fron) is to be
protected, obtain that envel ope) address and place a copy of it
into the nf attribute of the DKOR header field.

3. DKOR permits either or both attributes to be present, and
requires at | east one.

4. Create a DKIM signature that includes the DKOR header fi el d.
8. Eval uating Behavi or

1. |If a DKOR header field is present, then performa DKOR
eval uati on.

2. (Obtain the envel ope address val ues used by DKOR

3. Conpare the values to the correspondi ng DKOR header field
attribute val ues.

4. |f either value does not match, then DKOR fails.
5. Performa DKIMvalidation that includes the DKOR header field.
6. |If DKIMvalidation fails, then DKOR fails.

9. | ANA Consi derations

IANA is requested to register the "DKOR' header field in the
Per manent Message Header field Registry.

S el SNSRI USSR
| Header field name | DKOR |
[ bbbl USRS SRR SR U U +
| Applicable protocol | mail |
[ il (SRS S S SRR
| Status | standard |
S el SNSRI USSR
| Aut hor/Change controller | |ETF |
[ bbbl USRS SRR SR U U +
| Specification docunent(s) | This specification |
[ il (SRS S S SRR
| Related infornation | none |
S el SNSRI USSR
Tabl e 2
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10. Security Considerations

Thi s specification defines a nmechanismfor detecting retransm ssion
of a nessage, that sends it to additional addressees, while
preserving a DKIM signature fromits original posting. The
incremental security considerations are accuracy of creating and
eval uating the two address fields defined here.

As with other email assessnent mechani sns and the heuristics they
use, DKOR creates opportunities for fal se positives, which can
produce hostile treatnent of legitimte enail.

There are no other security considerations that result from using
DKOR.
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Appendi x A,  Exanpl es

Thes show assorted DKOR header field usage exanpl es.
A. 1. Basic DKOR

Sinple path fromoriginator to recipient.

DKOR: i=1; nf=brong@astnuailteamcom rt=dhc@icrocker. net
A.2. Through an Alias

Rout ed through an aliasing site.

DKOR: i=1; nf=brong@ astnuailteamcom rt=dhc@icrocker. net

DKOR i =2; nf=dhc@lcrocker.net; rt=dcrocker @mail.com

A.3. Through a Miiling List

Routed through a mailing list.

DKOR i=1; nf=brong@astmilteamcom rt=ietf-dkim@etf.org

DKOR i=2; nf=ietf-dkim@etf.org.net; rt=dhc@lcrocker. net

A 4. Miltiple Mailing Lists

Rout ed through two mailing lists.

DKOR: i =1; nf=brong@astmailteamcom rt=ietf-dkinm@etf.org

DKOR i=2; nf=ietf-dkim@etf.org.net; rt=group@xanple.com

DKOR: i =3; nf=m m@xanple.com rt=dhc@Icrocker. net

A.5. Third-Party Originator

Sent froma third-party service that is originating the nessage on

behal f of soneone else. The header fields essentially emulate a kind

of mailing list sequence.

DKOR: i =1; nf=esp@xanple.com rt=esp@xanple.com DKOR i=2; nf=esp@xanple.com
rt =dhc@icr ocker. net
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