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Abst r act

The Verifiable Qperations Ledger and Trace (VOLT) protocol defines a
m nimal, interoperable format for produci ng tanper-evident execution
traces for agentic Al workflows. VOLT records are |inked via SHA-256
hash chai ns and packaged into portabl e Evidence Bundl es that can be
verified independently by any confornmant inplenmentation

VOLT functions as a "flight recorder"” for Al agent operations: it

captures the sequence of events -- nessages received, policy
deci si ons eval uated, human approval s granted, tools invoked, and
results returned -- with cryptographic integrity guarantees that

detect post-hoc nodification, deletion, or insertion of records.

The protocol is privacy-first by design. Events carry metadata and
cont ent - addr essed references rather than raw secrets or sensitive
payl oads. Evidence Bundl es support explicit redaction, optiona
Ed25519 signatures for non-repudiation, and both rolling and fina
snapshot nodes for |ong-runni ng workfl ows.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026
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1. Introduction

Aut ononpbus and semi - aut onomous Al agents are increasingly deployed to
perform consequenti al operations: nodifying production
infrastructure, executing financial transactions, managi ng sensitive
data, and orchestrating nulti-step workfl ows across organi zationa
boundaries. The operational |ogs produced by these systens are
typically mutable, platformlocked, and | ack cryptographic integrity
guarantees. \Wien an incident occurs -- an unauthorized change, a
policy violation, or an unexpected outcone -- operators cannot
reliably determ ne whether the recorded trace accurately reflects
what happened.

VOLT addresses this gap by defining a |ightweight protocol for
produci ng execution traces where each event is cryptographically
linked to its predecessor via SHA-256 hash chaining. This creates an
append-only integrity chain: any nodification, deletion, or insertion
of events after the fact is detectable through reconputation of
hashes. Events are packaged into sel f-describing, portable Evidence
Bundl es that include a manifest, the event chain, content-addressed
attachnents, and optional digital signatures.

VOLT is designed as a conpani on protocol to the Agent Envel ope
Exchange (AEE) [ AEE] nessaging fornmat and the Agent O chestration
Control Layers (AOCL) [ACCL] governance franmework. Together, these
three protocols provide a layered architecture for agentic systens:
AEE handl es nmessage transport, AOCCL enforces policies and approva
gates, and VOLT records a tamper-evident audit trail of everything
that occurred.

It is inportant to note that VOLT provides tanper evidence, not
"truth." |If the execution host is fully conprom sed, an attacker
controlling the recorder can enit a consistent but fabricated trace.
VOLT detects post-hoc tanpering of recorded traces; it does not
guarantee that the recorder was honest at the tine of recording.
Optional signatures and planned future attestati on nechani sns
strengthen the non-repudi ati on properties, but the fundanental trust
anchor renmains the integrity of the recordi ng environnent.
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Thi s docunent specifies VO.T version 0.1, covering event recording,
hash chai ni ng, Evi dence Bundl e packagi ng, verification, privacy and
redaction rules, and conformance |evels. Features such as
determnistic replay, a trace query | anguage, renote hardware
attestation, and bl ockchain anchoring are explicitly out of scope for
this version and are noted as future work.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy

Run A single end-to-end execution instance, spanning froma user
request (or systemtrigger) through to a terninal outcome. Each
run is identified by a unique run_id.

Trace The ordered sequence of events for a single run, fornmng the
conpl ete audit record of everything that occurred.

Event One atomic record describing something that happened during a
run: a nessage received, a policy decision, a tool invocation, a
human approval, a nodel response, or any other observable action

Ledger Chain The sequence of events |inked by prev_hash references,
form ng an append-only integrity chain. Each event’s hash covers
the event content, and each event’s prev_hash points to the hash
of the i mediately precedi ng event.

Evi dence Bundle A portable, self-describing package containing the
trace (as NDISON), a nmnifest, optional content-addressed
attachnents, optional signatures, and optional redaction netadata.
Bundl es are designed for audit, conpliance, and incident
reconstruction.

Attachnent A content-addressed bl ob referenced by events via SHA-256
hash. Attachnents hold tool outputs, generated artifacts, or
other data that is too large or too detailed to enbed in event
payl oads.

Conmitrment A cryptographic hash representing content: an event hash,
an attachnment hash, or a run root hash. Commitnents enable
integrity verification without requiring access to the origina
content.
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Attestation A digital signature over one or nore commtnents,
asserting that a particular actor or runner observed or executed
the attested operations. Attestations are optional in VO.T vO0.1
but the schema reserves fields for them

4. Design Constraints
4.1. Privacy by Default

VOLT events MJST NOT include secrets such as APl keys, passwords, raw
tokens, or private keys. Events SHOULD store netadata and content-
addressed references (hashes) instead of raw content. Sensitive

payl oad fields SHOULD be omtted or redacted at source. VOLT is an
evi dence protocol, and evidence that |eaks secrets is a liability

rat her than an asset.

4.2. Mnimal Schema with Extensible Evolution

Every event MUST include a volt_version field. Unknown fields MJST
be ignored by verifiers to ensure forward conpatibility. Breaking
changes to the event schema MJST increnent the volt_version val ue
(e.g., from"0.1" to "0.2" for conpatible additions, or to "1.0" for
i nconpati bl e changes).

4.3. Tanper Evidence, Not "Truth"

VOLT guarantees that recorded traces are tanper-evident: any

nodi fication after the fact is detectable through hash verification
VOLT does not guarantee correctness of the recorded data if the host
environment is fully conprom sed at the tinme of recording. The
protocol detects changes to the record; it does not attest to the
fidelity of what was recorded

5. Transport and Encodi ng

VOLT events are stored as New ine-Delimted JSON (NDJSON): one
conmpl ete JSON [ RFC8259] object per line, separated by a single
new i ne character (W000A). The encoding MJST be UTF-8. Each line
MJST be a syntactically conplete JSON object; partial objects or
multi-line pretty-printed JSON MUST NOT be used in the events file.

The events file is conventionally named events. ndjson, though an
alternative filenane MAY be specified in the Evidence Bundl e nanifest
via the events file field. Events within the file MJST be ordered by
ascendi ng seq val ue.
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6. Canonicalization

To ensure consi stent hashing across inplementations, VOT defines a
Canoni cal JSON serialization. An inplenentation MUST produce a
canoni cal byte representation of an event object as foll ows:

1. Serialize as JSON with UTF-8 encodi ng and no insignificant
whi t espace (no spaces after col ons or conmras, no new ines or
i ndent ati on).

2. (Object keys MIST be sorted |exicographically (byte-w se
conpari son of UTF-8 encoded key strings) at every nesting |evel

3. Nunbers MJST be represented w thout exponent notation where
possi ble, and without a trailing ".0" when the value is integral
For exanple, the nunber 100 MJUST be serialized as 100, not 1e2 or
100. 0.

4. Strings MJST be Unicode NFC (Normalization Form Conposed)
nornal i zed before serialization

If an inplementation’s | anguage or standard |ibrary does not provide
a canoni cal JSON serializer, the inplenmentation MUST apply a
deterministic key sort and the nornalized serialization rules above
to produce byte-identical output for identical input objects.

7. Cryptographic Primtives
7.1. Hash Al gorithm

Event hashing and attachnent hashi ng MUST use SHA-256 [ RFC6234] in
VOLT v0.1. Future versions MAY introduce algorithmagility; the
hash_al g field in manifests and attachnment references is reserved for
this purpose.

7.2. Hash Encodi ng

Hash val ues MUST be encoded as | owercase hexadeci mal strings of
exactly 64 characters (representing the 256-bit SHA-256 di gest).

I mpl enent ati ons MAY display a prefixed formsuch as sha256: 2cf 24d. .
in user interfaces, but the stored value in event fields and manifest
fields MJST be the pure 64-character hexadeci nal string wthout
prefix.

7.3. Signatures

Digital signatures are optional in VOLT v0.1 but the event and
mani f est schemas reserve fields for them \Wen signhatures are used
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* The signature al gorithm SHOULD be Ed25519 [ RFC8032].

* Public key identifiers SHOULD be stable across sessions, using a
DD (Decentralized ldentifier) or a key fingerprint.

* Signhatures MJST be conputed over a clearly defined nessage
structure, as specified in Section 13.4.

8. ldentifiers and Tine

8.1. ldentifiers
The run_id field MJST be uni que per run. The event_id field MJST be
unique within a run. Identifiers SHOULD be UU Dv4 [ RFC4122] or ULID
(Universally Unique Lexicographically Sortable ldentifier). Oher
global Il y unique identifier schemes MAY be used provided they satisfy
t he uni queness requirenents.

8.2. Timestanps
The ts field MUST be an I SO 8601 tinestanp in UTCwith the "Z"
suffix. MIllisecond precision is RECOUWENDED. For exanple:
2026- 02-28T19: 11: 02. 123Z. I npl enentati ons MJST NOT use local tine
zone offsets; all timestanps MJST be expressed in UTC

9. Event Schema

Al VOLT events are JSON objects. Every event MJST contain the
foll owi ng top-level fields:
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| Field | Type | Description |
[ e ———— Cl—p—p—_————— s —p—_—_——————————(—————————— L
| volt_version | string | Protocol version, e.g., "0.1" |
. S TRy O +
| event id | string | Unique identifier for this event |
| | | within the run |
S B o e e e e e e e e e e mmmemao - +
| run_id | string | Unique identifier for the run |
R R o e e e e e e e e e e e e oo oo +
| ts | string | 1SO 8601 UTC tinmestanp with Z |
| | | suffix |
. T T T T r ey +
| seq | integer | Monotonically increasing sequence |
| | | nunber, starting at 1 |
R R o e e e e e e e e e e e e oo oo +
| event _type | string | Dotted path identifying the event |
| | | kind |
. T T T T r ey +
| actor | object | Who caused or observed the event |
o e e - S R o e e e e e e e e e e e e e o m o +
| context | object | Correlation and cross-protocol |
| | | linkage |
. S TR T +
| payl oad | object | Event-type-specific data |
| | | (privacy-safe) |
o e e - S R o e e e e e e e e e e e e e o m o +
| prev_hash | string | 64-char hex; hash of preceding |
| | | event (64 zeros for genesis) |
. S TR T +
| hash | string | 64-char hex; SHA-256 of canonical |
| | | event without hash field |
o e e - S R o e e e e e e e e e e e e e o m o +

Table 1. Required Event Fields
9.1. Actor bject

The actor object describes who emitted the event. It has the
following fields:

REQUI RED fi el ds:

* actor_type (string): One of "agent", "human", "systen, "tool", or
"runner".

* actor_id (string): A stable identifier for the actor, such as an
agent nane, user ID, or system conponent identifier.
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9.

2.

OPTI ONAL fi el ds:

* display_nane (string): A human-readabl e nane for display purposes.
* org_id (string): Oganizational identifier.

* team.id (string): Teamidentifier within the organization.

* runner_id (string): Mchine or host identity, when known,
i dentifying the execution environnent.

Exanpl e:
{
"actor_type": "agent",
"actor_id": "quox.agent.routeros",
"di spl ay_nane": "Router(OS Agent",
“runner _id": "runner:vm prod-01"
}
Cont ext hj ect

The context object |links the event to AEE/ AOCL and ot her external
systens, enabling cross-protocol correlation.

REQUI RED fi el ds:

* correlation_id (string): A stable identifier spanning the run.
I mpl enent ati ons SHOULD use the AEE correlation ID as the prinmary
I i nkage val ue.

OPTI ONAL fi el ds:

* parent_event _id (string): For span-like linkage to a parent event
within the sane run.

* aee_envelope_id (string): AEE envelope identifier.
* aee_message_id (string): AEE nessage identifier.

* aocl _policy id (string): AOCCL policy identifier relevant to this
event .

* aocl _decision_id (string): AOCCL decision identifier for a specific
policy eval uati on.

* workspace_id (string): Wrkspace or tenant identifier.
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9

3.

10.

10.

10.

* project_id (string): Project identifier

* tags (array of strings): Freeformtags for categorization and
filtering.

Exanpl e:
{ o
"correlation_id": "aee-corr-01HZABC123",
"aee_envel ope_id": "aee-env-456",
"aocl _policy_ id": "policy.prod.wite.requires_hitl",
"tags": ["prod", "wite", "hitl"]
}
Payl oad Obj ect
The payl oad object carries event-type-specific data. It MJST be safe

by default: inplenentations MJST include netadata (tool nanes,
operation types, timng, status codes) rather than secrets or raw
sensitive content. Attachments SHOULD be referenced by hash rather
t han enbedded.

In VOLT v0.1, payloads are netadata-only. Exanples of appropriate
payl oad content include: field nanes present in the original nessage
(payl oad_keys), token counts, tool nanes, exit codes, and duration
measurenents. Full-content payl oads (raw nmessage text, raw too
output) are deferred to future versions and will require opt-in
redaction support to be confornant.

Event Hashi ng and Chai ni ng
1. Hash Computation
The event hash is conputed as:
hash = SHA- 256( Canoni cal JSON( Event Wt hout HashField ) )
VWhere Event Wt hout HashField is the conplete event object with the
hash field renoved. Al other fields, including prev_hash, are
included in the hash input. The result is encoded as a 64-character
| ower case hexadeci mal string.
2. Genesis Event
The first event in a run (the genesis event) MJST have:

* seq equal to 1.
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10.

10.

* prev_hash equal to 64 hexadeci mal zeros: "000000000000000000000000
0000000000000000000000000000000000000000"

3. Chain Rule

For all events where seq is greater than 1, the prev_hash field MJST
equal the hash of the event with sequence nunmber seq - 1. Verifiers
MJST reject any trace where the chain rule is violated

4. Chai ned Events Exanple

The foll owi ng exanpl e shows three chai ned events formng a m ni mal
trace. Hashes shown are illustrative abbrevi ated val ues; rea

i mpl ement ati ons MJUST use full 64-character hexadeci mal SHA-256

di gest s.
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{"volt _version":"0.1","event _id": "evt-001",
"run_id":"run-abc-123",
"ts":"2026-02-28T19: 12: 00. 000Z", "seq": 1,
"event _type":"run.started",
"actor":{"actor _type":"systent,

"actor_id":"quox.core"},
"context":{"correlation_id":"corr-xyz-789"},
"payl oad": {"entrypoint":"api.chat",

"node": "orchestrated"},
"prev_hash":"00000000. ..00000000",
"hash":"alb2c3d4...e5f60718"}

{"volt _version":"0.1","event _id": "evt-002",
"run_id":"run-abc-123",
"ts":"2026-02-28T19: 12: 00. 050Z2", "seq": 2,
"event _type":"aee. envel ope.received",
"actor":{"actor _type":"systent,

"actor_id":"quox. aee. gateway"},
"context":{"correlation_id":"corr-xyz-789",
"aee_envel ope_i d": "aee-env-456"},
"payl oad": {"channel ": "web", "size_ bytes": 1842},
"prev_hash":"alb2c3d4...e5f60718",
"hash": "b2c3d4e5...f6071829"}

{"volt _version":"0.1","event _id": "evt-003",
"run_id":"run-abc-123",
"ts":"2026-02-28T19: 12: 01. 000Z", "seq": 3,
"event type":"tool.call.executed",
"actor":{"actor _type":"runner",

"actor_id":"runner:vmprod-01"},
"context":{"correlation_id":"corr-xyz-789"},
"payl oad": {"tool _nane":"shell",

"status":"success","duration_ns": 812,
"attachment refs":[
{"hash_al g": "sha256",
"hash": "e3b0c442. ..7852b855",
"content _type":"text/plain",
"l abel ":"stdout"}]},
"prev_hash":"b2c3d4e5...f6071829",
"hash":"c3d4e5f6...07182930"}

In this trace

* EBvent 1 (genesis) has prev_hash set to 64 zeros and its hash
computed fromits own content.

* Event 2 has prev_hash equal to Event 1's hash, establishing the
chain |ink.
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* Event 3 has prev_hash equal to Event 2's hash, continuing the
chain. It also references an attachment by SHA-256 hash.
11. Standard Event Types
| mpl enent ati ons MAY introduce custom event types, but the follow ng
standard types are RECOMVENDED for interoperability. The event_type

field MUST be a | owercase dotted string with at | east tw segnents

11.1. Run Lifecycle Events

| Event Type | Description |

| run.started | Run initialization; first |

| | substantive event after genesis

oo o mm e e e e e e eee oo s +

| run.conpleted | Run finished successfully |

oo o m e e e e e e e eee— oo +

| run.failed | Run terminated with an error |

T o e e e e e e e e e e e e e e +

| run.cancelled | Run was cancel |l ed by a user or

| | system |

o o m e e e e e e e e e eee oo s +

Table 2: Run Lifecycle Event Types
11.2. AEE Messagi ng Events

| Event Type | Description |
| aee.envel ope.received | An AEE envel ope was |
| | received by the system |
e o m e e e e e iee i +
| aee. envel ope. sent | An AEE envel ope was sent to
| | a recipient |
Tt o e e e e e e e ememao - +
| aee.message. parsed | An AEE nessage was |
| | successfully parsed |
e o m e e e e e iee i +
| aee.nmessage.rejected | An AEE nessage was rejected
| | (validation failure) |
Tt o e e e e e e e ememao - +

Tabl e 3: AEE Event Types
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11.3. AQCL Policy and Control Events
[S emesfomsbsesoe s esoe s esoe s ese s ess s es e ess s esoss s oe s ess s ess s ps s fs e
| Event Type | Description |
[ s e e e
| aocl.policy.evaluated | A policy was eval uated |
| | against the current context |
o e e e e e a oo o e e e e e e e ememao - +
| aocl . decision.approved | A policy evaluation |
| | resulted in approval |
Fom e e e e a e e oo o m e e e e e iee i +
| aocl . deci sion. denied | A policy evaluation |
| | resulted in denial |
o e e e e e a oo o e e e e e e e ememao - +
| aocl.hitl.required | A policy mandated human-in-
| | the-1oop approval |
Fom e e e e a e e oo o m e e e e e iee i +
Table 4: AOCL Event Types
11.4. Tool Execution Events
[ s s e e e s s e s s s s s s s s e s s e s s s s s s s s s s s s s s
| Event Type | Description |
| tool.call.requested | A tool invocation was |
| | requested by an agent |
o e e e e m oo oo oo e e e e e e e e e e e e e e e e e e e e oo +
| tool.call.executed | A tool invocation conpleted |
| | (success or failure) |
S o m e e e e e e e e e e e e e e e e e e e e aa oo +
| tool.call.failed | Atool invocation failed |
| | with an error |
o e e e e m oo oo oo e e e e e e e e e e e e e e e e e e e e oo +
Table 5. Tool Event Types
11.5. Human-in-the-Loop Events
[S pesfemsbumefemsfee e esee e fese e fespeuele besespses s sespses s ese s e s
| Event Type | Description |
| hitl.requested | Human approval was requested |
oo o - o m e e e e e e e e e e e e e emamao - +
| hitl.approved | A human approved the requested action |
S o e m e e e e e e e e e e e e mo oo +
| hitl.denied | A human deni ed the requested action
o a o o m e e e e e e e e e e e e aao o +
Cow es Expires 1 Septenber 2026 [ Page 15]
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11.

11.

11.

| hitl.timed_out | A hunman approval request expired |
| | without response |

Table 6: H TL Event Types

6. File and Network Events

[S oo bl e s oo ey o}
| Event Type | Description |
[ el oo e e e e s s s s s e e e e s
| file.read | Afile was read (nmetadata only: path |
| | category, size) |
o m e e e oo - o m e e e e e e e e e e e e e e e e e e o +
| fileewite | Afile was witten (nmetadata only: |
| | path category, size)
Fom e o - T +
| net.request | A network request was nmade (netadata
| | only: nethod, status, tining) |
o m e e e oo - o m e e e e e e e e e e e e e e e e e e o +
Table 7: File and Network Event Types
7. Model Activity Events
[ s ooy oo s oo e e e sy o}
| Event Type Descri ption |

An Al nodel inference was requested
(et adat a: nodel nane, token count) |

| nodel .responded | An Al nodel returned a response |
| | (metadata: nodel nanme, tokens used)
Tabl e 8: Mddel Event Types

8. Custom Event Types
Cust om event types MAY be introduced by inplenentations. Custom
types MUST NOT conflict with the standard prefixes (run, aee, aocl,
tool, hitl, file, net, nodel) unless they are extendi ng those
nanespaces in a conpati ble manner. Customtypes SHOULD use a vendor
nanespace prefix, for exanple:

* quox. mar ket pl ace. of fer. creat ed

* vendor x. rout eros. script. depl oyed
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12.

12.

12.

Verifiers MJST ignore unknown event type val ues provided that al
required fields are present and valid.

Attachments
Attachnents are content-addressed bl obs referenced by events. They
hold data that is too large or too detailed for inline inclusion in
event payl oads, such as tool standard output, generated configuration
files, or sanitized report artifacts.
1. Attachnent Hashing
Attachnent content MJST be hashed with SHA-256 over the raw bytes of
the attachment file. The resulting hash is used both as the content
address (filename) and as the integrity reference in event payl oads.
2. Attachment References in Payl oads
Events that refer to attachments MJST reference them by hash within
the payl oad object using an attachnent_refs array. Each entry in the
array MUST i ncl ude:
* hash_alg (string): The hash algorithm "sha256" in v0.1

* hash (string): The 64-character hexadeci mal hash of the attachnent
content.

* content _type (string): The M ME type of the attachnent (e.g.,
"text/plain", "application/json").

* |abel (string): A human-readable |label (e.g., "stdout", "stderr",
"config_backup").

Exanpl e:
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{
"tool _nane": "shell",
"status": "success",
"duration_ns": 812,
"attachment _refs": |
{
"hash_al g": "sha256",
"hash": "e3b0c44298f clcl49af bf 4c8996f b924...",
"content _type": "text/plain",
"l abel ": "stdout"
H
{
"hash_al g": "sha256",
"hash": "7d865e959b2466918c9863af ca942dof...",
"content _type": "text/plain",
"l abel": "stderr"
}
]
}

12. 3. Storage Layout

Wthin an Evidence Bundle, attachnents SHOULD be stored under a two-
| evel directory structure using the first two characters of the hash
as a prefix directory:

attachnment s/ <first-two-hex-chars>/<full-hash>

For exanple, an attachnment with hash
e3b0c44298f clcl1l49af bf 4c8996f b92427ae41e4649b934ca495991b7852b855
woul d be stored at:

attachnment s/ e3/ e3b0c44298f clcl4. .. 7852b855

This prefix-based |ayout prevents file system perfornmance degradation
when | arge nunbers of attachments are present.

12.4. Attachnent Content Cui dance

Good candi dates for attachments include: sanitized tool stdout/
stderr, JSON tool results with secrets renpved, generated artifacts
(reports, configurations), and policy evaluation expl anations.

The foll owi ng MUST NOT be stored as attachments by default: raw
pronpts containing secrets, raw HTTP headers or cookies, raw database
dunps, private keys or tokens, full file contents of sensitive system
| ocations, and personal data unless explicitly required and approved
by policy.
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| mpl enent ati ons SHOULD support a confi gurabl e maxi num attachnent size
and truncation with a "truncated" marker in the payl oad when content
exceeds the limt.

13. Evidence Bundl es
An Evidence Bundle is a sel f-contained, portable package that enables
i ndependent verification of a VO.T trace. Bundles are designed for
audit and conpliance evidence, incident reconstruction, workflow
accountability, and cross-systemportability.

13.1. Bundl e Layout
A bundl e may be represented as a directory on disk or as a ZIP
archive. The contents MJST be identical regardl ess of container
format. The recommended | ayout is:

<bundl e_r oot >/

mani f est. j son # REQUI RED: bundl e i ndex and summary
event s. ndj son # REQUI RED: the event chain
attachnent s/ # OPTI ONAL: content-addressed bl obs
ab/
ab12. .. <hash>
e3/
e3b0. . . <hash>
si gnat ur es/ # OPTI ONAL: detached signature files
sig-1.json
redacti ons/ # OPTI ONAL: redaction netadata
redactions.json
not es/ # OPTI ONAL: human-readabl e not es
not es. nd

13. 2. Mani f est For nat

The manifest.json file MIJST be a single JSON object encoded as UTF-8.
It serves as the index and summary record for the bundle.
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13.2.1. Required Manifest Fields

[} e ———————— e p—p—p—_—_—_—_ Ll ppp—p—p—p—_—_—————————————(—(————(———r
| Field | Type | Description |
[ ety ey el
| volt _version | string | MJIST equal the event |
| | | volt_version, e.g., "0.1" |
Fom e e e oo B o e e e e e e e e m e e +
| bundle_id | string | Unique identifier for this

| | | bundle (UU D or ULID) |
o e e e oo S o e e e e e e eee e +
| run_id | string | The run this bundle covers;

| | | ties to event run_id |
Fom e e e oo B o e e e e e e e e m e e +
| created_ ts | string | SO 8601 UTC tinmestanp of |
| | | bundle creation |
o e e e oo S o e e e e e e eee e +
| hash_alg | string | Hash algorithm MJIST be |
| | | "sha256" in v0.1 |
Fom e e e oo B o e e e e e e e e m e e +
| events file | string | Filenane of the events file,

| | | typically "events.ndjson" |
o e e e oo S o e e e e e e eee e +
| event count | integer | Total nunber of events in |
| | | the events file |
Fom e e e oo B o e e e e e e e e m e e +
| first_event_hash | string | 64-char hex hash of the |
| | | first event (seq=1) |
o e e e oo S o e e e e e e eee e +
| last_event_hash | string | 64-char hex hash of the |ast |
| | | event (seg=nax) |
Fom e e e oo B o e e e e e e e e m e e +

Table 9: Required Manifest Fields
13.2.2. Recommended Manifest Fields
The following fields are RECOWENDED for production bundl es:
* bundl e_node (string): Either "rolling" or "final"

* cutoff _ts (string): For rolling bundles, the | SO 8601 UTC
ti mestanp of the cutoff point.

* correlation_id (string): The AEE correlation ID for cross-protoco
I i nkage.
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producer (object): Information about the systemthat created the
bundl e, with subfields nane (string), version (string), and
optionally build (string, e.g., a git SHA).

integrations (object): Summary identifiers for AEE and ACCL
integration, with optional aee and aocl subobjects.

redactions_present (boolean): Wether any events in the bundle
contain redacted fields.

attachnents_present (bool ean): Wether the bundl e includes
attachnent files.

attachnents (array): A sunmary of included attachments, where each
entry contains hash_al g, hash, content_type, bytes (integer), and
path (string).

signatures (array): Signature records as defined in Section 13.4.

notes (string): Free-text notes about the bundl e.

. Mani fest Exanple
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"volt _version": "0.1",
"bundl e_i d": "01HZBUNDLEOO1",
"run_id": "01HZRUNOO1",
"created ts": "2026-02-28T19: 15: 00. 000Z",
"hash_al g": "sha256",
"events _file": "events.ndjson",
"event _count": 8,
"first_event hash":
"alb2c3d4...e5f60718",
"l ast _event hash":
"c3d4e5f6...07182930",
"bundl e_node": "final",
"correlation_id": "aee-corr-01HZABC123",
"producer”: {
"nanme": "quox-core",
"version": "0.9.3",
"build": "git:8f3a3bl"
}

edactions_present": true,
"attachments_present”: true,
"attachments": [
{
"hash_al g": "sha256",
"hash":

"e3b0c442. ..7852b855",
"content _type": "text/plain",
"bytes": 4832,

"pat h":

"attachment s/ e3/ e3b0c442. .. b855"

}

]
}

13.3. Rolling and Final Bundles
13.3.1. Rolling Bundles

Rol I'i ng bundl es provi de periodic evidence checkpoints for |ong-
runni ng workflows or to reduce data loss if a run crashes. A rolling
bundl e SHOULD set bundl e node to "rolling", include a cutoff _ts

ti mestanp, and set |ast_event _hash to the hash of the last included
event at the cutoff point. Rolling bundles may be superseded by
later rolling bundles or a final bundle.
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13.

13.

3.2. Final Bundles

Fi nal bundl es represent the conplete record of a run. A final bundle
SHOULD set bundle node to "final" and include a term nal event
(run.conpleted, run.failed, or run.cancelled) as the last event in
the chain. The event chain SHOULD span from seq=1 through the

term nal event.

4. Signature Records

VOLT v0.1 does not require signing, but defines a standard signature
record format so that inplenentations can add signatures wi thout
breaking interoperability. Signatures may be included inline in
mani f est.j son under the signatures array, or as individual files
under the signatures/ directory.

Each signature record contains the follow ng REQU RED fi el ds:

* sig_version (string): "0.1".

* sig_type (string): The signature algorithm "ed25519" is
RECOMVENDED.

* key_id (string): A stable identifier for the signing key (DD or
key fingerprint).

* signed_ts (string): 1SO 8601 UTC timestanp of signing.

* scope (string): "bundle" in v0.1

* nmessage (object): The data that was signed, containing run_id,
bundl e_id, hash_alg, first_event_hash, |ast_event hash, and
event _count.

* signhature (string): Base64-encoded signature bytes.

Exanpl e signature record
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14.

14.

{
"sig_version": "0.1",
"sig_type": "ed25519",
"key id":

"di d: key: z6Mkn5Cq. . . LxXWkabc",
"signed_ts": "2026-02-28T19: 15: 05. 000Z2",
"scope": "bundle",

"message": {

"run_id": "01HZRUNOO1",

"bundl e_i d": "01HZBUNDLEOO1",

"hash_al g": "sha256",

"first_event_hash":

"alb2c3d4. .. e5f60718",

"l ast _event hash":

"c3d4e5f6...07182930",

"event _count": 8
},

"signature": "MEUCI QDxAbcDef Ghlj KI MnOpQ St UvWkYz0123456789. .. "
}

A valid signature indicates that the signer attests the bundle' s
event chain endpoints and count match the signed nessage. Signatures
do not prove that the underlying host was unconprom sed; they provide
non-repudi ati on and stronger chai n-of-custody evi dence.

Verification
Verification is the core value proposition of VOLT: if an Evidence
Bundl e cannot be verified independently, it is not evidence. A
successful verification confirns that the trace has integrity and the
bundl e is conplete.
1. What Verification Guarantees
A successful VOLT verification confirns:
* EBvents are well-formed per this specification
* Each event hash matches reconputed content.
* Each event links correctly to its predecessor via prev_hash

* The mani fest matches the bundle contents (count and endpoi nt
hashes).

* Any referenced attachnments exi st and their hashes match.

* Any included signhatures (if present) validate correctly.
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14.

14.

2. What Verification Does Not Guarantee

Verification does not prove:

* The host or runner was unconprom sed during execution
* The tool results are "true" beyond what was recorded.
* The Al nodel’s reasoning was correct.

* The run conplied with external |laws or policies not recorded as
events.

VOLT is a tanper-evidence and chai n-of - cust ody protocol, not an
oracl e.

3. Verification Al gorithm

The following algorithmis normative. A conformant verifier MJST
i mpl ement all steps unless an optional skip flag is specified.

*Step O -- Load Bundl e:* Locate and parse manifest.json as UTF-8
JSON. Validate that all required manifest fields exist per
Section 13.2.1. If the manifest is mssing or unparseable, the

result is ERROR

*Step 1 -- Load Events:* Read the events file specified by

mani fest. events file (defaulting to events.ndjson). Parse as NDJSON:
one JSON object per line. Collect events in file order. |If any line
is not valid JSON, the result is FAIL with reason | NVALI D_EVENT_JSON

*Step 2 -- Validate Event Ordering:* Ensure events are ordered by seq
ascending. In strict node, FAIL if seq does not start at 1

(SEQ GAP), if any gap exists (SEQ GAP), if duplicates are found

(SEQ DUPLI CATE), or if the sequence is non-nobnotonic

(SEQ NOT_MONOTONIC). I n pernissive node, warn on gaps but still FAIL
on duplicates or decreasi ng sequences.

*Step 3 -- Validate Required Event Fields:* For each event, verify
that all required fields from Table 1 exist and have the correct
types. Mssing or invalid fields result in FAIL with reason
EVENT_SCHEMA | NVALI D.

*Step 4 -- Validate Version Compatibility:* The volt_version in
mani fest.json MJUST match the volt_version in every event. A mismatch
results in FAIL with reason VERSI ON M SMATCH
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*Step 5 -- Reconpute and Validate Event Hashes:* For each event: (a)
create a copy of the event object with the hash field renoved; (b)
serialize using the Canonical JSON rules from Section 6; (c) conpute
the SHA-256 di gest of the canonical bytes; (d) conpare the conputed
hexadeci nal digest to the stored hash. A msmatch results in FAIL
with reason EVENT_HASH M SMATCH

*Step 6 -- Validate the Chain:* For the first event (seq=1),
prev_hash MJST be 64 hexadecimal zeros. Failure results in FAIL with
reason | NVALI D GENESI S PREV_HASH. For each subsequent event,
prev_hash MJST equal the hash of the i mmediately preceding event. A
msmatch results in FAIL with reason CHAI N BROKEN

*Step 7 -- Validate Run I D Consistency:* Al events MJST have the
same run_id as the manifest’s run_id. A mismatch results in FAIL
with reason RUN | D M SMATCH.

*Step 8 -- Validate Manifest Counts and Endpoints:* (a) Count events
inthe file; the count MJST equal manifest.event_count. (b) Confirm
mani fest.first_event _hash equal s the hash of the first event. (c)
Confirm mani fest.| ast _event _hash equal s the hash of the | ast event.
Any mismatch results in FAIL with reason MANI FEST M SMATCH

*Step 9 -- Validate Attachnments (if enabled):* For each event, |ocate
any payl oad. attachnment _refs entries. For each referenced attachnent:
(a) locate the file at attachnments/<first2>/<hash>; (b) read the raw
bytes; (c) compute SHA-256; (d) compare to the referenced hash. A
mssing file results in FAIL with reason ATTACHVENT M SSING A hash
m smatch results in FAIL with reason ATTACHVENT HASH M SVATCH. | f
attachnent verification is disabled via a flag, the verifier SHOULD
set attachnents_verified to false in the report and warn if
attachnent references exist.

*Step 10 -- Validate Signatures (if present and enabled):* For each
signature record in the mani fest or under signatures/: (a) validate
the signature record schema; (b) reconstruct the nessage object as
defined in Section 13.4; (c) verify the signature bytes using the
decl ared al gorithm (Ed25519 recomrended); (d) confirmthe scope is
supported ("bundle” in v0.1). An invalid signature results in FAIL
with reason SIGNATURE INVALID. If signature verification is

di sabl ed, set signatures verified to false in the report.

4. \Verifier Report Format

A verifier MJST output a result. For interoperability, VOLT v0.1
RECOMMVENDS a JSON report format.

PASS report exanpl e:
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{
"result": "PASS',
"run_id": "01HZRUNOO1",
"bundl e_i d": "01HZBUNDLEOO1",
"volt _version": "0.1",
"hash_al g": "sha256",
"event _count": 128,
"first_event hash": "alb2c3d4...90",
"l ast _event hash": "fOeld2c3...08",
"attachments_verified": true,
"signatures_verified": fal se,
"war ni ngs": []
}
FAI L report exanple:
{
"result": "FAIL",
"reason": "EVENT_HASH M SVATCH',
"details": {
"seq": 42,
"event _id": "OlHzZ- EVT- 042",
"expect ed_hash": "alb2c3d4e5f6...",
"found_hash": "ffeeOOllaabb..."
}
}
ERROR report exanpl e:
{
"result": "ERROR',
"reason": "MAN FEST_UNREADABLE",
"detail s": {
"message": "manifest.json mssing or invalid JSON'
}
}

14. 5. Exit Codes

For command-line inplenentations, the follow ng exit codes are
RECOMVENDED:
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| Code | Meaning |
[} ittt e p—p—p—p—_—(——————————————————————(———(———————r
| O | PASS -- verification succeeded |
S Fe e MMM iiiiiaeiieiaasassciasaassessaaasoaan +
| 1 | FAIL -- verification detected integrity violations

oo T T +
| 2 | ERROR -- invalid bundle format or I/O error |
R T +

Tabl e 10: Verifier Exit Codes

14.6. Standard Fail ure Reason Codes

Verifiers SHOULD use consi sten

t

reason codes to enabl e aut ormat ed
processing of verification results. The follow ng codes

Cow es Expires 1 Septenber 2026

are defined:

:::::::::::::::::::::::::::::::::::+
Descri ption |
s e o s e s
mani fest.json not found in bundle
___________________________________ +
mani f est.j son exists but cannot |
be parsed |
................................... +
mani f est.j son m ssing required |
fields |
___________________________________ +
Events file referenced by |
mani f est not found |
................................... +
Aline in the events file is not |
valid JSON |
___________________________________ +
An event is missing required |
fields or has wong types |
................................... +
Event volt_version does not match |
mani f est |
___________________________________ +
Event run_id does not nmatch |
mani fest run_id |
................................... +
Event sequence nunbers are not |
nmonot oni cal Iy increasing |
___________________________________ +
Dupl i cat e sequence nunber found |
___________________________________ +
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To keep inplenentations conparabl e,

____________________________ +
EVENT_HASH_M SMATCH |

I
____________________________ +
| NVALI D_GENESI S_PREV_HASH |

I
____________________________ +
CHAI N_BROKEN |

I
____________________________ +
MANI FEST_M SMATCH |

I
____________________________ +
ATTACHVENT _M SSI NG |

I
____________________________ +
ATTACHVENT HASH M SMATCH |

I
____________________________ +
SI GNATURE_SCHEMA | N\VALID |
____________________________ +
SI GNATURE_| NVALI D |
............................ +

Tabl e 11: Standar

Conf ormance Level s

targets. An inplenentation may
| evel s.

15. 1.

VOLT- R (Recorder)

Pr ot ocol February 2026

Gap detected in sequence nunbers
(strict node)

Recomput ed event hash does not
mat ch stored hash

First event prev_hash is not 64
hex zeros

Event prev_hash does not match
precedi ng event hash

Mani f est counts or endpoi nt
hashes do not match

Ref erenced attachnment file not
f ound

Attachnent file hash does not
mat ch ref erence

Si gnature al gorithm not supported
by verifier

d Failure Reason Codes

conformto one or nore of these

An inplenentation is VOLT-R conformant if it:

*

Emits events matching the sc
Conput es hash and prev_hash

Respects the privacy constra

Cow es Expires 1
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correctly per Section 10.
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* Uses the Canonical JSON serialization defined in Section 6 for
hash conput ati on.
15.2. VOLT-B (Bundl er)
An inplementation is VOLT-B conformant if it:

* Produces a manifest.json with all required fields per
Section 13.2.1.

* Wites events.ndjson ordered by ascendi ng seq per Section 5.
* Stores attachnents content-addressed per Section 12

* Ensures that secrets are excluded from event payl oads and
attachnents.

15.3. VOLT-V (Verifier)
An implenentation is VOLT-V conformant if it:

* |Inplenments the full verification algorithmdefined in
Section 14. 3.

* Verifies both event hashes and chain integrity.
* Verifies attachnments referenced by events.
* Produces a report per Section 14.4.
* Returns appropriate exit codes per Section 14.5.
16. Privacy and Redacti on
VOLT is an evidence protocol. Evidence that captures secrets,
personal data, or sensitive operational content by accident is a
liability. This section defines the privacy-first |ogging rules and
redaction strategies for VOLT.
16.1. Non-Negotiabl e Rul es
VOLT events and attachnments MJUST NOT cont ai n:
* APl keys, access tokens, or session cookies.

* Passwords or password hashes.

* Private keys, seed phrases, or recovery codes.
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16.

16.

* Dat abase connection strings containing credentials.

* Full authorization headers (e.g., "Authorization: Bearer ...").
* Raw secrets from environnent vari abl es.

The rule of thumb: if it can grant access, it MJST NOT be recorded.
Events MJUST default to netadata and references. Full outputs SHOULD
be stored as attachnments only when safe and useful. When in doubt,
i npl ementations MJUST record a sumary and content hash rather than
raw content.

When anything is omitted or sanitized, events MJST indicate this
explicitly via redaction flags such as payl oad. redact ed,

payl oad. i nputs_redacted, or payload. outputs redacted set to true.
This prevents silent censorship and keeps audits honest.

2. Data Cassification

I mpl enent ati ons SHOULD cl assify data into at |east the foll ow ng
cat egori es:

| Level | Description |
| PUBLIC | Safe to store and export (rare for operational data) |
M o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| INTERNAL | Safe within the organization; not for public export |
Fom e oo o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +
| SENSITIVE | Requires strict redaction controls before storage |
o m e e e - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm i mamma- +
| SECRET | Must never be stored in VOLT events or attachnents |
M o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| PII | Personal data; may be subject to regulatory |
| | requirenents |
R o m m e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo oo +

Table 12: Data C assification Levels
3. Secret Scanning

I mpl ement ati ons SHOULD i ncl ude a guard that runs before events and
attachnents are persisted. The scanner SHOULD detect:

* Token-like strings (JW patterns, APl key prefixes such as sk-,
ghp_, AKIA).
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* Comon credential keys (password=, api_key, secret).

*  PEM bl ocks (----- BEG N PRI VATE KEY----- ).

* AWS access key patterns (AKIA ..).

* Conmon bearer token and cooki e patterns.

When a potential secret is detected, the inplementation SHOULD strip
the val ue, set payload.redacted to true, and optionally raise an ACCL
policy alert. Attachments SHOULD be scanned and sanitized before
storage; if an attachnment cannot be safely sanitized, it SHOULD be
omitted entirely.

4. Redaction Flags and Strategy

In VOLT v0.1, redaction is explicit and sinple:

* Omit sensitive fields entirely fromthe payl oad.

* Replace with boolean flags: "inputs_redacted": true or "redacted"”
true.

* Optionally include a summary: "inputs_sunmary": "Wite config file
to prod".

Exanpl e redact ed payl oad:

{

"tool nane": "shell",

"operation": "wite_file",

"target": "prod/nginx.conf",

"inputs_redacted": true,

"inputs_sunmmary": "Wite nginx configuration update"
}

5. Redaction Log

If an inplementation performs redaction, it MAY include a redactions/
redactions.json file in the Evidence Bundle. This file describes

whi ch events had fields redacted and the category of redaction. The
format is:
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{
"volt _version": "0.1",
"run_id": "01HZRUNOO1",
"itens": |
{
"event id": "evt-006",
"fields_renmoved": ["payl oad.inputs"],
"reason": "secret"
b
{
"event _id": "evt-009",
"fields_renoved": ["payl oad.response body"],
"reason": "pii"
}
]
}

Note: VOLT v0.1 does not require cryptographic proof of redaction
correctness. That is a planned enhancenent for future versions.

6. Export Safety Rules

When exporting Evidence Bundl es outside the originating system(e.g.,
as a ZIP for audit handoff):

* | NTERNAL and SENSI Tl VE attachnments SHOULD be renpved unl ess
explicitly included by policy.

* A summary report of renpved itens SHOULD be incl uded.
* Averification report SHOULD be included if requested.

* Chain integrity MJST be preserved: events MJST NOT be rewitten
during export, as this would invalidate hashes.

If content must be renoved after the fact, the export SHOULD be
| abel ed as a "redacted bundl e" and MJUST NOT be presented as the
original full-fidelity record

Thr eat Model

This section describes the threats VOLT is designed to nmitigate, the
threats it cannot fully nmitigate, and recomrended counternmeasures.
VOLT is an evidence integrity protocol providing tamnper-evident
traces and portable verification, not perfect truth in adversari al
envi ronments.
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1. Threats VOLT Mtigates
1.1. T1 -- Post-Hoc Tanpering of Events

*Attack:* An adversary nodifies an event after the run conpl etes
(e.g., changing "denied" to "approved").

*Mtigation:* Event hash validation detects the nodification
( EVENT_HASH M SMVATCH) .

*Residual risk:* If the adversary re-hashes the entire chain and no
signatures are present, the fabricated chain will appear valid.
Signatures elimnate this residual risk.

1.2. T2 -- Deleting Events fromthe Mddle

*Attack:* An adversary renoves a tool execution event to conceal
activity.

*Mtigation:* The chain breaks (CHAI N BROKEN) and/or a sequence gap
is detected (SEQ GAP).

*Residual risk:* Sane as T1 if the adversary rebuilds the chain from
the del etion point.

1.3. T3 -- Inserting Fake Events

*Attack:* An adversary inserts a fabricated hitl.approved event to
manuf act ure consent.

*Mtigation:* The chain breaks at the insertion point unless the
adversary re-hashes all subsequent events.

*Residual risk:* Wthout trusted signatures, a conplete re-hash
produces a valid fabricated chain.

1.4. T4 -- Attachnent Substitution

*Attack:* An adversary replaces a tool output attachment with a
sanitized or fake version.

*Mtigation:* Attachment hash validation detects the substitution
( ATTACHVENT_HASH M SMATCH) .

*Residual risk:* If the adversary also nodifies the referencing event
and re-hashes the chain, see TI1.
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1.5. T5 -- Repudi ation of Approvals
*Attack:* An actor clainms "that approval wasn’t mne."

*Mtigation:* Wen actor identity and/or digital signatures are used,
repudi ati on becones significantly harder

*Resi dual risk:* Wthout signatures or strong identity binding, VOT
v0. 1 provi des sequenci ng evi dence but weaker non-repudiation

1.6. T6 -- Silent Redaction / Deceptive Logging

*Attack:* A recorder onmits sensitive tool actions silently w thout
| eaving any trace of their existence.

*Mtigation:* VOLT requires explicit redaction flags; undisclosed
om ssions remain a governance and detection probl em

*Residual risk:* If an event was never recorded, its absence cannot
be proven by VOLT alone. ACCL policies should enforce required event
types for specific operation classes.

2. Threats VOLT Does Not Fully Mtigate
2.1. T7 -- Fully Comprom sed Host or Runner

*Attack:* An attacker controls the runner and emts a cl ean but
fabricated VO.T trace

*Why VOLT cannot solve this alone:* The recorder runs in the
conmprom sed environnent. A conprom sed host can produce any trace it
W shes.

*Recommended mitigations:* Renpte runner attestations (planned),
secure encl aves or TPM backed keys, cross-signing fromboth
orchestrator and runner, a separate |ogging channel to an append-only
store, and strong AOCL enforcenent with network segmentation

2.2. T8 -- Signing Key Theft

*Attack:* An attacker steals a signing key and can sign forged
bundl es.

*Recommended mitigations:* Store keys in HSM or TPM hardwar e where
possi bl e; use short-lived keys with regular rotation; maintain key
revocation lists; use separate keys per environnment (devel opnment,
stagi ng, production); consider nmulti-signature requirenments for high-
ri sk runs.
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2.3. T9 -- Inconplete Evidence (M ssing Coverage)

*Attack:* A tool executes w thout VOLT hooks, so the evidence is
i nconpl ete.

*Recommended mitigations:* Enforce that all tool calls pass through
i nstrunmented mi ddl eware; use AOCL policies to deny execution if the
VOLT recorder is not active; inplenent C checks requiring certain

event types (e.g., production runs nust include hitl.approved).

2.4. T10 -- Privacy Leakage via Evidence Bundl es

*Attack:* Sensitive data | eaks because it was inadvertently | ogged or
exported wi thout proper controls.

*Recommended mitigations:* Enable secret scanning before wite;
enforce strict export controls with rol e-based access; inpl enent
configurable retention with automati c del etion; provide "export-safe"
bundl e nbdes that strip sensitive attachnents.

Security Considerations

Thi s section discusses the security properties, limtations, and
operational considerations of the VOLT protocol

*Hash Chain Integrity GQuarantees and Limitations.* The SHA-256 hash
chain provides strong tanper evidence for recorded traces. Any
nodi fication to an event -- changing a field value, altering a

ti mestanp, or nodifying actor information -- changes the event’'s
hash, which in turn invalidates the prev_hash of every subsequent
event. This cascade effect means that tampering with any single
event requires reconputing all subsequent hashes. However, without
digital signatures, an adversary with wite access to the conplete
bundl e can reconpute the entire chain and produce a new, internally
consi stent but fabricated trace. Signatures provide the essentia
bi ndi ng between the chain and a trusted identity.

*Genesi s Event Trust Anchor.* The genesis event (seq=1l) uses a well-
known prev_hash of 64 hexadeci mal zeros. The integrity of the entire
chai n depends on the trustworthiness of this starting point. [If an
adversary can substitute the genesis event and reconpute the chain,
the verification will pass. Operators SHOULD treat the genesis event
hash as a trust anchor and SHOULD distribute or record it through an
out - of - band nechani sm when strong assurance is required. Digita
signatures over the bundle (covering first_event_hash) mitigate
genesi s substitution.
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*Conprom sed Host Scenario.* VOLT's integrity guarantees assune that
the recording host is not fully conpromised at the time of recording.
A comprom sed host can enmit arbitrary events that forma valid chain.
VOLT detects post-hoc tanpering (changes nade after the chain was
recorded), but it cannot detect fabrication at the source.

Depl oynment's requiring stronger guarantees SHOULD use renote
attestation, cross-signing between nultiple i ndependent conponents,
TPM backed si gni ng keys, or a separate append-only |oggi ng channe
that is not controlled by the sane host.

*Key Managenent for Signatures.* Wien Ed25519 signatures are used,
the signing keys becone high-value targets. Key conpronise allows an
adversary to produce validly signed forged bundles. |Inplenentations
SHOULD store signing keys in hardware security modul es (HSMs) or
Trusted Pl atform Mddul es (TPMs) where avail able. Keys SHOULD be
rotated regularly, and separate keys SHOULD be used for different
environments (devel opnent, staging, production). |nplenmentors SHOULD
mai ntain a key revocati on nechani sm and SHOULD consi der requiring

mul tiple signhatures fromindependent signers for high-risk production
runs.

*Privacy Leakage via Metadata.* Even when raw content is properly
excluded fromevents, netadata can | eak sensitive information.

Ti mestanps reveal activity patterns. Actor identifiers nay expose
organi zational structure. Correlation IDs can be used to |ink
otherw se separate activities. Tool names and operation types may
reveal infrastructure details. Inplenmentations SHOULD assess the
sensitivity of nmetadata fields in their deploynment context and apply
appropriate access controls to Evidence Bundles. The Section 16.6
rul es provi de baseline guidance for cross-boundary transfers.

*Bundl e Export Safety.* Evidence Bundl es exported outside the
originating organi zation carry operational intelligence. Even with
secrets renoved, the sequence of events, tool nanes, timng
informati on, and actor identifiers provide substantial insight into
operational procedures and infrastructure. Exports MJST be treated
as sensitive artifacts. Role-based access controls, audit |ogging of
export operations, and data | oss prevention policies SHOULD be
appl i ed. Redacted bundl es MIST be clearly | abeled and MJUST NOT be
represented as conplete records.
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*Repl ay and Preimage Resistance of SHA-256.* VOLT relies on the
collision resistance and prei mage resi stance of SHA-256 [ RFC6234].
As of the time of witing, SHA-256 remains considered secure against
practical attacks, with no known feasible collision or preinmage
attacks. The hash _alg field in manifests and the versioning
mechanismin VOLT provide a nmigration path if SHA-256 is deprecated
in the future. |Inplementations SHOULD nonitor cryptographic

al gorithm reconmrendati ons from N ST [ FI PS180-4] and be prepared to
transition to stronger hash functions if required.

*Non- Repudi ation with Ed25519.* Ed25519 [ RFC8032] si gnhatures over
bundl e commitnents (covering run_id, bundle_id, first_event_hash,

| ast _event _hash, and event _count) provi de non-repudi ati on: a signer
cannot deny having attested to a specific chain state w thout
claimng key comprom se. The strength of non-repudiati on depends on
the key managenent practices described above. In VO.T vO. 1,
signatures are optional; deploynents requiring strong non-repudi ati on
MJUST enabl e signing and MJST i npl enent robust key managenent. Future
versi ons may introduce per-event signatures and nulti-party
attestation for stronger guarantees.

*Deni al - of - Servi ce Considerations.* VOLT verification requires
readi ng and hashing every event and attachnent in a bundl e.

Mal i ciously crafted bundles with extrenely |arge nunbers of events,
very large attachments, or deeply nested JSON structures could be
used to consume excessive conputational resources on a verifier.

| mpl enent ati ons SHOULD i npose configurable limts on event count,

i ndi vi dual event size, attachnment size, and total bundle size.
Verifiers SHOULD report ERROR rather than attenpting to process
bundl es that exceed configured limts.

I ANA Consi derati ons

Thi s document has no | ANA acti ons.
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