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Abst r act

Agent Orchestration Control Layers (AOCL) is a protocol that
standardi zes how an orchestrator processes inconing events by passing
them through a | ayered control pipeline. AOCL defines an el even-

| ayer taxonony covering ingress normalization, identity scoping,
smart routing, policy gating, plan deconposition, context retrieval,
pronpt shaping, del egation and execution, verification, response
assenbly, and audit witeback. The protocol is runtine-agnostic and
f ramewor k- agnosti c, produci ng auditabl e governance traces as a first-
class output. AOCCL supports both sequential pipeline and directed
acyclic graph (DAG execution nodes, with explicit bypass and branch
semantics that mandate audit records for all control-flow deviations.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 1 Septenber 2026.
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docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Aut ononobus Al agents are increasingly deployed in enterprise

envi ronnments where they perform consequential actions: executing
code, accessing databases, nmanaging infrastructure, and interacting
with external services. Despite this growing responsibility, there
is no widely adopted standard for how agent actions flow through
identity verification, policy enforcenent, execution del egation, and
audit recording.

Wthout a structured control pipeline, agent systens exhibit severa
governance failures: actions are taken w thout policy checks, bypass
deci sions are unrecorded, identity and perm ssion scoping is ad-hoc,
and there is no reproduci ble trace explaining why a particular action
was taken or what evidence supports the result.

The Agent Orchestration Control Layers (AOCL) protocol addresses
these problenms by defining a | ayered control pipeline that an
orchestrator runs when processing any incom ng event. AOCL does not
prescri be how agents are built, how tools execute, or how workers are
scheduled. Instead, it standardizes the control |ayers through which
work flows, the m nimum contract each layer MJST follow, and the
audit records that MJST be emtted.
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AOCL is designed to be runtinme-agnostic and framework-agnostic. It
operates al ongsi de the Agent Envel ope Exchange (AEE) protocol [AEE],
usi ng AEE envel opes as the audit and del egation format w t hout
requiring any changes to the AEE specification. Verifiable audit
trails MAY additionally be anchored using the VOLT protocol [VOT].

The protocol defines el even canonical layers (LO through L10), a
structured context bundle with seven partitions (CO through C6), and
two stack execution nodes (pipeline and DAG. Al control-fl ow

devi ations, including | ayer bypasses and branch deci sions, MJST
produce explicit audit records.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The following terns are used throughout this docunent:

Intent A triggering event that initiates AOCL processing. Exanples
i ncl ude user messages, nonitoring alerts, webhook call backs, API
calls, and scheduled ticks. AOCL does not constrain the event
format, but commonly an intent arrives as an AEE [ AEE] task
envel ope.

Orchestrator The conponent that runs AOCL stacks. It may be a
singl e process or distributed across multiple nodes. The
orchestrator is responsible for |ayer sequencing, context
propagati on, control-flow decisions, and audit em ssion

Layer A named unit of control logic that takes an input state and
produces a possibly nodified state, decisions and/or actions, and
control flags that influence routing (branch, bypass, or halt).
Layers can be deterministic code, LLMcalls, or hybrids.

Stack A configured sequence or graph of |ayers used for a class of
tasks (e.g., "default", "realtinme-alert", "deep-research")

Context Bundle A structured state object passed through ACCL | ayers,
partitioned into seven segnments (CO through C6) that separate
concerns such as event metadata, identity, task definition
menory, policy, execution paraneters, and audit requirements.

Control Flags Signals enitted by a layer to influence downstream
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processing. Standard flags include halt_pipeline, require_hitl,
branch_to, and bypass_| ayers.

Context Delta A patch or nmerge delta representing changes a | ayer
made to the context bundle. Layers SHOULD emt deltas rather than
full context copies to mninize payload size and enable efficient
repl ay.

3. Architecture Overview

AOCL defines a control-plane architecture for agent orchestration.
The architecture consists of four primary conponents: |ayers, stacks,
context bundles, and the orchestrator

3.1. Layers

A layer is the fundanental unit of control logic. Each |ayer
receives an input context bundle, perfornms its designated function
(normalization, policy checking, planning, etc.), and produces an
out put consi sting of:

* A possibly nodified context bundl e (expressed as a delta);
* Zero or nore decisions with coded reasons;
* Control flags that may alter downstream processing

Layers are intentionally opaque in their inplenentation. A layer MAY
be inplenmented as deterninistic code, an LLMinference call, a rules
engi ne, a renote service invocation, or any conbination thereof.

AOCL specifies only the input and output contracts, not the interna
mechani sm

3.2. Stacks

A stack is a configured arrangenent of |ayers for a particular class
of work. Stacks MAY be expressed as a sequential pipeline (ordered
list) or as a directed acyclic graph (DAG with conditional edges.
An orchestrator MAY support multiple named stacks and sel ect anong
them based on the characteristics of the inconmng intent.
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3.3. Context Bundl es
The context bundle is the shared state object that flows through
layers. It is partitioned into seven segnents (CO through C6) to
separate concerns and enabl e sel ective access. Layers SHOULD emt
context deltas (patches) and references/digests rather than re-
transmtting |l arge objects. The context bundl e SHOULD remain
i nspect abl e and repl ayabl e.

3.4. Ochestrator Role
The orchestrator is responsible for:
* Receiving incomng intents;
* Selecting the appropriate stack;
* Executing layers in the order defined by the stack;
* Propagating the context bundl e between | ayers;

* Honoring control flags (branch, bypass, halt);

* Emitting audit records for every |layer activation and control-fl ow
deci si on.

3.5. Scope Boundari es
AOCL explicitly does NOT define:
* How agents are built or structured internally;
*  How tools execute or what APIs they expose;
* How workers are schedul ed or | oad-bal anced;
* Transport bindings (HTTP, WebSocket, NATS, Kafka);
* Cryptographic signature formats;
* A formal expression |anguage for DAG edge conditions;

* A standardi zed plugin registry for layer inplenmentation
ref erences.

These concerns are deferred to runtine inplenentations or future
revisions of this specification
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4. Design Principles
4.1. Layered Control

Work flows through ordered |ayers with clearly separated
responsibilities. Each |layer has a single prinary concern (e.qg.,
identity scoping, policy enforcenment, context retrieval). This

separ ati on enabl es i ndependent evol ution, testing, and repl acement of
i ndi vidual layers without affecting the overall pipeline structure.

4.2. Branchabl e and Bypassabl e
AOCL supports alternate execution paths (branches) and the ability to
skip layers (bypasses). However, all branch and bypass deci si ons
MJST be auditable. The orchestrator MJST emt explicit records
docunenting which |layers were bypassed or which branch was taken, who
aut horized the deviation, and why it was pernitted.

4.3. Delta-First Context
Layers SHOULD emit context deltas (patches) and references/digests
rather than re-transnmitting entire context objects. This principle
keeps audit payl oads small, enables efficient replay, and allows
integrity verification through digest conparison. Large data (e.dqg.
RAG results, file contents) SHOULD be referenced by URI or content
hash rather than enbedded inli ne.

4.4, Audit-First

AOCL is designed to produce traces that answer five fundanental
gover nance questions:

1. What happened?

2. Wy did it happen?

3. Wiat changed in the context?

4. \Who or what approved any bypasses or deviations?

5. What evidence supports the result?

Every |l ayer activation, decision, and control-fl ow change MJST

produce an audit record. Observability is a first-class output of
the protocol, not an optional add-on
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5. Context Bundl e

The context bundle is the structured state object that flows through
all ACCL | ayers. AQOCL does not mandate a single rigid schena, but
RECOMMVENDS partitioning the bundle into seven segnents (CO through
C6) to naintain clear separation of concerns.

5. 1. C0: Event

Cont ai ns netadata about the triggering event: source identifier,

ti mestanp, channel (chat, webhook, API, schedule), correlation IDs,
and any attachnents or raw input data. This partition is popul ated
during LO (ingress nornalization) and is generally read-only for
subsequent | ayers.

5.2. Cl: ldentity and Scope

Contains the authenticated identity context: user and/or organization
identifiers, roles, pernissions, secret scope boundaries, and
redaction rules. This partition is populated during L1 (identity
scopi ng) and is consunmed by policy and execution | ayers to enforce
access control

5.3. (C2: Task

Contains the structured task definition: goal statenent, constraints,
definition of done, priority level, and any deconposition into sub-
tasks. This partition is refined during L4 (plan deconposition) and
consuned during L7 (del egation and execution).

5.4. C3: Menory and Know edge

Contains retrieved contextual information: nenory notes, retrieval -
augnent ed generation (RAG results, file references, and bounded
sunmaries. This partition is populated during L5 (context retrieval)
and consumed during L6 (shape and rewite) and L7 (del egation and
execution). Large data objects SHOULD be stored as references rather
than inline val ues.

5.5. C4: Policy

Contains active policy constraints: safety and conpliance rul es,
allowed tool lists, nodel restrictions, content filtering

requi renents, and human-in-the-loop (H TL) thresholds. This
partition is popul ated during L3 (policy gating) and enforced

t hroughout subsequent | ayers.
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5.6. C5: Execution

Contai ns runtime execution parameters: budgets (token limts, cost
ceilings), tinmeouts, concurrency limts, the tool registry, nodel
routing preferences, and execution node (e.g., "restricted-readonly",
“full", "anal ysis-only").

5.7. C6: Audit

Contains audit configuration: log | evel, required evidence types,
conpliance checkpoint identifiers, and references to external audit
sinks. This partition governs what |evel of audit detail is enitted
by each | ayer and what evi dence MJST acconpany the final result.

5.8. Serialization
When serialized, the context bundle SHOULD be represented as a JSON
[ RFC8259] object with top-level keys corresponding to the partition

identifiers (CO through C6). The following is an illustrative
exanpl e of a mniml context bundle:
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{

Q0" {
"source": "chat",
"ts": "2026-01-26T12: 00: 002",
"channel ": "web",
"corr": "01ACCL_COCRR 0O0O1"

b

"Cl": {
"user _id": "user-42",
"org_id": "org-7",
"roles": ["operator"],
"redact": ["ssn", "credit_card"]

b

"o
"goal ": "Check backup status for production cluster"”,
"priority": "high"

},

a3t {},

At |
"all owed_tools": ["tool.readonly.*"],
"nodel _restrictions": []

s

"G5 {
"timeout _ns": 30000,
"max_parallel": 4,
"node": "restricted-readonly"

},

n Il: {
"log_l evel ": "info",
"evidence_required": true

}

}

Layer Taxonony
ACCL defines el even canonical |ayers (LO through L10).

I mpl enentations are not required to use these exact names, but
adopting the shared taxonony makes stacks portable, debuggable, and
i nteroperabl e across different orchestrator inplenentations.

Each | ayer is described below with its canonical identifier, purpose,
i nput contract, output contract, and key behavi ors.

1. LO: ingress.normalize
Canonical ID LO.ingress.nornalize

Purpose Normalize incom ng events from het erogeneous sources (chat
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2

messages, webhooks, emmils, nonitoring alerts, schedul ed ticks)
into a uniforminternal representation. Assign run identifiers
and perform basic input parsing and validation.

I nput Contract Raw event data in source-specific format. No
assunpti ons about structure or encodi ng.

Qut put Contract Populated CO (Event) partition with normalized
source, timestanmp, channel, correlation ID, and parsed
attachnents. A unique run_id MJUST be generated for the processing
run.

Key Behavi ors
* MUIST assign a unique run_id for the processing run

*  MJST populate CO.corr with a correlation identifier (either
fromthe incom ng event or newy generated).

* SHOULD validate that the inconing event contains sufficient
data to proceed.

* NMAY reject nmal formed events by setting a halt control flag.

L1: identity.scope

Canonical ID Ll.identity.scope

Purpose Resolve and apply identity context, including user and
organi zation identifiers, role assignments, perm ssion sets,
secret scope boundaries, and data redaction rul es.

I nput Contract CO (Event) partition populated with source and
correlation data. Authentication tokens or identity assertions
fromthe incom ng event.

Qut put Contract Populated CL (ldentity and Scope) partition
Identity resolution failures MJUST result in a halt control flag or
a forced restricted-node branch.

Key Behavi ors
* MJST resolve the acting identity before all owi ng downstream

processi ng.

* MUIST popul ate redaction rules so that downstream | ayers can
enforce data mnimzation

* SHOULD NOT be bypassabl e in production depl oynents.
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* MAY support nultiple identity providers and federation schenes.
6.3. L2: route.smart
Canonical 1D L2.route.snart

Purpose Deterministic fast-path router that handl es pattern
mat chi ng, cached answers, known commands, and sinple | ookups
wi t hout invoking the full pipeline. This |ayer provides an early
exit for requests that do not require planning, context retrieval,
or agent del egati on.

I nput Contract CO (Event) and Cl (ldentity) partitions popul ated.

Qut put Contract |If a fast-path match is found: a direct response and
halt _pipeline control flag set to true, causing the pipeline to
skip to L9 (response assenbly). If no match: context passed
t hr ough unnodi fi ed.

Key Behavi ors
* SHOULD be fast and deterministic (no LLMcalls).

* MAY maintain a cache of previously conputed responses.

*  MUIST set halt_pipeline to true when providing a direct
response, to avoid unnecessary downstream processi ng.

* SHOULD emit a decision record indicating whether a fast-path
mat ch was found.

6.4. L3: policy.gate
Canonical ID L3.policy.gate

Purpose Enforce safety and conpliance policies. Evaluate tool and
nodel restrictions, content filtering requirenments, and human-in-
the-1oop (H TL) thresholds. This layer acts as the primary
gover nance checkpoi nt.

Input Contract CO (Event), Cl (ldentity), and C2 (Task) partitions
popul ated (C2 may be partially populated at this stage).

Qut put Contract Populated C4 (Policy) partition with active
constraints. My set control flags including require_hitl,
branch_to (e.g., restricted node), or halt_pipeline (for policy
vi ol ations).

Cow es Expires 1 Septenber 2026 [ Page 12]



I nternet-Draft ACCL February 2026

6

6

5

6

Key Behavi ors
*  MUIST evaluate all applicable policies before allow ng
downstream executi on.

* MJST enit a decision record with coded reasons (e.g.
POLI CY_ALLOW POLI CY_DENY, POLICY_RESTRI CT).

*  SHOULD NOT be bypassabl e in production depl oynents.

* NMAY trigger H TL requirenents by setting the require hitl
control flag.

*  SHOULD popul ate C4.allowed_tools to constrain which tools the
execution |layer may invoke.

L4: pl an. deconpose

Canoni cal 1D L4. plan. deconpose

Purpose Convert the incoming intent into structured objectives.
Det erm ne whet her the task requires single-step or nmulti-step
execution, whether nmultiple agents are needed, and what the
dependency graph | ooks like.

I nput Contract 0 (Event), Cl1 (ldentity), C2 (Task -- partial), and
C4 (Policy) partitions popul at ed.

Qut put Contract Fully populated C2 (Task) partition with structured
obj ectives, sub-task deconposition (if applicable), dependency
ordering, and a definition of done.
Key Behavi ors
*  SHOULD deconpose compl ex requests into discrete, independently
verifiabl e sub-tasks.

*  MJST respect policy constraints from C4 when fornul ating pl ans
(e.g., if tool execution is restricted, plans MJST NOT incl ude
t ool - dependent steps).

* NMAY use LLMinference to analyze intent and generate plans.

* SHOULD enit a decision record describing the deconposition
strategy chosen.

L5: context.retrieve

Canonical ID L5.context.retrieve
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Purpose Retrieve relevant nmenory, files, and know edge context.
Performretrieval -augnented generati on (RAG | ookups, nenory
searches, file reads, and produce bounded summaries and
ref erences.

I nput Contract C2 (Task) partition with structured objectives to
guide retrieval. Cl (ldentity) partition for access control on
retrieved data.

Qut put Contract Populated C3 (Menory and Know edge) partition with
retrieved data, references, and summaries. Large objects SHOULD
be stored as references (URIs or content hashes) rather than
i nline val ues.

Key Behavi ors
*  MJST respect identity and perm ssion boundaries from Cl when
retrieving data.

*  SHOULD produce bounded summaries to avoid context w ndow
overflow in downstream LLM cal | s.

* SHOULD emit references and digests for large retrieved objects
rat her than enbeddi ng theminline.

* MAY query nultiple know edge sources (vector stores, databases,
file systems, APIS).

L6: shape.rewite
Canonical ID L6.shape.rewite

Purpose Rewite and structure the accunul ated context into an
operational formsuitable for execution. This may involve
constructing AEE task envel opes, tool invocation plans, pronpt
tenpl ates, or structured schenas.

I nput Contract C2 (Task), C3 (Menory), C4 (Policy), and C5
(Execution) partitions popul at ed.

Qut put Contract Operational artifacts ready for L7 del egation
structured task definitions, tool call specifications, pronpt
payl oads, or AEE task envel opes.

Key Behavi ors
*  MUIST apply redaction rules fromCl to any data included in
operational artifacts.

Cow es Expires 1 Septenber 2026 [ Page 14]



I nternet-Draft ACCL February 2026
* SHOULD structure output for efficient consunption by the target
execution runti me.

* MAY apply pronpt engineering, tenplate expansion, or schema
mappi ng.

* SHOULD enit a decision record if the rewite significantly
transforns the original intent.

6.8. L7: del egate.execute

Canonical 1D L7.del egate. execute

Purpose Delegate work to agents, tools, or external services.
Manage dependenci es between sub-tasks, enforce concurrency limts,
and collect results. This is the primary execution layer and is
intentionally runtinme-specific.

Input Contract Operational artifacts fromL6. C5 (Execution)
partition with budgets, timeouts, concurrency limts, and too
registry

Qut put Contract Execution results from del egated work, including
agent responses, tool outputs, error reports, and evidence
artifacts.

Key Behavi ors
* MJST respect budgets and tineouts from C5.

*  MJST respect the allowed tool list from C4.

* MUIST emt AEE task envel opes when del egating to agents,
preserving the correlation I D from CO.

*  SHOULD nmanage concurrent sub-task execution within the linits
specified in C5.

* MUIST coll ect and propagate errors in a structured format.
6.9. L8: verify.check
Canonical ID L8.verify.check
Purpose Performverification, evaluation, and consistency checks on
execution results. Validate that evidence requirenents are net,

outputs are consistent with the task definition, and no policy
vi ol ati ons occurred during execution.
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I nput Contract Execution results fromL7. C2 (Task) partition with
definition of done. C6 (Audit) partition with evidence
requirenents.

Qut put Contract Verification verdict (pass, fail, or partial) with
supporting evidence. |If verification fails, MAY trigger re-
execution (loop back to L7) or halt with an error

Key Behavi ors
* MJST check that required evidence (as specified in C6) is
present and vali d.

* SHOULD val i dat e out put consi stency against the task definition
in C2.

* MJST emit a verification decision record with pass/fail status
and reasons.

* MAY invoke eval uation nodels or deterninistic validation |ogic.

* MAY request re-execution if results are insufficient, subject
toretry limts.

6.10. L9: assenble.respond
Canoni cal 1D L9. assenbl e.respond

Purpose Assenble the final response from execution results and
verification outconmes. Apply final redaction, tone adjustnent,
and formatting constraints before delivery to the requesting

party.

Input Contract Verified execution results fromL8 (or direct results
fromL2 in fast-path cases). Cl1 (ldentity) partition with
redaction rul es.

Qut put Contract Final response payload ready for delivery. Al
redaction rules from Cl MJST have been appli ed.

Key Behavi ors
* MJST apply all redaction rules fromCl before emtting the
response.

* SHOULD apply tone and formatting constraints appropriate to the
out put channel

* MAY conbine results frommnultiple sub-tasks into a coherent
response.
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* MJST NOT include sensitive data that was nmarked for redaction
in Cl.

6.11. L10: audit.witeback
Canonical ID L10.audit.witeback

Purpose Persist the conplete audit trace for the processing run.
Wite back permtted nenory updates (e.g., conversation sunmaries,
| earned facts) and enmit the final run sumary record.

Input Contract Conplete context bundle with all accunul ated del t as.
C6 (Audit) partition with log | evel and conpliance checkpoint
requirenents

Qut put Contract Persisted audit trace (as one or nore AEE event
envel opes). Optional nenory witeback artifacts. An
aocl . run. summary event envel ope sumari zi ng the conplete
processing run.

Key Behavi ors
* MJST persist the audit trace to the configured audit sink(s).

* MJST emit an aocl.run.sunmary envelope with timng, |ayer
count, decision summary, and outcome status.

*  SHOULD perform menory witeback only for data explicitly
permtted by policy (C4).

* MJUST NOT fail silently -- audit persistence failures SHOULD be
reported as errors.

7. Stack Definition Format
AOCL stacks define the arrangenent and configuration of |ayers for a
particul ar class of work. Two execution nodes are supported:
pi pel i ne node and DAG node.
7.1. Pipeline Mde
Pi peline node arranges |layers in a strict sequential order. Each
| ayer executes after the previous one conpletes, unless a contro

flag causes a skip, branch, or halt. This is the sinplest execution
mode and is RECOMVENDED f or nbst use cases.
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A pipeline stack definition MJST include a stack_id, version, nopde
set to "pipeline", and an ordered array of |ayer entries. Each |ayer
entry MUST include an id and ref field, and MAY include an enabl ed
flag.

{
"stack_id": "default",
"version": "0.1",
"node": "pipeline",
"l ayers": [
{"id": "LO.ingress.normalize", "ref": "builtin:l0.nornalize",
"enabl ed": true},
{"id": "Ll.identity.scope", "ref": "builtin:l1l.identity",
"enabl ed": true},
{"id": "L2.route.smart", "ref": "builtin:l2. router",
"enabl ed": true},
{"id": "L3.policy.gate", "ref": "builtin:l3.policy",
"enabl ed": true},
{"id": "L4.plan. deconpose", "ref": "builtin:l4.plan",
"enabl ed": true},
{"id": "L5.context.retrieve", "ref": "builtin:l5.context",
"enabl ed": true},
{"id": "L6.shape.rewrite", "ref": "builtin:l6.shape",
"enabl ed": true},
{"id": "L7.del egate. execute", "ref": "builtin:l7.delegate",
"enabl ed": true},
{"id": "L8.verify.check", "ref": "builtin:l8.verify",
"enabl ed": true},
{"id": "L9.assenbl e.respond", "ref": "builtin:l9.respond",
"enabl ed": true},
{"id": "L10.audit.witeback", "ref": "builtin:l210.audit",
"enabl ed": true}
1,
"defaults": {
"bypass_al | omed_for_roles": ["adnmin"],
"max_parall el _actions": 8,
"timeout_ns": 60000
}
}

The "ref" field is an inplenentation pointer (plugin ID, nodul e path,
container imge, etc.). AOCL does not define ref resolution
semantics; it standardizes only the stack structure and | ayer input/
out put contracts.
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7.2. DAG Mode

DAG node arranges | ayers as nodes in a directed acyclic graph with
conditional edges. This node supports conditional routing, parallel
branches, fast-path exits, and restricted execution paths.

A DAG stack definition MIST include a stack_id, version, node set to
"dag", an array of nodes, and an array of edges. Each edge MJST
include "front and "to" fields, and MAY include a "when" condition

{
"stack_id": "default-dag",
"version": "0.1",
"node": "dag",
"nodes": [
{"id": "LO.ingress.normalize",
"ref": "builtin:10.nornalize"},
{"id": "Ll.identity.scope",
"ref": "builtin:l1l.identity"},
{"id": "L2.route.smart",
"ref": "builtin:l2. router"},
{"id": "L3.policy.gate",
"ref": "builtin:l3.policy"},
{"id": "L5.context.retrieve",
"ref": "builtin:l5. context"},
{"id": "L7.del egate. execute",
"ref": "builtin:l7.del egate"},
{"id": "L9.assenbl e. respond",
"ref": "builtin:l9.respond"},
{"id": "L10.audit.witeback",
"ref": "builtin:l10.audit"},
{"id": "BRrealtime_alert",
"ref": "builtin:branch.alert_fast"},
{"id": "BR restricted node",
"ref": "builtin:branch.restricted"}
1,
"edges": [
{"from': "LO.ingress.nornmalize",

"to": "Ll.identity.scope"},
{"from': "Ll.identity.scope",

"to": "L2.route.snart"},
{"froni: "L2.route.snart"
"to": "L9.assenbl e.respond”,
"when": "control.halt_pipeline == true"},

{"from': "L2.route.smart"

"to": "L3.policy.gate",

"when": "control.halt_pipeline !'= true"},
{"from': "L3.policy.gate",
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"to": "BR restricted_node",

"when": "control.require_hitl == true"},
{"from': "L3.policy.gate",

"to": "Lb.context.retrieve",

"when": "control.require hitl !'=true"},
{"froni: "L5.context.retrieve",

"to": "L7.del egate. execute"},
{"from': "L7.del egate. execute"

"to": "L9.assenbl e.respond"},

{"from'': "L9.assenbl e.respond",
"to": "L10.audit.witeback"}
] i)

"defaul ts": {
"max_parallel _actions": 8,
"timeout_ns": 60000

}
}

The "when" field is expressed as a string condition. In this version
of the specification, inplenentations MAY treat it as sinple bool ean
expressi ons over "context" and "control" nanespaces. A formnmal
expression |language is deferred to future revisions.

Branch nodes (prefixed with "BR ") MAY represent sub-stacks that
contain their own |layer sequences. The resolution of branch node
internals is inplenentation-defined.

7.3. Variant Stacks

I mpl ement ations are encouraged to define variant stacks tailored to
speci fic workload classes. The follow ng variants are RECOMVENDED:

realtime-alert (Speed-First) Prioritizes |atency over thoroughness.
Typical flow nornalize, identity, policy, delegate, respond,
audit. Skips heavy planning and context retrieval unless
explicitly required

deep-research (Evidence-First) Prioritizes evidence quality and
verification. Adds stronger context retrieval (nulti-source),
al ways-on verification and evaluation, and tighter evidence
requirenents in the audit partition

restricted-textonly (Safety-First) Disables tool execution entirely.

The policy gate forces text-only node, and del egati on becones
anal ysis-only or defers to human-in-the-|oop decision making.
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8.

8.

8.

AEE Bi ndi ng

AOCL is designed to work al ongsi de the Agent Envel ope Exchange (AEE)
protocol [AEE]. AEE standardi zes the nessage envel ope for agent-to-
agent and hunman-to-agent exchange, providing identity, intent, and
causality semantics. AOCL standardi zes the |layered control pipeline
that an orchestrator runs to deci de what happens.

Thi s bi nding defines how ACCL uses AEE w thout requiring any changes

to the AEE envel ope specification. AQOCL operates entirely through
i ntent conventions and payl oad schemas wit hin existing AEE envel ope

types.
1. Envel ope Types Used

AOCL uses existing AEE envel ope type categori es:
task Enitted when ACCL del egates work to an agent or worker.
result Received when an agent or worker returns conpleted work.

event Emitted when AOCCL produces an audit record (layer enter, exit,
or deci sion).

stream Optionally enmitted for incremental traces or |ong-running
| ayer out put.

error Emitted when a |ayer or delegated work fails in a structured
way.

AOCL does not require any new AEE type val ues
2. Intent Namespace

AOCL defines the follow ng intent nanmespace for |ayer-level audit and
control. Al intents use the "aocl." prefix:
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T T T ... +
| aocl.layer.exit Layer conpletion (exit) |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmmo - +
| aocl.layer.decision | Layer decision with coded reasons |
. +
| aocl.context.patch | Context bundle nodification (delta) |
I T T +
| aocl.control.branch | Branch decision (alternate path taken) |
o e e e e e oo - oo e m e e e e e e e e e e e e e e e e e ma o - +
| aocl.control.bypass | Layer bypass decision |
R . +
| aocl.verify.result | Verification outcone |
T T T +
| aocl.run.sunmary | Conplete run summary |
o e e e e e oo - oo e m e e e e e e e e e e e e e e e e e ma o - +
Table 1

For busi ness-1evel del egation, AOCL does not inpose intent names.

Del egated tasks use the caller’s intent (e.g.,

"ops. backup. status. check”) or a derived intent convention appropriate
to the donain.

8.3. Correlation Strategy

Al'l envel opes generated during processing of a single work item MJST
share the same "corr" (correlation) value as the originating request
envel ope. This enabl es grep-able traces across |ayer events, agent
tasks and results, verification records, and final responses.

AOCL supports two reply-chaining strategies for the "reply_to" field:

Strategy A: Root-linked (RECOMENDED) All AQCCL | ayer events set
reply to to the originating request envelope ID. Al del egated
tasks also set reply to to the originating request. This is the
sinmpl est strategy and is RECOMMENDED for initial inplenentations.
Ordering is inferred fromtinestanps

Strategy B: Span-linked Each |ayer event sets reply to to the
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previous |ayer event, formng a strict causal chain. Del egated
tasks set reply to to the layer decision event that emitted the
task. This strategy provides explicit causal ordering suitable
for APMI|ike trace visualization, at the cost of nore conpl ex
envel ope managemnent .

| mpl enent ati ons SHOULD choose one strategy and apply it consistently

within a deploynment. Mxing strategies within a single processing

run i s NOT RECOMVENDED.

8.4. Payload Patterns

ACCL | ayer envel opes SHOULD NOT contain the full context bundle.
I nst ead, payl oads SHOULD i nclude only the follow ng fields:

run_id Ochestration run identifier

| ayer Object containing "id" and "version" of the |ayer

decisions Array of objects, each with "code" and "reason" fields.
delta Context patch or nerge delta (small, not full context).
refs Array of string references to | arge data objects.

digests Map of digest nanes to digest values for integrity
verification and replay support.

control Control flags (halt_pipeline, require_hitl, branch_to,
bypass_| ayers).

timng_nms Optional |ayer execution duration for observability.

The foll owi ng exanpl e shows an ACCL | ayer decision enitted as an AEE
event envel ope:
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vyttt
"id": "01AOCL_LAYER EVENT_0001",
"ts": "2026-01-26T12: 00: 012",
"type": "event",
"fronl: "agent.orchestrator",
"to": "log.aocl",
"intent": "aocl.!|ayer. decision",
"corr": "O1lACCL_CORR _0001",
"reply_to": "01ORI A N_TASK _0001",
"trace": null,
"priority": "normal",
"requires": null,
"payl oad":
"run_id": "RUN- 01ACCL-0001",
"layer": {
"id": "L3.policy.gate",
"version": "0.1"

}

"decisions": |
"code": "POLI CY_ALLOW,
"reason": "No restricted content; tools allowed: read-only"

}

1,
"delta": {
"C4.Policy.allowed tools": ["tool.readonly.*"],
"C5. Executi on. node": "restricted-readonly"
},
"refs": [],
"digests": {
"context _in": "sha256:abcl123...",
"context _out": "sha256: def456..."

}

,ontrol": {
"hal t _pi peline": false

}

ig": null

}

}

The foll owi ng exanpl e shows an ACCL del egation enmitted as an AEE task
envel ope:

Cow es Expires 1 Septenber 2026 [ Page 24]



I nternet-Draft ACCL February 2026

vyttt
"id": "O01AOCL_DELEGATE_TASK 0001",
"ts": "2026-01-26T12: 00: 032",
"type": "task",
"fronl: "agent.orchestrator",
"to": "agent.backup_auditor",
"intent": "ops.backup. status. check",
"corr": "O1lACCL_CORR _0001",
"reply_to": "01ORI A N_TASK _0001",
"trace": null,
"priority": "high",
"requires": {

"timeout ns": 30000,

"evi dence": true

}

ayl oad": {
"cluster_ref": "inv://clusters/node.lan",
"w ndow': "24h",
"context_refs": |
"mem //run/ RUN- 01ACCL- 0001/ cont ext - snapshot "
]

’ig": nul

}

}
Note that the "to" field is a logical sink identifier (e.g.,
"l og.aocl", "agent.backup_auditor") that MAY map to a file, nessage
queue topic, stream ng subject, or any other transport endpoint. The
AOCL semantics are carried entirely in the intent and payl oad fi el ds,
whil e the AEE envel ope structure remains stable and unchanged.

9. Bypass and Branch Deci si ons
AOCL supports two forns of control-flow deviation: bypasses (skipping
one or nore layers) and branches (taking an alternate execution
path). Both forms are permitted but MJST be explicitly audited.

9.1. Bypass Requirenents
When a | ayer bypass is requested or applied, the orchestrator MJST
emt an AEE event envelope with intent "aocl.control.bypass"
cont ai ni ng:
* The identity of the requester (fromCl);

* The list of layers that were skipped;
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* \Whet her the bypass was allowed or deni ed;
* The policy or rule that permtted the bypass.

St acks SHOULD decl are bypass policy in their configuration. The
foll owi ng exanpl e shows a bypass policy declaration

"bypass_policy": {
"allowed roles": ["adm n"],
"never _bypass": |
"Ll.identity.scope",
"L3.policy.gate"
]

}

udit_required": true
}

I mpl enent ati ons SHOULD NOT al | ow bypass of the identity |ayer
(L1.identity.scope) or the policy layer (L3.policy.gate) in

production deploynents. |If bypass of these layers is pernitted
(e.g., in devel opnent or testing environments), the orchestrator MJST
still emt a bypass audit record.

9.2. Branch Requirenents
When the orchestrator takes a branch (alternate execution path), it
MUST enmit an AEE event envel ope with intent "aocl.control.branch"
cont ai ni ng:
* The layer or node that initiated the branch;

* The target branch destination;

* The reason the branch was taken (e.g., policy restriction, fast-
path match, H TL requiremnent).

Branch decisions are typically emtted by the smart router (L2) or

the policy gate (L3), but any | ayer MAY produce branch control flags
if the stack configuration permts it.
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9.3. Audit Conpleteness

The conbi nati on of bypass and branch audit records, together with

| ayer enter/exit events, MJST provide a conplete and reconstructable
pi cture of which |ayers were executed, which were skipped, and which
alternate paths were taken for every processing run. An observer
with access to the audit trail MJST be able to reconstruct the exact
execution path without any inmplicit or hidden state transitions.

10. Security Considerations

AOCL is a control-plane protocol that governs how Al agent operations
flow through identity, policy, execution, and audit stages. The
security properties of a deployment depend critically on the
integrity of each layer and the trustworthi ness of the orchestrator
This section describes the prinmary security considerations.

10.1. Policy Enforcenent Integrity

The policy gate (L3.policy.gate) is the primary governance
checkpoint. |If an attacker can nanipul ate, bypass, or disable this

| ayer, they can cause the orchestrator to execute actions that

vi ol ate organi zational policies. |Inplenentations MJIST ensure that
the policy layer cannot be circunvented t hrough context nani pul ation,
| ayer reconfiguration, or control-flag injection

Policy rules SHOULD be | oaded froma trusted, integrity- protected
source. Changes to policy configuration SHOULD require authenticated
aut hori zation and SHOULD t hensel ves be audited.

10. 2. Bypass Audit Trail Requirements

Layer bypasses represent a significant security-relevant event. The

bypass audit trail is the primary mechani smfor detecting
unaut hori zed control -fl ow devi ations. |nplenentati ons MJST ensure
t hat :

* Bypass audit records cannot be suppressed, deleted, or nodified
after em ssion

* Bypass audit records are witten to a separate, append- only audit
si nk when possi bl e;

* Bypass of identity (L1) and policy (L3) layers is prohibited in

production unless explicitly authorized by a privileged role and
docunented in the bypass policy configuration;

Cow es Expires 1 Septenber 2026 [ Page 27]



I nternet-Draft AQOCL February 2026

10.

10.

10.

* Al bypass records include the authenticated identity of the
requester, not nerely a self-asserted identity.

3. ldentity Trust WNbdel

The identity layer (L1.identity.scope) populates the Cl partition
that all subsequent layers rely on for access control decisions. |If
the identity layer produces incorrect or forged identity information,
all downstream policy enforcenment and access control becones
unreliabl e.

I mpl ement ati ons MUST use authenticated identity sources (e.g.,
verified tokens, nutual TLS, signed assertions) rather than self-
reported identity clains. The identity |layer SHOULD vali date
identity assertions against a trusted identity provider before
popul ating Cl.

When AOCL operates in a multi-tenant environment, inplenmentations
MUST ensure that identity scoping prevents cross-tenant data access
through context bundle isolation or equival ent nechani sns.

4. Layer lsolation

Layers SHOULD be isolated fromone another to prevent a conprom sed
or mal functioning layer fromcorrupting the context bundle or contro
flags of other layers. The orchestrator SHOULD vali date context
bundl e nodifications agai nst expected schemas and reject unexpected
mut at i ons.

When | ayers are inplenented as external services or plugins, the
orchestrator SHOULD aut henticate | ayer inplenmentations and validate
their outputs. A malicious |layer inplenentation could inject false
deci sions, corrupt the context bundle, or emit msleading audit
records.

The del egation | ayer (L7.del egate.execute) poses particular isolation
chal | enges because it invokes external agents and tools.

I mpl enent ati ons SHOULD sandbox del egat ed execution and validate
returned results agai nst expected schemas before incorporating them
into the context bundle.

5. Denial of Service through Layer Abuse

An attacker who can submit intents to the orchestrator may attenpt to
cause deni al of service by:

* Submitting events that trigger expensive layers (e.g., large-scale
context retrieval in L5 or unbounded del egation in L7);
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* Crafting inputs that cause verification | oops between L7 and LS8;

* Exploiting DAG edge conditions to create |long or resource-
i ntensi ve execution paths;

* Cenerating excessive audit records to overwhel mthe audit sink

I mpl enent ati ons SHOULD enforce resource budgets at the stack | eve
(timeout _ns, max_parallel _actions) and at individual |ayer |evel

The orchestrator SHOULD i npl ement rate limting on incomng intents
and circuit breakers on layers that exhibit abnormal |atency or error
rates. Verification loops (L7 to L8 retry cycles) MJST be bounded by
a configurable maximumretry count.

10.6. Context Bundle Confidentiality

The context bundle may contain sensitive information across nultiple
partitions: authentication credentials in Cl, proprietary task
details in C2, retrieved know edge in C3, and policy rules in C4.

I mpl enent ati ons MJST protect the context bundl e from unauthorized
access during transm ssion between |ayers and at rest.

When | ayers are distributed across network boundaries, the context
bundl e MUST be transmitted over encrypted channels (e.g., TLS). When
|l ayers are inplenmented by third-party services, the orchestrator
SHOULD apply data mnimzation by providing only the context
partitions that a | ayer requires, rather than the full bundl e.

Audit records emtted as AEE envel opes contain context deltas that
may include sensitive data. |nplenmentations SHOULD apply redaction
rules fromCl to audit payl oads before persisting them or ensure
that audit sinks have equival ent access protections to the data
sources referenced in the context bundle.

11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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