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Abst r act

Thi s docunent describes a secure key exchange schene that extends the
Ti me- Based One-Ti ne Password (TOTP) [ RFC6238] de facto enrol |l nent

met hod to prevent conpromi se of the non-expiring TOTP key by

phot ogr aphi ¢ capture of the QR code or by intentional or

uni ntentional persistence of the key string in email, SMS, or other
systens outside of the TOTP aut henticator systemitself.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://Silent-
Sector.github.io/totp-secure-enrollnent/draft-contario-totp-secure-
enrollnment.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-contario-totp-secure-
enrol | nent/.

Source for this draft and an issue tracker can be found at
https://github. com Sil ent-Sector/totp-secure-enroll nment.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 28 Septenber 2025.
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1. Introduction

The common practice of presenting a QR Code for Time-Based One-Tinme
Password (TOTP) enroll ment exposes the actual shared TOTP secret key
used by the TOTP algorithmfor nulti-factor authentication. A

fall back met hod of showing the key string to be typed or copied and
pasted into a nmulti-factor authenticator application also exposes the
key. |In both cases the key that is exposed is the pernanent shared
TOTP secret key that, by current standards and processes, is expected
to never expire.

The bel ow process instead replaces the secret key in the QR code with
a URL to the TOTP service for the authenticator application to
request the secret key over a secure network transport w thout

aut hentication. The URL provided uses a one-tinme use data token
(nonce) so only one request for the secret key is honored. |If both
the user and an attacker use the URL, only one will get the secret
key, and only the user will have an active session to conplete
enrol Il ment by entering the proper TOIP val ue derived fromthe secret
key. |If the attacker gets the secret key, the user will not and the
user will be forced to generate a new QR code with a URL to a new
secret key until they successfully get the secret key and conpl ete
TOTP Verification by entering the current one-tine password, neaning
the attacker will be guaranteed to not have the sane secret key. 1In
cases where the URL to the TOIP service is not accessible, the | egacy
shared TOTP secret key exchange via QR Code or text string nmay be
offered as a fallback with appropriate warnings di splayed agai nst key
exposur e.

1.1. Termnol ogies
TOTP: Tine-Based One-Ti ne Password as described in [ RFC6238], and by
itself in this docunment referring only to the algorithm not the

i mpl ement at i on.

TOTP secret key: the hexadeci mal [ RFC6238] string representing a
val ue uni que to each prover, per [RFC6238] section 3.

hardware token: Usually a dedi cat ed-purpose hardware device that is
issued to users. In this docunent it refers to a device that is
pre-set with a TOTP secret key used to display one-tinme passwords
that provide prover functionality.

soft token: Usually a software application that provides enroll nent
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and prover functionality w thout dedicated hardware, usually
runni ng on a smartphone, tablet, personal conputer, or password
manager application. In this document it refers specifically to
an application that stores a TOIP secret key and provi des TOIP
prover functionality. Sonetines referred to in other docunents as

a “soft token” or “software token” , as opposed to a “hardware
token” .
prover: In this document referring to an inplementation of the TOIP

protocol that provides a periodically changi ng one-tine password
based on the tine and a TOTP secret key. A prover nmay be

i npl emented as an aut henticator application (software token) or

i mpl emented as a hardware token

nonce: a randonly-generated cryptographic data token that is used to
prevent replay attacks by only allow ng the value to be used once,
sonmewhat anal ogous to a paper ticket that is torn in half or
scanned and i nval i dated when presented for adm ssion to a venue.

TOTP service: A service used to enroll and verify the TOTP one-tinme
password provi ded by a prover and associated with a specific
authentication request. Also referred to as a “verifier” in
[ RFC6238], as descri bed bel ow.

verifier: Per [RFC6238] section 3.Rl, an authentication or
validation server, and in this case for TOTP.

enrollment: also referred to as _provisioning_ per [RFC6238] section
4.2, and _registration_in [draft-strbac-totp2], the exchange of
the TOTP secret key between the verifier and the prover, followed
by the verification of the prover’s one-tine password by the
verifier, and the respective secure storage and |inking of TOTP
secret key to an identity for M-A

URL: wused explicitly in this docunent to specify a "Uniform Resource
Locator" providing a location and neans of access to obtain
information via a transfer request. |In this docunent expect the
URL to require a transfer using the specified protocol to get the
desired information.

otpauth URI: wused explicitly in this docunent to specify a "Uniform
Resource ldentifier" providing information for i medi ate use for
TOTP enrol I nent, per [totp-uri-format] and
[draft-linuxgem ni-otpauth-uri]. 1In this document expect the
otpauth URI to convey the desired information in a single step
wi t hout an additional transfer step required.
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1.

3.

3.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

TOTP Backgr ound

The basi s of Tinme-Based One-Tine Password (TOTP) [ RFC6238] is a
symretric algorithmfor both the prover and the verifier to conbine a
string containing a hexadeci mal shared TOTP secret key and the
current Unix time [UT] which are hashed using SHA-1 or a simlar
crypt ographi ¢ hash algorithm The result is converted to a deci nal
nunber and truncated, typically to 6 or 8 digits, to be used as the
one-tine password value that the prover supplies and the verifier
accepts as valid only if it calculates the sane one-tinme password

val ue.

TOTP requires that the TOTP secret key, as defined in [ RFC6238]
section 3 requirenent R2, nust be known by both the prover and the
verifier. The original inplenentation of TOTP nay have been i ntended
for use primarily in hardware tokens that were factory-issued with an
unchangeabl e TOTP secret key, which was a conmon practice for

har dwar e t okens, since [ RFC6238] did not define a protocol for the
TOTP secret key exchange. However, increased use of nobile devices
that synchronize their tinme with wireless communi cation providers and
NTP servers have allowed for the proliferation of authenticator
appl i cations running on nobile devices, |aptops, and desktop
conputers, all of which require receiving a unique TOTP secret key
fromeach new verifier. Therefore, a protocol evolved as a de facto
i ndustry standard for enrollnent to exchange the TOIP secret key,
described in the next section.

TOTP Enrol | ment
1. Overview

For consistency and specificity, the remainder of this docunment wll
use the term “TOTP service” in place of “verifier”

For TOTP enrol |l nent using an authenticator application, it is nost

| ogical for the TOTP service to generate the shared TOTP secret key
usi ng cryptographically secure random nunber generators to ensure
that each prover has a uni que TOTP secret key that has not been used
el sewhere. Therefore it is an accepted standard for the TOTP service
to generate the key and store it securely, and for the authenticator
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application to sinply accept and store the key in a secure nanner.
The current TOTP enrol | ment protocol was likely influenced or

est abli shed by the [ Googl eAuth] project, which provided a working
reference system of two conpl enentary nethods for the TOTP service to
share the TOTP secret key with the prover during enroll nent,

descri bed as foll ows.

3.2. Hexadecimal String Enroll ment

The TOTP secret key itself is expressed as a hexadecimal string of an
arbitrary length chosen by the TOTP service. During enrollnent the
TOTP service can display the randomy generated hexadeci mal string to
the user for themto type or paste into an authenticator application

3.3. R Code Enrol | nent

To avoid typographic errors when the user enters the TOIP secret key
into the prover that was provided by the TOTP service, the use of a
[ R _Code] was introduced so that manual data entry was not required
by the user. The QR Code encodes an otpauth URI schene, per the
[totp-uri-format] and proposed as a draft | ETF standard
[draft-linuxgem ni-otpauth-uri] with the follow ng paraneters

al gorit hme( SHAL| SHA256| SHA512| MD5)
OPTI ONAL, defaults to SHAL.

secret =[ websaf e Base32 encoded TOTP secret key, no paddi ng]
REQUI RED, 128 hits or nore.

di gits=(6]8)
OPTI ONAL, defaults to 6

period=N (totp specific)
OPTI ONAL, defaults to 30

The otpauth URI al so includes a human-readabl e Label to identify the
i ssuer and account name. Sone TOTP services al so supply a "user"
paraneter. Both the account name and user paramneter coul d disclose
the conplete identity that the TOIP secret key applies to. Belowis
a fictitious exanple otpauth URI that could be encoded into a QR Code
for the user "human@omai n. coni’ using the Exanpl eCorp servi ce:

ot paut h: //t ot p/ Exanpl eCor p¥8Ahuman%t0dorai n. conf?secr et =bl 4gbf 4ab5I 3rj 3d6ht r xc6bghr x3nVu&
ssuer =Exanpl eCor p

and a url decoded version of the text:

ot paut h: // t ot p/ Exanpl eCor p: human@onai n. conPsecr et =bl 4gbf 4ab5I 3rj 3d6ht r xc6bghr x3n7u& ssue
r =Exanpl eCor p
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O particular note is that the TOTP secret key value of the "secret"
paraneter is provided in BASE32 plaintext with no cryptographic
protections of any kind, and no expiration or nethod of revocation
for the TOTP secret key if the QR Code or otpauth URI is stored,
copied, or transmitted beyond the intended use, or if the TOTP secret
key is discovered conpromised in any other way.

4, Enrol I ment Vul nerabilities

The above two enrol | nent nmethods do not foll ow the recommendati ons
listed in [ RFC6238] section 5.1 stating:

Al'l the comuni cations SHOULD t ake pl ace over a secure channel,
e.g., Secure Socket Layer/Transport Layer Security (SSL/TLS)
[ RFC5246] or |Psec connections [ RFC4301].

This results in a wide range of vulnerabilities.
4.1. Hexadecimal String Enrollment Vulnerabilities

Hexadeci mal String Enroll ment where the TOTP secret key string is
visibly presented to the user is often vulnerable to conpronise by
the follow ng non-exhaustive |ist of vectors:

1. a nearby observer view ng and renenbering the visible TOTP secret
key

2. a nearby observer photographing the visible TOTP secret key

3. the user copying the key to the conputer’s clipboard and then
pasting the TOTP secret key into the prover during enroll nent
(whi ch exposes the key to potentially nalicious applications that
moni tor the clipboard contents)

4. the user copying the TOTP secret key to the conputer’s clipboard
and then pasting the TOTP secret key into an enmail, instant
message, or SMS nessage to send to another user for enroll nent
(which may persist the TOTP secret key in external or interna
systens indefinitely)

5. the user copying the TOTP secret key to a conputer’s clipboard

and then pasting into a file for later use (which which may
persi st the TOIP secret key to local or cloud storage)
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4.2. @R Code Enrollment Vulnerabilities

Enrol |l ment via [ QR_Code] where the encoded TOTP secret key is visible
presented to the user is often vulnerable to conprom se by the
fol |l owi ng non-exhaustive |ist of vectors:

1. a nearby observer photographing the QR Code

2. the user copying the QR Code image into an email or SMS message
to send to another user for enrollnent (which may persist the
TOTP secret key in external or internal systens indefinitely)

3. the user photographing the QR Code inmage on their nobile device
for later use by the authenticator application (which may persist
the TOTP secret key in external or internal systens indefinitely)

4. the user photographing the QR Code inage on their nobile device
to send to another user via enmail, instant nessage, cloud
service, or SM5 for enrollnment (which nmay persist the TOTP secret
key in external or internal systens indefinitely)

5. the user printing the QR Code image to conplete enrollnment |ater
4.3. Elevated Risk for QR Code Enroll nent

As described earlier, the string encoded in the QR Code is a

[ RFC3986] URI that contains all of the needed information to link the
key to the TOTP service and the user with which it is associated,
referred to in this docunent as an otpauth URI. The information
provided in the QR Code greatly sinplifies the TOTP enroll ment since
the user does not need to nanme the entry in their authenticator
application or type in a hexadecimal string, so nost users opt for
the QR Code enroll ment nethod.

However, the tradeoff for this convenience is that the QR Code
potentially contains all of the information needed by an attacker to
log in to the associated target systemas the associ ated user, except
for the user’s first factor password. |If the target systemis
internet-facing and the | ogin page can be identified by name or other
intelligence, and the user’'s identifier is an enmnil address that can
be found in a database of accounts with conprom sed passwords, then
havi ng the TOTP secret key, also in the QR Code, potentially gives
the attacker all of the factors needed to log in as the user to the
target system
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5.

1.

Because of the vectors by which the QR Code could be unintentionally
exposed or stored on systens outside of the user’s control for later
harvesting, a secure enroll ment method that does not expose the TOTP
secret key is needed.

TOTP Secure Enrol | nment

The foll owi ng nethod protects the TOTP secret key via HITPS/ TLS as
recomrended in [ RFC6238] section 5.1 when the TOIP service is
accessible on a public or private network via a URL that can be
generated by the TOTP service

Since this docunent is dealing only with TOIP inpl enentations, the

remai nder of this document will prefer the shortened formof “Secure
Enrollment” in place of “TOTP Secure Enrollnent” , and “authenticator
application” in place of “TOIP authenticator application”

Mechani sm of Operation

The "secret" paraneter of the otpauth URI, as described in
[totp-uri-format], normally only accepts a BASE32 encoded hexadeci nmal
secret key. However, in a “Secure Enrollnent otpauth URI” , the
“secret” parameter MJUST accept a urlencoded URL with a HTTPS protoco
string. This URL, referred to fromhere forward as the “Secure
EnrolIment URL” , is how the authenticator application connects to the
TOTP service to get a copy of the |legacy otpauth URI that contains

the secret key.

The [ RFC3986] URL specification requires the protocol in a URL be
separated by a colon ( “:” ) which is urlencoded into “9BA” . Because
both the “% and “:” characters are not valid in BASE32 encodi ng,
their presence in the “secret” paraneter can effectively be used as a
signal that the value of the “secret” paraneter shoul d be url decoded
and the resulting value used as the Secure Enroll nment URL to request
the original format TOTP otpauth URI containing the plaintext TOTP

secret key via a network connecti on.

To minimze the data that is stored in the Secure Enroll nent QR code,
all of the optional fields SHOULD NOT be included in the Secure
Enrol I ment otpauth URI. Only the “secret” paraneter of the otpauth
URI shoul d be popul ated (as shown bel ow).

*The actual enrollment data, in the formof an otpauth URI, used by
the aut henticator application does not change. The enroll nent data
simply gets delivered via HTTPS instead of enbedded in a QR code.*
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The Secure Enrollment URL MUST include a nonce value that will be
marked as invalid after first use by the TOIP service to insure that
the request is only ever responded to one tinme only (not nore than
once). The Secure Enrollnment URL gets added to the “Secure
Enrol | ment otpauth URI” , then encoded into a QR Code, then displayed
to the user, and then decoded by the user’s authenticator
appl i cation.

A sampl e Secure Enroll ment otpauth URI for Exanpl eCorp:

ot paut h: //totp/ ?secret =htt ps¥BAWRFY@2Fexanpl ecor p. cont@Fapi ¥2Fenr ol | nf a%2F1606267156067176
9238465892

The Secure Enrollnent URL portion of the URI follows the “?secret="
portion and decodes to:

htt ps://exanpl ecorp. conf api/enrol | nfa/ 16062671560671769238465892

The aut henticator application MJUST make a HTTP POST request using the
Secure Enrollment URL to retrieve the otpauth URI text string in the
same | egacy format used by authenticator applications prior to
adoption of TOTP Secure Enrol |l nent.

It should al so be noted that the use of a QR code is not required for
Secure Enrollnment. The user’ s authenticator application could accept
the Secure Enrollment URL via QR code, copy and paste, or nanua

entry of the Secure Enrollnment URL text itself.

5.2. Device Enroll nent Data

TOTP enrol I ment has historically been a “blind” process because there
was no direct interaction between the authenticator application and

the TOTP service. Admnistrators had no information to hel p end-

users that forgot what device or authenticator application they to

use to get their 6 digit TOTP codes

Now t he aut henticator application nmakes a HTTP POST request to the
TOTP service during Secure Enrollnent, so there is an opportunity to
send and capture information for adm nistrators to provide hints
about which device and aut henticator application an end user should
use to log in.

When the authenticator application nmakes the POST request it SHOULD
send a request body with device enrollment data in JSON format using
Content - Type set to “application/json” . The sending of this
enrollment data is optional. The recommended content of the JSON
data is as foll ows:
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"event _type":"totp-secure-enrollnent”,
"time_local ":"Sun, 22 Sep 2024 23:46:30 -0400",
"time_utc":"2024-09-23T03: 46: 30. 637Z2",
"devi ce_nodel ": "F990",
"devi ce_manuf acturer":"Foo",
"os_nane": "android",
"os_version":"12",
"appl i cation_name": " Aegi s",
"application_version":"3.1.1",
"l ocation_description":"Cincinnati, Onhio, USA",
"l ocation_|longitude":"-84.512",
"l ocation_latitude":"39.103"

}

Al'l el enent val ues should be evaluated as strings and contain the
foll owi ng i nformation:

event _type: always the literal string "totp-secure-enrollnent" for
easy identification by humans and machi ne

time_local: time of enrollment, recommended formatted as RFC 1123
Date Tinme for local tinme of the device for human readability

time_utc: tine of enrollnent, |SO 8601 instant format recomended
for machine readability

devi ce_nodel : the device nodel nanme or the nodel nunber

devi ce_manufacturer: the device nmanufacturer nane

0os_nane: the operating system name

os_version: the operating systemversion in human readable form
application_nane: the authenticator application name or title

application_version: the authenticator application version in human
readabl e form

| ocation_description: if available and permtted, a descriptive nane
for the location of the device at the time of enrollnment,
preferably showi ng country, region / state / province, and
muni ci pality

| ocation_longitude: if available and pernitted, the coarse |ongitude
of the device at the time of enroll ment
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location_latitude: if available and pernmitted, the coarse latitude
of the device at the time of enroll nent

It is also optional, but recomrended, for the TOIP service to store
and/ or parse the device enrollnent data for future use. The data can
be used for both end user assistance and adm nistrative review of the
di fferent devices being used for TOTP Secure Enroll nent.

5.3. Secure Enrollment QR code Workfl ow

The Secure Enrol |l nent ideal workflow will follow these general steps
when using a QR code is viable:

1. *Enrollment Request*: The user initiates the enrollnent process
for TOTP for 2FA or MFA on their account. The user experience is
then passed to the TOTP service

2. *Secure Enrollment Preparation*: The TOTP service generates a
nonce and a random TOTP secret key, storing themboth tenporarily
in a secure location with a configurable validity period
(expiration) for human interaction, such as 5 m nutes.

3. *Secure Enrollnment Presentation*: The TOIP service generates and
presents to the user a QR Code that contains an otpauth URl in
the format established by [ Googl eAuth], but instead of the
"secret" paranmeter containing the TOTP secret key, it contains a
url encoded network-accessible HTTPS URL with only a nonce and no
secret key.

4. *User Interaction*: The user interacts with the TOTP
aut henticator application to scan the QR Code presented.

5. *Secure Key Request*: Wen the authenticator application detects
a “9 or “:” character in the "secret" parameter val ue of the
otpauth URI, the authenticator application perforns the new
Secure Enrollnment functionality by urldecoding the “secret”
paraneter and using that value in a HITP POST request.

6. *Secure Key Response*: When the TOIP service receives the HITP
PCST request with the nonce, it | ooks up the nonce fromtenporary
secure storage and if the nonce is not expired it returns the
response (over the HTTPS/ TLS secure channel) with the otpauth UR
containing the secret key in the I egacy de facto format, the sane
data that would normally be provided in the QR Code by the
[ Googl eAut h] code prior to inplementation of Secure Enroll nent.

At the same time, the TOTP service optionally saves the JSON
device enroll nment data contained in the POST request body for
future use
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7. *TOTP Enrollment*: The authenticator application extracts the
"issuer", "secret", "digits", and other parameters fromthe
otpauth URI and registers a new entry in the authenticator
application. This step is unchanged fromthe previ ous process,
except the otpauth URI with the secret key is delivered via HTTPS
rat her than the QR Code.

8. *TOTP Verification*: The TOIP service presents a user interface
that requires the user to enter the current one-tine password and
verify it before considering the user fully enrolled.

9. *Secure Enrollnment Flag*: It is RECOWENDED that in addition to
the new TOTP secret key, the enrollment data stored by the TOTP
service should include a Secure Enrollnent flag to indicate that
this enroll nent was conpl eted over a secure channel. This can be
used for auditing purposes and to force users to re-enroll their
TOTP aut henticator application entries that were not conpleted in
a secure manner in the past.

5.4. Secure Enrollment Copy Paste Workfl ow

The Secure Enroll nent ideal workflow will follow the sane genera
steps as the above QR code workflow when it is easier to copy and
paste a text string than to use a QR code, with the exception of the
following two steps which are slightly nodified and used instead of
the sane nunbered steps: 3. *Secure Enroll nent Presentation*: The
TOTP service displays in selectable text the otpauth URI in the
format established by [ Googl eAuth], but instead of the "secret"”
paraneter containing the TOTP secret key, it contains a urlencoded
net wor k- accessi ble HTTPS URL with only a nonce and no actual secret
key. The user optionally copies the otpauth URI text into the
clipboard or transfers it electronically. 4. *User Interaction*: The
user interacts with the authenticator application by pasting or
typing in the otpauth URI text and submitting it.

5.5. Workfl ow Notes
In both the Copy Paste Wirkfl ow and the QR code Wrkflow, the fina
secret key that is enrolled is never exposed to the user, attackers,
or other systens. The secret key is directly exchanged via HTTPS
bet ween the TOTP service and the authenticator application

5.6. Requirenents

Secure Enrollment requires the following that is not already defined
in [ RFC6238]:
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1. The TOTP service MJST be able to create a Secure Enroll ment URL
to an APl endpoint that can accept an anonymous HITPS POST
request.

2. The TOTP service APl endpoint SHOULD be configured to require
non- deprecated TLS ci phers via HITPS

3. The Secure Enroll ment URL MUST be resol vabl e and accessible to
the authenticator application via internet or private network
connection at the tine of enroll nent.

4. The TOTP service MJST generate a cryptographically secure random
string data token to be used as a nonce to both include in the
URL and store in secure tenporary storage to be accessed by the
APl endpoint. It is recommended that the nonce have at |east 64
bits of entropy. New y-generated GQU D v4 or UU D v4 val ues are
acceptabl e nonce values at the tine of this witing.

5. The TOTP service MJST set a nonce validity period (expiration)
for conpletion of the human actions. The nonce validity period
SHOULD be reasonabl e for authorized users, such as 5 mnutes
into the future

6. The TOTP service MJST NOT permanently store the generated secret
key as enrolled until after the user has conpl eted TOTP
Verification by entering the current one-time password as a part
of an existing user session authenticated with a previous
factor.

7. The TOTP service MJST generate an otpauth URI that sets the
"secret" paranmeter value to the Secure Enrollnent URL generated
per above requirenents (instead of the actual TOIP secret key),
encodi ng the paraneter value per [RFC3986] section 2.

8. The TOTP service MJST exclude optional parts (per
[totp-uri-format]) fromthe Secure Enroll ment otpauth URI that
is presented to the end user as a QR code or text string to
limt data exposure

9. The authenticator application MIST allow the otpauth QR code to
exclude all optional data fromthe otpauth URI, including the
Label and User paraneter, only providing the “secret” parameter
that is populated with the Secure Enroll ment URL.

10. The TOTP service APl endpoint MJST invalidate the nonce after
its expiration period or upon first use by the APl endpoint,
whi chever cones first, using appropriate concurrency |ocking
mechani snms to avoid race conditions.
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11. The TOTP service MJST generate a new secret key any time a new
nonce value is generated for a Secure Enrollnent URL. To avoid
any race conditions or other security concerns, if the user
requests a new QR code or refreshes the page containing the
otpauth URI or (R code, a new secret key and nonce val ue MJST be
generated and suppli ed.

12. The TOTP service APl endpoint MJST NOT respond with an actua
secret key unless the nonce is found in secure tenporary
storage, is unused, and the current tinme is within the validity
period. An affirmative response with a secret key MJST return
an HTTP 200 success code with a response body containing a URL
in the same format established by [ Googl eAuth] as described in
[totp-uri-format] with the “secret” paranmeter containing the
BASE32 encoded secret key.

13. The TOTP service APl endpoint SHOULD respond with a uni form HTTP
4xx series response error code and nessage whet her the nonce is
invalid or expired, preferably a 403 Forbi dden response. In
environments with specialized security needs the TOIP service
APl endpoi nt MAY choose to respond with any other non-usable
response, including a TCP di sconnect, 200 success code with a
bl ank response, a URL with a decoy TOTP secret key, or any other
response that serves the purpose of thwarting an attacker with a
fal se positive response.

14. The TOTP service MAY offer a user-initiated option in the U to
switch to legacy enrollnent. Prior to redirecting the user to
| egacy enroll ment the U SHOULD display a |ocalizabl e nessage
that warns the user to protect the | egacy QR Code and/or the
TOTP secret key string from observati on and phot ographic or
vi deo capture, and avoid saving, sending, or transmtting them
in any formto prevent conprom se of the TOIP secret key.

5.7. Reference Code

Pull requests illustrating reference inplenentati ons based on worKking
open source code bases can be found here:

TOTP Secure Enrol |l nent authenticator application reference code
[tot p-secure-enrol | ment-reference-authenticator]

TOTP Secure Enrollnent server framework deno code
[tot p-secure-enrol | ment-reference-server]
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5.8. Excl usions

TOTP Secure Enrol |l ment does not claimor provide any additiona
benefit in the foll owi ng non-exhaustive |list of areas:

1. Protection of the secret key once it is stored in the
aut henticator application after successful Secure Enroll nent.

2. If the device containing the authenticator application is
obt ai ned by an attacker or is conprom sed by mal ware.

3. Assisting in inventorying or tracking enrolled systens to
invalidate the enroll ed secret key.

4. Purposefully setting up the same TOTP enrol |l nent on nultiple
aut henti cator applications for redundancy or shared accounts.
This is a usage scenario for TOTP outside of industry best
practices and incurs elevated risk. Secure Enrollnent is not
intended to protect or facilitate this.

5.9. Alternative Network Transports

Thi s docunent describes the Secure Enroll ment process specifically
usi ng HTTPS as a secure network transport. |In exceptional cases an
alternative transport, such as SSH 2 or another protocol, mght be
required instead of HITPS due to specialized requirements. The

[ RFC3986] URL value in the “secret” paraneter of the
[totp-uri-format] when using Secure Enrollnent allows for other
network transport protocols to be specified. Sone of the
functionality provided by the HTTPS POST request may not map directly
to all network transport protocols, which nmay preclude the

aut henticator application fromtransmtting device and | ocation
information to the TOTP service, but should still allow for the
secure exchange of the TOTP secret key.

5.10. Applicability to Oher Al gorithns
O her multi-factor authentication algorithms / protocols could
benefit by adapting this secure enrollnent process to exchange shared
secrets. The following is a non-exhaustive |list of possible
candi dat es:
*  HMAC- based One-Time Password (HOTP) [ RFC4226]

* (QOATH Chal | enge- Response Al gorithm (OCRA) [ RFC6287]
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6. Rel ated Enhancenents

There are other efforts to inprove the TOTP experience and security,
such as proposed in draft [draft-strbac-totp2]. It is believed that
the Secure Enroll ment met hod described here can work in conjunction
with and enhance the enrollnent / registration process as described
in [draft-strbac-totp2] section "3. Authentication Schene Overview'
to inmprove the security of the "TOIP2 Registration” step

7. Security Considerations
7.1. Cenera

Al'l security considerations for the execution of TOTP and storage of
the TOTP secret key are covered in [ RFC6238].

7.2. TOTP secret key exchange

The secure exchange of the TOIP secret key MJST use a secure network
transport protocol, such as HTTPS. The inplenentation of the
prot ocol SHOULD follow industry best practices, such as:

1. TOTP service APl endpoints only allow HTTPS SSL/ TLS ci phers that
are not deprecated by the industry.

2. TOTP service APl endpoints advertise/enunerate the supported
ciphers in preferred order of perceived security by traditiona
and quantum standards at the tinme of the exchange, always
preferring ciphers that are deenmed the npbst secure agai nst
"harvest now, decrypt |ater" attacks.

3. Authenticator applications negotiate the HITPS SSL/ TLS connecti on
with ciphers in the order advertised/ enunerated by the TOIP
service APl endpoint.

7.3. Secret key harvesting

Once it is comon know edge that the | egacy QR codes used for TOIP
enrol | ment have no encryption or safeguards, and they can be reused
since they contain the non-expiring secret key, attackers may start
scanning inmages in cloud storage or sent via MVS that contain QR
codes to harvest the secret key, along with the other details in the

R code otpauth URI. Identification of a target QR code is trivial
once decoded into a text string since they all start with
“otpauth://”7 .
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7.

9.
9.

4.

1.

Secure Enrollment Flag

It is RECOVWENDED in the workflow above that in addition to the new
TOTP secret key, the enrollnent data stored by the TOTP service
shoul d include a Secure Enrollnent flag to indicate that this

enrol I ment was conpl eted over a secure channel. It is also
RECOMVENDED t hat action be taken against user accounts that do not
have the Secure Enrollnment Flag set on their accounts. This action
could include, but is not limted to, one or nore of the follow ng
options that could be happen after a given date for each option:

1. Manual human intervention and verification that the authorized
user conpl etes the new Secure Enrol |l ment process.

2. Disable the user accounts until option 1 is perforned.

3. Wien the TOTP service detects success for a user with the Secure
Enroll ment flag set to false, fail the login, and send the user
through the Secure Enroll ment process. Once they conplete it,
the Secure Enrollment flag will be set to true and they will be
able to log in normally using TOTP aut henticati on.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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