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Abst ract

This meno defines X-Wng, a general -purpose post-quantum traditional
hybrid key encapsul ati on mechanism (PQ T KEM built on X25519 and M.-
KEM 768.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dconnolly. github.io/draft-connolly-cfrg-xw ng-kenmldraft-
connol | y-cfrg-xwi ng-kem htm . Status information for this document
may be found at https://datatracker.ietf.org/doc/draft-connolly-cfrg-
XW ng- keni .

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email _Iist=cfrg. Subscribe
at https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com dconnol | y/draft-connol | y-cfrg-xw ng-kem

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

1.1. Mot i vati on

There are nmany choi ces that can be nade when specifying a hybrid KEM
the constituent KEMs; their security
hash wit hin,
a burden to the ecosystem

The aimof X-Wng is to provide a concrete,

to nane but a few.

| evel s; the conbiner;
Having too many sinilar options are

and the

sinmpl e choice for post-

quantum hybrid KEM that should be suitable for the vast nmajority of
use cases.

1.2. Design goals

By maki ng concrete choices,

of X-Wng.

* Sinplicity of definition.

Because al |

we can sinplify and i nprove nmany aspects

shared secrets and ci pher

texts are fixed |l ength, we do not need to encode the |ength.

Usi ng SHA3- 256, we do not need HMAC-based constructi on.

For the

concrete choice of M.-KEM 768, we do not need to mx inits

ci phertext,

Connol |y,

et

al .

see Section 6.
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* Security analysis. Because M.-KEM 768 al ready assumes the Quantum
Random Oracl e Mbdel (QROM, we do not need to conplicate the
anal ysis of X-Wng by considering stronger nodels.

* Perfornmance. Not having to mix in the M.-KEM 768 ci phertext is a
ni ce performance benefit. Furthernore, by using SHA3-256 in the
conbi ner, which matches the hashing in M.-KEM 768, this hash can
be computed in one go on platforms where two-way Keccak is
avail abl e.

W aimfor "128 bits" security (NIST PQC level 1). Although at the
moment there is no peer-reviewed evidence that M.- KEM 512 does not
reach this level, we would li ke to hedge agai nst future cryptanal ytic
i mprovenents, and feel M.-KEM 768 provides a confortable nmargin.

W aimfor X-Wng to be usable for npbst applications, including
specifically HPKE [ RFC9180] .

1.3. Not an interactive key-agreenent
Traditionally nost protocols use a Diffie-Hellman (DH) style non-
interactive key-agreenent. In many cases, a DH key agreenent can be
replaced by the interactive key-agreenent afforded by a KEM wi t hout
change in the protocol flow. One notable exanple is TLS [ HYBRI D]
[ XYBERTLS]. However, not all uses of DH can be replaced in a
straight-forward nanner by a plain KEM

1.4. Not an authenticated KEM

In particular, X-Wng is not, borrowi ng the | anguage of [RFC9180], an
_authenticated_ KEM

1.5. Conparisons
1.5.1. Wth HPKE X25519Kyber 768Dr af t 00

X-Wng is nost simlar to HPKE s X25519Kyber 768Dr af t 00 [ XYBERHPKE] .
The key differences are:

* X-Wng uses the final version of M.-KEM 768.
*  X-Wng hashes the shared secrets, to be usable outside of HPKE.

* X-Wng has a sinpler conbiner by flatteni ng DHKEM X25519) into the
final hash.

* X-Wng does not hash in the M.- KEM 768 ci phertext.

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 4]
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There is also a different KEM call ed X25519Kyber 768Dr af t 00 [ XYBERTLS]
which is used in TLS. This one should not be used outside of TLS, as
it assunes the presence of the TLS transcript to ensure non

mal | eability.

1.5.2. Wth generic conbiner
The generic conbiner of [I-D.ounsworth-cfrg-kem conbi ners] can be
instantiated with M-KEM 768 and DHKEM X25519). That achi eves
simlar security, but:
* X-Wng is nore performant, not hashing in the M.-KEM 768
ci phertext, and flattening the DHKEM construction, with the sane
| evel of security.

* X-Wng has a fixed 32 byte shared secret, instead of a variable
shared secret.

* X-Wng does not accept the optional counter and fixedlnfo
ar gunent s.

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

3. Conventions and Definitions

Thi s docunent is consistent with all term nol ogy defined in
[1-D.driscoll-pqt-hybrid-term nol ogy].

The following terns are used throughout this docunment to describe
t hese operations:

* concat(x0, ..., xN): returns the concatenati on of byte strings.
concat (0x01, 0x0203, 0x040506) = 0x010203040506.

* random(n): returns a byte string of length n bytes produced by a
crypt ogr aphi cal | y-secure pseudorandom nunber generat or.

4. Cryptographi c Dependenci es
X-Wng relies on the following primtives:

* M- KEM 768 post-quant um key-encapsul ati on nechani sm (KEM [ MLKEM :

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 5]
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M.- KEM 768. KeyGen_internal (d, z): Deterministic algorithmto
generate an M- KEM 768 key pair (pk_M sk_M of an

encapsul ati on key pk_M and decapsul ation key sk M It is the
derandom zed version of M.-KEM 768. KeyGen. Note that M.- KEM
768. KeyGen_internal () returns the keys in reverse order of
Gener at eKeyPair() defined below. d and z are both 32 byte
strings.

M.- KEM 768. Encaps(pk_M: Random zed algorithmto generate
(ss_ M ct_M, an epheneral 32 byte shared key ss_ M and a
fixed-1ength encapsul ation (ciphertext) of that key ct_Mfor
encapsul ati on key pk_M

M_- KEM 768. Encaps(pk_M MJST performthe encapsul ati on key
check of [MLKEM H]7.2 and raise an error if it fails.

M.- KEM 768. Decap(ct _ M sk M: Deternministic algorithmusing the
decapsul ati on key sk Mto recover the shared key fromct_M

M_- KEM 768. Decap(ct _M sk _M is NOT required to performthe
decapsul ati on key check of [MLKEM HI7. 3.

generate determnistic test vectors, we al so use

M.- KEM 768. Encaps_internal (pk_M n): Algorithmto generate
(ss_M ct_M, an epheneral 32 byte shared key ss_M and a
fixed-1ength encapsul ation (ciphertext) of that key ct_Mfor
encapsul ation key pk._ M mis a 32 byte string.

M.- KEM 768. Encaps_i nternal (pk_M MJST performthe encapsul ati on
key check of [MLKEM H]7.2 and raise an error if it fails.

*  X25519 elliptic curve Diffie-Hell man key-exchange defined in
Section 5 of [RFC7748]:

X25519(k, u): takes 32 byte strings k and u representing a
Curve25519 scal ar and the u-coordinate of a point respectively,
and returns the 32 byte string representing the u-coordi nate of
their scalar nultiplication.

X25519 BASE: the 32 byte string representing the standard base
poi nt of Curve25519. |In hexadecinmal, it is given by 0900000000
000000000000000000000000000000000000000000000000000000.

Note that 9 is the standard basepoint for X25519, cf Section 6.1 of
[ RFC7748] .

*  Symmetric cryptography.

Connol |y,
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- SHAKE256( nessage, outlen): The extendabl e-output function (XOF)
with that name defined in Section 6.2 of [FIPS202]. Note that
outlen counts bhits.

- SHA3-256(nessage): The hash with that nane defined in
Section 6.1 of [FIPS202].

5. X-Wng Construction
5.1. Encoding and sizes

X-W ng encapsul ati on key, decapsul ati on key, ciphertexts and shared
secrets are all fixed-length byte strings.

Decapsul ation key (private): 32 bytes
Encapsul ation key (public): 1216 bytes
Ci phertext: 1120 bytes
Shared secret: 32 bytes

5.2. Key generation

An X-Wng keypair (decapsul ation key, encapsul ation key) is generated
as foll ows.

def expandDecapsul ati onKey(sk):
expanded = SHAKE256( sk, 96*8) # expand sk to 96 bytes using SHAKE256
(pk_M sk M = M-KEM 768. KeyGen_i nt er nal (expanded[ 0: 32], expanded[ 32: 64])
sk_X = expanded[ 64: 96]
pk_X = X25519(sk_X, X25519 BASE)
return (sk_M sk X pk_M pk_X)

def Generat eKeyPair():
sk = random( 32)
(sk_M sk_X, pk_M pk_X) = expandDecapsul ati onKey(sk)
return sk, concat(pk_M pk_X)

GenerateKeyPair() returns the 32 byte secret decapsul ati on key sk and
the 1216 byte encapsul ati on key pk

Here and in the bal ance of the docunment for clarity we use the M and
X subscripts for M-KEM 768 and X25519 components respectively.

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 7]
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5.2.1. Key derivation

For testing, it is convenient to have a determnistic version of key
generation. An X-Wng inplementation MAY provide the foll ow ng
derandom zed variant of key generation.

def Gener at eKeyPai r Der and( sk):
sk_ M sk X, pk_M pk_X = expandDecapsul ati onKey(sk)
return sk, concat(pk_M pk_X)

sk nmust be 32 bytes.

Gener at eKeyPai rDerand() returns the 32 byte secret encapsul ati on key
sk and the 1216 byte decapsul ati on key pk.

Not e GenerateKeyPair() is the sane as
Gener at eKeyPai r Der and(randonm(32)).

5.3. Conbi ner

G ven 32 byte strings ss_ M ss_X, ct_X, pk_X representing the M-
KEM 768 shared secret, X25519 shared secret, X25519 ci phertext
(epheneral public key) and X25519 public key respectively, the 32
byte conbi ned shared secret is given by:

def Conbiner(ss_ M ss_X ct_X, pk_X):
return SHA3-256(concat (
ss_M
SS_X,
ct _X,
pk_X,
XW nglLabel
))

where XW nglLabel is the following 6 byte ASCII string
XW ngLabel = concat (

"\t

AT
)

I n hexadeci mal, XW ngLabel is given by 5c2e2f 2f 5e5c.
5.4. Encapsul ation

G ven an X-Wng encapsul ati on key pk, encapsul ati on proceeds as
fol |l ows.

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 8]
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def Encapsul at e( pk):

pk_M = pk[ 0:1184]

pk_X = pk[1184: 1216]

ek X = randon{( 32)

ct _X = X25519(ek_X, X25519_BASE)
ss_X = X25519(ek_X, pk_X)

(ss_M ct_M = M-KEM 768. Encaps(pk_M
ss Conbi ner(ss_M ss_X, ct_X, pk_X
ct concat(ct_M ct_X)

return (ss, ct)

pk is a 1216 byte X-Wng encapsul ation key resulting from
Gener at ePubl i cKey()

Encapsul ate() returns the 32 byte shared secret ss and the 1120 byte
ci phertext ct.

Not e that Encapsulate() may raise an error if the M-KEM
encapsul ati on does not pass the check of [MLKEM H[7.2.

5.4.1. Derandoni zed
For testing, it is convenient to have a deterministic version of
encapsul ation. An X-Wng inplenmentation MAY provide the foll ow ng

der andom zed functi on.

def Encapsul at eDer and( pk, eseed):

pk_M = pk[ 0: 1184]

pk_X = pk[1184: 1216]

ek X = eseed[ 32: 64]

ct_X = X25519(ek_X, X25519_BASE)
ss_X = X25519(ek_X, pk_X)

(ss_M ct_M = M-KEM 768. EncapsDer and(pk_M eseed[0:32])
ss Conbiner(ss_M ss_X, ct_X, pk X

ct concat(ct_M ct_X)

return (ss, ct)

pk is a 1216 byte X-Wng encapsul ation key resulting from
Gener at ePubl i cKey() eseed MJST be 64 bytes.

Encapsul at eDerand() returns the 32 byte shared secret ss and the 1120
byte ci phertext ct.

Encapsul at e(pk) can be inpl enented as
Encapsul at eDer and( pk, randon{ 64) ).

5.5. Decapsul ation

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 9]
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def Decapsul ate(ct, sk):
(sk_M sk_X, pk_M pk_X) = expandDecapsul ati onKey(sk)
ct_M = ct[0:1088]
ct_X = ct[1088:1120]
ss_ M = M.-KEM 768. Decapsul ate(ct_M sk M
ss_X = X25519(sk_X, ct_X)
return Conbiner(ss_M ss_X, ct_X pk_X)

ct is the 1120 byte ciphertext resulting from Encapsul ate() sk is a
32 byte X-Wng decapsul ati on key resulting from Generat eKeyPair ()

Decapsul ate() returns the 32 byte shared secret.
5.5.1. Keeping expanded decapsul ati on key around

For efficiency, an inplenmentation MAY cache the result of
expandDecapsul ati onKey. This is useful in two cases:

1. If multiple ciphertexts for the sanme key are decapsul at ed.

2. If a ciphertext is decapsulated for a key that has just been
generated. This happen on the client-side for TLS

A typical APl pattern to achieve this optinization is to have an
opaque decapsul ati on key object that hides the cached values. For
i nstance, such an APl could have the follow ng functions.

1. CenerateKeyPair() returns an encapsul ati on key and an opaque
obj ect that contains the expanded decapsul ati on key.

2. Decapsul ate(ct, esk) takes a ciphertext and an expanded
decapsul ati on key.

3. PackDecapsul ati onKey(sk) takes an expanded decapsul ati on key, and
returns the packed decapsul ati on key.

4. UnpackDecapsul ati onKey(sk) takes a packed decapsul ati on key, and
returns the expanded decapsul ati on key. In the case of X-Wng
this would be the sanme as a derandom zed CGenerat eKeyPair ()

The expanded decapsul ati on key coul d cache even nore conputation,
such as the expanded matrix A in M-KEM

Any such expanded decapsul ati on key MJST NOT be transnitted between

i npl ementations, as this could break the security analysis of X-Wng.
In particular, the MAL-BI ND- K- PK and MAL-BI ND- K- CT bi ndi ng properties
of X-Wng do not hold when transmitting the regular M.-KEM
decapsul ati on key.

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 10]
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5.6. Use in HPKE
X-Wng satisfies the HPKE KEM i nterface as fol |l ows.
The SerializePublicKey, SerializePrivateKey, and
DeserializePrivateKey are the identity functions, as X-Wng keys are
fixed-length byte strings, see Section 5.1.
DeriveKeyPair() is given by
def DeriveKeyPair (ikmn:
# Extract 32-byte seed from variable-length i kmusi ng SHAKE.
sk = SHAKE256(i km 32*8)
return Gener at eKeyPai r Der and( sk)

where the HPKE private key and public key are the X-Wng
decapsul ati on key and encapsul ati on key respectively.

Encap() is Encapsul ate() from Section 5.4, where an M.- KEM
encapsul ati on key check failure causes an HPKE EncapError.

Decap() is Decapsul ate() from Section 5.5.

X-Wng is not an authenticated KEM it does not support AuthEncap()
and Aut hDecap(), see Section 1.4.

Nsecret, Nenc, Npk, and Nsk are defined in Section 7.
5.7. Use in TLS 1.3

For the client’s share, the key_exchange val ue contains the X-Wng
encapsul ati on key.

For the server’'s share, the key_exchange val ue contains the X-Wng
ci phertext.

On M.- KEM encapsul ati on key check failure, the server MJST abort with
an illegal _parameter alert.

5.8. Use in X. 509 Public Key Infrastructure

We use the O D 1.3.6.1.4.1.62253.25722 to identify X-Wng keys as
descri bed below. In ASN. 1 notation:

i d-XWng OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) private(4) enterprise(l) 62253 25722 }

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 11]
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5.8.1. Certificate

In a X 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax.

Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithmdentifier,
subj ect Publi cKey BIT STRI NG
}
Al gorithm dentifier{ ALGCORI THM TYPE, ALGORI THW TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. "&"i d({Al gorithnfet}),
paranmeters ALGORI THW TYPE.
"&" Paranms({Al gorithnet}{@l gorithn}) OPTI ONAL
}

An X-W ng encapsul ati on key MJST be encoded directly using the ASN. 1
type XW ngPubl i cKey.

XW ngPubl i cKey ::= OCTET STRI NG

The X-Wng encapsul ation key is nmapped to a subjectPublicKey (a val ue
of type BIT STRING as follows: the nost significant bit of the OCTET
STRI NG val ue becones the nost signhificant bit of the BIT STRI NG

val ue, and so on; the least significant bit of the OCTET STRI NG
becones the | east significant bit of the BIT STRI NG

The id-XWng identifier MJIST be used as the algorithmfield in the
Subj ect Publ i cKeylnfo to identify an X-Wng encapsul ati on key.

The contents of the paraneters conponent MJST be absent.
5.8.2. Private key

Bel ow we replicate part of the definition of OneAsymmetricKey from
[ RFC5958] .

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 12]
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OneAsymetri cKey :: = SEQUENCE {
version Ver si on,
privat eKeyAl gorithm SEQUENCE ({
al gorithm PUBLI C- KEY. & d({PublicKeySet}),
par aneters PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL}
pri vat eKey OCTET STRI NG ( CONTAI NI NG

PUBLI C- KEY. &Pr i vat eKey({ Publ i cKeySet }
{@rivateKeyAl gorithmal gorithn})),
attributes [0] Attributes OPTI ONAL,

[[2: publicKey [1] BI'T STRI NG ( CONTAI NI NG
PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL,

}

When storing an X-Wng decapsul ation key in a OneAsymetri cKey, the
privat eKey OCTET STRI NG contains the raw octet string encoding the
X-W ng decapsul ation key.

The id-XWng identifier MUST be used as the algorithmfield in the
OneAsymetricKey to identify an X-Wng decapsul ati on key.

The publicKey conmponent MJST be absent.
6. Security Considerations

Informally, X-Wng is secure if SHA3 is secure, and either X25519 is
secure, or M-KEM 768 is secure.

More precisely, if SHA3-256, SHA3-512, and SHAKE-256 may be nodel | ed
as a randomoracle, then the IND-CCA security of X-Wng is bounded by
the I ND-CCA security of M-KEM 768, and the gap- CDH security of
Curve25519, see [PROOF].

The security of X-Wng relies crucially on the specifics of the
Fuj i saki - Okanpto transformati on used in M.- KEM 768: the X-Wng
conbi ner cannot be assumed to be secure, when used with different
KEMs. In particular it is not known to be safe to | eave out the
post - quant um ci phertext fromthe conbiner in the general case.

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 13]
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X- W ng

satisfies the binding properties MAL-BIND K- PK and MAL-BI ND- K- CT

(TODO reference to proof).

satisfies

*  MAL- Bl ND- K, CT- PK

*  MAL- Bl ND- K, PK- CT

*  LEAK- Bl ND- K- PK

*  LEAK- BI ND- K- CT

*  LEAK- Bl ND- K, CT- PK
*  LEAK- Bl ND- K, PK- CT
*  HON- Bl ND- K- PK

*  HON- Bl ND- K- CT

*  HON- BI ND- K, CT- PK

*  HON- BI ND- K, PK- CT

This inplies [KSM X-Wng al so

In contrast, M.-KEM on its own does not achi eve MAL-BI ND- K- PK, MNAL-

Bl ND- K- CT, nor NAL-BI

7. | ANA Consi derati ons

ND- K, PK- CT. [ SCHM EG]

Thi s docunent requests/registers a new entry to the "HPKE KEM

Identifiers" registry
Val ue: 25722 = 25519
KEM  X-W ng

Nsecr et : 32

Nenc: 1120
Npk: 1216
Nsk: 32
Auth: no

Connol ly, et al

+ 203 = 0x647a (pl ease)
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8.

8.

8.

Ref erence: This docunent

Furthernore, this docunment requests/registers a newentry to the TLS

Named Group (or Supported G oup) registry, according to the

procedures in Section 6 of [TLSIANA].

Val ue: 25722 = 25519 + 203 = 0x647a (pl ease)

Description: X-Wng

DILS-OK: Y

Reconmended: N

Ref erence: This docunent

Comment: PQ T hybrid of X25519 and M.- KEM 768

Finally, for the ASN.1 nodule in {asnl}, IANA is requested to assign

an object identifier (OD) for the nodule identifier (TBD) with a

Description of "id-npod-XW ng- kem 2024".
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Appendi x A. I npl enentations
* Platform
- Apple CryptoKit

(https://devel oper. appl e. com docunent ati on/ crypt okit/
xwi ngm kenv68x25519)

* C
- (Google’s BoringSSL
(https://github. conl googl e/ bori ngssl /bl ob/ mai n/i ncl ude/ openssl/
XW ng. h)
*
- Coudflare’s CIRCL (https://github.comcloudflare/circl/
pul 1 /471)
- Filippo (https://github.com FiloSottile/m ken768)
*  Rust

- xwing-kemrs (https://github.com rugo/ xw ng-kemrs)
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Note: inplements the older -00 version of this nenp at the tine
of writing.

- RustCrypto x-wi ng
(https://github. com Rust Crypt o/ KEMs/ t r ee/ nmast er/ x- wi ng)

- Oion (https://github.conm orion-rs/orion)
Appendi x B. Machi ne-readabl e speci fication

For the conveni ence of inplenentors, we provide a reference
specification in Python. This is a specification; not production
ready code: it should not be deployed as-is, as it |eaks the private
key by its runtime.

B.1. xwing.py

# WARNING This is a specification of X-Wng; not a production-ready
# inplementation. It is slow and does not run in constant tine.

# Requires the CryptoDonme for SHAKE, and pytest for testing. To install, run
#
# pip install pycryptodone pytest

i mport binascii
i mport hashlib

i mport nl kem
i mport x25519

XW ngLabel = br"""
\./
/™M

""" replace(b’\n’, b’ ).replace(b ', b'")

assert |en(XWngLabel) ==
assert binascii.hexlify(XWngLabel) == b’ 5c2e2f 2f 5e5¢’

def expandDecapsul ati onKey(seed):
expanded = hashl i b. shake 256(seed). di gest (| engt h=96)
pkM skM = m kem KeyGen(expanded[ 0: 64], m kem par ans768)
skX = expanded[ 64: 96]
pkX = x25519. X(skX, x25519. BASE)
return skM skX, pkM pkX

def Gener at eKeyPai r Der and( seed):

assert | en(seed) == 32
skM skX, pkM pkX = expandDecapsul ati onKey(seed)

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 18]



I nternet-Draft XW ng March 2026

return seed, pkM + pkX

def Conbi ner(ssM ssX, ctX, pkX):
return hashlib. sha3_ 256(
SsM +
ssX +
ctX +
pkX +
XW nglLabel
). digest()

def Encapsul at eDer and( pk, eseed):
assert | en(eseed) == 64
assert |len(pk) == 1216
pkM = pk[ 0: 1184]
pkX = pk[1184: 1216]
ekX = eseed[ 32: 64]
ct X = x25519. X(ekX, x25519. BASE)
ssX = x25519. X(ekX, pkX)
ctM ssM = nm kem Enc(pkM eseed[0:32], m kem parans768)
ss = Combi ner (ssM ssX, ctX, pkX)
return ss, ctM+ ctX

def Decapsul ate(ct, sk):
assert len(ct) == 1120
assert len(sk) == 32
ctM = ct[0:1088]
ctX = ct[1088: 1120]
skM skX, pkM pkX = expandDecapsul ati onKey(sk)
ssM = m kem Dec(skM ctM ml kem parans768)
ssX = x25519. X(skX, ctX)
return Conbi ner(ssM ssX, ctX, pkX)

B.2. x25519. py

# WARNI NG This is a specification of X25519; not a production-ready
# inplementation. It is slow and does not run in constant tine.

p = 2**255 - 19
a24 = 121665

BASE = b’\x09" + b’\x00"*31

def decode(bs):
return sunm(bs[i] << 8*i for i in range(32)) %p

def decodeScal ar (k) :
bs = list(k)

Connol ly, et al. Expi res 3 Septenber 2026 [ Page 19]



Internet-Draft

XW ng

bs[0] &= 248
bs[31] &= 127

bs[ 31]

|= 64

return decode(bs)

# See rfc7748 §5.

def X(k

assert
assert

k
u
x1

for

if

ret
ret

Connol |y,

, u):
I en(k)
I en(u)

== 32
== 32

decodeScal ar (k)
decode(u)
x2, x3, z2, z3, swap = u, 1, u, O,
t in range(255, -1,
kt = (k >1t) &1
swap "= kt
if swap ==
x3, x2
z3, z2
swap = kt

-1):

.x2, X3
z2, 23

no e

A= Xx2 + 22
AA = (A*A
B X2 - 22
BB = (B*B)
E = AA - BB
= x3 + z3
= X3 - z3
(D*A) %p
(C'B) %p
DA + CB
(x3 * x3)
DA - CB
(x1 * z3 * z3)
(AA* BB) %p
(E* (AA + (a24 * E)

% p

% p

% p

%p

N
w
1 O I I TR U I

% p) )

swap ==
X3, X2
z2, 23

= (x2 * pow(z2, p-2, p)) %p
urn bytes((ret >> 8*i) & 255 for i

.x2, X3
z3, 22

TNTE

et al.

% p

in range(32))
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3.  mlkem py
dr aft - schwabe- cf r g- kyber/ kyber. py
pendi x C. Test vectors # TODO replace with test vectors that re-use
M.- KEM X25519 val ues
ed 7f 9c2ba4e88f 827d616045507605853ed73b8093f 6ef bc88eblabeact a66ef 26
7f 9c2ba4e88f 827d616045507605853ed73b8093f 6ef bc88eblabeact a66ef 26

e2236b35a8c24b39b10aal323a96a919a2ced88400633a7b07131713f c14b2b5b19cf c3d
a5f ala92c49f 25513e0f d30d6b1611¢c9ab9635d7086727a4b7d21d34244e66969cf 15b3b
2a785329f 61b096b277ea037383479a6b556de7231f e4b7f a9c9ac24c0699a0018a52534
Olbacf a905ca816573e56a2d2e067e9b7287533bal3a937dedb31f a44baced4076992361
0034ae31e619a170245199b3¢c5¢c39864859f e1b4c9717a07¢30495bdf b98a0a002ccf 56¢
1286¢cef 5041dede3c44cf 16bf 562¢c7448518026b3d8b9940680abd38al1575f d27b58da06
3bf ac32¢c39¢30869374c05¢c1aeb1898b6b303cc68be455346ee0af 699636224al48ca2ae
a10463111c709f 69b69c70ce8538746698c4c60a9aef 0030c7924ceecd42a5d36816f 545e
ael13293460b3ach37ealel3d70e4aa78686da398a8397c08eaf 96882113f e4f 7bad4da40
b0501elc753ef e73053c87014e8661c33099af e8bede414a5b1aa27d8392b3e131e9a70c
1055878240cad0Of 40d5f e3cdf 85236ead97e2a97448363b2808caaf d516cd25052¢c5¢362
543c2517e4acd0e60ec07163009b6425f c32277acee71c24bab53ed9f 29e74c66a0a3564
955998d76b96a9a8b50d1635a4d7a67eb42df 5644d330457293a8042f 53cc7a69288f 17e
d55827e82b28e82665a86al14f bd96645eca8172c044f 83bc0d8c0b4c8626985631ca87af
829068f 1358963ch333664ca482763ba3b3bb208577f 9babac62c25f 76592743b64be519
317714cb4102cb7b2f 9a25b2b4f 0615de31decd9ca55026d6da0b65111b16f e52f eed8a4d
87e144462a6dba93728f 500b6f f c49e515569ef 25f ed17af f 520507368253525860f 58be
3be61c964604a6ac814e6935596402a520a4670b3d284318866593d15a4bb01c35e3e587
ee0c67d2880d6f 2407f b7a70712b838deb96c5d7bf 2b44bcf 6038cchbe33f bcf 51a54a584
f e90083c91c7a6d43d4f b15f 48c60c2f d66e0a8aad4ad64e5¢c42bb8877c0ebec2b5e387c
8a988f dc23beb9e16¢c8757781e0a1499¢c61e138c21f 216¢29d076979871caa6942baf c09
0544bee99b54b16ch9a9a364d6246d9f 42cce53c66b59c45¢c8f 9ae9299a75d15180c3¢c95
2151a91b7a10772429dc4cbae6f cc622f a8018c63439f 890630b9928db6bb7f 9438ae406
5ed34d73d486f 3f 52f 90f 0807dc88df dd8c728e954f 1ac35c06c000ce41a0582580e3bb5
7b672972890ac5e7988e7850657116f 1b57d0809aaedecObedelael148148311c6f 7e3173
46e5189f b8cd635b986f 8c0bdd27641c584b778b3a911a80belc9692ab8elbbb12839573
ccel9df 183b45835bbb55052f 9f c66a1678ef 2a36dea78411e6c8d60501b4e60592d1369
8a943b509185db912e2eal10be06171236b327¢71716094¢c964a68b03377f 513a05bcd99c
1f 346583bb052977al0al2adf c758034e5617dad4c1276585e5774elf 3b9978b09d0e9c44
d3bc86151¢c43aad185712717340223ac381d21150a04294e97bb13bbda21b5a182b6da96
9e19a7f d072737f aBe880a53c2428e3d049b7d2197405296ddb361912a7bcf 4827ced611
d0c7a7dal04dde4322095339f 64a61d5bb108f f Obf 4d780cae509f b22¢256914193f f 734
9042581237d522828824ee3bdf dO7f b03f 1f 942d2eal79f e722f 06cc03de5b69859edb06
ef f 389b27dce59844570216223593d4ba32d9abac8cd049040ef 6534

eed
3cb1eea988004b93103cf bOaeef d2a686e01f a4a58e8a3639ca8ale3f 9ae57e235b8cc87
3c23dc62b8d260169af a2f 75ab916a58d974918835d25e6a435085b2

nnolly, et al. Expi res 3 Septenber 2026 [ Page 21]



I nternet-Draft XW ng March 2026

b83aa828d4d62b9a83cef f eld3d3bblef 31264643c070c5798927e41f b07914a273f 8f 96
e7826cd5375a283d7da885304c5de0516a0f 0654243dc5b97f 8bf eb831f 68251219aabdd
723bc6512041acbaef 8af 44265524942b902e68f f d23221cda70b1b55d776a92d1143ea3
a0c475f 63ee6890157c7116dae3f 62bf 72f 60acd2bb8cc31ce2balde364f 52b8ed38c79d
719715963a5dd3842d8e8hb43ab704e4759b5327bf 027¢c63c8f a857¢c4908d5a8a7b88ac7f
2be394d93c3706ddd4e698cc6ce370101f 4d0213254238b4a2e8821b6edl14alcf 20f 6¢c12
44b699046f 5a01caalalab5516300b40d2048c77cc73af ba79af eea9d2c0118bdf 2adb88
70dc328c5516¢cc45b1a2058141039e2¢c90a110a9e16b318df b53bd49a126d6b73f 215787
517b8917cc01cabd107d06859854ee8b4f 9861¢c226d3764c87339ab16¢c3667d2f 49384e5
5456dd40414b70a6af 841585f 4c90c68725d57704ee8ee7cebe2f 9be582dbee985e038f f
c346ebf b4e22158b6c84374a9ab4a44elf 91de5aac5197f 89bc5e5442f 51f 9a5937b102b
a3beaebf 6e1c58380ad4a5f edced4ad4e5026f 88f 528f 59f f d2db41752b3a3d90ef abe46389
9b7d40870c530c8841e8712b733668ed033adbf af b2d49d37a44d4064e5863eb0Oaf 0a08d
47b3cc888373bc05f 7a33b841bc2587¢c57eb69554e8a3767b7506917b6b70498727f 16ea
cla36ec8d8cf af 751549f 2277db277e8a55a9a5106b23a0206b4721f a9b3048552c5bd5b
594d6e247f 38c18c591aea7f 56249c72ce7bll17af cc3a8621582f 9cf 71787e183dee0936
7976e98409ad9217a497df 888042384d7707a6b78f 5f 7f b8409e3b535175373461b77600
2d799cbad62860be70573ecbel3b246e0da7e93a52168e0f b6a9756b895ef 7f 0147a0dc8
1bf a644b088a9228160c0f 9acf 1379a2941cd28c06ebc80e44el7aa2f 8177010af d78a97
ce0868d1629ebb294c5151812¢c583daeh88685220f 4da9118112e07041f cc24d5564a99f
dbde28869f e0722387d7a9a4d16elcc8555917e09944aa5ebaaaec2cf 62693af ad42a3f 5
18f ce67d273cc6¢c9f b5472b380e8573ec7de06a3ba2f d5f 931d725b493026¢cb0achd3f e6
2d00e4c790d965d7a03a3c0b4222ba8c2a%albe2ac658f 572aeOe746eaf c4f eba023576f
08942278a041f b82a70a595d5bachf 297¢ce2029898a71e5¢c3b0d1c6228b485blade509b3
5f bca7eca97b2132e7ch6bc465375146b7dceac969308ac0c2ac89e7863eb8943015b243
14caf b9c7c0e85f €543d56658¢c213632599ef abf c1ec49dd8c88547bb2cc40c9d38cbd30
99b4547840560531d0188cd1e9c23a0ebee0a03d5577d66bld2bcb4baaf 21cc7f ef 1e038
06ca96299df 0df bc56e1b2b43e4f c20c37f 834c4af 62127e7dae86¢c3c25a2f 696ac8b589
dec71d595bf be94b5ed4bc07d800b330796f da89edb77be0294136139354eb8cd3759157
8f 9¢600dd9be8ec6219f dd507adf 3397ed4d68707b8d13b24ce4cd8f b22851bf €9d63240
7f 31ed6f 7cb1600de56f 17576740ce2a32f ¢5145030145cf b97e63e0e41d354274a079d3
e6f b2el5

Ss d2df 0522128f 09dd8e2c92b1e905¢c793d8f 57a54c3da25861f 10bf 4ca613e384
seed badf d6df aac359a5ef bb7bcc4b59d538df 9a04302e10c8bclcbf 1a0b3a5120ea
sk badf d6df aac359a5ef bb7bcc4b59d538df 9a04302e10c8bclcbf 1aOb3a5120ea
pk

0333285f a253661508c9f b444852caa4061636cb060e69943b431400134aelf bc0228724
7cb38068bbb89e6714af 10a3f cda6613acc4b5e4b0d6eb960c302a0253b1f 507b596f 088
4d351da89b01c35543214c8e542390b2bc497967961ef 10286879¢c34316e6483b644f c27
€8019d73024bald1cc83650bb068a5431b33d1221b3d122dc1239010a55¢h13782140893
f 30aca7c¢09380255a0c621602f f bb6a9db064c1406d12723ab3bbe2950a21f e521b160b3
0b16724cc359754b4c88342651333ea9412d5137791cf 75558ebc5¢c54¢520dd6c622a059
f 6b332ccebb9f 24103e59a297cd69e4a48a3bf e53a5958559e840db5¢c023f 66¢c10ce2308
1c2c¢8261d744799ba078285cf a7lac51f 44708d0a6212¢3993340724b3ac38f 63e82a889
a4f c581f 6b8353cc6233ac8f 5394b6¢cca292f 892360570a3031¢c90c4da3f 02a895677390
e60c24684a405f 69ccf 1a7b95312a47c844a4f 9¢c2¢c4a37696dc10072a87bf 41a2717d45b
2a99ce09a4898d5a3f 6b67085f 9a626646bcf 369982d483972b9cd7d244c4f 49970f 766a
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22507925eca7df 99a491d80c27723e84c7b49b633a46b46785a16a41e02¢538251622117
364615d9c2cdaal687a860c18bf c9ce8690ef b2a524cb97cdf dlad4eab661f a7d08817998a
f 838679b07¢c9db8455e2167a67c14d6a347522e89e8971270bec858364b1c1023b82c483
cf 8a8b76f 040f e41c24dec2d49f 6376170660605b80383391c4abadl1136d874a77ef 73b4
40758b6e7059add20873192e6e372e069¢c22¢c5425188e5¢c240chb3a6e29197ad17e87ec41l
a813af 68531f 262a6db25bbdb8al15d2ed9c9f 35b9f 2063890bd26ef 09426f 225aa1e6008
d31600a29bcdf 3b10d0bc72788d35e25f 4976b3cabac7cbf 0b442ae399b225d9714d0638
a864bda7018d3b7c793bd2acebac68f 4284d10977cc029cf 203¢c5698f 15a06b162d6¢c8b4
f d40c6af 40824f 9¢6101bb94e9327869ab7ef d835df c805367160d6¢c8571e3643ac70cha
d5b96a1ad99352793f 5af 71705f 95126¢cb4787392e94d808491a2245064ba5a7a30c0663
01392a6¢c315336e10dbc9c2177c7af 382765b6c88eeab51588d01d6a95747f 3652dc5b5c
401a23863¢c7a0343737¢737¢99287a40a90896d4594730b552b910d23244684206f 0eb84
2f b9aa316ab182282a75f b72b6806cea4774b822169c386a58773c3edc8229d85905abb8
7ac228f 0f 7a2ce9a497bb5325e17a6a82777a997c036¢c3b862d29c14682ad325a9600872
f 3913029a1588648ba590a7157809f f 740b5138380015c40e9f b90f 0311107946f 28596
2e21666ad65092a3a60480cd16e61f f 7f b5b44b70cf 12201878428ef 8067f cebleldchb49
d66¢c773d312¢c7e53238¢ch620e126187009472d41036b702032411dc96¢cb750631df 9d994
52e495deb4300df 660c8d35f 32b424e98c7ed14bl12d8ablla289ac63c50a24d52925950e
49babbf 4c2c38953¢c92d60b6cd034e575c711ac41bf a66951f 62b9392828d7b45aed377a
c69c¢35f 1c6b80f 388f 34e0bb9ce8167eb2bc630382825¢396a407e905108081b444ac8a0
7c2507376a750d18248ee0a81c4318d9a38f c44c3b41e8681f 87¢34138442659512c4127
6elcc8f c4eb66e12727bch5a9e0e405cdea21538d6ea885ab169050e6b91e1b69f 7ed34b
cbb48f d4c562a576549f 85b528c953926d96ea8a160b8843f 1¢89c62
eseed
17cda7cf ad765f 5623474d368ccca8af 0007cd9f 5e4c849f 167a580b14aabdef ace7eef 4
7cb0f ca9767belf da69419df b927e9df 07348b196691abaeb580b32d
ct

c93beb22326705699bbc3d1d0aa6339be7a405debebla7c337e1a91453¢c097a6f 77¢1306
39dl1aaeb193175f 1a987aalf d789a63c9cd487ebd6965f 5d8389c8d7c8cf acbbadb44d2f
beOae84de9e96f b11215d9b76acd51887b752329c1a3e0468ccc49392c1e0f laad6la73c
10831e60a9798ch2e7ec07596b5803db3e243echb94166f eade0c9197378700f 8eb65a43
502bbac4605992e2de2b906ab30ba401d7elf f 3c98f 42¢cf c4b30b974d3316f 331461ac05
f 43e0db7b41d3da702a4f 567b6ee7295199c7be92f 6b4a47e7307d34278e03c872f b4864
7c446a64a3937dccd7c6d8de4d34b9dead5a0b065ef 15b9e94d1b6df 6dca7174d9bc9d14
c6225e3a78a58785c3f e4e2f e6a0706f 3365389e4258f bb6lecf 1a1957715982b3f 18444
24e03acd83da7eee50573f 6¢cd3f f 396841e9a00ad679da92274129da277833d0524674f e
ea09a98d25b888616f 338412d8e65e151e65736c8c6f b448c9260f a20e7b2712148bcd3a
0853865f 50c1f c9e4f 201aee3757120e034f d509d954b7a749f f 776561382c4ch64cebchb
b6aa82d04cd5c2b40395ecaf 231bde8334ecf d955d09ef a8c6e7935b1cbh0298f b8b6740b
e4593360eed5f 129d59d98822a6ceal37¢c57674e919e84d6b90f 695f ca58e7d29092bd70f
7c97c6df b021b9f 87216a6271d8b144a364d03b6bf 084f 972dc59800b14a2c008bbd0992
b5b82801020978f 2bdddb3ca3367d876¢f f b3548dab695a29882cae2eb5ba7c847¢c3c71b
d0150f a9c33aac8e6240e0c269h8e295ddb7b77e9¢c17bd310be65e28c0802136d086777b
e5652d6f 1ac879d3263e9c712dlaf 736eac048f e848a577d6af aeal428dc71db8c430edd
7b584ae6eb6aeaf 7257af f Of d8f e25¢30840e30ccf ald95118ef Of 6657367e9070f 3d97a2
e9a7bael9957bd707b00e31b6b0ebb9d7df 4bd22e44c060830a194b5b8288353255b5295
4f f 5905ab2b126d9aa049e44599368c27d6¢cb033eae5182c2e1504ee4e3745f 51488997b
8f 958f 0209064f 6f 44a7e4de5226d5594d1ad9b42ac59a2d100a2f 190df 873a2e141552f
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33c923b4c927e8747c6f 830c441a8bd3c5b371f 6b3ab8103ebcf b18543aef clbeb6f 776b
bf d5344779f 4aa23daaf 395f 69ec31dc046b491f 0e5cc9c651df c306bd8f 2105be7bc7a4
f 4e21957f 87278c771528a8740a92e2daef a76a3525f 1f ael7ec4362a2700988001d8600
11d6ca3a95f 79a0205bcf 634cef 373a8ea273f f Of 4250eb8617d0f b92102a6aa09cf Oc3e
e2cadlad96438c8e4df d6eelf cc85833¢c3103dd6c1600cd305bc2df 4cda89b55ca237a3f
9c3f 82390074f f 30825f c750130ebaf 13d0cf 7556d2c52a98a4bad39ca5d44aaadeaef 77
5c695e64d06e966acf cd552al4e2df 6¢c63ae541f Of a88f c48263089685704506a21a0385
6ce65d4f 06d54f 3157eeabd62491ch4ac7bf 029e79f 9f bd4c77e2a3588790c710e611da8
b2040c76a61507a8020758dcc30894ad018f ef 98e401cc54106e20d94bd544a8f 0elf dO5
00342d123f 618aa8c91bdf 6e0e03200693¢c9651e469aee6f 91c98bead127ae66312f 4ae3
eal55b67

SsS f 2e86241c64d60f 6649f bc6c5b7d17180b780a3f 34355e64a85749949¢c45f 150
seed ef 58538b8d23f 87732ea63b02b4f aOf 4873360e2841928cd60dd4cee8cc0d4c9
sk ef 58538b8d23f 87732ea63b02b4f aOf 4873360e2841928cd60dd4cee8cc0d4c9
pk

36244278824f 77¢c621¢c660892¢c1c3886a9560caab2a97c461f d3958a598e749bbc8c7798
ac8870bac7318ac2b863000ca3b0Obdcbbclccfcbla30875df 9a76976763247083e646¢ch
2499a4e4f 0c9f 4125378ba3dal1999538b86f 99f 2328332¢177d1192b849413e655101289
73f 679d23253850bb6c347ba7ca8lb5e6ac4c574565¢731740b3cd8c9756¢caac39f ba7ac
422acc60c6clab45b94e3b6d21485ebad9c4f e5bb4ea0853670c5246652bf f 65ce8381ch
473c40c1a0cd06b54dcec11872b351397c0eaf 995bebdb6573000che2496600ba76c8ch0
23ec260f 0571e3ec12a9c82d9db3c57b3a99e8701f 78db4f abclcc58blbae02745073a81
f c8045439ba3b885581a283alba64e103610aabb4ddf e9959e7241011b2638b56ba6a982
ef 610c514a57212555db9a98f b6bcf 0e91660ec15df a66a67408596e9¢cch97489a09a073
ff dlaO0a7ebbe71laa5ff 793cb91964160703b4b6c9¢c5390842¢c2¢c905d4a9f 88111f ed5787
4ba9b03cf 611e70486edf 539767¢c7485189d5f 1b08e32a274dc24a39c918f d2a4df a946a
8c897486f 2c974031b2804aabc81749db430b85311372a3b8478868200b40e043f 7bf 4al
c3a08b0771b431e342ee277410bca034a0c77086c8f 702b3aed2b4108bbd3af 471633373
alac74b128b148d1b9412aa66948cac6dc6614681f da02ca86675d2a756003¢c49c50f 06e
13c63cedbc9f 321c860b202ee931834930011f 485c9af 86b9f 642f 0c353ad305¢c66996b9
al36b753973929495f 0d8048db75529edch4935904797ac66605490f 66329¢c3bb36b8573
a3e00f 817b3082162f f 106674d11b261baae0506cde7e69f dce93c6c7b59b9d4c759758a
cf 287c2e4c4bf ab5170a9236daf 21bdb6005€92464ee8863f 845cf 37978ef 19969264a51
6f €992¢c93b5f 7ae7cb6718ac69257d630379e4aac6029¢ch906f 98d91¢c92d118¢c36a6d161
15d4c8f 16066078badd161a65ba51e0252bc358c67cd2c4beab2537e42956e08a39cf ccf
0cd875b5499ee952c83a162c68084f 6d35cf 92f 71ec66baec74ab87e2243160b64df 54af
b5a07f 78ec0f 5¢5759e5a4322bca2643425748a1a97¢c62108510c44f d9089c5a7c14e57b
1b77532800013027cf f 91922d7¢c935b4202bb507aa47598a6a5a030117210d4c49c17470
0550ad6f 82ad40e965598b86bc575448eb19d70380d465c1f 870824c026d74a2522a799b
7b122d06c83aa64c0974635897261433914f df b14106c230425a83dc8467ad8234f 086¢7
2a47418be9cf b582bldcf a3d9aa45299b79f f f 265356d8286alca2f 3¢2184bh2a70d15289
e5b202d03b64c735a867b1154¢c55533f f 61d6¢c296277011848143bc85a4b823040ae025a
29293ab77747d85310078682e0ba0ac236548d905a79494324574d417c7a3457bd5f b525
3c4876679034ae844d0d05010f ec722db5621e3a67a2d58e2f f 33b432269169b51f 9dccO
95b8406dc1864cf 0Daebh6a2132661a38d641877594b3¢c51892b9364d25¢63d637140a2018
d10931b0daab5a2f 2a405017688c991e586b522f 94b1132bc7e87a63246475816c8be9c62
b731691ab912eb656ce2619225663364701a014b7d0337212caa2ecc731f 34438289e0ca
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4590a276802d980056b5d0d316cae2ecf ea6d86696a9f 161aa90ad47eaad8cadd3lae3ch
c1c013747df ee80f b35b5299f 555dcc2b787ea4f 6f 16f f df 66952461

eed
22a96188d032675c8ac850933c7af f 1533b94c834adbb69c6115bad4692d8619f 90b0cdf
8a7b9c264029ac185b70b83f 2801f 2f 4b3f 70c593ea3aeeb613a7f 1b

0d2e38cbf 17a2e2e4e0c87a94cale7701ael1552e02509b3b00f 9¢c82¢c39e3f d435b05b912
75f 47abc9f 1021429a26a346598cd6¢cd9ef dc8adc1dbc35036d0290bf 89733¢c835309202
232f 9bf 652ea82f 3d49280d6e8a3bd3135f b883445ab5b074d949¢c5350c7¢c7d6ac59905b
dbf ce6639da8a9d4b390ecc1dd05522d2956f 2d37a05593996e5chb3f d8d5a9eb52417732
elebf 545588713b4760227115aab7adal78dadbca583b26¢cf edba2888a0c95b950bf 07f 7
50d7aa8103798aa3470a042c0105¢c6a037de2f 9ebc396021b2ba2c16aba696f bac3454dc
8e053b8f a55edd45215eeb57aleab9106f b426b375a9b9e5¢3419ef ¢7610977e72640f 9of
d1b2ec337de33c35e5a7581b2aae4d8ee86d2e0ebf 82a1350714de50d2d788687878a196
44ae4e3175e8d59dc90171b3badef f 65aeaf 600e5e5483a3595f deb40cbaf chd040c29a2
f 6900533ae999d24f 54df cef 748¢c30313ca447cdddf a57ad78eaa890e90f 3f 7bf 8d11696
8a5713cc75f d0408f 36364f a265¢c5617039304eaeac4chbeebf c49b9f e2276768cdbec2d7
3a507b543cc028dc1b154b7c2b0412254c466a94a8d6ea3ad47e1743469bd45c08f 54¢cf 96
5884be3696e961741edel6e3blbc4f eb93f aaef 31d911dcOcb3f a90bcda991959a9d2cbc
817a5564c5¢c01177a59e9577589ea344d60cf 5b0aa39f 31863f ebd54603ca87ad2363¢c76
6642a3f 52557bcd9e4c05a87665842ba336b83156a677030f 0bad531a8387a1486a599ca
a748f cea7bdcleb63f 3cdb97173551ab7clc36b69acbbdb2f f 7ale7bc70439632ddc67b9
7f 3dalf 59b3c1588515957cb8a2f 86ab635ce0a78b7cdf 24eac3445e8f c8b79ba04da9e9
03f49a7d912c197a84b4cf abc779b97d24788419bcf 58035db99717edb9f d1c1df 8c4005
f 700eabba528ddf chaeda6dd30754f 795948a34c9319ab653524b19931¢c7900c4167988a
f 52292f e902e746b524d20cef f b4339e8f 5535f 41cf 35f Of 8ea8b4a7b949c5d2381116b1
46e9b913a83a3f alc65f f 9468c835f e4114554a6c66a80el1c9ab6bb064b380be3c95e5595
ec979bf 1¢85aa938938e3f 10e72b0c87811969e8ab0d83de0b0604c4016ac3a015e19514
089271bdc6ebf 2ec56f ab6018e44de749b4c36cc235e370da8466dbdc253542a2d704eb3
316f d70d5d238cb7eaaf 05966d973f 62c7ef 43b9a806f 4ed213ac8099eal5d61a9024441
60883f 6bf 441a3e1469945c9b79489ea18390f 1ebc83cacalObdb8f 2429877b52bd44c94
a228ef 91¢c392ef 5398¢c5¢c83982701318ccedab92f 7a279c4f ddebaa7f e5e986c48b7d813
5b3f e4cd15be2004ce73f f 86ble55f 8ecd6bab5b8114315f 8e716ef 3ab0a64564a4644651
166ebd68b1f 783e2e443dbccadf €e189368647629f 1a12215840b7f 1d026de2f 665¢c2eb02
3ff51a6df 160912811ee03444ae4227f b941dc9ec4f 31b445006f d384de5e60e0a5061b5
0cb1202f 863090f c05eb814e2d42a03586c0b56f 533847ac7b8184ce9690bc8dece32a88
ca934f 541d4cc520f a64de6b6elc3c8e03db5971a445992227¢825590688d203523f 5271
61137334
953f 7f 4e8c5b5049bdc771d1df f ada0dd961477d1a2ae0988baa7ea6898d893f

Appendi x D. Exanple of use in X 509

The followi ng are the encodings of the X-Wng keypair with private
key 0001---1f.
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----- BEG N PRI VATE KEY---- -

MDQCAQAWDQYL KwYBBAGDSI 2By HoEl AABAgMEBQYHCAK KOMMNDg 8 QERI TFBUWFxgZ
GhscHR4f

————— END PRI VATE KEY-----

----- BEG N PUBLI C KEY-----

M | E1LDANBgsr BgEEAYPnLYH egOCBVEAb1QJi goOZBFGYUt pYLpg2GA9YvRH+at J
me9aQMY Bh2G\KPoi QbyhJWOdEHKbHIcu5¢cJWBZxpGK2aByeZYC7y NYLFJ+mAm
EEOvu6WvI FpgKDhl UVI g3zcavgnNMDc4PSu2c00PZ4NhK/ hwiPe5Gol 0AMUOXF Z5
NARzOc TBdohuXi ma8Fi 7f HNTFmhs/ 1w764wrHLAJcKacGrvzFS5TLhuHOY7pj bj | ¢
pFEB4hx70Ewx PqGa8k FB79Kt REFqJbpPZZEC99i AnDCT8EqvAOPN uNc SqPI AsCK
1vQdplLS42YyL15At g6B7pFONZOpgJd Dyr k+gP2bH d3N2qcwNb6EVANOTgLNGynhl

VRNY] GRwOgU10ZoPgWvbl 20KEFt ni7i hdD9JVEOWDMZIf Q40278dh72CZI 1oLnHJj

VKqgdAbi 41 | G khROu3wUuy 1 | Klww ENQSRs my PnZEhJNn9UGh X208k 0oo5u3vHPwe 2
ZcSWI12VYyPRUI acuxLr NNOnFl MVcbcj 8DSV6I t DkasnbDBD3r YRezk Z5FxMaxar

KORI3XI 2Y4VHZhkvwYBs pwg 7eGy 9swky 50y KNvw Ps HDoBLDInuT76 Ymv/ S40DdM
sLuV40OWGVBsHZdnt 8VOBa5YTXKeApVs2R3i eMZFeRi g8+ce7boRT+2aCEFFB8dwWN
ANhe7XA7bGyWH3NnIl RSdr (ki UnAZ4LI E+spkbl dl gQuOWt 01JEnyt GhOvaUi am G
QAeJEwow kSYSLYp/ upKLCpOPEON3Jyz8922/ FY3MiJs ShpnBI RZFWBWL XaX8UQ7
ganj RBK7e/ Bf MydXW kR3TAdYFOGS zwwgHEf G EVh7C7KYhayaF53Vi ECSz+JVT
hCMeVYxvUQy RAPXW dG X/ KUnpWka8G+4f px9QJ+EMRDs OkdD9JEDOZ6Jy| SEui P
XGumQpbK4NI Hv8YPi M Pt cRaoYOdGVE 3xFhD5UJqSpDI Ar ZG 5USNZX KWGAOWvr A
t zYeL9Ndz| hakhRdT80BWPG3 1wt Lz RGOS pBVEONSx DESpobmepBWX neoi wykJB
V5wXI vRulhwuPspUXJl WUXF1OZuADbJdo5WI0GSQLx Qs AG NLbBHEYNL23r Lf t kH
9uMEFsWN5Uok LAohJj AvXVTI VBZqw g8eXl Ft QZz8gkK9LgwZy pdQbl B6SKXJ9VWB
CEnc f JK7FE705A6 XX027ENnR98cuuZHBwW3i JgFyx6j i gzAl Xayf Fj WOvbaMraEV8
+bm+Anygl UBXI xcl 1UEC6J| nFusg2CNFO2BbhVNws bl bOTLN7UFggpl zx+uuWs R2
TZTPf M Qowd7r XMBLbt Ky BQKOHRKEuszy VFFI i Bf cHY1hi | X2bYJGWYnj ZNEKVUE
ei RRwaJw8VS| yEI OFI r PyGk5hwi.Ogengf nsOregb3LeEH+NA+I XI MACSVho+3dxw
Af RAr WAGMAkgt FI 2baXmt r ESKRGL1ZCGhVI/ di Q/ ppCWRDe0VzkuyoDJE1BhUe
OhM nzQuynzVt uquhFoi HOs+Z/ Vj nGGT9v3u9X45maCLf zqi t XQKr e2QFj 3F13XJ
+vf x+9B12r NE6df RRnRy gf u6ezxWv1YM/ epMOx CBuf Dpt d2T+gdeg==

————— END PUBLI C KEY- - - - -

Appendi x E. ASN. 1 Modul e
Thi s appendi x includes the ASN. 1 nodul e [ X680] for X-W ng.
<CODE BEG NS>
XW ng- KEM 2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod- XW ng- kem 2024(TBD) }
DEFINITIONS I MPLICIT TAGS ::= BEG N
-- EXPORTS ALL;

I MPORTS
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KEM ALGORI THM
FROM KEMAI gori t hm nf ormati on-2023 -- [1-D. housl ey-1| anps-cns-kenri ]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gori t hm nf or mati on-2023(109) }

Al gorithm dentifier{}, PUBLIC KEY, SM Me-CAPS
FROM Al gorithm nformati on-2009 -- [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) } ;

-- XWng KEM Al gorithm

i d-XWng OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) private(4) enterprise(l) 62253 25722 }

XW ngPubl i cKey ::= OCTET STRI NG

kema- XW ng KEM ALGORI THM : : = {

| DENTI FI ER i d- XW ng

PARAMS ARE absent

PUBLI C- KEYS { pk-XW ng }

UKM ARE opt i onal

SM ME- CAPS { | DENTI FI ED BY id-XWng } }

pk- XW ng PUBLI G- KEY :: = {
| DENTI FI ER i d- XW ng
-- KEY no ASN.1 wapping --
PARAMS ARE absent
-- PRI VATE-KEY no ASN. 1 w apping --
CERT- KEY- USAGE {keyEnci phernent} }
-- Updates for the KEM ALGORI THM Set from rfc5990bi s

KeyEncapsul ati onMechani sm : : =
Algorithmdentifier { KEM ALGORI THM {KEMAl gorithns} }

KEMAI gorithnms KEM ALGORI THM : : = { kema-XWng, ... }

-- Updates for the SM ME- CAPS Set from RFC 5911
SM neCapsSet SM Me- CAPS :: = {kema- XW ng. &mni neCaps, ... }

END
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<CCDE ENDS>

Appendi x F. Acknow edgnents
TODO acknow edge.

Appendi x G Change | og

*RFC Editor’s Note:* Please renpve this section prior to
publication of a final version of this docunent.

G 1. Since draft-connolly-cfrg-xw ng-kem 07

* El aborate on rel ati on between random zed and der andom zed
functi ons.

* Update inplenentations section.
G 2. Since draft-connolly-cfrg-xw ng-kem 06
* Add asn.1 nodul e.

* To match FIPS 202, we request nunber of bits from SHAKE- 256
i nstead of nunber of bytes. #27

* Update inplenmentations section.
* Correct PEM header. #25
G 3. Since draft-connolly-cfrg-xw ng-kem 05
* Fix several typos.
* Change HPKE/ TLS codepoi nt requests to the nenorable 25519 + 203.
* Add instruction for use in X 509. #21
G 4. Since draft-connolly-cfrg-xw ng-kem 04
* Note that M.- KEM decapsul ati on key check is not required.
* Properly refer to FIPS 203 dependenci es. #20

* Mve |abel at the end. As everything fits within a single block
of SHA3-256, this does not nake any difference.
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* Use SHAKE-256 to stretch seed. This does not have any security or
performance effects: as we only squeeze 96 bytes, we performa
singl e Keccak pernutation whet her SHAKE-128 or SHAKE-256 is used.
The effective capacity of the sponge in both cases is 832, which
gives a security of 416 bits. It does require |less thought from
anyone analysing X-Wng in a rush.

* Add HPKE codepoint.

* Don't mark TLS entry as recommended before it has been through the
| ETF consensus process. (Obviously the authors reconmmend X-W ng.)

G 5. Since draft-connolly-cfrg-xw ng-kem 03

* Mandate M.- KEM encapsul ati on key check, and stipulate effect on
TLS and HPKE i ntegration.

* Add provisional TLS codepoint. (Not assigned, yet.)
G 6. Since draft-connolly-cfrg-xw ng-kem 02
* Use seed as private key.
* Expand on cachi ng decapsul ati on key val ues.
* Expand on bindi ng properties.
G 7. Since draft-connolly-cfrg-xw ng-kem 01
* Add list of inplenentations.
* M scell aneous editorial inprovenents.
* Add Pyt hon reference specification.
* Correct definition of M-KEM 768. KeyGenDer and(seed).
G 8. Since draft-connolly-cfrg-xw ng-kem 00
* A copy of the X25519 public key is now included in the X-Wng
decapsul ati on (private) key, so that decapsul ati on does not
require separate access to the X-Wng public key. See #2.
Aut hors’ Addresses
Dei rdre Connol |y

SandboxAQ
Emai | : duruncrust ul um@mai | . com
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Pet er Schwabe
MPI - SP & Radboud Uni versity
Emai | : peter @ryptojedi.org

Bas West er baan
Cl oudfl are
Emai | : bas@l oudf| are. com
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