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Abst r act

Thi s docunent defines Secure Hashing Algorithm3 (SHA-3) options for
Hybrid Public-Key Encryption (HPKE) as registered KDFs.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dconnol ly. gi thub.io/draft-connolly-cfrg-sha3-hpke/draft-
connol | y-cfrg-sha3-hpke. htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-connolly-cfrg-
sha3- hpke/ .

Di scussion of this document takes place on the Crypto Forum mailing
list (mailto:cfrg@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/cfrg. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com dconnol | y/draft-connolly-cfrg-sha3-hpke.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Tabl e of Contents

I nt roducti on R,
Conventions and Definitions .
Security Considerations .

| ANA Consi derations .

. Normmtive References

Acknowl edgrents .

Aut hor’' s Addr ess

GRrwONE
WWWNNNN

1. Introduction
TODO | nt roducti on

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Security Considerations
TODO Security

4. |1 ANA Consi derations

Thi s docunent requests/registers three new entries to the "HPKE KDF
Identifiers" registry.

Val ue: 0x0004 (please) KDF:
SHA3- 256 Nh: The output size of the Extract function in bytes

32 Ref erence:
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[ FI PS202]
Val ue: 0x0005 (pl ease) KDF:
SHA3- 384 Nh: The output size of the Extract function in bytes
48 Ref erence:
[ FI PS202]
Val ue: 0x0006 (please) KDF:
SHA3-512 Nh: The output size of the Extract function in bytes
64 Reference:
[ FI PS202]
5. Nornmative References
[ FI PS202] "SHA-3 standard :: pernutation-based hash and extendabl e-
out put functions", National Institute of Standards and
Technology (U.S.), DO 10.6028/ nist.fips.202, 2015,
<https://doi.org/10. 6028/ nist.fips.202>.
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.
[ RFC9180] Barnes, R, Bhargavan, K., Lipp, B., and C. Wod, "Hybrid
Public Key Encryption", RFC 9180, DO 10.17487/ RFC9180,
February 2022, <https://ww. rfc-editor.org/rfc/rfc9180>.
Acknowl edgnent s
TODO acknow edge.
Aut hor’ s Addr ess
Dei rdre Connol |y

SandboxAQ
Enmai | : duruncrustul um@nail . com

Connol | y Expi res 4 Septenber 2025 [ Page 3]



