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Abst r act

NI ST standardi zed M.-DSA as FIPS 204 in August 2024. This docunent
di scusses how to use M.-DSA within protocols - that is, what problem
it solves, and what you need to do to use it securely.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dconnol ly. github.io/draft-connolly-cfrg-m-dsa-security-
consi derations/draft-connolly-cfrg-m -dsa-security-
considerations.htnl. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-connolly-cfrg-mnl-dsa-
security-considerations/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@rtf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cfrg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com dconnol | y/draft-connolly-cfrg-m -dsa-security-
consi der ati ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Digital signatures are a standardi zed cl ass of cryptographic schene
that can be used in protocols to detect unauthorized nodifications to
data and to authenticate the identity of the signer

Post - quant um (PQ cryptographic algorithnms are based on probl ems that
are considered to be resistant to attacks that are efficient on a
crypt ogr aphi cal | y-rel evant quantum conputer (CRQC), a quantum
conput er powerful (QC) enough to break schenes based on traditiona
crypt ographi ¢ assunptions such as factoring, finite field or elliptic
curve Diffie-Hellman (DH). Wile it is not believed that a CRQC
exists at the time of this witing, there remains the possibility
that an adversary could forge signatures on critical messages, or
that long-lived public verifying keys will need to remain trustworthy
well into the era when CRQCs may exi st.

Unli ke the case for key agreenent and encryption, where an adversary
can record ci phertexts now and decrypt them | ater when a CRQC becones
avail abl e ("harvest now, decrypt later"), the threat nodel for
digital signatures is different. An adversary with a CRQC could
forge signatures to inpersonate a signer whose public verifying key
is still trusted. This is a particular concern for

* Long-lived code signing keys

* Certificate authority root keys and the tine needed to establish
new ones

* Firmnare signing keys
* Digital contract signing keys

* Any public verifying key that will be in use while an active CRQC
is a threat

Because of this threat, N ST has published FIPS 204 [ FlI PS204], which
st andardi zes M.- DSA (Mbdul e-Lattice-Based Digital Signature
Algorithn), a digital signature schenme that is considered resistant
to quantum attacks. M.-DSA is based on structured |l attices,
specifically reducing to the Mbdule Learning with Errors problem and
is derived fromthe CRYSTALS-Dilithium schene.
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M.-DSA is a digital signature schene, where a signer generates a key
pair consisting of a private signing key and a public verifying key.
The signer uses the signing key to produce a signature on a message,
and anyone with the verifying key can verify that the signature is
valid for that nessage. An adversary w thout the signing key cannot
produce a valid signature, even if they have access to a CRQC (see
Section 3).

2. Using M.-DSA

As a digital signature scheme, M.-DSA is conprised of three
al gorithns:

2.1. Key Generation
The first step for the signer is to generate a key pair.

In FIPS 204, the key generation function is M-DSA KeyCGen() (see
section 6.1 of [FIPS204]). It internally calls the random nunber
generator for a 32-byte seed (xi, M in FIPS 204) and produces both a
public verifying key pkand a private signing key sk

FI PS 204 supports two signing key formats: the 32-byte seed used as
i nput to key generation serves as a conpact signing key fornmat with
significant security advantages; the full expanded signing key can be
determnistically regenerated fromthis seed at any tine. Using the
seed as the signing key format makes it inpossible to create a
mal f ormed key: the key generation algorithmenforces the correct

mat hemati cal distributions for all derived key conponents

[ SCHM E&Q5]. Further, the whole value of the seed contributes
equally to the derived key material; changing a single bit of the
seed changes the val ues of the expanded keypair in its entirety,
making it inpossible to i ndependently choose parts of the signing
key.

The expanded si gni ng key conponents (rho, K, tr, s1, s2, t0), may be
cached in menory for the duration of signing operations to avoid re-
runni ng key generation on each signature (rhois p in FIPS 204).
Thi s cached expanded key material requires the same protections as
the seed signing key and benefits from being securely del eted when no
| onger needed.

The public verifying key can be freely published; verifiers will need

it to verify signatures. However, the signing key material needs to
be kept secret and protected from nodification
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M.- DSA key generation is very fast. The signing key conponents are
sampled froma uniformdistribution, making key generation
straightforward and not a significant conputational burden

Si gni ng

The second step is for the signer to produce a signature on a
nessage

To do this, the signer would performwhat FIPS 204 calls M-

DSA. Sign(sk, M ctx) (see section 6.2 of [FIPS204]). This takes as

i nput the signing key sk, a nessage M and an optional context string
ctx (up to 255 bytes), and produces a signature sigma (o in FIPS
204).

Internally, the signing process uses rejection sanpling: the raw
signing procedure is not always successful on the first attenpt, and
is repeated until a valid signature is produced. This is nornal
behavi or and not an indication of error, resulting fromthe
construction of M-DSA from Fiat-Shamr with Aborts [Lyubashevsky09].
On average, signing requires a small number of iterations. However,
this does nmean that signing tine has sone variance

1. Hedged vs. Determnistic Signing
M_- DSA supports two nodes of signing:

*  *Hedged (randonized) signing* (the default): Fresh randommess is
i ncorporated into the signing process al ongside the signing key
material and the nessage. This is the node specified by M-
DSA. Si gn() .

* *Determnistic signing*: The randomess input (rnd) is set to al
zeros, making the signature a determnistic function of the
signing key and nmessage. This is specified by M.-DSA. Sign() with
rnd set to 32 zero bytes.

There is no reason to prefer determnistic signing over hedged

si gni ng; hedged signing is the safer default in all environments, and
is essential where fault injection or side-channel attacks are a
concern. See Section 3.2.1 for details.

The hedged vari ant degrades gracefully: if the random nunber
generator provides no entropy (all zeros), the hedged vari ant
produces the sane output as the determnistic variant.
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2.2.2. Context Strings

M.- DSA supports an optional context string (ctx) of up to 255 bytes.
The context string is incorporated into the signed nmessage and

provi des donmi n separation between different applications or uses of
the same key pair.

If a context string is used during signing, the same context string
is required during verification. Defining a fixed context string for
a given protocol’s use case prevents cross-protocol attacks.

2.3. Verification

The third step is for the verifier to check a signature against a
message and public verifying key.

To performthis step, the verifier would performwhat FIPS 204 calls
M.- DSA. Verify(pk, M sigma, ctx) (see section 6.3 of [FIPS204]).
This takes the verifying key pk, the nessage M the signature sigma
and the optional context string ctx, and returns whether the
signature is valid as a bool ean val ue.

Verification is determ nistic and does not require access to any
secret key material. It is also computationally straightforward and
does not involve rejection sanpling unlike signing.

The verifier needs to ensure that the public verifying key pk being
used is authentic— that is, it genuinely belongs to the clained
signer. M.-DSA like all signature schenes provides no authentication
of the verifying key itself; this is the responsibility of the
protocol (e.g., via a certificate or other trust nechanisn) or is out
of band/ scope.

2. 4. Paraneter Sets

FI PS 204 specifies three paraneter sets: M.- DSA-44, M.- DSA-65, and
M.- DSA-87. The nanes refer to the nodule ranks (k, |) used in each
paraneter set. It is assunmed that the signer and verifier both know
whi ch paraneter set is in use (either by negotiation or by having one
sel ection fixed in a protocol).

Table 1 shows the sizes of the cryptographic material of M.-DSA for
each paraneter set, as well as their relative cryptographic strength:

Connol | y Expi res 20 Sept enber 2026 [ Page 6]



I nternet-Draft M.- DSA Security Consi derations March 2026

E bbb sy s el e e oo e o}
| | vk size | sk | expanded | sig | N ST Level (-~as

| | | size | sk size | size | strong as) |
B sty Ll ety e ety Lty el el
| M.- DSA- 44 | 1312 | 32 | 2560 | 2420 | 2 (~SHA(3)-256) |
I R R R +------ I I +
| M.- DSA- 65 | 1952 | 32 | 4032 | 3309 | 3 (~AES-192) |
R I I R i +------ I I I +
| M.- DSA- 87 | 2592 | 32 | 4896 | 4627 | 5 (~AES-256) |
F-- - - - +---- - - - +---- - - - F--- - - +------ I i T +

Table 1. vk = public verifying key, sk = signing key (seed form,
expanded sk = signing key conmponents cached for signing, sig =
signature, all lengths in bytes

Al'l three paranmeter sets store the signing key as a 32-byte seed.

The expanded si gni ng key conponents can be determnistically
regenerated fromthis seed and cached in nmenory as needed for signing
operati ons.

3. Security Considerations
3.1. Digital Signature Security Considerations

This section pertains to digital signature schemes in general,
i ncl udi ng M_- DSA

A digital signature schene requires a high-quality source of entropy
during key pair generation. |f an adversary can recover the random
bits used during key generation, they can recover the signing key.
M.- DSA additionally requires randommess during signing (in hedged
nmode); if an adversary can recover these randombits, they may be
able to recover the signing key. The random bytes need to be

gener ated securely [ RFC4086].

St andard cryptographic anal ysis assunes that the adversary has access
only to the public verifying key, nmessages, and signatures.

Dependi ng on the depl oynent scenario, the adversary nmay have access
to various side channels, such as the ampbunt of tine taken during the
si gni ng process, or possibly the power consunption or el ectronmagnetic
em ssions of the signing device. The inplenentor will need to assess
this possibility and possibly use an inplenentation that is resistant
to such | eakage.

The signer needs to keep the signing key secret and protected from

nodi fi cation. Zeroizing the signing key when the signer has no
further need of it prevents |ater conpronise.
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A digital signature schene (including M-DSA) does not authenticate
the verifying key. The verifier needs sonme nmeans of trusting that
the public verifying key belongs to the clainmed signer. This is
typically acconplished through a Public Key Infrastructure (PKI) such
as X. 509 certificates, or through other trust mechani sns.

3.2. M.-DSA Security Considerations

This section pertains specifically to M.-DSA, and may not be true of
digital signature schenes in general

The fundanental security property of M.-DSA is that soneone with the
public verifying key and access to signhatures cannot forge a
signature on a new nessage, and this is true even if the adversary
has access to a CRQC. M.--DSA is EUF-CVA (Existentially Unforgeable
under Chosen Message Attack) secure; that is, it remains secure
(infeasible to forge verifibal e signatures under the public verifying
key) even if an adversary can request signatures on arbitrary
messages of their choosing. The adversary still cannot produce a
valid signature on any message that was not previously signed.

M.- DSA requires that a source of randomess with security strength
greater than or equal to the security strength of the M.-DSA
parameter set be used during M-DSA KeyGen() and during M-DSA. Sign()
(in the default hedged node). The cryptographic library that

i mpl ements M.- DSA may access this source of randommess internally. A
fresh string of random bytes is needed for every invocation of key
generation and signing.

The signer needs to keep their signing key both secret and protected
fromnodification. Mdification of the signing key could result in
signatures that |leak information about the key material

It is secure to use a single key pair for signing many nessages.

That is, the signer may generate a key pair once and use it to sign
many nessages over the lifetinme of the key pair. M-DSA does not
degrade in security with the nunber of signatures produced, under the
standard security nodel

3.2.1. Signing and Fault Resistance

M.- DSA' s si gni ng process involves conputing a nonce-like commitnent

val ue (y) as part of each signing attenmpt. In deterministic node,
this value is a determnistic function of the signing key and the
nessage
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Wthout mitigation, this creates a vulnerability to fault injection
attacks: if an attacker can cause a fault during the signing process
and obtain both a correct and a faulted signature on the sane
nmessage, they can potentially recover the signing key. This is
because the determ nistic node will produce the sane internedi ate
val ue y when signing the sane nessage twi ce, and conparing correct
and faulted outputs can reveal the signing key [ KPL&4].

The default hedged (randoni zed) signing node mtigates this by

i ncorporating fresh randomess into the conputation of y, so that
repeated signing of the same nessage produces different internediate
val ues. This prevents the nonce-reuse scenario that fault attacks
exploit.

Fault injection attacks against M.-DSA are an active area of research
[ KosXag25]. Notably, the fault attack surface extends to operations
such as public paraneter generation that are not sensitive to side-
channel attacks and therefore night be left unprotected in sone

i mpl emrent ati ons.

The deterministic variant of M.-DSA is vulnerable to fault injection
attacks, naking it unsuitable for platforns where such attacks are a
concern. Even in environnents where fault injection is not
considered a practical threat, hedged signing provides an additiona
| ayer of protection.

Section 3.6.1 of [FIPS204] notes that while the signing randomess
rnd should ideally be generated by an approved RBG ot her nethods for
generating fresh random val ues may be used. Because the prinmary
purpose of rnd is to mtigate side-channel and fault attacks on
deterministic signatures, even a weak or non-N ST-approved source of
randommess is preferable to the fully determ nistic variant.

I mpl enent ati ons on constrained platfornms that |ack access to a full-
strength RBG should still use whatever randommess source is avail able
for rnd rather than falling back to determnistic signing.

3.2.2. Rejection Sanmpling and Signing Tine
M.- DSA' s signing algorithmuses rejection sanpling: candidate
signatures are generated and checked agai nst bounds, and the process
repeats until a valid signhature is found. This neans:
* Signing tine is variable. On average, only a small nunber of

iterations are needed, but in the worst case, nore iterations may
be required.
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3.

* The nunber of iterations is not secret-dependent in the default
hedged node (it depends on the random comm tnent value). Care is
warranted to avoid introducing timng side channels in other parts
of the signing process.

* Inposing a fixed upper bound on the nunber of iterations that
causes signing to fail is unnecessary and harnful. The
probability of requiring a very large nunber of iterations is
negligible (see Section 3.2.6.2).

2.3. Signing Key Format
FIPS 204 permits two representations of the M.-DSA signing key:

* *Seed signing key format (32 bytes)*: The random seed used as
input to M.-DSA. KeyGen_internal (). The full expanded signi ng key
can be deternministically regenerated fromthis seed at any tine.
NI ST considers a M.- DSA. KeyGen_internal () seed to be an acceptable
alternative format for a signing key, including for generation in
one cryptographi c nodul e and inport/export to another
[ NI ST-PQC- FAQ . The seed signing key format inherently prevents
mal f or med keys, since the key generation al gorithm ensures that
all derived values satisfy the required nmathematical properties.
Every bit of the seed contributes equally to the derived key
material, making it inpossible to independently choose parts of
the signing key [ SCHM EQ25].

* *Expanded signing key conponents*: The full output of M-
DSA. KeyGen(), containing (rho, K, tr, sl1, s2, t0). This fornat
avoi ds the need to re-run key generation before each signing
operation. The expanded formis useful as an in-menory cache for
performance during signing operations, while the seed signing key
format serves as the canonical stored representation. The
expanded format admits the possibility of malforned keys if the
conponents are nodified or constructed outside of the key
generation algorithm

I mpl enentations that store only the seed and regenerate (or cache)
the expanded key as needed are inherently protected against nalformnmed
key attacks. Inplenentations that accept or store expanded signing
keys benefit fromvalidating that the key conponents are well -formnmed
bef ore use.

When both formats are present, the expanded key needs to be the

out put of running M-DSA KeyGen_internal () with the corresponding
seed. Inconsistencies between the two representations could lead to
undefi ned behavi or [ SCHM EG25] .
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3.2.4. External Mi (u)

M.- DSA' s signing algorithm (Algorithm 7 of [FIPS204]) conputes a
fixed-size (64-byte) nessage representative mu (« in FIPS 204) as the
first step, derived fromthe hash of the public verifiying key tr and
the nmessage M before any private signing key material is involved.

Al'l subsequent signing operations use only mu, not the origina
message. This structure neans that nu can be pre-conputed in a
separate cryptographic module fromthe one that holds the signing

key, and NI ST has explicitly confirmed this is permtted by FIPS 204

[ NI ST- PQC- Ext Mu] .

This "external mu" approach solves the use cases that HashM.- DSA
(Section 3.2.5) was intended to address:

* *Large nessages*: The nodul e conputing nmu can streamarbitrarily
| ar ge nessages t hrough SHAKE256. The signing nodul e only ever
receives the fixed-size 64-byte mu, regardl ess of nessage size.

* *HSM and renote signing*: An application conmputes mu fromthe
public verifying key and the message, then sends only nu to a
si gni ng nodul e such as an HSM The signi ng nodul e generates its
own rnd internally and produces the signature.

* *No verification anbiguity*: The resulting signatures are standard
M.- DSA signhatures. Verifiers do not need to know whet her mu was
computed locally or externally.

The nodul e conputing mu needs a validated inplenentation of SHAKE256
to be FIPS-conpliant. The signing nodul e needs to inplenent the M-

DSA signing algorithmfromnu onward, including its own random numnber
generation for rnd [ NI ST- PQC- Ext Mi] .

3.2.5. HashM.- DSA

FI PS 204 defines HashM.-DSA, a variant that signs a hash of the
message rather than the nessage directly, intended for cases where
the full message cannot be transmitted to the signer. However,
HashM.- DSA confl ates a protocol -1 evel decision with the cryptographic
primtive, introducing several problens [SCHM EGQ4]:

* *Verification anbiguity*: A HashM.-DSA signature differs from an
M.- DSA signature on the same message. The verifier needs to know
whi ch variant was used, which requires protocol-Ilevel resolution
anyway, defeating the purpose of building this into the primtive.
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*  *Algorithm confusion risk*: HashM.- DSA requires hash al gorithm
identifiers and paraneters to be transmtted al ongsi de the
signature. |If these are carried through untrusted channels, this
i ntroduces al gorithmconfusion risks simlar to those seen with
JSON Web Tokens.

The external nmu approach described in Section 3.2.4 solves the sane
use cases w thout these drawbacks, and NI ST has explicitly blessed it
for use with FIPS-validated nodul es [ NI ST- PQC- Ext Mi] .

3.2.6. Issues that are likely not a concern

This section contains issues that you may have heard of, but are
quite unlikely to be a concern in your use case. This section is
here to discuss them and show why they are not practical issues. |If
you have not heard of them you nmay ignore this.

3.2.6.1. M.-DSA operations not being constant tine

During key generation and verification, the public seed rho is
expanded to formthe matrix A, and this involves rejection sanpling
of SHAKE256 output to achieve coefficient values that are unifornmy
distributed. This neans that a rote inplenentation will performa
vari abl e nunber of SHAKE256 calls, and expansion is not constant
time.

However, the public seed rho is part of the public verifying key and
is therefore publicly known. The tinmng variation during matrix
expansi on does not | eak any informati on about the signing key.

Si gning also involves rejection sanpling to generate the conmitnent

vector y and to check signature bounds. |In the default hedged node,
these val ues depend on fresh randomess and do not |eak signing key
information through timing. |In determnistic node, the timng could

in theory leak information about the determnistic nonce, though this
is a nmuch less practical concern than the fault injection attacks
described in Section 3.2.1

3.2.6.2. Signing | oop bounds and probability of failure

M.- DSA' s signing algorithm (Algorithm7 of [FIPS204]) uses a
rejection sanpling loop as part of the Fiat-Shamr with Aborts
construction [Lyubashevsky09]: each iteration conputes a candi date
signature, and checks whether it satisfies several norm bounds. |If
any check fails, the candidate is discarded and the | oop repeats with
fresh randomess and an i ncrenented counter.
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It may appear that this loop could run for a very long tinme, or that

i mpl ement ati ons need to guard against the possibility of the |oop
failing to termnate: in practice, this is not a concern. The
expected nunber of iterations is small: 4.25 for M.-DSA-44, 5.1 for
M.- DSA- 65, and 3.85 for M.-DSA-87 (Table 1 of [FIPS204]). Each
iteration independently succeeds with probability at least 1/5.1 (the
wor st case across all paraneter sets), so the probability of
requiring nore than n iterations is at most ((5.1 - 1) / 5.1)"n where
n, which decreases exponentially. Appendix C of [FIPS204] shows that
the probability of needing nore than 814 iterations is |ess than
2n-256 for all paraneter sets — that is, it likely will not happen
before the heat death of the universe. A great majority of signing
operations conplete in fewer than 10 iterations.

To remain FIPS 204 conpliant, inplenentations should not (equival ent
to *SHOULD NOT') inpose a fixed upper bound on the nunber of signing
|l oop iterations. |If an inplenmentation does inpose a limt, FIPS 204
requires that it shall not (equiv. to 'MJST NOT') be |ower than 814,
and that the signing algorithmshall (equiv. to MJST' ) return an
error, produce no other output, and destroy the candidate results of
the unsuccessful signing attenpts (Appendix C of [FIPS204]). An
artificially lowiteration limt is nore likely to cause probl ens
than it is to prevent them it could cause signing to fail for valid
keys under normal operation, and in deterministic node could

i ntroduce a detectable failure node that |eaks information about the
si gni ng key.

4. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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