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Abst r act

Thi s docunent specifies nechanisns for revoking and updating Evi dence
status in the wi tnessd Proof of Process framework. It defines how
aut hors can mark Evi dence as superseded or revoked, how device key
comprom se i s handl ed, and how Verifiers can efficiently check

Evi dence validity.

The specification also defines an External Verifier Registry protocol
that enables Relying Parties to discover trusted Verifiers and obtain
federated verification services.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
This is a conpani on docunent to draft-condrey-rats-pop, which defines
the core Proof of Process evidence framework. This docunent
addresses Evidence |ifecycle managenent after initial generation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 August 2026.
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1.

1.

2.

2.

1.

1.

I nt roducti on

The Proof of Process (PoP) specification [I-D.condrey-rats-pop]
defines how Attesters generate Evidence during docunment authorship.
However, Evidence is not inmutable once generated. Authors nay need
to:

* Mark ol d Evidence as superseded by newer Evidence
* Revoke Evidence if it was generated in error or under duress
* Update Evidence status after device key conprom se
* Correct declarations or netadata errors
Thi s docunent defines protocols for Evidence status nmanagenent and
revocation, as well as a Verifier registry enabling federated
verification services.
Requi rements Not ati on
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
Evi dence St atus Mdel

St at us Val ues

Evi dence packets may have the foll ow ng status val ues:

active: Evidence is current and valid. This is the default status
for newy generated Evi dence.

superseded: Evidence has been replaced by a newer Evidence packet.
The supersedi ng packet-id is recorded. Superseded Evi dence
remai ns verifiable but should not be considered current.

revoked: Evidence has been explicitly revoked by the author.
Revoked Evi dence should not be trusted. A revocation reason is
recor ded.

suspended: Evidence is tenporarily suspended pending i nvestigation
or dispute resolution. My transition to active, revoked, or
remai n suspended.
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expired: Evidence has exceeded its validity period (if one was
decl ared). Expired Evidence may still be verifiable for
hi stori cal purposes but should not be considered current.

2.2. Status Update Structure

Status updates are CBOR-encoded structures signed by the origina
Evi dence author. The follow ng CDDL defines the status update
format:

status-update = {
packet-id: bstr, ; Evidence packet being updated
new st atus: status-code,
reason: reason-code,
? superseded-by: bstr, ; For superseded status
? explanation: tstr, ; Optional human-readabl e text
ti mestanp: tine,
signature: bstr ; Aut hor signature over update

}

status-code = &
active: 0,
super seded: 1,
revoked: 2,
suspended: 3,
expired: 4

)

reason-code = &
unspeci fied: O,
key-conpronise: 1
content-error: 2,
met adata-error: 3,
generated-in-error: 4,
duress: 5,
newer - ver si on: 6,
validity-expired: 7

)

Status transitions MJST foll ow t hese rul es:

* active MAY transition to any other status

* superseded is terminal (no further transitions)
* revoked is termnal (no further transitions)

* suspended MAY transition to active or revoked
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* expired MAY transition to revoked only
The signature MJST be created using the same key that signed the
original Evidence packet. |If the original key is conprom sed, the
key conpronise protocol in Section 3.2 applies.

3. Revocation Mechani sns

3.1. Author-lnitiated Revocation

Aut hors may revoke their own Evidence by publishing a signed
revocation statenent. The statenent includes:

* packet-id of the revoked Evi dence

* Revocation reason code

* Optional explanatory text

* Timestanp of revocation

* Author signature (using sanme key that signed Evidence)
3.2. Key Conprom se Handling

VWhen a device signing key is conprom sed, all Evidence signed by that
key may be affected. The key conprom se protocol

1. Author generates new device key

2. Author publishes key conpromni se notice (signed by new key +
optional secondary authentication)

3. Notice specifies conprom se wi ndow (earliest and | atest possible
conprom se tines)

4. Evidence within conprom se wi ndow i s nmarked as suspi ci ous

5. Evidence outside wi ndow may be re-endorsed with new key
3.3. Revocation Distribution

Revocation information may be distributed through

*  Well-known URI: /.well-known/w tnessd-revocations

*  Revocation |ist enbedded in Attestation Results
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4.

4.

1.

2

* Push notifications to subscribed Verifiers
* Bl ockchain or transparency | og publication
External Verifier Registry

This section defines a protocol for discovering trusted Verifiers and
obt ai ning federated verification services.

Verifier Discovery

Organi zations may publish their trusted Verifiers at:

/. well -known/wi t nessd-verifiers

Thi s endpoint returns a signed JSON docunent listing:

* Trusted Verifier identities and endpoints

* Verifier certificates

* Supported appraisal policies

* Service | evel agreenents

Federated Verification

Federated verification enables Relying Parties in one organization to
accept Attestation Results fromVerifiers in another organization
The protocol operates as foll ows:

1. Relying Party receives Evidence packet from an author

2. Relying Party queries its organization's trusted Verifier |ist

3. If the author’s organization has a trusted Verifier, the Relying
Party forwards the Evidence to that Verifier

4. The renote Verifier appraises the Evidence and returns an
Attestati on Result

5. The Attestation Result is signed by the renote Verifier and
includes the Verifier’s identity for accountability

6. The Relying Party validates the Attestation Result signature
against the trusted Verifier |ist

Condr ey Expi res 11 August 2026 [ Page 6]



I nt

Con

ernet-Draft wi t nessd Revocati on February 2026

Trust del egation allows organi zations to designate other Verifiers as
authoritative for specific author domains. Delegation statements are
signed by the del egating organization and published in the Verifier
registry

Attestation Results fromfederated Verifiers MJST include:

* (Original Evidence packet-id

* Verifier identity and organization

* Appraisal policy applied

*  Timestanp of verification

* Result validity period

Verifier Accountability

Verifiers MJST rmaintain audit |ogs of all appraisal operations.
Audit | ogs include:

*  Tinmestanp of each appraisal request

* Bvi dence packet-id appraised

* Appraisal policy applied

* Result issued (wthout sensitive details)

* Requesting party identifier (if authenticated)

Audit | ogs MIST be retained for a mninmumof 7 years to support |ega
and conpliance requirenents. Logs SHOULD be stored in append-only

format to prevent tanpering.

M sbehavi or reporting enables Relying Parties to report Verifiers
that issue inconsistent or incorrect Attestati on Results:

1. Relying Party detects inconsistency (e.g., sane Evidence receives
conflicting results fromsane Verifier)

2. Relying Party submits msbehavior report to registry operator
3. Registry operator investigates and may revoke Verifier listing

4. M sbehavior reports are published for transparency
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Organi zati ons MAY i npl enent reputation scoring for Verifiers based on
consi stency, availability, and m sbehavior history. Reputation
scores are advisory and do not replace explicit trust decisions.

5. Security Considerations

5.1. Revocation Freshness
Verifiers MJST check revocation status using fresh data. Cached
revocation lists have a maxinumvalidity period (RECOWENDED: 24
hours for general use, 1 hour for high-security contexts).

5.2. Revocation Service Availability

Verifiers MJST handl e revocati on service unavailability gracefully.
Two nodes are defined

Hard-fail node: |If revocation status cannot be determ ned, the
Verifier MUST reject the Evidence as unverifiable. This node is
RECOMVENDED f or high-security contexts where accepting potentially
revoked Evi dence poses significant risk

Soft-fail mode: |If revocation status cannot be determ ned, the
Verifier MAY accept the Evidence with a warning flag indicating
revocation status is unknown. The Attestation Result MJST clearly
indicate this condition. This node is acceptable for |ower-risk
contexts where availability is prioritized.

Verifiers SHOULD i npl ement the follow ng availability neasures:

* Cache revocation lists with appropriate TTL

* Support nultiple revocation distribution endpoints

* | nplenment exponential backoff for failed queries

* Monitor revocation service health proactively

Rel ying Parties MJUST be infornmed of the Verifier’'s failure node and
MAY override the default based on their risk tol erance.

5.3. Revocation Privacy
Revocation queries may reveal which Evidence packets a Verifier is

checking, potentially |eaking information about docunent verification
patterns. The following mtigations apply:
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6

6

1.

2

* Verifiers SHOULD downl oad conpl ete revocation lists rather than
queryi ng individual packet-ids to prevent query correl ation

* Revocation services MJST NOT | og individual query patterns in a
way that enabl es tracking specific Verifier behavior

* Batch queries SHOULD be supported to allow Verifiers to check
mul tiple packet-ids in a single request, reducing metadata | eakage

For high-privacy deploynents, Verifiers MAY use Private Information
Retrieval (PIR) techniques to query revocation status without
reveal i ng which packet-id is being checked. PIR support is OPTI ONAL
and depl oyment - speci fic.

Revocation lists MJST NOT include information beyond what is
necessary for status determ nation. Specifically, revocation reasons
are available only to authenticated parties with a legitinmate need to
know.

Privacy Consi derations

Thi s section addresses privacy inplications of Evidence status
managenent and Verifier registry operations.

Verifier Tracking Prevention

Verifiers process Evidence fromnultiple authors and may accunul ate
significant nmetadata about verification patterns. To prevent m suse:

* Verifiers MUST NOT correlate verification requests across
different Relying Parties without explicit consent

* Verification | ogs MIST be purged of personally identifiable
information after the retention period expires

* Verifiers MUST NOT share verification metadata with third parties
except as required by | aw

Met adata M nim zati on

Status updates and revocati on statenents contain netadata that could
be privacy-sensitive. |nplenentations MJST

* Include only the mninum nmet adata necessary for status
determ nation

* Avoid including | P addresses, device identifiers, or |ocation data
in status update structures
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8.

8.

8.

* Use opaque packet-ids that do not encode author identity
3. Anonynous Verification Mde

For privacy-sensitive contexts, Verifiers MAY support anonynous
verification where:

* Relying Party identity is not required for verification

* No verification |ogs are retained

* Rate limting is applied to prevent abuse

Anonymous verification provides weaker accountability guarantees and

is not suitable for all deploynent contexts. Verifiers MJST clearly

docunent whet her anonynobus node i s support ed.

I ANA Consi derations

Thi s docunent requests registration of the follow ng well-known URIs:

* URl suffix: wtnessd-revocations

* URI suffix: wtnessd-verifiers

Change controller: |ETF

Speci fication docunent: [this docunent]
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