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Abst r act

Thi s docunent specifies a trust anchor bootstrap protocol for the

wi t nessd Proof of Process franework. The protocol defines how new
devices enter the witnessd ecosystem how device keys are provisioned
and verified, and how Verifiers discover and validate device trust
anchors.

Three enrol |l mrent nodes are defined: self-sovereign node for
i ndi vi dual users, organizational node for enterprise deploynents, and
public registry node for federated trust ecosystens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

This is a conpani on docunent to draft-condrey-rats-pop, which defines
the core Proof of Process evidence framework. This docunent
addresses the bootstrappi ng problem how do Verifiers know which
device keys to trust?

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 August 2026

Condr ey Expi res 11 August 2026 [ Page 1]



Internet-Draft wi t nessd Enrol | nent

Copyri ght Notice

February 2026

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust

described in Section 4.e of the Trust Legal
provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.

2.

Condr ey

I ntroduction

.1.  Requirenents Not atl on .

Enrol | rent Modes

.1. Sel f-Sovereign Mde .

.2. Organizational Mde . . . . . . . . . . .
2.2.1. Well-Known URI for Device Discovery .

.3. Public Registry Mde e

Devi ce Enrol | nent Protocol

.1. Enroll ment Request .
. 2. Chal |l enge- Response Fl ow .
.3. Certificate Issuance

Trust Anchor Discovery

4.1. Discovery Mechanisns

~N NN [e2le) )] o1 o1 o1 o1 b

[(e (o]

.2. Caching Policy . .
.3. Revocation Checking I nt egr atl on .

Key Lifecycl e Managenent

.1. Key Rotation

.2. Device Mgration .
.3. Key Conprom se Response .
.4. Certificate Renewal

Security Considerations .

.1. Threat Model . .
. 2. Conpromnm se | npact Anal yS| s
.3. Mtigation Requirenents .

Privacy Consi derations

.1. Device ldentifier Pr|vacy
.2. Enrollnment Metadata M nimzation
.3. Registry Privacy Modes

| ANA Consi derations .
Ref er ences

1. Nor mati ve Ref erences
.2. Informative References

Expi res 11 August 2026

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as
Provi sions and are

QO ~N~N~NoOCUUahbMAPAWWWW

RPRRPRRRRRPRRRRRERER
WWWWNNNRRRLROOO

[ Page 2]



I nternet-Draft wi t nessd Enrol | nent February 2026

1.

2

2

Author’s Address . . . . . . . . . . . . . . . . . . . . . . .. 13
I ntroduction

The Proof of Process (PoP) specification [|-D. condrey-rats-pop]

defines how Attesters generate Evidence during docunment authorship.
Evi dence packets are signed with device keys, but the core

speci ficati on does not define how these keys are provisioned or how

Verifiers establish trust in them

Thi s docunent addresses the trust anchor bootstrap probl em by
def i ni ng:

* Device enrollnent protocols for provisioning signing keys
* Trust anchor discovery nechanisns for Verifiers
* Miltiple enroll ment nodes for different depl oynment scenarios

* Key lifecycle managenment including rotation and mgration

.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Enrol | ment Modes
1. Self-Sovereign Mde

In self-soverei gn node, users generate their own device keys and
manual |y provide trust anchors to Verifiers they wish to work with.
Thi s node provi des nmaxi mum privacy but requires out-of-band trust
est abl i shnent.
Wor kf | ow:

1. Device generates key pair in secure hardware (if avail abl e)

2. Device exports public key and self-signed certificate

3. User manually provides public key to Verifier (via secure
channel)

4. Verifier stores trust anchor associated with user identity
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Use cases: Individual authors, privacy-conscious users, testing
envi ronment s.

2.2. Oganizational Mode
I n organi zati onal node, device keys are signed by an organi zation's
Certificate Authority (CA). The organization publishes its CA
certificate, and Verifiers trust devices whose keys chain to the
organi zation’s CA.

Vor kf | ow:
1. Organization establishes CA infrastructure
2. Organization publishes CA certificate at well-known | ocation

3. Device generates key pair and creates certificate signing request

4. Organization signs device certificate (may require proof of
device identity)

5. Device stores signed certificate

6. Verifiers validate device certificates against organization CA

Use cases: Enterprises, academ c institutions, publishing houses.
2.2.1. Well-Known URI for Device Discovery

Organi zati ons SHOULD publish device trust information at:

/. wel | - known/ wi t nessd- devi ces

Thi s endpoint returns a signed JSON docunent listing:

* (Organization CA certificate chain

* Supported enrol |l nent nethods

* Device certificate validation policy

* Contact information for enrollnment requests
2.3. Public Registry Mde

In public registry node, devices register with a public discovery

service, simlar to ACME for TLS certificates. This enables
federated trust without requiring prior relationship establishnent.
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Vor kf | ow.

1. Device generates key pair

2. Device proves control of user identifier (emamil, domain, etc.)
3. Registry issues device certificate bound to user identifier

4. Registry publishes certificate in transparency |og

5. Verifiers query registry to validate device certificates

Use cases: Qpen ecosystens, cross-organization verification, consumer
appl i cations.

3. Device Enrollnment Protoco
The devi ce enrol |l nent protocol establishes trust between a new device
and the enrollnent authority. The protocol uses a chall enge-response
flowto verify device identity and key possession.

3.1. Enroll nent Request

Devices initiate enroll nent by subnitting a request containing:

enrol | nent -request = {

devi ce-public-key: bstr, ; Device’'s public key (COSE_Key)
user-identifier: tstr, ; Email, domain, or opaque ID
enrol | nent - node: node-type,

? device-attestation: bstr, ; TPM Secure Enclave attestation
? proof-of-possession: bstr, ; Signature over chall enge
nonce: bstr, ; Freshness nonce

timestanp: tine

}

nmode-type = &
sel f-sovereign: O,
organi zational : 1,
public-registry: 2

)

3.2. Chal |l enge- Response Fl ow

For organi zational and public registry nodes, the enroll nent
authority issues a chall enge:

1. Device subnmits initial enrollnment request
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2. Authority returns challenge (random nonce + user verification
requirenent)

3. Device signs challenge with private key (proof of possession)

4. User conpletes verification (email link, domain TXT record, etc.)
5. Device submits signed chall enge and verification proof

6. Authority validates and issues device certificate

enrol | ment-chal | enge = {
chal | enge- nonce: bstr,
verification-nethod: verification-type,
? verification-uri: tstr, ; For emmil/web verification
expires: tinme

}

verification-type = &
emai |l -1ink: 0,
domai n-txt: 1,
organi zati onal - approval : 2,
device-attestation-only: 3

)

enrol | nent -response = {
chal | enge-nonce: bstr,

chal | enge-si gnature: bstr, ; Signed by device private key
verification-token: tstr, ; From email /domain verification
timestanp: tine

}

3.3. Certificate |ssuance

Upon successful verification, the authority issues a device
certificate:
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device-certificate = {

devi ce-id: bstr, ; Unique device identifier
public-key: bstr, ; COSE_Key
user-identifier: tstr,

i ssuer: tstr, ; Authority identifier

i ssued-at: tine,

expires-at: tine,

? constraints: [* constraint],

signature: bstr ; Authority signature

}

constraint = &
max- evi dence- per-day: uint,
al | owed- docunent -types: [* tstr],
geographic-restriction: tstr

Certificates MJUST be valid for no nore than 1 year. Devices MJST re-
enrol|l before certificate expiration

4. Trust Anchor Discovery
Verifiers must discover and nmintain trust anchors for device
certificate validation. This section defines discovery nechani sns
and cachi ng poli cies.

4.1. Discovery Mechanisns

Verifiers discover trust anchors through:

Vel | -known URI:  Query /.well-known/w tnessd-devices at the
organi zation’s domain to retrieve CA certificates and enrol | nment
pol i ci es.

Public Registry: Query the public registry service for device
certificates bound to user identifiers. The registry provides
certificate chains and revocation status.

Qut - of - band provisioning: For self-sovereign node, trust anchors are
manual |y configured by the Verifier operator

4.2. Caching Policy

Verifiers SHOULD cache trust anchors to reduce | atency and network
| oad. Caching policies:

* CA certificates: Cache for up to 24 hours or until the next-update
field indicates refresh is needed
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* Device certificates: Cache for the certificate validity period
m nus a safety margin (RECOMVENDED: 1 hour)

* Revocation status: Cache according to revocation list TTL (see
draft-condrey-rats-w tnessd-revocati on)

Verifiers MIST refresh cached trust anchors before expiration. Stale
cache entries MJUST NOT be used for verification

4.3. Revocation Checking Integration
Trust anchor discovery integrates with revocation checking:
1. Verifier receives Evidence packet
2. Verifier extracts device certificate from Evi dence
3. Verifier validates certificate chain to trusted CA
4. \Verifier checks certificate revocation status
5. Verifier checks Evidence revocation status
6. |If all checks pass, Verifier proceeds wth appraisa
Certificate revocati on and Evi dence revocation are independent. A
revoked certificate invalidates all Evidence signed by that device.
Evi dence may be revoked even if the certificate remains valid.

5. Key Lifecycl e Managenent

Devi ce keys have a lifecycle fromgeneration through retirenent.
Thi s section defines key managenent operations.

5.1. Key Rotation

Devi ces SHOULD rotate signing keys periodically to limt exposure
frompotential conmprom se. Key rotation workflow

1. Device generates new key pair

2. Device requests certificate for new key (standard enrol | nment)
3. Device publishes key rotation notice signed by old key

4. Rotation notice links old key to new key

5. dd key enters grace period (RECOWENDED: 30 days)
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6. After grace period, old key is retired
key-rotation-notice = {

ol d-devi ce-id: bstr,

new- devi ce-id: bstr,

ol d- publ i c-key: bstr,

new publ i c-key: bstr,

rotation-tine: tineg,

grace-period-end: tinme,

ol d- key-si gnature: bstr, ; Proves control of old key

new key-si gnature: bstr ; Proves control of new key

}

Evi dence signed during the grace period MAY use either key. After
the grace period, only the new key is valid.

5.2. Device Mgration
When users nmigrate to a new device, Evidence continuity nust be
mai ntained. Mgration is treated as key rotation with additional
verification:
* User initiates migration fromold device (if avail able)
* dd device signs migration authorization for new device

*  New device conpletes enrollment with mgration authorization

* |f old device is unavail able, user conpletes out-of-band
verification (ermail, organizational approval, etc.)

M gration without ol d device access requires stronger verification to
prevent unauthorized device takeover.

5.3. Key Conpromni se Response
When a device key is conpronised:
1. User reports conmprom se to enrollment authority
2. Authority revokes device certificate i mediately
3. User enrolls new device with fresh key

4. User may re-endorse historical Evidence with new key (see draft-
condrey-rats-w tnessd-revocati on)
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Har dwar e- backed keys (TPM Secure Encl ave) reduce conpronise risk and
are RECOMMVENDED for high-security depl oynents

5.4. Certificate Renewal
Devi ces MJST renew certificates before expiration. Renewal nay use
the existing key (if not conprom sed) or coincide with key rotation
Renewal workfl ow.

1. Device subnmits renewal request with current certificate
2. Authority validates current certificate is still valid
3. Authority issues new certificate (sane or new key)

4. New certificate validity period begins fromissuance

Devi ces SHOULD initiate renewal at |east 7 days before certificate
expiration to allow for processing del ays.

6. Security Considerations
6.1. Threat Model
The enrol |l nent protocol considers the follow ng threats:

Unaut hori zed enrol Il ment: Attacker attenpts to enroll a device under
anot her user’s identity. Mtigated by user identifier
verification (ermail, domain, organizational approval).

Key extraction: Attacker attenpts to extract device private key.
M tigated by hardware-backed key storage (TPM Secure Encl ave)
wher e avail abl e.

Enrol | ment authority conpromi se: Attacker conpromi ses the enroll nent
authority and issues fraudulent certificates. Mtigated by
certificate transparency logs and short certificate validity
peri ods.

Man-in-the-m ddle: Attacker intercepts enroll ment nessages.
Mtigated by TLS for all enrollnent comuni cati ons and chal | enge-
response bi ndi ng.

Repl ay attacks: Attacker replays old enrollnent requests. Mtigated
by nonces and timestanmps in all protocol nessages.
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6.2. Conprom se |Inpact Analysis
The inpact of various conprom ses:

* Single device key conprom se: Only Evidence fromthat device is
af fected. O her devices and users are unaffected.

* (Organi zational CA conpromse: Al devices enrolled under that CA
are potentially affected. Requires CA re-keying and nass device
re-enrol |l ment.

* Public registry conpronise: Al devices using that registry are
potentially affected. Requires registry recovery and certificate
rei ssuance

Organi zati onal depl oyments SHOULD use Hardware Security Modul es

(HSMs) for CA key protection. Public registries MJST inpl enent

multi-party controls for certificate issuance

6.3. Mtigation Requirements

I mpl enent ati ons MUST:

* Use TLS 1.3 or later for all enrollnent comunications

* Validate certificate chains conpletely before trusting

* Check certificate revocation status before accepting Evidence

* Inplenment rate limting to prevent enroll ment abuse

* Log enrollnent events for audit purposes

| npl enent ati ons SHOULD:

* Use hardwar e-backed key storage where avail abl e

* Implenent certificate transparency nonitoring

* Support nultiple enrollnment authorities for redundancy

* Provide key conpronise notification mechani sns

7. Privacy Considerations
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7.1. Device ldentifier Privacy

Device identifiers enable tracking across Evidence packets. To
protect user privacy:

* Device identifiers SHOULD be opaque random val ues, not derived
fromhardware identifiers or user informtion

* Users MAY request new device identifiers during key rotation to
break tracking |inkage

* Verifiers MUST NOT share device verification patterns with third
parties

Sel f - soverei gn node provides the strongest privacy as no centra
authority |l earns about device enrollnment. Public registry node has
the weakest privacy as the registry sees all enrolled devices.

7.2. Enrollnent Metadata M nim zation

Enrol | ment authorities collect netadata during device registration
To minimze privacy inpact:

* Collect only the mininmuminformation necessary for enroll ment

* Do not retain |IP addresses or |ocation data beyond enrol |l nent
compl eti on

* Do not share enrollnent netadata with third parties

* Provide data del etion upon user request (subject to |lega
retention requirenents)

Enrol | ment authorities MJST publish a privacy policy describing data
collection, retention, and sharing practices.

7.3. Registry Privacy Mdes
Public registries MAY of fer privacy nodes:

Public node: Device certificates are publicly discoverable. Anyone
can verify Evidence fromthe device. Suitable for public authors.

Unlisted node: Device certificates are not publicly listed but can
be retrieved by packet-id | ookup. Provides sone obscurity.

Private node: Device certificates are only returned to authenticated
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Verifiers with a legitinmate need. Suitable for sensitive
cont ext s.

Users SHOULD sel ect the privacy node appropriate for their use case.
The default node is depl oynent-specific.

8. | ANA Consi derati ons
Thi s docunent requests registration of the foll owi ng well-known URI:
* UR suffix: w tnessd-devices
* Change controller: |IETF
* Specification docunent: [this docunent]
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