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Abst r act

Thi s docunent specifies the Proof of Process (PoP) Transcript Fornmat,
a structured data nodel for recording the evolutionary history of a
digital docunent. It defines a canonical set of semantic editing
events (lInsertion, Deletion, Mve, Replacenent) and a schema for Too
Recei pts, allow ng distinct contributors—includi ng human aut hors, Al
agents, and automated editors—to cryptographically sign their
specific contributions within a single provenance chain.

The protocol utilizes a hash-1inked Provenance DAG (Directed Acyclic
Graph) to ensure the integrity and ordering of events. This format
enables Verifiers to reconstruct the docunent’s |ifecycle and apply
flexible, policy-based logic to deternmine authorship attribution. It
is designed to be content-aware but policy-agnostic, supporting

di verse use cases ranging fromacadenic integrity to software supply
chain security.
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Condr ey Expi res 15 August 2026 [ Page 1]



Internet-Draft PoP

Status of This Meno

This Internet-Draft is submtted in full

provi sions of BCP 78 and BCP 79.

February 2026

conformance with the

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.

as they describe your rights
Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal

Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy .
3

Functional Scope and Protocol d ains

3.1. Transcript Integrity Cains .
3.2. Qut of Scope . . . . . . .
4. Architecture Overview .
5. Data Model . . . . . . . .
5.1. Ranges and ldentifiers
5.2. Canonical Event Types .
6. Event Hash Chaining .
6.1. Hash Al gorithm
6.2. Requirements
7. Time Anchoring . . .
.1. External Anchors .o
.2. Sequential Wbrk Anchors .

~ ~

Condr ey Expi res 15 August 2026

OO ~N~N~NOOOOOTIOTI OO W

[ Page 2]



I nternet-Draft PoP February 2026

7.3. Anchor Verification Rules . 8
8. Tool Receipts and Provenance DAG 8
8.1. Receipt Mdel 9
8.2. Receipt Vér|f|cat|on Rules 9
9. Envel ope Structure . . 9
9. 1. Pollcy and Seed Cbnn1tnents . e e e e e 9
9.2. Cdains Field . . e K0
9.3. Optional Zero- Knomﬁedge Bundle . 0]
10. Verification Procedure . . . 0
10.1. Structural Vvalidation . . . . . . . . . . . . . . . .. 10
10.2. Hash Chain Validation . . . . . . . . . . . . . . . . . 10
10.3. Anchor Validation . . . . . . . . . . . . . ... ... 10
10.4. Receipt Validation . . e A
10.5. Artifact Binding Valldatlon .
10.6. Policy Evaluation . . . . . . . . . . . . . . . . ... 11
11. Policy-Defined Evaluation . . . . . . . . . . . . . . . . . . 11
11.1. Policy Conmitnents . . e
11.2. Seeded Eval uati on (Cptlonal) e
11.3. Evaluation Qutputs . . . . e 24
12. Security Considerations . . . . . . . . . . . . . . . . . . . 12
12.1. Threat Mdel Sumary . . . . . . . . . . . . . . . . . . 12
12.2. Mtigations . . T 2
12. 3. AlgorlthnlAglllty e
13. Privacy Considerations . . . . . . . . . . . . . . . . . . . 13
14. | ANA Consi derations . . . e
14.1. Media Type Reglstratlon R
15. CDDL Summary (Normative) . P I
16. Exanple Verification FIom1(Infornat|ve) . e e . . . . . . . . 16
17. References . . . e 1 ¢
17.1. Nornative References e . . ... ... .. . . . . . . 16
17.2. Informative References . . . . . . . . . . . . . . . . . 17
Acknowl edgrents . . . . . . . . . . . . . . . . . . . . . . . . . 18
Author’s Address . . . . . . . . . . . . . . . . . . . . . . . . 18
1. Introduction

As digital docunents evol ve through compl ex workfl ows invol vi ng human
aut hors, automated tools, and Al assistants, stakeholders require a
standardi zed nmethod to record _what happened_ during the docunent’s
lifecycle. Existing |logs are often proprietary, unstructured, or

easi |y mut at ed.

Thi s docunment specifies the *Proof of Process (PoP) Transcri pt
Format*, a standardi zed data nodel for recording the evol utionary
history of a digital artifact. |1t defines a canonical set of
*Semanti ¢ Events* (Insert, Delete, Replace, Mwve) and a nechani smfor
i nking these events into a hash-chai ned *Provenance DAG (Directed
Acyclic G aph)*.
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Desi gned for interoperability, this fornmat all ows disparate editing
environments (word processors, code editors, CMS platforns) to
produce conpati bl e *Process Transcripts*. These transcripts can
support *Tool Receipts*, allowi ng Al agents and autonmated tools to
cryptographically sign and attribute their specific contributions,

t hereby enabling a "conpositional provenance" nodel where human and
machi ne contributions are clearly demarcated within a single
verifiable history.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Artifact A digital object such as a docunent, code bundle, or nedia
file.

Event A canonical semantic editing operation applied to an artifact
state.

Transcript An ordered sequence of events representing a process
sessi on.

Envel ope A CBOR-encoded contai ner hol ding transcript conmm tnents,
anchors, receipts, and policy hooks.

Anchor A mechani smthat binds transcript state to chronol ogy, such
as an external tinestanp or sequential -work proof.

Receipt A signed statenent froma tool indicating that content was
produced or transforned, referenced by events.

Provenance DAG A directed acyclic graph constructed fromreceipts
and references between them

Policy A verifier-defined configuration for evaluation of process
evi dence.

Policy Cormit A cryptographic commtnent to a policy descriptor,
included to identify the applied policy.

Seed Conmit A cryptographic commtment to a seed used to
paraneteri ze evaluation functions and/or audits.

Determ ni stic Encoding CBOR encoding with a canonical ordering as
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required for reproducibl e hashing.
3. Functional Scope and Protocol d ains

This section defines the scope of the transcript format regarding
data integrity and provenance visibility.

3.1. Transcript Integrity C ains
A valid PoP Transcript ensures:

* *Event Immutability:* Once an event is recorded and covered by a
subsequent hash, it cannot be altered or renpved w thout
i nval i dating the chain.

*  *Conpl eteness: * The final hash of the transcript determnistically
reconstructs the final state of the docunment. Any discrepancy
bet ween the transcript-derived state and the actual docunent
content indicates tanpering.

* *Attribution:* Every event is associated with a specific Actor 1D
(Key) or Tool Receipt, allow ng precise attribution of who_ or
_what _ perforned a specific edit.

3.2. Qut of Scope

* *Content Quality or Truth:* The transcript records that text was
witten; it does not verify the factual accuracy or quality of

that text.
* *|Intent:* The transcript records operations (e.g., "User deleted
paragraph A'). It does not record _why_ the operation occurred.

* *Surveillance:* This format is designed for _verification_, not
_surveillance_. It supports privacy-preserving disclosure nodes
(e.g., Zero-Know edge proofs of statistics) where the raw content
of the edits remamins private, revealing only the _nmetrics_ of the
process.

4. Architecture Overview

PoP is a portable evidence format intended to be produced by an
editing environment (the Producer) and consumed by a Verifier. A
third party (Anchor Service) MAY provide timestanps or other
anchoring evidence. Tools (e.g., |anguage nodels, granmmar checkers,
converters) MAY provide signed receipts
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R + Transcri pt/ Envel ope R +
| Producer R e T > Verifier |
| (Editor) | | (Policy) |
+o-m - - +o-m - - + +o-m - - +o-m - - +
I I
I I
R R + Anchors (optional) |
| Anchor R +
| Servi ce |
S +
oo + Receipts (optional) oo +
| Tool s R LR >|  Producer |
| (LLM etc.) | | / Verifier
S + S +

Figure 1: PoP Evidence Flow (Infornative)

PoP is conpatible with RATS/ EAT depl oynents by treating the PoP
envel ope as evidence that can be conveyed al ongside attestation
tokens, referenced by clains, or enbedded in artifact nmetadata for
later validation. The overall Proof of Process architecture is
defined in [I-D. condrey-rats-pop].

5. Data Mbdel

PoP uses CBOR [ RFC8949] as the encoding and CDDL [ RFC3610] for data

nmodel definitions. Al hashing conputations depend on determnistic
CBOR encodi ng; Producers and Verifiers MJST use a determ nistic CBOR
encodi ng profile suitable for reproducibl e hashing.

5.1. Ranges and ldentifiers

O fsets and ranges refer to a canonical byte or character indexing
schene over the logical artifact content. The indexing scheme MJST
be specified by the Producer and bound in the envel ope so that
Verifiers can interpret ranges consistently.

Thi s specification defines a generic Range structure. Producers MAY
use byte offsets, Unicode scalar offsets, or another determnistic
schene. The chosen schene MUST be indicated in the envel ope.

5.2. Canonical Event Types
PoP defi nes canonical semantic event types. Events describe changes
to artifact state at a semantic operation |evel rather than raw

keystrokes. Raw keystroke telemetry is OPTIONAL and is not required
for PoP verification.
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6

6

The foll owi ng event types are defi ned:

* *INS*: insert content at a range/position

* *DEL*: delete content in a range

* *REP*: replace content in a range with new content
* *MOV*: nove a range to a destination position

* *PASTE*: insert content with an origin reference (e.g., receipt-
bound)

*  *SNAP*: checkpoi nt snapshot of artifact hash and optional cursor
state

Events MUST include sufficient information to validate transcript

integrity and, when required by policy, to validate that the

transcript corresponds to the final artifact (e.g., via checkpoints).
Event Hash Chai ni ng

PoP binds transcript events in order using a hash chain. The chain
depends on determ nistic encoding of each Event structure.

1. Hash Al gorithm
Let H be a cryptographic hash function. This specification

RECOMVENDS SHA- 256. The initial hash value h_ 0 MJUST be defined as
the hash of a donmain separation string and the session identifier

h 0 = H("PoP-Transcript" || session_id)
For each event E i, the chain value is conputed as:
h_i = Hh_{i-1} || CBOR Determnistic(E_i))

The transcript root is defined as root = h_n for the final event E n.
2. Requirenents

* Producers MJST use determ nistic CBOR encoding for all hashed
structures.

* Verifiers MIST reconpute the hash chain and conpare the derived
root to the envel ope root.

* Msmatch of any chain conputati on MIST cause verification failure.
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Ti me Anchori ng

PoP supports optional chronol ogy binding via Anchors. Policies MAY
require specific anchor types or densities. This docunent defines
two anchor classes: External Anchors and Sequential Wrk Anchors.

Ext ernal Anchors

An External Anchor binds the transcript root (or an internediate
chain value) to an externally verifiable tine assertion (e.g., a
ti mestanpi ng service, transparency |l og, or other notary).

The specific external anchoring systemis out of scope for this
docunent; PoP defines a generic container for including and
val i dati ng anchor evi dence.

Sequential Work Anchors

A Sequential Work Anchor provides evidence that a specified amount of
sequential conputation was performed between two transcript states.
This can increase the cost of post-hoc backfilling. The concrete VDF
or sequential -work schene is policy-defined. This docunment defines a
container to carry such evidence

Anchor Verification Rul es

* |f an envel ope includes anchors, verifiers MJST validate each
anchor according to its type.

* |If a policy requires anchors and they are absent or invalid,
verification MJST fail.

* Anchor validation MIST bind to the relevant transcript state (root
or internediate chain values) as specified by the anchor

Tool Receipts and Provenance DAG

PoP supports conpositional provenance via signed tool receipts.
Recei pts enabl e producers to explicitly declare and bind tool -
generated outputs (including Al assistance) w thout relying on
brittle inference or detection. Receipts MAY be used for any
deterministic or non-deternministic tool that enits content, patches,
or transformations that contribute to the artifact.
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8.

8.

9

1. Receipt Mbddel

A Receipt is a signed statenment that binds tool identity and an
output conmmitnent. An input conmitnent MAY be included to allow
stronger binding, but is OPTIONAL to support privacy-preserving
t ool s.

Recei pts MAY reference other receipts to forma provenance DAG
Pol i cies MAY restrict recursion depth.

2. Receipt Verification Rules

* Verifiers MJST validate each recei pt signature over its canonica
encodi ng.

* Receipt public keys MJIST be represented in a verifiable format;
policies MAY require certificate chains or allow bare keys.

* |f an event references a receipt (via source_ref), the referenced
recei pt MJST be present or retrievabl e under policy.

* Policies MAY require validation of the provenance DAG and MAY
i mpose recursion and size lints.

Envel ope Structure

The PoP Envelope is the primary interchange object. It binds
transcript commtnents, anchors, receipts, and policy hooks. The
envel ope is CBOR-encoded and SHOULD be enbedded into artifact

met adat a or conveyed al ongsi de artifacts.

1. Policy and Seed Comm tnents
PoP defines policy hooks but does not standardi ze a scoring nodel.
To enabl e reproduci bl e application of a policy, the envel ope
i ncl udes:

* *policy _commt*: a conmitnment to a policy descriptor

* *geed commit*: a conmmtnent to a seed used to paraneterize
eval uation and/or audits

Conmi tments support commit-then-reveal workflows where the eval uation
surface is unpredictable at capture tinme but verifiable after revea
under policy.
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10.

10.

10.

10.

Claims Field
The envel ope MAY include a clains field carrying derived val ues
(e.g., integrity pass/fail, evaluation outputs). dains MIJST NOT be
treated as authoritative unless verifiers reconpute or validate them
under policy. Policies SHOULD treat clains as advisory and derive
eval uation fromtranscript evidence.
Opti onal Zer o- Know edge Bundl e

The envel ope MAY include a zk bundle to support privacy-preserving
verification (e.g., threshold proofs for policy-defined eval uations
wi thout full transcript disclosure). The specific ZK proof systemis
pol i cy-defi ned.

Verification Procedure
Verifiers MJST performthe following procedure to validate a PoP
envel ope. Policies MAY inpose additional requirenments and MAY al |l ow
partial disclosure nodes.
1. Structural Validation
1. Parse the envel ope as CBOR and validate required fields.
2. Validate version and supported al gorithns.
3. Validate encoding determ nismconstraints where applicable.
2. Hash Chain Validation

1. Obtain the transcript (full disclosure or policy-authorized
proof s).

2. Reconpute the hash chain fromh_0 through h_n.
3. Conpare derived root to the envel ope root.

M smat ch MUST cause verification failure.

3.  Anchor Validation

1. Validate all included anchors.

2. Confirmanchors bind to the intended transcript state (root or
speci fied chain val ues).

3. Apply policy requirenments for anchor presence, density, or types.
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10.

10.

10.

11.

11.

11.

4. Receipt Validation

1. Validate receipt signatures and canoni cal encodi ngs.

2. Resolve and validate referenced receipts as required by policy.
3. Verify any policy constraints on recei pt DAG depth or cl asses.
5. Artifact Binding Validation

Pol i cies MAY require validation that the transcript corresponds to
the final artifact. This may be perfornmed by verifying SNAP events,
checkpoints, or other conmitnents that bind the transcript to the
final artifact hash.

6. Policy Evaluation

After transcript and anchoring verification, a verifier MAY conpute
features and apply a policy-defined evaluation. |If the envel ope
includes a ZK bundle and the policy allows it, the verifier MAY
validate a ZK proof instead of obtaining the full transcript.

Pol i cy- Defined Eval uation

PoP does not standardi ze any scoring function, threshold, or
interpretation. Policies define evaluation inputs, nodels, and
threshol ds. PoP provides hooks to identify policies and support
repr oduci bl e eval uati on

1. Policy Commitments

The policy_commt field is a cryptographic commitment to a policy
descriptor, e.qg.:

policy comit = H(policy descriptor)

The contents and distribution of the policy descriptor are out of
scope for this docunent. Policies MIST be uniquely identifiable by
policy_comnmt.

2. Seeded Eval uation (Optional)

Pol i ci es MAY use seeds to paraneterize evaluation functions (e.g., to
mtigate adaptive optim zation against a static evaluation surface).
If used, the envel ope includes seed commit, and verifiers MAY require
a reveal of the seed or a ZK proof that incorporates the conmitted
seed.
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11.

12.

12.

12.

3. EBvaluation Qutputs

Any eval uation outputs, including derived clainms, are policy-defined
and MUST be expressed as assessnents of evidence, not assertions of
cognitive origin. Policies SHOULD provide outputs that are
interpretable and auditable (e.g., quantified inport ratios,
refinement ratios, or other neasurable evidence sumari es).

Security Considerations
PoP provi des tanper-evident transcripts and optional chronol ogy
binding. It does not prevent an adversarial producer from performnng
arbitrary sequences of valid edits. Policies should treat PoP as
evi dence of recorded process, not proof of nental origin.
1. Threat Model Summary

* *Synthetic transcript generation*: a producer nmay attenpt to
fabricate a transcript consistent with a target artifact.

* *Receipt forgery*: a producer nmay attenpt to forge or replay too
receipts.

* *Anchor replay or substitution*: invalid anchors may be presented
or mi sbound.

* *Adaptive optimzation*: if evaluation netrics are static and
public, adversaries may optim ze transcripts to pass threshol ds.

* *Privacy | eakage*: transcripts can reveal sensitive drafting
history if disclosed inproperly.

2. Mtigations

* Hash chai ning over determnistic encodings provides tanper
evi dence.

* Anchors (tinmestanps, sequential work) can raise the cost of post-
hoc fabrication and bind chronol ogy.

* Recei pt signhatures and, when used, DAG validation mtigate
provenance forgery.

* Seeded evaluation can nmitigate adaptive optim zation (policy-
defined; not required by PoP).

* Policies should define disclosure requirenents and support partial
di scl osure or ZK proofs.
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12.3. AlgorithmAgility
Producers and verifiers SHOULD support algorithmagility for hash
functions and signature schenes. Policies SHOULD specify all owed
al gorithms and m ni num security strengths.

13. Privacy Considerations
Transcripts can reveal sensitive internmediate drafts, editing
patterns, and content that was |ater renoved. PoP supports nultiple
di scl osure nodes, but this docunent does not nandate a particul ar
privacy policy.

* *Full disclosure*: the entire transcript is revealed to a
verifier.

* *Partial disclosure*: Merkle proofs or selective event disclosure
under policy.

* *Zer o-know edge*: policy-defined threshold proofs w thout
transcript disclosure.

Pol i ci es SHOULD nmi ni m ze di scl osure and SHOULD avoid coll ecting raw
keystrokes or invasive telenmetry unless explicitly required for a
depl oynent and acconpani ed by inforned consent.

14. | ANA Consi derations

Thi s docunent requests IANA to register a nedia type for PoP
envel opes encoded in CBOR

14.1. Media Type Registration
Type name: application
Subt ype name: pop+cbor
Requi red paraneters: none
Opti onal paranmeters: none
Encodi ng consi derations: binary
Security considerations: see Section 12
I nteroperability considerations: none

Publ i shed specification: this docunent
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Applications that use this nedia type: editors, provenance systens,
attestation verifiers
Fragnment identifier considerations: none
Addi tional information:

Magi ¢ nunber (s): none
File extension(s): .pop
Maci ntosh file type code(s): none

Person & email address to contact for further infornation: David
Condrey (david@witerslogic.con

I nt ended usage: COVMON
Restrictions on usage: none
Aut hor: Authors of this docunent
Change controller: |ETF

15. CDDL Summary (Normative)
Thi s appendi x provides a consolidated CODL summary for PoP-1.5
structures. Inplenentations MJST follow these definitions and MJST
apply determ nistic CBOR encoding for all hashed objects. The
conpl ete normati ve CDDL schema is defined in

[1-D. condrey-rats-pop-schena].

; NOTE: This CDDL is a summary skel eton. Field-Ievel constraints and al gorithm
; registries should be expanded as the draft matures.

PoPEnvel ope = {
version: "PoP-1.5",
session_id: bstr,

root: bstr,
transcript_commt: bstr,
? index_schene: tstr, ; e.g., "byte", "unicode_scal ar"

anchors: [* Anchor],

seed commt: bstr,
policy _commt: bstr,

receipts: [* Receipt],
i mport _index: |nportSummary,
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? clains: dains,
? zk: ZKBundl e
}

Range = {
start: uint,
| en: uint

}

Event = {

type: tstr,

? range: Range,
dst_pos: uint,
data_hash: bstr,
ol d_hash: bstr
new _hash: bstr,
| engt h: uint,
doc_hash: bstr
cursor_pos: uint,
source_ref: bstr,
aux: bstr

RS GRS BECO BESO RECS RIS BEIS BON )

}

Anchor = {
type: tstr,
bi nds: bstr,
val ue: bstr,
? tinmestanp: uint

}

Recei pt = {
tool id: tstr,
t ool _pubkey: bstr,
i nput_commit: bstr / null
output_conmt: bstr,
flags: [* tstr],
? anchor: Anchor,
sig: bstr
}

| mport Sunmary = {
raw i nport _bytes: uint,
paste_events: uint,
recei pt _bound_events:
refined_pct: float

ui nt,

}

Clains = {

Condr ey
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integrity: float,

time: float,

l'iveness: float,
energence: float,
topol ogy: fl oat,

assi stance: float,
refinement: float,
process_quality: float

}

ZKBundl e = {
score_threshol d _proof: bstr,
public_inputs: [* bstr]

}

Figure 2: PoP-1.5 CDDL Sunmmary

16. Exanple Verification Flow (I nformative)

This appendi x illustrates a typical verification sequence.

1. Verifier

2. Verifier

parses the PoP envel ope and checks required fields.

obtains transcript disclosure (full transcript or

pol i cy-approved proofs).

3. Verifier
root.

4. Verifier

reconputes the transcript hash chain and validates the

val idates all anchors included in the envel ope and

appl i es policy requirenents.

5. Verifier
receipts

6. Verifier
required

7. Verifier
verifies

8. Verifier

val i dates recei pt signatures and resolves any referenced
per policy.

validates binding to the final artifact hash (if
by policy).

appl i es policy-defined evaluation; if ZK is provided,
t hreshol d proof.

outputs an evidence sunmary as policy-defined assessnent

of process evidence.

17. Ref er ences

17.1. Normative References
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