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Abst r act
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protocol for artificial intelligence (Al) attribution within the

i near human aut horing process.
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1. Introduction

The val ue of Proof of Process (PoP) evidence lies in the Verifier’'s
ability to distinguish biological effort fromalgorithmc simulation.
VWil e traditional RATS [ RFC9334] appraisals verify systemstate, PoP
apprai sal verifies a continuous physical process. This docunent
provides the normative framework for forensic appraisal, defining the
logic required to generate a Witers Authenticity Report (WAR)

Thi s docunent is a conpanion to [PoP-Protocol], which defines the

Evi dence Packet wire format and Attester procedures. The present
docunent specifies the Verifier’'s appraisal logic, Attestation Result
(WAR) wire format, and forensic nethodol ogy. |Inplenenters of
Verifier conponents require both docunents.

At T3/ T4 attestation tiers, platformintegrity verification as
described in the SEAT use cases [ SEAT-UseCases] provides the trust
anchor for PoP' s hardware-bound clainms. Wen PoP Evidence is
delivered over an attested TLS channel [ SEAT-EXPAT], the Verifier
gai ns assurance that the Attesting Environnment’s platformwas
trustworthy during evidence generation

2. Term nol ogy

Thi s docunent uses the following terns in addition to those defined
in [RFC9334] and [ PoP- Protocol]:

Synthetic Authoring: Content generated by Al or autonated tools that
i s subsequently attributed to a human aut hor.

Evi dence Quanti zation: The process of reducing timng resolution in
behavi oral data to protect author privacy while nmaintaining
forensic utility.

IKI (Inter-Keystroke Interval): The tine el apsed between consecutive
keystrokes, neasured in mlliseconds.

Cintra: Pearson correlation between pause duration and subsequent
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edit complexity within a single checkpoint interval. Values near
0.0 indicate robotic pacing; values above 0.3 indicate human-1|ike
variable effort.

CLC (Cognitive Load Correlation): Statistical correlation between
content semantic conplexity and typing cadence, used to
di stinguish original composition fromretyping.

SNR (Signal -to-Noi se Ratio) Analysis: Spectral analysis of jitter
intervals to distinguish biological notor noise patterns from
synthetic injection.

3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

4. Step-by-Step Verification Procedure

A Verifier MIUST performthe follow ng procedure to apprai se a PoP
Evi dence Packet:

1. _Structural Validation:_ The Verifier MJST reject with verdict
invalid (4) any Evidence Packet that: (a) fails CBOR decodi ng,
(b) lacks CBOR tag 1347571280, (c) has version !'=1, (d) is
m ssing mandatory fields (keys 1-6 in evidence-packet, keys 1-9
in each checkpoint), or (e) contains CBOR types that do not nmatch
the CDDL schenm.

2. _Chain Integrity: _Verify the SHA-256 hash |ink between all
checkpoints. Any break invalidates the entire Evi dence Packet.
The Verifier MJST set the verdict toinvalid (4). The warnings
field SHOULD i ncl ude the checkpoi nt sequence nunber where the
break was det ect ed.

3. _Temporal Order:_ For each process-proof, reconpute Argon2id from
the declared seed to obtain state 0, then verify sanpled Merkle
proof s agai nst the committed root (process-proof key 4, nerkle-
root). Verify that claimed-duration is within [0.5x, 3.0x] of
the expected wall-clock time for the decl ared proof-parans on
reference hardware (defined as a systemw th DDR4 menory
provi di ng approxi mately 25 GB/s sustai ned bandw dth). Expected
times are defined in [ PoP-Protocol], Mandatory SW Paraneters
section.
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4.

_Entropy Threshol d: _ I ndependently estimate entropy fromthe
jitter-binding intervals array using a standard entropy estinmator
(e.g., NIST SP 800-90B nbst commn value estimator). Verify the
i ndependent estinmate neets or exceeds 3.0 bits per inter-
keystroke interval. The Attester’'s self-reported entropy-
estimate field MUST NOT be relied upon. Low entropy segments
(bel ow t hreshol d) MJST be fl agged as "Non-Bi ol ogi cal ."

_Entanglenment: _ Verify the HVAC val ue (entangl ed-mac) over the
conbi ned docunent, jitter, and physical state.

_State Matching: _ Verify that the final checkpoint’s content-hash
mat ches the document-ref content-hash. Verify that the

curmul ative char-count fromedit-deltas is consistent with the
docunent -ref char-count.

_Channel Binding:_ |f the Evidence Packet contains a channel -
binding field and was received over TLS, verify that the binding-
val ue matches the locally-conmputed TLS Exported Keying Material .
Rej ect the Evidence Packet on m smatch.

Steps 4 and 5 apply only when jitter-binding and entangl ed-mac fields
are present (ENHANCED and MAXI MUM profiles). For CORE Evi dence
Packets | acking these fields, the Verifier MJST skip Steps 4 and 5
and note in the WAR warni ngs that behavioral analysis was not

per f or med.

Forensi ¢ Assessnent Mechani sns

The appraisal logic is designed to detect "Synthetic Authoring" --
content generated by Al and subsequently "back-filled" with timnng
and hardware attestation.

SNR (Signal -to-Noise Ratio) Analysis: Verifiers MJST conpute the

power spectral density of jitter intervals. Human notor signals
exhi bit characteristic noise patterns consistent with biol ogica
nmot or control [Mnrose2000]. Evidence exhibiting spectra
flatness greater than 0.9 (indicating white noise rather than

bi ol ogical 1/f-1ike noise) MIST be flagged as potentially

synt heti c.

Cognitive Load Correlation (CLC): Verifiers MJST correlate timnng
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patterns with semantic conplexity. Human authors exhibit

i ncreased inter-keystroke intervals (1K) and pause frequency
during conposition of semantically conplex segments conpared to
sinmpl e connective text. Verifiers MJUST conpute the Pearson
correl ation between segnent senmantic conplexity and nmean |KI
Evidence with r < 0.2 (or r < 0.1 in assistive node) MJST be
flagged as a Sermantic M snmatch.

Mechani cal Turk Detection: Verifiers MJST compute C intra (Pearson
correl ati on between pause duration and subsequent edit conplexity
wi thin each checkpoint). C.intra values bel ow 0.15 MJST be
flagged as indicating robotic pacing, where an automated system
mai ntai ns a machi ne-cl ocked editing rate i ndependent of content
demands.

Error Topol ogy Analysis: Verifiers SHOULD anal yze error patterns for
consi stency with human cognitive processing [Salthousel986]:
| ocalized corrections near recent insertions, fractal self-
simlarity in revision patterns, and deletion-to-insertion ratios
consistent with natural conposition. Evidence exhibiting
unnaturally low error rates (below 1 correction per 500
characters) or randomy distributed errors | acking positiona
correlation SHOULD be fl agged.

R Presence Challenge (OOB-PC): Wen presence-chall enge structures
are present in the Evidence Packet, Verifiers MJST verify that the
response-time is within the correspondi ng checkpoint’s tinme w ndow
and MUST validate the device-signature. NOTE: The Attester-side
procedure for issuing presence challenges is specified in
[ PoP- Protocol ].

Sessi on Consi stency Analysis: Verifiers MJST anal yze cross-
checkpoi nt behavioral trends. 1Kl distributions should exhibit
gradual drift consistent with fatigue effects. An abrupt change
is defined as a shift in nean | KI between consecutive checkpoints
exceeding 2 standard devi ations of the session-w de |IK
distribution. Verifiers MJST flag transitions exceeding this
threshold as potential data source switching. Jitter-binding
interval s across consecutive checkpoints MJST be checked for
statistical independence (cross-checkpoint correlation bel ow 0. 3).
Edit-delta patterns SHOULD be checked for non-stationarity
consistent with human creative flow.

A conform ng Verifier MJST evaluate all forensic mechanisns for which
the Evidence Packet contains sufficient data. Any single triggered
flag is sufficient to assign the suspicious verdict. Verifiers MAY

i mpl ement addi tional anal ysis nechani sns beyond those defined in this
speci fication.
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5.1. SNR Conputation (Infornmative)

The signal -to-noise rati o nmeasures productive editing activity versus
idle or mechanical noise within each evidence w ndow

SNR = 10 * | 0gl0(P_signal / P_noise)

wher e:
P_signal = (keystroke_count + revision_count) / w ndow duration
P_noise = (pause_total ns + idle intervals) / w ndow duration

Typi cal ranges observed in human aut horshi p:

*  Human sessions: -3 dBto +12 dB, with variation reflecting
cognitive processing cycles.

* Automated input (copy-paste, scripted typing): consistently above
+15 dB due to m ni mal pause behavi or

* Sessions above +20 dB across all w ndows SHOULD be fl agged as
potentially non-human.

* Sessions below -10 dB across all w ndows indicate predom nantly
i dl e behavi or and SHOULD be fl agged as potentially fabricated
paddi ng.

The Verifier SHOULD conpute per-w ndow SNR and sessi on-w de SNR
statistics (nmean, variance, trend) as forensic indicators.

5.2. CLC and IKI Conmputation (Informative)
The Conpositional Lyapunov Coefficient (CLC) nmeasures the rate at
which witing conplexity evol ves over the session, anal ogous to
Lyapunov exponents in dynam cal systens:
CLC = (1/n) * sum{i=1}"{n} In(|delta_IKI[i]] / |delta_IKI[i-1]])
wher e:
delta IKI[i] = 1K _nean[i] - K _nean[i-1]
n = nunber of consecutive w ndow pairs

The I ncrenental Kol nogorov Information (IKI) neasures informationa
compl exity added per w ndow:

IKI[i] ~= conpressed_size(delta_content[i]) / raw size(delta_content[i])
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Typi cal ranges: human authorship exhibits positive CLC val ues (0.01

to 0.5) reflecting natural creative divergence. CLC near zero

i ndi cates nechanical regularity. 1K values for human witing

typically range from0.3 to 0.8; values consistently near 1.0 suggest

random content insertion, values near 0.0 suggest verbati m copying.
5.3. Mechanical Turk Scoring (Informative)

I ndi cators of mechanical turk behavior include:

* Paste-to-keystroke ratio exceeding 0.7 across a session

* Burst insertion: nore than 200 characters appearing in under 2
seconds, characteristic of clipboard paste operations.

* Low I KI variance: pasted content with uniformy high
conpressibility (IKI below 0.2), consistent with LLM generated
prose.

* Absence of cognitive pause patterns before and after conpl ex
sent ences.

* Tenporal clustering: paste events at regular intervals suggesting
a pronpt-copy- paste workfl ow.

Verifiers SHOULD conpute a nechanical turk probability score fromO0.0

(no indicators) to 1.0 (all indicators present). A score exceeding

0.6 SHOULD trigger a reconmendation for tool receipt docunmentation
5.4. FError Topol ogy Mddel (Informative)

Error topol ogy analysis constructs a directed graph of error and

correction patterns. The error graph G = (V, E) has vertices V

representing edit operations and edges E representing tenpora

successi on. Human error topol ogy exhibits:

* Power-law distribution of error cluster sizes.

* Short-range tenmporal locality (errors corrected within 5 seconds).

* Increasing error rates at cognitive |oad boundaries (end of
par agr aphs, section transitions).

* Fractal self-simlarity in revision patterns.
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Sinmul ated error injection produces uniformerror distribution,
regul ar correction intervals, and no correl ati on between error rates
and structural boundaries. A graph clustering coefficient below 0.1
conbined with uniformcorrection latency is flagged as potentially
synt heti c.

Forgery Cost Bounds (Quantified Security)

Forgery cost bounds provide a Verifier with a | ower bound on the
conputational resources required to forge an Evidence Packet. The
cost (_Ctotal ) is conputed as:

Ctotal = Cswf + Centropy + C hardware
.1. Sequential Wrk Function Cost (C_swf)

The SWF cost conponent provides a | ower bound on the conputationa
time an adversary must expend:

Cswf >=n * t_checkpoi nt

wher e:
n = nunber of checkpoints in the Evidence chain
t _checkpoint = wall-clock tinme for one SW conputation

The nenory-hard nature of Argon2id ensures that an adversary with k
paral | el processors achieves at nost Q(sqrt(k)) speedup due to menory
bandwi dth constraints. The mininmumforgery tine equals the sum of
SWF cl ai ned-durations across all checkpoints. At T1 tier without

har dwar e bi ndi ng, C swf represents an economc cost only (the
adversary must spend real time, but has no hardware constraint).

. 2. Behavioral Evidence Synthesis Cost (C_entropy)

The entropy cost conponent estinmates the resources required to
synt hesi ze behavi oral noi se satisfying all forensic constraints:

Centropy = Od * n * |log(l/epsilon))

wher e:
d = nunber of independent forensic dinensions
n = nunber of checkpoints
epsilon = target fal se-negative rate
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At T1/T2, only basic entropy and tim ng are checked (d = 2). For T3/
T4, the full forensic assessnment applies (d >= 7, including CLC, IKI
error topol ogy, SNR dynam cs, session consistency, and cross-
checkpoint correlation), naking synthesis exponentially nore
expensive in the nunber of correl ated di nensions the adversary nust
si mul t aneously sati sfy.

The cost of synthesizing behavioral noise that satisfies all forensic
constraints is inherently uncertain and depends on adversary
capability. Verifiers SHOULD set C entropy conservatively. Wen the
Verifier cannot independently assess Al synthesis costs, C entropy
SHOULD be set to 0 and the WAR warni ngs field SHOULD note that
entropy cost was not estinated.

6.3. Hardware Attestation Cost (C_hardware)

* T1/T2: _ C hardware = 0. No hardware root of trust; keys are
sof t war e- nanaged.

* T3 (Hardware-Bound): _ Requires conprom se of TPM or platform
Secure Elenment. Estimated cost: USD 10, 000- 100, 000 per device
cl ass, depending on the specific hardware and attack nethodol ogy.

* T4 (Hardware-Hardened): Requires invasive hardware attacks,
manuf acturer collusion, or firmvare exploits targeti ng PUF-bound
keys. Estimated cost: USD 100, 000 or nore.

Verifiers MJUST include these estimates in the WAR to al |l ow Rel yi ng
Parties to set trust threshol ds based on objective economc risk.

The c-total field in the forgery-cost-estimte MJST equal the sum of
c-swf, c-entropy, and c-hardware. Al component costs within a
single forgery-cost-estimte MJST be expressed in the sane cost-unit.

7. Absence Proofs: Negative Evidence Taxonomny

Absence proofs assert that certain events did NOT occur during the
moni tored session. They are divided into categories based on
verifiability:

Type 1: Conputationally-Bound Clains Verifiable fromthe Evi dence
Packet alone (e.g., "Max single delta size < 500 bytes" or "No
checkpoi nt tinmestanps out of order").

Type 2: Monitoring-Dependent Clains Require trust in the AE s event
monitoring (e.g., "No paste from unauthorized Al tool" or "No
clipboard activity detected"). Trust in these clains MIST be
wei ghted by the declared Attestation Tier (T1-T4).
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Type 3: Environmental C ains Assertions about the execution
environment (e.g., "No debugger attached" or "Hardware temnperature
remai ned within stable physical bounds").

Type 1 (Conputationally-Bound) clains MJST be verified
conputationally by the Verifier fromthe Evidence Packet data al one.
Type 3 (Environmental) clains SHOULD be eval uat ed agai nst physi cal -
state markers when present, and MUST be treated as unverifiabl e when
physi cal -state is absent.

8. Attestation Result Wre Format
The Witers Authenticity Report (WAR) is a CBOR- encoded [ RFC8949]
Attestation Result identified by semantic tag 1463894560 (encodi ng
ASCI1 "WAR "). The CDDL notation [ RFC3610] defines the wire format:
pop-war = #6.1463894560(attestati on-result)

attestation-result = {

1 => uint, ; version (MJST be 1)

2 => hash-val ue, ; evidence-ref

3 => verdict, ; appraisal verdict

4 => attestation-tier, ; assessed assurance |eve

5 => uint, ; chain-length

6 => uint, ; chain-duration (seconds)

? 7 => entropy-report, ; entropy assessnent (omit for CORE)
? 8 => forgery-cost-estinmate, quantified forgery cost

? 9 => [+ absence-clainy, absence cl ains (1+ when present)

N

10 => [* tstr], ;. war ni ngs

11 => bstr, verifier-signature (COSE_Si gnl)
12 => pop-ti nmestanp, ; created (appraisal tinestanp)
* int => any, ; extension fields

}

verdict = &
aut hentic: 1, ; consistent with human authorship
i nconcl usive: 2, ; insufficient evidence
suspi ci ous: 3, ; anonual i es detected
invalid: 4, ; chain broken or forged

)

entropy-report = {
1 => float32, ; timng-entropy (bits/sanple)
2 => float 32, ; revision-entropy (bits)
3 => float 32, ; pause-entropy (bits)
4 => bool, ; nmeets-threshol d

}
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forgery-cost-estimate = {
1 => fl oat 32,
2 => float 32,
3 => float 32,
4 => f| oat 32,
5 => cost-uni

—

}
cost-unit = &
usd: 1,
cpu- hours: 2,
)

absence-claim = {

=> absence-type,
=> time-w ndow,
=> tstr,

4 => any,

=> bool,

O OWN -

}

absence-type = &
conput ational | y-bound: 1
nmoni t ori ng- dependent: 2,
environmental : 3,

)

ti me-wi ndow = {
1 => pop-tinestanp,
2 => pop-tinmestanp,

PoP

Appr ai sa

’

February 2026

c- swf
c-entropy
c- har dwar e
c-total
currency

proof category

cl ai med wi ndow
claimid

t hr eshol d/ par anet er
assertion

verifiable from Evi dence al one
requires trust in AE nonitoring
envi ronnental assertions

start
end

; Shared type definitions reproduced from|[PoP-Protocol] for reader

;. conveni ence.

hash-val ue = {
1 => hash-al gorithm
2 => bstr,

}

hash-al gorithm = &(
sha256: 1,
sha384: 2,
sha512: 3,

attestation-tier = &
software-only: 1,
attested-software: 2,
har dwar e- bound: 3,

Condr ey

In case of conflict,
pop-tinmestanp = #6. 1(fl oat 32)
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[ PoP-Protocol] is authoritative

CBOR tag 1 (epoch-based, fl oat32)
T1: AAL1
T2: AAL2
T3: AAL3
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8.

8.

1.

2

har dwar e- har dened: 4, ;. T4: LoA4

The evidence-ref field MJUST contain a hash-val ue conputed as SHA- 256
over the CBOR-encoded evi dence-packet structure (including CBOR tag
1347571280), excluding any COSE_Signl wapper. This binds the
Attestation Result to a specific Evidence Packet.

In the absence-claimstructure, claimid is a unique textua
identifier for the claim(e.g., "no-paste-event"”, "nmax-delta-bel ow
500"). The assertion field is true if the claimholds and false if
the Verifier determined it does not hold. The time-w ndow specifies
the tenporal scope of the claimw thin the Evidence Packet’'s session

VWhen apprai sing CORE Evi dence Packets that |ack jitter-binding data,
the Verifier SHOULD omt the entropy-report field fromthe
Attestation Result and include a warning indicating that behaviora
entropy anal ysis was not perforned.

The created field (key 12) MJUST contain the tinmestanp at which the
Verifier conpleted the appraisal. Relying Parties use this field to
eval uate the freshness of the Attestation Result.

Entropy Report Conputation

The Verifier MJST conpute entropy-report fields as foll ows:

ti mng-entropy: Shannon entropy of quantized jitter intervals across
all checkpoints, expressed in bits per sanple.

revision-entropy: Shannon entropy of edit-delta sizes (chars-added
val ues) across all checkpoints, expressed in bits.

pause-entropy: Shannon entropy of inter-checkpoint pause durations,
expressed in bits.

meets-threshold: True if and only if timing-entropy is at or above
the mininmumthreshold (3.0 bits per sanple) AND revision-entropy
is at or above 3.0 bits AND pause-entropy is at or above 2.0 bhits.
These thresholds are calibrated for the NI ST SP 800-90B nost
common val ue estinmator. |Inplenentations using alternative entropy
estimators MJUST provi de equi val ent assurance |evels.

Verdi ct Assi gnnent
The Verifier MJST assign the verdict based on the appraisal outcone:

authentic (1): Al verification steps passed. Evidence is
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10.

consi stent with human authorship. No forensic flags triggered.

i nconclusive (2): Verification steps passed but insufficient
behavi oral data available for forensic assessnent (e.g., CORE
profile without jitter-binding).

suspicious (3): One or nore forensic flags triggered (low entropy,
failed CLC correl ation, nechani cal pacing detected) but chain
integrity is intact. When multiple forensic checks produce
contradictory results, the Verifier MJST assign the nore
conservative verdict (suspicious over authentic).

invalid (4): Chain integrity broken, SW verification failed, or
structural validation error. Evidence cannot be trusted.

Tool Receipt Protocol (Al Attribution)

NOTE: This section is informational. The conplete CDDL wire fornmat
for Tool Receipts, including signature algorithms and bi nding
mechani sms, will be specified in a future revision. |nplenmentations

SHOULD treat this section as guidance only.

When external tools (LLMs) contribute content, the framework enabl es
a "conpositional provenance" nodel

1. Receipt Signing: The Tool signs a "Receipt" containing its
tool _id, an output_conmt (SHA-256 hash of generated text), and
an optional input_ref (SHA-256 hash of the pronpt).

2. Binding: The hunan Attester records a PASTE event in the
transcript referencing the Tool Receipt’s output_commt.

3. Countersigning: The Attester binds the Receipt into the next
human-dri ven checkpoi nt, anchoring the automated work into the
I'inear human effort.

Verifiers appraise the ratio of human-to-nachine effort based on
these receipts and the interveni ng SW-proved intervals.

Adver sary Nbdel

Thi s docunent inherits the adversary nodel defined in the Threat

Model section of [PoP-Protocol]. The appraisal procedures defined
herein assume the adversarial Attester capabilities and constraints
specified there. The primary threat is an adversarial Attester -- an
aut hor who controls the Attesting Environment and seeks to generate
Evi dence for content they did not authentically author.
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11.

11.

The foll owi ng adversary tiers characterize the appraisal-specific
threat |andscape. Each tier defines the adversary capabilities that
the corresponding Attestation Tier is designed to resist:

Tier 1 Adversary (Casual): Can manipul ate system cl ocks and
intercept local IPC. Cannot performreal -time behaviora
sinmul ati on exceedi ng basi c cadence matching. The T1 apprai sa
policy accepts the risk of basic retype attacks; SW tine-binding
provi des the primary defense.

Tier 2 Adversary (Mditivated): Can invest conputational resources up
to the cost of a high-end workstation and study the verification
algorithmto craft evidence targeting specific thresholds. The T2
apprai sal policy defends through multi-dimensional behaviora
anal ysis (SNR + CLC + nechani cal turk detection)

Tier 3 Adversary (Professional): Has access to custom hardware
(FPGAs, specialized ASICs) for SW accel eration and sophisticated
behavi oral nodel s trai ned on human aut horship data. The T3
apprai sal policy defends through HAT cross-validation and advanced
forensic metrics (CLC, IKlI, error topology, and SNR dynami cs).

Tier 4 Adversary (Nation-State): Has all Tier 3 capabilities plus:
can potentially conproni se hardware manufact urer endorsenent
chai ns, deploy |arge-scale parallel conputation, and enploy teans
of human operators for sophisticated retype attacks. The T4
apprai sal policy defends through the conbi ned cost of SW
sequentiality, multi-dinmensional behavioral evidence synthesis (d
>= 7 correlated di nensions), and hardware attestation integrity.
Even a Tier 4 adversary faces a mninmumforgery cost equal to the
cl ai med aut horship duration plus the hardware conprom se cost.

Privacy Consi derations
1. Evidence and Attestation Result Privacy

Hi gh-resol uti on behavioral data poses a stylonetric de-anonym zation
ri sk [ Goodman2007]. | npl enmentati ons SHOULD support Evi dence

Quanti zation, reducing timng resolution to a |evel that maintains
forensic confidence whil e breaking uni que author fingerprints.

The entropy-report in Attestation Results (tim ng-entropy, revision-
entropy, pause-entropy) nmay enabl e cross-docunent author
identification by Relying Parties. Verifiers SHOULD quantize
entropy-report values to reduce fingerprinting precision while
preserving forensic utility. Relying Parties MJUST NOT correl ate
entropy reports across nultiple Attestation Results to identify or
track authors.
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11.2. Evidence Quantization Requirenents

Attestation Results MJST quantize forensic indicator values to the
foll owi ng resol utions:

* Cadence (IKI) values: nillisecond resolution. Sub-mllisecond
data MJST NOT be incl uded.

* Entropy values: 0.01 bit resolution (two deci mal pl aces).

*  SNR values: 0.5 dB resolution

* CLC and IKI netric values: two deci mal places.

These quantization levels are calibrated to preserve the forensic

utility of all assessnent nmechani sns defined in Section 5 while

limting the precision available for stylometric fingerprinting.
11.3. Data Retention and Behavioral Profiles

Verifiers MJUST NOT maintain per-author behavioral profile databases.

Attestation Results SHOULD NOT include raw forensic indicator val ues;

tier-level pass/fail determ nations are sufficient for Relying
Parties. Evidence retention SHOULD NOT exceed 90 days (the default

validity period). |nplenmentations SHOULD support anonynous Evi dence
subm ssion to prevent |inking authorship sessions to real-world
identities.

12. Accessibility and Assistive Mdes

Verifiers MJUST NOT automatically reject evidence based solely on
atypical timng patterns. |Inplenentations MJST support "Assistive
Modes" that adjust SNR and CLC thresholds for authors with notor
disabilities or those using assistive technol ogies (eye-tracking,
dictation).

To signhal assistive node usage, the Attester SHOULD incl ude an
assi stive-nmode indicator in the profile-declaration structure of the
Evi dence Packet. Wen this indicator is present, Verifiers MJST
apply adjusted thresholds as foll ows:

12.1. Eye-Tracking Mde

Eye-tracki ng i nput produces IKl ranges of 500-3000 nms (versus 100-300
ms for keyboard). Adjusted threshol ds:

* Entropy: 2.0 to 4.0 bits/sanple (reduced from 3.0 m ni nun
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12.

12.

13.

* SNR -5 dBto +5 dB (narrower than keyboard range). SNR anonaly
threshol d: +15 dB

* CLCcorrelation: r > 0.1 (reduced fromr > 0.2)

* Error topology: Adjusted for gaze drift corrections, which produce
characteristic error patterns distinct from keyboard errors

2. Di ctati on Mbde

Di ctation input produces burst patterns with higher cadence variance
than keyboard. Adjusted threshol ds:

* SNR -8 dBto +8 dB (wi der range reflecting speech pauses)
* CLCcorrelation: r > 0.1 (range 0.1 to 0.8)

* Paste-to-keystroke ratio threshol d: disabled (dictation engines
produce burst insertions by design)

* Error topology: waived (dictation corrections follow speech-
recognition patterns, not typing patterns)

3. Additional Accommbdati ons

* Switch-access input: mninmmevent count per checkpoint reduced to
1 (fromdefault of 5)

* Head-tracking and nmouth-stick input: apply eye-tracking
t hr eshol ds.

* \When assistive node threshol ds produce anomal ous results, the
Verifier SHOULD flag the inconsistency in the WAR warni ngs rat her
than reject the Evidence.

The WAR MUST i ndi cate when assistive node threshol ds were appli ed.
Assi stive node is signaled through the profile-declaration structure
in the Evidence Packet. Inplenmentations MAY include an assistive-
mode feature flag (value 60) in the feature-flags array. The

foll owi ng values are defined: 0 (none), 1 (nmotor-disability), 2 (eye-
tracking), 3 (dictation). A future revision of [PoP-Protocol] wll
formalize this signaling nechani sm

| ANA Consi der ati ons

Thi s docunent has no | ANA actions. All I ANA registrations for the
PoP framework are defined in [PoP-Protocol]
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14.

14.

14.

14.

14.

15.

15.

Security Considerations

Thi s docunent defines forensic appraisal procedures that inherit and
extend the security nodel from|[PoP-Protocol]. The broader RATS
security considerations [Sardar-RATS] also apply. |nplenenters
shoul d consider the follow ng security aspects:

1. Entropy Manipul ation Attacks

An adversary may attenpt to inject synthetic jitter patterns that
satisfy entropy thresholds while | acking biological origin. The use
of multi-dinensional analysis (SNR, CLC, Error Topol ogy) rather than
single metrics provides defense-in-depth against high-fidelity

si mul ati on.

2. Verifier Trust Model

The forensic assessnents defined in this docunent produce
probabilistic confidence scores, not binary determninations. Relying
Parties MJUST understand that forgery cost bounds represent economic
estimates, not cryptographic guarantees. Trust decisions SHOULD
incorporate the declared Attestation Tier (T1l-T4) and the specific
absence proof types clained.

3. Stylonetric De-anonynmni zation

Hi gh-resol uti on behavioral data (keystroke tim ng, pause patterns)
can enabl e author identification even when docunent content is not
di scl osed. Inpl enentati ons SHOULD support Evi dence Quantization to
reduce tinmng resolution while maintaining forensic utility. The
trade-of f between forensic confidence and privacy should be
docunented for Relying Parties.

4. Assistive Mdde Abuse

Adversaries may fal sely claimassistive technol ogy usage to bypass
behavi oral entropy checks. Verifiers SHOULD require consistent

assi stive node decl arati ons across sessions and MAY request

addi tional out-of-band verification for node changes. The WAR shoul d
i ndi cate when assistive nodes were active, as specified in the
accessibility section above.
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Verification Constraint Summary

The foll owing constraints sumarize the verification requirenents
defined in the precedi ng sections:

Structural Integrity

1. Chain Integrity: SHA-256 hash chain is unbroken from genesis to

final

checkpoi nt .

2. Tenporal Monotonicity: Al checkpoint timestanps strictly exceed
their predecessors.
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3. SWF Continuity: Reconpute Argon2id from seed; verify sanpl ed
Mer kl e proofs.

4. Content Binding: Final docunent hash matches docunent-ref in
Evi dence Packet .

Behavi oral Anal ysi s ( ENHANCED/ MAXI MUM pr ofi | es)

1. Entropy Threshol d: Independent entropy estimate >= 3.0 bits per
i nter-keystroke interval per checkpoint.

2. SNR Analysis: Jitter exhibits characteristic biological noise
patterns, not periodic or spectrally flat patterns.

3. CLC Correlation: Semantic conplexity correlates with timng (r >
0.2, or r > 0.1 for assistive node).

4. Error Topology: Correction patterns consistent with hunman
cognitive processing.

5. Mechanical Turk Detection: No robotic pacing (machine-cl ocked
editing rate).

Absence Proof Validation

1. Type 1 Cains: Verify conputationally from Evi dence Packet (delta
sizes, tinmestanp ordering).

2. Type 2 Cains: Wight by Attestation Tier (T1-T4).

3. Type 3 Cains: Evaluate environmental assertions against
physi cal - st at e narkers.

Tool Receipt Validation (when present)
1. Verify Tool signature over Receipt.
2. Verify PASTE event references correct output_comrt.

3. Calculate human-to-nmachine effort ratio from SW-- proved
i nterval s.

Per-Tier Verification Constraints
Thi s appendi x summari zes the verification thresholds and constraints

for each Attestation Tier. These values are the normative defaults;
depl oynent profiles MAY adjust themw thin the ranges specified.
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Tl (Software-Only) Constraints

*

Chain integrity: prev-hash |inkage required

Tenporal ordering: nonotonic tinestanps required; SW cl ai ned-
duration within [0.5x, 3.0x] of expected tine.

Entropy: mininmum 3.0 bits/sanple when jitter-binding is present.
No upper bound enforced.

Entangl enent: jitter seal presence required when jitter-binding is
present; HVAC verification SHOULD be perforned (MAC key derivabl e
frompublic merkle-root).

State matching: final content hash match required

Forensi ¢ assessnent: SNR conputation OPTIONAL; CLC, error
t opol ogy, and mechani cal turk detecti on RECOWENDED for ENHANCED+
profil es.

Forgery cost bound: C total = C swf + C entropy (no hardware
conponent). Physical-state fields are self-reported and provide
no additional assurance.

T2 (Attested Software) Constraints

*

Chain integrity: all T1 requirenents.

Tenporal ordering: all T1 requirenents; SW clained-duration
within [0.5x, 3.0x] of expected time on reference hardware.

Entropy: 3.0 to 6.0 bits/sample per checkpoint. Values above 6.0
suggest injected randommess and SHOULD be fl agged.

Entangl enent: jitter seal and entangl ed-mac presence required for
ENHANCED+ profiles. HVAC verification SHOULD be perforned.

State matching: final content hash match required; internediate
content hash progression SHOULD be verified for nonotonic grow h.

Forensi c assessnent: SNR, CLC, and nechanical turk detection
requi red. Error topol ogy OPTI ONAL.

Forgery cost bound: Ctotal = Cswf + C entropy. Mninumforgery
time equals the sum of SW cl ai med-durations

T3 (Hardwar e- Bound) Constraints
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T4

Chain integrity: all T2 requirenents. COSE Signl signature MJST
veri fy agai nst hardware-bound key.

Tenporal ordering: all T2 requirenents; HAT delta cross-validation
SHOULD be perfornmed when TPM nonotonic counter data is avail abl e.

Entropy: 3.0 to 5.5 bits/sample, reflecting tighter calibration
agai nst verified human aut horshi p basel i nes.

Ent angl enent: HVAC verification MJST be perfornmed. Device
attestation certificate chain SHOULD be validated agai nst known
Endor ser roots.

State matching: all T2 requirenents; intermedi ate content hash
progressi on MJUST be verified for nonotonic growth. Non-nonotonic
changes (docunent size decreasing by nore than 50% bet ween
consecutive checkpoints) MJST be flagged.

Forensic assessnment: all T2 requirements plus error topol ogy
anal ysis required. QR presence chall enge OPTI ONAL.

Forgery cost bound: Ctotal = C swf + C entropy + C _hardware.
Har dwar e conprom se cost estimated at USD 10, 000- 100, 000.

(Har dwar e- Har dened) Constraints

*

Chain integrity: all T3 requirenents.

Tenporal ordering: all T3 requirenents; HAT delta cross-validation
MUST be perforned; HAT-SW agreenment within 5%tol erance required.

Entropy: 3.0 to 5.0 bits/sanple; entropy trajectory standard
devi ati on MJUST exceed 0.1 bits across the session. A constant-
entropy session is a strong indicator of synthetic generation
Entangl enent: all T3 requirenents; tining vector entropy

consi stency check required (within 0.5 bits of reported entropy-
estimte).

State matching: all T3 requirenents
Forensi c assessnent: all T3 requirenents; cross-correlation

anal ysi s between entropy and SNR required. QR presence chall enge
RECOMVENDED.
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* Forgery cost bound: Ctotal = C swf + C entropy + C _hardware.
Har dwar e conprom se cost estimated at USD 100, 000 or nore. Tota
m ni mum forgery cost exceeds sum of cl ai med-durations plus
har dwar e procurenent.

Acknowl edgenent s

The aut hor thanks the participants of the RATS working group for
their ongoing work on renpte attestation architecture and security
considerations that informed this specification

Aut hor’ s Addr ess

Davi d Condr ey

WitersLogic Inc

San Diego, California

United States

Enmai | : david@witerslogic.com

Condr ey Expi res 22 August 2026 [ Page 24]



