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Abst r act

Thi s docunent defines optional mnmechanisns for aggregating Verifiable
Del ay Function (VDF) proofs in Proof of Process Evidence packets.
Aggregation enables (1) or ((log n) verification of entire

checkpoi nt chains that woul d otherw se require Q(n) sequential VDF
reconputation. This extension supports Merkle tree aggregati on and
SNARK- based proof conpression for high-volune verification scenari os.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 10 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Thi s docunent defines optional mechani snms for aggregating VDF proofs
to reduce verification cost. Aggregation enables Q(1) or Q(log n)
verification of entire checkpoint chains that woul d otherw se require
Q(n) sequential VDF reconputation.

This extension is defined as a conpanion to the nmain Proof of Process
specification [I-D.condrey-rats-pop].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Mdtivation
The iterated-sha256 VDF provides strong tenporal guarantees but
requires verifiers to reconpute the entire hash chain. For a

docunent with 1000 checkpoints, each with 10 mllion iterations, full
verification requires 10 billion hash operations.
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While this verification cost is acceptable for high-stakes scenarios,

it creates barriers to adoption:

* Publishers processing thousands of subm ssions cannot afford Q(n)

verification per docunent.

*  Mbbile devices and web browsers may | ack conputational resources

for full verification.

* Real-tinme verification scenarios require sub-second response.

VDF aggregati on addresses these chall enges by providing efficiently-
verifiable proofs that attest to the correctness of the underlying

VDF chai n.

3. Aggregation Proof Structure

The VDF aggregate proof is an optiona

structure, identified by integer key 9

; VDF aggregate proof extension
; Key 9 in vdf-proof (optional)
vdf - aggr egat e- proof = {

1 => uint,
2 => aggregati on-net hod,
3 => bstr,

? 4 => aggregat e- net adat a,

}

aggregation-nmet hod = &
merkl e-vdf-tree: 1,
snark-grothl6: 16,
snar k- pl onk: 17,
stark: 18,
recursive-snark: 19,

)

aggregat e-nmetadata = {
? 1 =>tstr,

? 2 => uint,
? 3 => uint,
? 4 => tstr
? 5 => bstr,

extension to the vdf-proof

checkpoi nt s- cover ed
nmet hod

aggr egat e- pr oof

met adat a

Merkl e tree over VDF outputs
G ot h1l6 SNARK proof

PLONK SNARK pr oof

STARK pr oof

Recur si ve SNARK conposition

prover-version

proof - generati on-ti me-ns
proof - si ze- byt es
verification-key-id
verification-key
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4. Merkle VDF Tree Aggregation
The sinpl est aggregation nmethod constructs a Merkle tree over VDF
i nputs and outputs, enabling selective verification with Q|log n)
proof size.

4.1. Tree Construction
For N checkpoints wi th VDF proofs:
Leaf{i} = HVDF_input{i} || VDF_output{i} || iterations{i})

I nternal nodes conputed as standard Merkle tree:
Node{parent} = H(Node{left} || Node{right})

Root = final tree root
Aggr egat e proof contains:
- Root hash
- Total iterations across all checkpoints
- Optional: Merkle proofs for sanpled checkpoints
4.2. \Verification Procedure

Mer kl e aggregati on supports three verification nodes:

Full verification: Reconmpute all VDFs and verify Merkle root
mat ches. Q(n) tine.

Sanpl ed verification: Randomy select k checkpoints, verify their
VDFs, and verify Merkle inclusion proofs. Qk * VDF_iterations/n
+ k * log n). Provides probabilistic assurance.

Root-only verification: Trust the prover, verify only the Merkle
root signature. Q1) tinme. Requires trusted aggregation service.

The verification nbde SHOULD be docunented in the Attestation Result.

4.3. Merkle Aggregate CDDL

Condr ey Expi res 10 August 2026 [ Page 4]



I nternet-Draft PoP VDF Aggregation February 2026

; Merkle VDF tree proof structure
mer kl e- vdf - proof = {

1 => hash-val ue, ; root-hash

2 => uint, ; total-iterations

3 => uint, ; checkpoi nt - count

? 4 => [+ nerkl e-sanpl e], ; sanpl ed- proofs

? 5 => cose-signature, ; aggregator-signature
}
mer kl e-sanple = {

1 => uint, ;. checkpoi nt -i ndex

2 => [+ hash-val ue], ; merkle-path

3 => bool, ; vdf-verified (by aggregator)
}

5. SNARK- Based Aggregation

For constant-time verification, SNARK (Succinct Non-interactive
ARgument of Know edge) proofs can attest to the correctness of the
entire VDF chain.

5.1. CGircuit Definition
The SNARK circuit proves the follow ng statenent:

Public inputs:
- VDF_input{0} (genesis input)
- VDF_output{N-1} (final output)
- total _iterations
- checkpoi nt _count

Private inputs:
- Al internmediate VDF_input{i} and VDF_output{i}
- Al iteration counts per checkpoint

Circuit constraints:

For each checkpoint i in 0..N1:
(1) VDF_output{i} = SHA256"iterations{i}(VDF_input{i})
(2) VDF_input{i+1} = H(VDF output{i} || content-hash{i+1} || ...)

(3) sum(iterations{i}) = total iterations
A valid SNARK proof denmpbnstrates that there exist valid internediate

val ues satisfying all constraints, w thout revealing those val ues or
requiring reconputation
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5.2. SNARK Verification
SNARK verification is constant-tine regardl ess of checkpoint count:

def verify_ snark_aggregat e(
proof: bytes,
vdf _i nput _genesi s: bytes,
vdf _out put_final: bytes,
total iterations: int,
checkpoint_count: int,
verification_key: bytes
) -> bool
public_inputs = encode_public_inputs(
vdf _i nput _genesi s,
vdf _out put _final,
total _iterations,
checkpoi nt _count

)

return snark_verify(verification_key, public_inputs, proof)

Verification conplexity: (1) for Gothl6, Olog n) for PLONK with
| ogarithmc verification.

5.3. Trust Assunptions
SNARK- based aggregation introduces additional trust assunptions:
* *Trusted setup (G othl6):* The verification key MJST be generated
through a secure nmulti-party conmputation. A conprom sed setup

al l ows forged proofs.

* *Cryptographic assunmptions:* SNARK security relies on hardness of
di screte logarithm and pairing assunptions.

*  *|nplenentation correctness:* The circuit MJST correctly encode
the VDF verification constraints.

For maxi mum assurance, inplenentations SHOULD support both SNARK
verification (for efficiency) and full VDF reconputation (for trust-
m nimzed verification).

5.4. SNARK Aggregate CDDL

Condr ey Expi res 10 August 2026 [ Page 6]



I nternet-Draft PoP VDF Aggregation February 2026

;. SNARK proof structure
snar k- vdf - proof = {

1 => snark-schene, ; scheme
2 => bstr, ; proof-bytes
3 => bstr, ; verification-key-id
4 => [+ bstr], ; public-inputs (encoded)
? 5 =>tstr, ; Circuit-version
? 6 => bstr, ; setup-cerenony-hash
}
snar k- schene = &
grot h16-bn254: 1, ; Grothl6é on BN254 curve

grot hl16-bl s12-381: 2,
pl onk- bn254: 3,
pl onk- bl s12-381: 4,

G othl6 on BLS12-381
PLONK on BN254
PLONK on BLS12- 381

6. Verification Mde Sel ection

Verifiers SHOULD sel ect verification nodes based on the assurance
| evel required by the Relying Party:

[ el Sl el Lty pj—p———(——————r———
| Mbde | Conplexity | Trust Required | Use Case |
[ ool s ooy s el oo
| Full VDF | Qn * | None | Litigation,

| recomputation | iterations) | | forensics
e g e e +
| Merkle + full | Ok * | Statistical | Academ c |
| sanple | iterations/n) | | review |
TP o TP T +
| SNARK | O(1) | Setup cerenony | Hi gh-vol unme

| verification | | | processing
e g e e +
| Signed | Q1) | Aggregat or | Real-tine |
| aggregate only | | | display |
TP o TP T +

Table 1: Verification Mbde Conpari son

Attestation Results MJST docunent which verification node was used
and any associated trust assunptions.

7. Aggregation Proof Exanple
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-proof = {

o1,

{1. 1, 2: 8500000},
h’ genesi s-input...’,
h' final -output...’,
h ",

3600. 0,

30600000000,

{... 4

{
: 150,
1,
: h’ merkl e-proof-bytes...’,
- Aq
1: "wi tnessd-aggregator-1.0",
2: 45000,
3: 2048,
}

1
2
3
4

curity Considerations
aggregation introduces security trade-offs:

*Mer kl e aggregation:* Security equival ent to underlying hash
function. No additional cryptographic assunptions. Sanpled
verification provides probabilistic (not cryptographic) assurance
proportional to sanple size.

*SNARK aggregation:* Security depends on discrete |ogarithm
hardness in pairing-friendly groups. Gothl6 requires trusted
setup; PLONK uses universal setup. Post-quantum security is NOT
provi ded.

*Aggregator trust:* Signed aggregates require trust in the
aggregation service. Verifiers SHOULD verify aggregator identity
t hrough establi shed PKI.

| security considerations for the Proof of Process fornat are
cified in [I-D.condrey-rats-pop].

9. | ANA Consi der ati ons

Thi
key
arc

Condr e

s docunent has no | ANA actions. The aggregati on extension uses
9 within the vdf-proof structure as defined in the main
hitecture docunent.
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