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Abst r act

Thi s docunent defines Proof of Sequential Menory Execution (PoSME), a
cryptographic prinitive conbining nutable arena state, data-
dependent poi nter-chase addressing, and per-bl ock causal hash binding
in a single step function. A Prover executes K sequential steps over
a nmutabl e N-block arena. Each step reads d bl ocks at addresses
determned by the previous read’s result (pointer chasing), wites
one bl ock with spatial neighborhood entanglenment (incorporating

A [w 1\] and A\ [w+1\]), and advances a transcript chain. The
construction provides three properties: (1) unconditional sequentia
time enforcement anchored in physics-bounded | atency floors, (2)
forgery prevention via causal hashes (reduces to collision resistance
of H), and (3) TMIO resistance scaling as $1/\al pha$ with spatia

ent angl enent, where $\al pha$ is the adversary’'s storage fraction
Verification requires O Q* d*R * log N) hash evaluations with no
arena allocation. No trusted setup is required.
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1. Introduction

Exi sting primtives for proving sequential computation have
compl enent ary weaknesses. Verifiable Delay Functions (VDFs)
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[ Boneh2018] [ Wesol owski 2019] prove sequential tinme but offer no

menory- hardness. Proofs of Sequential Wrk (PoSW

[ CohenPi etrzak2018] prove traversal of a depth-robust graph but
operate over static nmenory. Menory-hard functions (MHFs) such as
Argon2id [ RFC9106] and scrypt [RFC7914] resist ASIC accel eration by
requiring significant nmenory resources. On conmpdity architectures,
scrypt is primarily bottl enecked by the sequential conputation

| atency of its internal Sal sa20/8 core, while scaling nenory size to

deny |l ownmenory parallelization. MHFs in general inpose high
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cunul ati ve menory-time cost, but their ASIC resistance ultimtely
depends on the specific hardware cost nodel (area, bandw dth, or
| at ency) that domi nates the adversary’s design

PoSME takes a different approach. A persistent nutable arena IS the
conmputation state. Each step reads via data-dependent pointer
chasi ng (sequential because each address depends on the previous
read’s result) and nodifies the arena in-place. A per-block causa
hash chai n binds each block’s value to the cursor of the step that
wote it, preventing forgery: the adversary cannot produce a valid
causal hash without knowing the witer’s cursor, which depends on d
ot her bl ocks’ causal hashes, recursively. The data and causal hash
are synbiotically bound: new data depends on the old causal hash, and
the new causal hash depends on the cursor.

The primary contributions are (a) a physics-bounded | atency fl oor
with cross-generation durability and (b) TMIO resi stance that scal es
as $\rho/\al pha$ under spatial entanglement. Unlike bandw dth-bound
constructions where the ASIC advantage scal es with technol ogy

i mprovenents, PoSME is bottl enecked by random nenory access | atency.
For arena sizes exceeding on-die SRAM the ASIC advantage i s bounded
by the latency ratio of specialized nenory (such as HBMB) to
commpdity DDR5. While an adversary with nmassive on-die SRAM (e.g.,
waf er-scal e integration) achieves a significant |atency advantage,
the bound remai ns durable across technol ogy generations as it is
constrai ned by signal propagation and DRAM cell sensing tine.

1.1. Applicability Statenent

PoSME is NOT a general - purpose password-hashing function (PHF) or key
derivation function (KDF). It does not conpete with, and MUST NOT be
used as a substitute for, Argon2id [ RFC9106] or scrypt [RFC7914] in
password storage, credential stretching, or key derivation contexts.

PoSME i s a specialized hardware-di scrimnator and | atency-hard
asymmetry boundary designed for content provenance frameworks. Its

i ntended use is as the cryptographi c foundation for a C2PA [ C2PA]
"process-proof assertion": a proof that a specific sequence of K
sequenti al nenory-execution steps was performed on a single computing
devi ce over a corresponding interval of wall-clock tine. PoSVE
proves sequential conputation, not the nature of the content produced
during that conputation; binding PoSME proofs to specific content
requires an application-layer protocol (e.g., C2PA nanifest
assertions) that is outside the scope of this document. The
construction exploits the physics-bounded | atency floor of random
DRAM access to create an asymetry between honest execution on
commodity hardware and attenpted forgery on specialized hardware
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| mpl enent ati ons MUST NOT depl oy PoSME outside of its intended
provenance and proof-of-process scope wi thout a dedicated security
anal ysi s addressing the side-channel and threat nodel considerations
docunented in Section 8.

1.2. Related Wrk
1.2.1. Proofs of Sequential Wrk

PoSW [ CohenPi etrzak2018] proves traversal of a depth-robust graph via
Fi at - Shanir-sanpl ed Merkle proofs. PoSME differs: the graph is a

mut abl e arena (not a static DAG, the access pattern is data-
dependent (not fixed), and each node carries a causal hash binding
its value to its full wite history.

1.2.2. Menory-Hard Functions

Functions |ike Argon2id and scrypt resist ASIC accel eration by

i nposi ng high menmory requirements. Argon2id [ RFC9106] [Biryukov2016]
resists TMIO vi a nenory-hardness [ Boneh2016], with a singl e-pass TMIO
penalty of approximately 2x. PoSME uses a custom | ogarithm c skip-
link initialization (Section 3.2) to ensure Orega(sqrt(N)) space-
hardness fromthe first step. The ongoing conputation uses pointer-
chasing with in-place wites, creating a | atency-bound bottl eneck
PoSME' s TMIO penalty is $1 + 2\rho(1-\al pha)”2/\al pha$ for an
adversary storing $\al pha N$ bl ocks, where $\rho = K/'N$ is the wite
density.

1.2.3. Proofs of Space-Tine

Proofs of Space-Tine (PoST) [Chia2024] [ Spacenmesh2023] enforce both
sequential time and persistent storage by requiring a Prover to
repeatedly prove possession of stored data over a sequence of tine
intervals. PoST operates over a static graph: the stored data does
not change between proofs, and the graph structure is fixed before
execution. PoSME differs in that the arena is nmutable (each step
modifies it), the access pattern is data- dependent (addresses are
determ ned by arena contents, not pre-conputed), and each bl ock
carries a causal hash binding its current value to its wite history.
These differences nake PoSME a different construction with different
TMIO characteristics, not a strict inprovenment over PoST.
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1.

3.

2.4. Cumul ative Menory Complexity

Al wen, Blocki, and Pietrzak [ Al wenBl ockPi etrzak2017] formalized
cunul ati ve nenory conplexity for static graph pebbling ganes.

PoSME' s causal dependency DAG is dynam c (edges are created during
execution), requiring a new pebbling framework. The dynanic pebbling
anal ysis is provided in Section 5.5.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

H:  BLAKE3 or SHA-3, producing 32-byte output. |nplenmentations MJST
use BLAKE3 for sequential chains to ensure post-quantum
resi stance; SHA-3 MAY be used as an alternative where BLAKE3 is
unavai |l abl e.

XOF(input, index): Hevaluated at (input || |20SP(index, 4)),
truncated to 8 bytes and interpreted as a bi g-endi an unsi gned
i nt eger.

1 20SP(x, len): Integer-to-Cctet-String Primtive per [RFC8017].

Mer kl eRoot (A): Merkle tree root over arena bl ocks using donai n-
separ at ed hashi ng per [ RFC6962].

Mer kl eUpdat e(root, index, new value): Increnental Merkle root update
at the given index.

Prover: The entity executing the PoSME conputation and generating
proof s.

Verifier: The entity checki ng POSME proofs.

Arena: A nmutable array of N bl ocks, each containing a 32-byte data
field and a 32-byte causal hash.

Causal hash: A per-block running hash chain binding each bl ock’s
value to the cursor of the step that wote it.

Construction

Condr ey Expi res 16 Novenber 2026 [ Page 7]
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3.1. Arena Bl ock Fornat
Each arena block is a pair:

bl ock = {
dat a: byt es[ 32],
causal : byt es[ 32]
}

The data field stores the block’s conputational value. The causa

field stores the causal hash chain: a running digest binding the

bl ock’s current value to the cursor of the step that last wote it.
3.2. Arena Initialization

The arena is initialized deterministically froma public seed s:

for i in O0..N1:
if i ==0:
A[ 0] .data = H("PoSME-init-v1" || s || 120SP(0, 4))
el se:
Ali].data = H("PoSME-init-v1" || s || 120SP(i, 4)
|| Ali-1].data
|| Alfloor(i/2)].data)
Ali].causal = H("PoSME-causal -v1" || s || [20SP(i, 4))

root_0 = Merkl eRoot (A)
T 0 = H"PoSME-transcript-vl" || s || root_0)

The initialization references both the preceding block (Ali-1]) and a
logarithmic skip-link (A[floor(i/2)]). This creates a dependency DAG
of depth log(N) and width N, requiring Onega(sqrt(N)) space to

eval uate (the DAG cannot be streamed in constant space because each

bl ock depends on a bl ock approximately N 2 positions behind it). A
custominitialization is used rather than Argon2id because Argon2id’'s
fixed internal graph does not provide this skip-link structure; the

| ogarithm c back-references are necessary for the space-hardness

property.

The Verifier can independently conpute root_0 and T_O0 fromthe seed,
providing a trusted anchor for all subsequent verification

3.3. Step Function
The step function is the core of PoSME. It enforces sequentiality
via pointer-chasing, hardware parity via forced intra-step bank

col lisions, and TMIO resi stance via spatial nei ghborhood
ent angl enent .
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At each stept in {1, ..., K}:

STEP(t):
cursor = T {t-1}

/1 1. Determ ne Target Bank
bank_id = XOF(cursor, 0) nod parans. B _banks

/1 Start high-resolution cycle counter
t _start = RDTSC()

/1 2. Intra-Step Bank Collision Reads
addrs =[]
for j in 0..d-1:
/'l Generate pseudo-random address
raw a = XOF(cursor, j + 1) nod parans. N

/1l Muitate raw a to ensure it nmaps to bank id
a = force_bank_mappi ng(raw_a, bank_id, parans)
addr s. append( a)

val = Al a]

cursor = H(cursor || val.data || val.causal)

/1 3. Wite with Spatial Neighborhood Entangl ement
raw w = XOF(cursor, d + 1) nod paranms. N
w = force_bank_mappi ng(raw_w, bank_id, parans)

old = Al w

/1 Incorporate causal hashes of |ogical neighbors

n_prev = Af(w - 1) nod parans. N . causal
n_next = A[(w + 1) nod parans. N . causal
new data = H(old.data || cursor || ol d.causal
|| n_prev || n_next)
new causal = H(old.causal || cursor || 120SP(t, 4)
|| n_prev || n_next)

AlwW = {data: new data, causal: new causal}

/1 Stop cycle counter to capture physical latency jitter

t _end = RDTSC()
deltat =t end - t_start

/1 4. Update Comm tnents

root _t = MerkleUpdate(root {t-1}, w, Al w)

Tt = HT_{t-1} || 120SP(t, 4) || cursor
|| root t || 120SP(delta_t, 8))

Condr ey Expi res 16 Novenber 2026
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/1 5. Log step for Prover transcript
log[t] = {addrs, w, old, A[wW, cursor, root_t, delta_t}

3.3.1. Addressing Function and Bad Local ity Requirenent

The addressing function that maps the output of the step hash to the
next menory chunk address MJST produce addresses that are

approxi mately uni formover the allocated nenory arena. Formally, for
a hash output $h$ of length $L$ bits and arena size $N$, the derived
i ndex:

a = OS2I P(h[0..7]) nmod N

where OS2IP is the Cctet String to Integer Primtive per [RFC3017],
interpreting the first 8 octets of $h$ as an unsigned big-endi an

i nteger, MUJUST produce addresses that are within statistical distance
$N 27{64}$ of uniformover $[0, N $ (established by Theorem 2,
Section 5.5.3).

This access pattern MJST ensure a uniformdistribution of junps
across the entire menory | ayout, rendering nodern hardware caching

|l ayers (L1, L2, L3 caches) and hardware pre-fetch engines entirely
ineffective. Every single step index transition MJST result in an

ef fective cache miss with overwhel ming probability, forcing a cold
random access to physical nmenory cells to preserve the sequentia
execution tinme delay. For the recommended arena sizes ($N \ge
27{20}$, arena $\ge$ 64 M B), the arena exceeds the | argest commodity
L3 caches, and the pseudo-random addressi ng ensures that successive
accesses have negligible spatial locality.

I mpl ement ati ons MUST NOT reorder, batch, or prefetch arena accesses
Each poi nter-chase hop MJST conplete (the read val ue MIJST be
avail able to the CPU) before the next address can be conputed.

3.3.1.1. Type Conversion Primtives

Whenever octet string arrays output fromthe pseudo-random step
transformati ons (BLAKE3 XOF) are converted into integer array indices
for chunk addressing, the conversion MJST use the OS2I P (Cctet String
to Integer Primtive) per [RFCB017], interpreting octets as a big-
endi an unsigned integer. This encoding is REQU RED for
interoperability: a Verifier MIUST be able to reproduce the Prover’s
address derivations fromthe proof w thout out-of-band negotiation of
byt e order.

Condr ey Expi res 16 Novenber 2026 [ Page 10]
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The XOF function defined in Section 2 truncates the hash output to 8
bytes and interprets the result via OS2I P as a bi g-endi an unsi gned
integer. All pseudocode in this docunent uses this convention

I mpl enent ati ons MUST NOT use alternative byte orderings (e.g.,
little-endian) for index derivation

2. Intra-Step Bank Collisions

Standard nenory control |l ers achi eve high bandwi dth by interl eaving
sequential reads across nultiple hardware banks, keeping nultiple
row buffers open. PoSME explicitly defeats this optim zation to
enforce a strict latency floor

The force_bank_mappi ng(raw_a, bank_id, parans) function nodifies the
specific bits of the |ogical address raw a that the menory controller
uses for bank selection, replacing themw th bank_id.

By forcing all $d$ reads and the final wite to target the _sane_
physi cal bank but _different_ pseudo-randomrows, the nenory
controller suffers a "Bank Conflict" on every access. This forces a
physi cal Row Precharge ($t_{RP}$) and RAS-to-CAS Del ay ($t_{RCD}$)
penalty for every hop, anchoring the execution tine to the
thernmodynamic Iimts of the DRAM capacitor rather than the |ogic
speed of the processor.

.3. Spatial Neighborhood Entangl enent

The write step cryptographically binds the updated bl ock to the
current state of its logical neighbors, Alw1] and Al w+l].

This transfornms the Tine-Menory Trade-Of (TMIO penalty froma self-
contained wite chain into a spatial cascade. |If an adversary

di scards a subset of the arena, recomputing a single mssing block
$wW$ requires knowi ng the causal hashes of its neighbors at the exact
monent of the wite. |[|f those neighbors were al so discarded, the
reconmput ati on propagates outward: $w1 \to w2 \to \cdots$ and $w+1l
\to w+2 \to \cdots$, until reaching stored bl ocks on each side. For
an adversary storing $\al pha N$ bl ocks, the expected cascade width is
$2(1-\al pha)/\al pha$, and each bl ock costs $\rho$ hash eval uations to
replay (see Theorem 3, Section 5.5.3). This cascade is sequential
(Theorem 4, Section 5.5.4), adding directly to the adversary’s
critical path.
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3.3.4. Timng Entropy Attestation

Because conmmodity DRAM requires periodic electrical refresh cycles
($t _{REFW $), a genuine physical execution will exhibit unavoidabl e,
stochastic | atency spikes. These tinming variations arise from
mul ti pl e i ndependent physical sources: DRAMrefresh interference, OS
schedul er preenption, thermal throttling, and crossed cl ock- donmain
jitter between the CPU core clock, nmemory controller clock, and DRAM
internal timng.

The Prover neasures the execution tinme of the read/wite | oop using a
nmonot oni ¢, hi gh-resol ution hardware counter (e.g., the RDISC
instruction on x86 architectures). This inter-arrival tinme, delta_t,
is folded directly into the transcript $T_t$. A Verifier auditing the
transcript can performstatistical variance testing on the
distribution of delta t values. An ASIC attenpting to sinulate
execution entirely within ultra-fast, determnistic SRAMw || | ack
this specific jitter profile, allowing the Verifier to reject
perfectly clean transcripts as physically inpossible.

3.3.4.1. CPU Jitter Entropy Calibration

The nmin-entropy available fromCPU timng jitter depends on the Over-
Sanpling Ratio (OSR) configured in the collection |oop

I mpl enent ati ons MUST NOT assune a flat 1-bit nin-entropy per tine

del ta sanpl e under default configurations.

Under a standard execution configuration with an Over-Sanpling Ratio
(OSR) of 3, the estinmated mn-entropy rate is approximately 0.33 bits
per raw tine delta sanple; equivalently, approximtely 3 raw sanpl es
are required to extract 1 bit of conditioned output entropy. This
relationship follows fromthe Jitter RNG anal ysi s met hodol ogy: the
OSR determines the ratio of raw sanples to conditioned output bits.

If a target deploynent profile strictly mandates a 1-bit m n-entropy
basel i ne per sanple, the inplenentation initialization routines MJST
explicitly override default execution bounds to enforce a
significantly higher OSR value (typically OSR >= 10-20, depending on
the platformis jitter characteristics). The required OSR SHOULD be
determ ned by platformspecific entropy assessnment using established
met hodol ogi es (e.g., N ST SP 800-90B health tests).
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3.3.4.2. Enbedded Pl atform Entropy Warning

*WARNI NG * CPU jitter entropy MAY degrade significantly or collapse
entirely on | ow power, deeply enbedded, single-clock- domain

m crocontroller architectures. Basic mcrocontrollers and sinple

RI SC-V cores that |ack conpl ex, asynchronous, crossed cl ock-donmain
jitter patterns found in nmodern commodity consumer or enterprise CPUs
(multi-GHz, out-of-order, superscal ar designs with i ndependent menory
controll er clocks) may produce timng deltas with near-zero mn-

ent ropy.

| npl enentati ons targeting such platforms MJUST performa platform
specific entropy assessment before relying on delta_t values for any
security-rel evant purpose. |Inplementations SHOULD fall back to a
har dwar e random nunber generator (HWRNG or external entropy source
if the platformcannot provide adequate CPU jitter entropy. |If no
adequate entropy source is available, the delta t values MJST be
treated as non-cryptographic netadata (useful for Verifier
plausibility checks but not as a source of secret randommess).

3.3.5. Transcript Chain
The transcript chain T_t binds all steps causally:
Tt = HT_{t-1} || 120SP(t, 4) || cursor || root_t)
T t incorporates root_t (the Merkle root after the wite) and cursor
(whi ch depends on the arena state at step t). Conputing T t requires
conmputing all prior steps.

3.4. Root Chain Conmitnent

The Prover commts to the sequence of ALL K arena roots:

R =1[root 0, root 1, ..., root K
C roots = Merkl eRoot (R)

This root chain comm tnent binds the Prover to a specific sequence of
arena states BEFORE Fi at-Shamr chall enges are derived. The
chal | enges depend on (T_K, Croots), and both nust be fixed before
the Prover knows which steps will be chall enged.

3.5. Proof GCeneration
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PROVE(K, Q R depth):
Croots = MerkleRoot([root_O, ..., root_K])
chal l enges = FS(T_K, C.roots, Q
proof = {parans, T _K, Croots, step proofs: []}

for ¢ in challenges:
sp = make_step_proof (c, R _depth)
proof . st ep_proof s. append(sp)
return proof

make_step_proof (step, depth):
sp = {
step_id: step,
cursor_in: T {step-1},
cursor_out: | og[step].cursor,
root before: root_ {step-1},
root _after: |og[step].root _t,
root _chain_paths: [
Mer kl ePat h(C _roots, step-1),
Mer kl ePat h(C _roots, step)
1,
reads: [],
wite: {addr: w, old: log[step].old, new. AW,
mer kl e_pat h: Merkl ePat h(root {step-1}, w,
nei ghbor _prev: {
addr: (w1) nod N,
bl ock: A[(w1) nod N,
mer kl e_pat h:
Mer kl ePat h(root _{step-1}, (w1) nod N)},
nei ghbor _next: {
addr: (w+1l) nod N,
bl ock: Al (w+1l) nod N],
mer kl e_pat h:
Mer kl ePat h(r oot _{step-1}, (w+1l) nod N)}},
witers: []
}
for j in 0..d-1:
sp. reads. append({
addr, bl ock, nerkle_path:
Mer kl ePat h(r oot _{step-1}, addr)})

if depth > 0:
ws = last_witer(addr, step)
if ws ==

sp.witers. append({type: "init",
init_path: MerklePath(root_0, addr)})
el se:
sp.witers. append({type: "step",
proof: nake step proof(ws, depth-1)})
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el se:
sp.witers. append({type: "leaf",
witer_step: last_witer(addr, step),
mer kl e_pat h: Merkl ePat h(
root _{ws}, addr)})
return sp

4. Verification

4.1. Verification Procedure

The Verifier receives (seed, parans, T_K, C roots, proof):

VERI FY(seed, params, T_K, C roots, proof):
/1 1. Trusted anchor
root 0 = conpute_init_root(seed, parans.N)
T 0 = H("PoSME-transcript-v1l" || seed || root_0)

/1 2. Verify root_O in root chain
assert MerkleVerify(Croots, 0, root_O,
proof . root _0_pat h)

/1 3. Recompute chall enges
chal l enges = FS(T_K, C roots, parans.Q

/1 4. Verify each chall enged step
for sp in proof.step_proofs:
verify step(sp, Croots, root_ 0, parans)

verify step(sp, Croots, root_ 0, parans):

/1 A Verify roots are in the root chain

assert MerkleVerify(Croots, sp.step_id - 1
sp.root _before,
sp.root _chai n_pat hs[0])

assert MerkleVerify(C roots, sp.step_id,
sp.root _after
sp.root _chai n_pat hs[ 1])

/1 B. Verify read Merkle proofs
for j in 0..d-1:
assert Merkl eVerify(sp.root_before,
sp.reads[j].addr, sp.reads[j].block
sp.reads[j].nerkl e_path)

/1l C. Replay pointer-chase
cursor = sp.cursor_in
for j in 0..d-1:

a = XOF(cursor, j) nod N

Condr ey Expi res 16 Novenber 2026
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assert a == sp.reads[j].addr
cursor = H(cursor || sp.reads[j].Dblock.data
|| sp.reads[j].block.causal)

/1 D. Verify wite with spatial neighbors
w = XOF(cursor, d) nod N
assert w == sp.wite.addr
assert Merkl eVerify(sp.root_before, w,
sp.wite.old, sp.wite. merkle_path)

/1 D1. Verify spatial neighbor Merkle proofs

wprev = (w- 1) nod N

w_next = (w + 1) nod N

np = sp.wite.nei ghbor_prev

nn = sp.wite.nei ghbor_next

assert np.addr == w _prev

assert nn.addr == w_next

assert Merkl eVerify(sp.root_before, w prev,

np. bl ock, np. nerkl e_pat h)

assert Merkl eVerify(sp.root_before, w next,
nn. bl ock, nn. merkl e_pat h)

np. bl ock. causa

nn. bl ock. causa

n_prev
n_next

/1 D2. Verify synbiotic wite with spatial entanglenent
assert sp.wite.new. data == H(sp.wite.old.data
|| cursor
|| sp.wite.ol d.causa
|| n_prev || n_next)
assert sp.wite.new causal == H(sp.write. ol d.causa
|| cursor
|| 12CSP(sp.step_id, 4)
|| n_prev || n_next)

/1 E. Verify Merkle root update
assert sp.root_after == Merkl eUpdat e(
sp.root _before, w, sp.wite.new

/1 F. Conpute and store transcript value for cross-check

T c = H(sp.cursor_in || 12CSP(sp.step_id, 4)
|| cursor || sp.root_after)
/1 | f another challenged step ¢’ has cursor_in == T _¢c,

/1 verify they match. If sp.step_id == K, verify
[l T _c == T_K (the public final transcript).
stored_transcripts[sp.step_id] = T_c

/1 G Recursive causal provenance
for j in 0..d-1:
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verify witer(sp.witers[j], sp.reads[j],
C roots, root_0, parans)
4.2. \Verification Cost
For Q challenges with recursion depth R
* Root chain proofs: OQ* log K) per challenged step
* Arena Merkle proofs: QQ* d*R* log N)
* CQursor replays: Q* d*R * d)
* No arena nmenory allocation
For @Q=128, d=8, R=3, N=2725, K=4*N=2/27:
| Operation | Count |
| Root chain verifications | 128 * 2 * 27 = ~6. 9K hashes |
oo e e e e e e i oo oo oo o mm e e e e e e a— oo oo +
| Arena Merkle verifications | 128 * 512 * 25 = ~1.6M hashes |
o e e e e e i eee oo n o m e e e e e e aaao o +
| Cursor replays | 128 * 512 * 8 = ~524K hashes |
o e e e e e e e o e e e e e e e meme oo +
| Total | ~2.2M hashes, ~6ns |
oo e e e e e e i oo oo oo o mm e e e e e e a— oo oo +
Tabl e 2
The ~6ns estimate assunes a nmodern desktop CPU (~350M BLAKE3 hashes/
second). On constrained platforns (mobile: 60-300nms; WASM 120ns-
600ns), verification is slower but still practical. No nenory
al | ocati on beyond the proof data is required.
5. Security Analysis
5.1. Assunption Registry
Al'l security clainms in this docunent are conditional on the
assunptions listed below. Each assunption is given a |abel (Al-A4)
referenced by the theorenms that depend on it.
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*Al (Random Oracl e Mdel).* The hash function $H$ (BLAKE3 or SHA- 3)
is nodel ed as a random oracle: on any fresh input, $H$ returns an

i ndependent, uniformy random 256-bit output. This assunption
underlies address unifornmty (Theorem 2) and the independence of
poi nter-chase targets.

*A2 (Collision Resistance).* Finding $x \ne x’$ with $H(x) = H(x')$
requires $\ Onega(27{128})$ queries (birthday bound for a 256-bit
hash). Theorem 1 (Soundness) reduces forgery to collision-finding
with a factor-$K$ | oss.

*A3 (Preimage Resistance).* Gven $y$, finding $x$ with $H(x) = y$
requi res $\ Orega(2”{256})% queries. This assunption is used
implicitly in the causal hash nmechanism reversing a causal hash
chain to recover a prior cursor requires a preinmage query.

*A4 (Uni formand | ndependent Addressing).* Under Al, the derived
addresses $a {t,j} = \text{XOF}(\text{cursor} t, j) \bnod N$ are

pai rwi se i ndependent and within statistical distance $N 2"{64}$ of
uniformover $[0, N)$. This is formally established as Theorem 2
(Section 5.5.3). The TMIO bounds in Theorens 3-5 are conditional on
A4 holding; if $H$ deviates fromthe random oracle nodel in a way
that induces address clustering, the TMIO bounds may not hol d as

st at ed.

The followi ng table summari zes the dependency:

[ sty e s s sy o}
| Theorem | Depends on | Caim |
| 1 (Soundness) | A2 | Forgery advantage $\le K |
| | | \cdot \epsilon_ {\text{cr}}$ |
T R o e e e e e e e e m o +
| 2 (Address | Al | Addresses pairw se |
| Uniformity) | | independent, near-uniform |
o Fom e e o - o mm e e e e e e e i +
| 3 (Spati al | Al, A3, A4 | Per-step cost $\ge d(1 + |
| Cascade TMIO | | 2\rho(1l-\al pha)~2/\alpha)$ |
T R o e e e e e e e e m o +
| 4 (Sequential | A3, A4 | Cascade is sequential ($L |
| Cascade) | | \cdot \rho$ critical path) |
o Fom e e o - o mm e e e e e e e i +
| 5 (Checkpoint | A4 | Partial checkpoints |
| Dom nance) | | strictly suboptimal |
T R o e e e e e e e e m o +

Table 3
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*Scope limtation.* No composability (UC security) claimis nmade.
PoSME i s anal yzed as a standalone prinmitive in the random oracle
nmodel .  Applications that conpose PoSME with other protocols (e.g.,
conbining with tinestanps per Section 9.1) MJST perform a separate
conposition analysis; the security guarantees stated here do not
automatically carry through sequential or parallel conposition.

5.2. Threat Model

The adversary is a probabilistic polynomal-time algorithmwth
random oracl e access to H  The adversary receives the public seed s
and paraneters (N, K d, Q R. Its goal is to produce (T _K

C roots, proof) that passes VERI FY (Section 4.1) while either

1. *Forgery:* producing T_K != T K (the honestly comnputed
transcript), or

2. *Space reduction:* using less than N* B bits of arena storage at
some poi nt during conputation.

The adversary may use custom hardware with faster nenory (| ower
| at ency) than the honest Prover. The ASIC resistance anal ysis
(Section 5.6) bounds the resulting speedup

5.3. Forgery Prevention

The causal hash nmechani sm prevents bl ock val ue fabrication. To forge
a bl ock’s causal hash, the adversary needs the cursor of the step
that wote it. That cursor depends on d blocks read at the witer
step, each with their own causal hashes requiring their owm witers’
cursors, recursively. Synbiotic binding strengthens this: forging
data requires ol d_causal, and forging old_causal requires the prior
witer’'s cursor. Neither field can be independently fabricated.

The root chain conmitrent (Section 3.4) binds the Prover to ALL K
arena roots before challenges are derived. Croots is an input to
the Fiat-Shamir chall enge derivation, so the Prover cannot fabricate
roots after seeing chall enges.

*Theorem 1 (Soundness).* Let $\mathcal {A}$ be any adversary producing
$(T_K, C{\text{roots}}', \text{proof}')$ with $T_K \ne T_K$ that
passes VERIFY. There exists a reduction $\mathcal {B}$ to collision-
finding in $H$ such that:

Adv~r{forge}(A) <= K * Adv~{coll}(B)
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where $K$ is the nunber of steps. The factor $K$ arises froma union
bound over the $K$ steps at which the transcript chain may diverge,
and represents a reduction | oss of factor $K$. For the recomended
parameter range $K \le 27{26}%, this loss is acceptable against a
256-bit hash ($K \cdot \epsilon_{\text{cr}} \le 27{26} \cdot 27{-128}
= 27{-102}$ for birthday-bound collision resistance).

*Proof sketch.* If verification passes with $T_K \ne T_K$, there
exists a first divergence step $c$ where $T {c-1}' = T {c-1}$ but
$T ¢’ \ne T_c$. The reduction $\mathcal {B}$ guesses this step $c$
uniformy at randomfrom ${1, \ldots, K}$ (success probability $1/K$,
the source of the reduction loss). At step $c$, the Verifier checks
that $T ¢ = H(T_{c-1} | ¢ | \text{cursor} | \text{root} c)$. If the
adversary’s inputs differ fromthe honest inputs but produce the same
$T ¢, $S\mathcal {B}$ outputs a collision in $HS. If the adversary’'s
inputs differ and produce a different $T_c$, then $T_c’ \ne T_c$,
contradi cting acceptance. The uni on bound over $K$ guesses yiel ds
the stated | oss.

*Remark.* The factor-$K$ loss is loose: it reflects the reduction
strategy (random guess of the divergence point), not necessarily a
real attack. Tightening this to $Q(\log K)$ via a binary-search
reduction or to $Q(1)$ via a rew nding argunent is an open problem
See also Section 9.5, item 1.

A full derivation is provided in the conpani on analysis (to appear as
I ACR ePrint).

5.4. Reconputation Cost

Separately fromforgery prevention, spatial neighborhood entangl enent
(Section 3.3.3) inposes a storage-dependent penalty on reconputation.
Wthout spatial entanglenent, an adversary reconputing a m ssing

bl ock traverses its tenmporal wite chain at cost $Q(\rho)$ hashes;
the chain is self-contained because each wite depends only on the

bl ock’ s own previous state and the cursor (which is stored). Wth
spatial entangl ement, each wite al so depends on the causal hashes of
nei ghbors $A[w1]1$ and $A{w+1]$ at the tine of the wite. These are
hi storical states that cannot be derived fromthe nei ghbors’ current
val ues (hash chains are irreversible). Therefore, reconputing a

m ssing block requires replaying the full tenporal chains of its
spatial neighbors, which in turn require their own nei ghbors,
creating a spatial cascade

The cascade extends outward fromthe mssing block until reaching a
stored bl ock on each side. For an adversary storing $\al pha N$

bl ocks, the expected cascade width is $2(1-\al pha)/\al pha$ (geonetric
distribution), and each block in the cascade costs $\rho$ hash
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eval uations to replay. The per-m ss reconputation cost is therefore
$\ Theta(\rho/\al pha)$, conpared to $\Theta(\rho)$ w thout spati al
entangl ement. The $1/\al pha$ factor neans that reducing storage
becones increasingly expensive: halving storage nore than doubl es
reconput ati on cost.

5.5. TMIO Lower Bound

An adversary storing $\al pha \cdot N$ bl ocks faces a two-I|ayer
penal ty:

5.5.1. Sequential Floor

The transcript chain T_0 through T_K nust be conmputed sequentially to
produce T_K before Fiat-Shamr challenges are derived. This is an
$\ Orega(K)$ | ower bound regardl ess of storage.

5.5.2. Spatial Cascade TMIO

Each step wites 1 block at a uniformy random address (Theorem 2).
After $K$ steps with wite density $\rho = K/'N$, each bl ock has been
witten $\rho$ tines on average. Because each wite is bound to its
spatial nei ghbors’ causal hashes, m ssing blocks cannot be reconputed
in isolation.

Theorem 3 (Section 5.5.3) establishes the TMIO rati o:

TMIQ(al pha) = 1 + 2*rho*(1-al pha)~2 / al pha

B el Cbemjems s oo el oo e e el s el e e e e 3
| rho | alpha=0.5 | al pha=0.25 | alpha=0.1 | al pha=0.01 |
[ ool oo b oo ool e oo s b s oo ool s o
| 1 | 2x | 5x | 17x | 197x |
+----- F-- - - - I i F-- - - - I i +
| 4 | 5x | 19x | 65x | 785x |
+----- I I I I +
| 16 | 17x | 73x | 257x | 3,137x |
+----- R R R R +
Table 4

K MUST be at least N ($\rho \ge 1$) for neani ngful TMIO resi stance.
Val ues of $\rho \ge 4% are RECOMVENDED.
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5.5.3. Per-Step Recomputation Cost

*Theorem 2 (Address Uniformty).* In the random oracl e nodel, the
addresses $a {t,j} = \text{XOF}(\text{cursor} t, j) \bnod N$ used for
poi nter-chase reads sati sfy:

1. *Independence.* For distinct pairs $(t_1, j_1) \ne (t_2, j_2)$,
the addresses $a_{t_1,j_1}% and $a_{t_2,j_2}% are pairw se
i ndependent, except with probability at most $\ bi non{Kd}{2} /
27{257}$ (birthday bound on cursor collisions in the 256-bit hash
space).

2. *Uniformty.* Each address $a_{t,j}$ has statistical distance at
nost $N/ 27{64}$ fromthe uniformdistribution over $[0, N$.
For $N \le 27{48}$, this bound is at nost $2"{-16}$.

Consequently, for any adversary subset of stored bl ocks of size
$\al pha \cdot N$, a randomread mi sses the stored set with
probability $(1 - \al pha) \pm N 27{64}$.

*Proof.* In the random oracle nmodel, $H$ maps distinct inputs to

i ndependent, uniformy random 256-bit outputs. Define $X {t,j} =
H(\text{cursor}_t | \text{l20SP}(j, 4))$. The inputs are distinct
across $j$ (for fixed $t$) by the index suffix, and across $t$ (for
any $j$) whenever $\text{cursor} t \ne \text{cursor} {t’'}$. Since
$\text{cursor} t = H(\text{cursor} {t-1} | \cdots)$ is itself a hash
output, cursor collision probability across all $K$ steps is at nost
$\bi nom{ K} {2} / 27{256}%, which is negligible. Gven distinct
inputs, the outputs $X {t,j}$ are independent uniform 256-bit
strings, establishing claim(1).

For claim (2): XOF truncates $X {t,j}$ to its first 8 bytes, yielding
a uniformvalue $U$ in $[0, 27{64})%. The address is $U \bmd N$. The
nunber of integers in $[0, 2*{64})$ mapping to any particul ar residue
$r \in [0, NN$ is either $\Ifloor 22{64}/ N \rfloor$ or $\lceil
27{64}/ N \rceil $. The nexi mum devi ation fromthe ideal probability
$1/N$ is at nost $1/27{64}$, giving statistical distance at nost

SN 27{64}$ over the full distribution. For $N\le 27{48}%$, this is
at nost $27{-16}%, which is negligible for all recomended profil es.

*Theorem 3 (Spatial Cascade TMIOQ.* In the random oracle nodel, under
Theorem 2, consider an adversary that maintains $\al pha \cdot N$
arena bl ocks in working menory ($0 < \al pha < 1$) and stores all $K$
transcript values. The adversary’ s expected conputation per step is:
Cstep >>d * (1 + (1-alpha) * 2*rho / al pha)

where $\rho = KIN$ is the wite density.
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*Proof.* The proof proceeds in three parts.

_Part 1: Wite chain cost._ Wen a read at step $t$ targets a bl ock
$wW$ not in the adversary’s working nmenory, the adversary nust
reconstruct $w$' s current state. Block $w$é was witten $\rho$ tines
on average (each of $K$ steps wites to a uniformy random bl ock by
Theorem 2). The adversary knows the cursor at every step (stored),
so replaying one wite requires one hash eval uation given the block’s
previous state and the cursor. Tracing $w§' s tenporal wite chain
frominitialization to the current epoch costs $\rho$ hash

eval uati ons.

_Part 2: Spatial cascade.  Each wite to block $w$ at step $t'$
depends on the causal hashes of $A[w1]$ and $AIw+1]$ at time $t'$
(Section 3.3.3). These are historical states: the causal hash of
$W$’ s nei ghbor at the nonent $wW$ was written, not the neighbor’'s
current state. Even if $w 1% is currently in the adversary’s working
nmenory, its state at tine $t’$ is not recoverable fromits current
state (hash chains are irreversible). Therefore, to replay $w$' s
wite chain, the adversary nust also replay the full tenporal chain
of $w 1% (so that $w 1%’ s state at each of $wh's wite tinmes is
avail abl e) .

Bl ock $w 1$' s tenporal chain depends on $w 2% s historical causa
hashes (its own spatial neighbor). If $w2% is not stored, this
cascades further: $w2 \to w3 \to \cdots$. The cascade extends
outward in one direction until reaching a block that is in the
adversary’s working menory; that block’s full tenporal chainis
avai l abl e (the adversary maintains it by construction).

The sanme cascade extends in the opposite direction: $wl \to w2 \to
\cdots$. The cascade width in each direction follows a geonetric
distribution with success probability $\al pha$ (each successive

nei ghbor is stored with probability $\al pha%$, independently by
Theorem 2’s uniformty guarantee on wite addresses). The expected
cascade width in one direction is $(1-\al pha)/\al pha$. For al
recomrended profiles ($N \ge 27{20}$), this is negligible relative to
$N$ for any $\al pha > 27{-19}$; ring wap-around does not affect the
bound in practice. Each block in the cascade requires $\rho$ hash
evaluations to replay its tenporal chain.

_Part 3: Expected per-step cost. At each of the $K$ steps, the
Prover makes $d$ reads. Each read targets a uniformy random bl ock,
which is absent fromthe adversary’s working nenmory with probability
$(1-\al pha)$. Each miss triggers a spatial cascade of expected tota
wi dt h $2(1-\al pha)/\al pha$ bl ocks, each costing $\rho$ hash

eval uati ons.
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The expected computation per step is:
C step = d + d*(1-al pha) * (2*(1-al pha)/al pha) * rho

=d (1 + 2*rho*(1-al pha)”~2 / al pha)

For $(1-\al pha) \approx 1$ (small $\al pha$), this sinplifies to $d
\cdot (1 + 2\rho/\alpha)$. The TMIO rati o (adversary cost divi ded by
honest cost $d$) is:

TMIQ(al pha) = 1 + 2*rho*(1-al pha)~2 / al pha
B el Cbemjems s oo el oo e e el s el e e e e 3
| rho | alpha=0.5 | al pha=0.25 | alpha=0.1 | al pha=0.01 |
[ ool oo b oo ool e oo s b s oo ool s o
| 1 | 2x | 5x | 17x | 197x |
+----- Fo-m - - I Fo-m - - I +
| 4 | 5x | 19x | 65x | 785x |
+----- I I Fommm e - - - I I Fommm e - - - +
| 16 | 17x | 73x | 257x | 3,137x |
+----- I I I I I I +
Table 5

For $\alpha < 1/(2\rho)$, the TMIO rati o exceeds $2\rho”2$, nuking
space reduction nore expensive than honest execution with ful
st or age.

5.5.4. Sequential Cascade Latency

*Theorem 4 (Sequential Cascade Latency).* The spatial cascade of
Theorem 3 adds to the adversary’s sequential critical path. An
adversary resolving a cascade of width $L$ bl ocks incurs at |east $L
\cdot \rho$ sequential hash evaluations that cannot be parallelized.

*Proof.* To replay block $w$’ s tenporal chain, the adversary needs
the causal hashes of $w 1% at each of $w$'s wite tinmes. These
causal hashes are outputs of $w 1% s own tenmporal chain. Therefore,
$w 1%’ s full tenporal chain ($\rho$ sequential hash eval uations) nust
conpl ete before $w§’ s chain can begin. By the sanme argunent, $w 2% s
chain nust conplete before $w 1% s, and so on. For a cascade of
width $L$ bl ocks, the critical path is $L$ sequential tenporal chains
of $\rho$ links each, totaling $L \cdot \rho$ sequential hash

eval uations. Parallel hardware does not reduce this |atency because
each chain link depends on the output of the previous Iink (hash

chai ning) and the conpletion of the adjacent block’s chain (spati al
dependency).
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This result is significant because it neans spatial entangl ement
converts a work penalty into a |latency penalty: the adversary not
only perfornms nore total conputation but takes nore wall-clock tinme,
directly underm ning the sequential execution guarantee.

5.5.5. Checkpoi nt Domi nance

*Theorem 5 (Checkpoi nt Dom nance).* Under spatial entanglenent,
parti al -arena checkpoints are strictly suboptinmal. For any adversary
usi ng checkpoi nts of $\al pha \cdot N$ bl ocks ($\al pha < 1$) at
interval $C$ steps, the space-time product $S \tinmes T$ satisfies:

S * T >= (2*rho*(1-al pha) + alpha) * S full * T full

where $S {full} \times T {full}$ is the space-tinme product for full-
arena checkpoints. For $\rho \ge 1%, this exceeds $S {full} \tines
T {full}$, with the gap increasing linearly in $\rho$.

*Proof.* A full-checkpoint adversary stores all $N$ bl ocks at
interval $C$, giving storage $S {full} = (K/C) \cdot N \cdot B$ and
replay cost $T {full} = Q\cdot C\cdot d / 2% per proof generation
The product $S {full} \cdot T _{full}$ is independent of $C$ (the
standard tine-space tradeoff).

A partial -checkpoint adversary stores $\al pha N$ bl ocks at interva
$C$. Storage: $S = \alpha \cdot S {full}(C)$. Wen replaying froma
partial checkpoint, each of the $C/ 2$ repl ayed steps incurs spati al
cascade overhead per Theorem 3. Replay cost per challenge: $T =

T {full}(O \cdot (1 + 2\rho(1-\al pha)/\al pha)$.

The product:

S* T=alpha* S full * T full * (1 + 2*rho*(1-al pha)/al pha)
S full ull * (al pha + 2*rho*(1-al pha))

S full ull * (2*rho + al pha*(1 - 2*rho))

* T f
* T f

For $\rho \ge 1%: the coefficient $(1 - 2\rho) \le -1%$, so the
product is mnimzed at $\al pha = 1$ (full checkpoints), where it
equals $S {full} \times T {full}$. Any $\alpha < 1$ strictly

i ncreases the product. For $\alpha \to 0%, the ratio approaches
$2\rho$, neaning the adversary’'s space-tine product is $2\rho$ tines
worse than with full checkpoints.

*Corol lary.* Spatial entanglenent forces the adversary into an all-
or-not hi ng checkpointing strategy: either store the conplete arena at
each checkpoint or forgo checkpointing entirely. There is no usefu
m ddl e ground.
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5.5.6. Dynanic Pebbling Game

PoSME' s causal DAG is dynamic: edges are created during execution
based on dat a- dependent addressing. |n the random oracl e nodel
(Theorem 2), each step creates d edges to uniformy randomtargets.
The pebbling gane is:

1. N block nodes (arena) and K step nodes.
2. At step t, the ganme reveals d random read addresses.

3. To execute step t, the adversary nust have pebbles on all d read
addresses and on the wite target’s spatial neighbors (stored or
reconputed via spatial cascade).

4. The adversary nmintains auxiliary state (cursors, wite index) of
at nost K * 32 bhytes.

Wthout spatial entanglenent, the per-miss reconputation cost is
$\rho$ (linear wite chain), giving a TMOratio of $1 + (1-\al pha)
\cdot (2\rho + 1)$. Wth spatial entanglenment, Theorem 3 establishes
the tighter bound $1 + 2\rho(1-\al pha)”2/\al pha$, and Theorem 4
proves this overhead is sequential (cannot be parallelized). Theorem
5 further shows that partial-arena checkpoints are strictly doni nated
by full-arena checkpoints.

5.6. ASIC Resi stance

PoSME is anchored in a physics-bounded | atency floor, distinct from
t he bandwi dt h- hard approach [ RenDevadas2017]. While conputation

t hroughput inproves exponentially with transistor scaling, random
access menory |atency is constrained by the fundamenta

t her rodynam cs of charge-sensing in capacitors.

The per-hop bottleneck is determined by the mandatory bank confli ct
(Section 3.3.2), which forces the DRAM controller to execute a ful
Row Precharge ($t _{RP}$) and RAS-to-CAS Delay ($t_{RCD}$) for every
sequential read. These timngs are physical constants of DRAM cel
operation that do not scale with logic shrinks. Even an adversary
with wafer-scale on-die integration (Section 5.6.2) faces a | atency
fl oor constrained by signal propagation across the die and the
settling time of the menory cells.
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Consequent |y,
har dwar e, " but
charge sensing.

the ASIC advantage is not a function of "better
rather the physical limt of signal propagation and
By forcing intra-step bank collisions, PoSME ensures

. 6.

that even the nobst optimzed controller spends the majority of its
wal | -clock tine in a stalled state, waiting for the physical |aws of
DRAM t o resol ve the next address.

1. Hardware Latency Paraneters

The foll owi ng table sunmarizes random access | atency for nenory
technol ogi es relevant to PoSME' s ASIC resistance analysis. Al

| atencies are for randomreads with a bank conflict (row mss), which

is the bottl eneck PoSME forces via Section 3. 3. 2.

[ oo by oo s oo oo sy et o}

| Technol ogy | Random Read | Capacity | Arena

| | Latency | | Threshold

| CPU L3 cache | 3-12 ns | 16-96 M B | Bel ow

| (SRAM | | | Standard

| | | | profile

o e e e e oo S R S

| DDR5-5600 | 26-28 ns | 16-256 G B | Honest

| ($t_{RP}+t {RCD}$) | | | Prover

| [JESD79- 5] | | | baseline

Fom e e e e oo o oo o - Fomm e oo - oo o -

| HBMB | 14-17 ns | 16-48 GB | 1.6-2.0x

| ($t_{RP}+t_{RCD}$) | | (per | advant age

| [ JESD238] | | stack) | over DDR5

o e e oo o a o Fom e e o - o a o

| CustomASIC SRAM | 1-5 ns | 64-512 M B | 5-28x

| | | (die area | advantage

| | | limted) | over DDR5

o e e e e oo S R S

| Wafer-scale SRAM | 1-5 ns | 1-40 GB | 1.4-28x

| | (local), 10-20 | | advant age

| | ns (cross-die) | | over DDR5

Fom e e e e oo o oo o - Fomm e oo - oo o -
Table 6

The "Arena Threshol d"
technol ogy’ s practical capacity,
For the Standard profile (64 M B arena),
SRAM for Enhanced (256 M B) and Maximum (2 G B),
SRAM i s capacity-constrained.

colum i ndi cates when the arena exceeds the
forcing fallback to slower nenory.
the arena fits in large
even wafer-scal e

The ASIC advantage ratio for a given adversary nenory technol ogy is:
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R ASIC = t_honest / t_adversary

where $t_{\text{honest}}$ is the per-hop latency on combdity DDR5
(~27 ns) and $t_{\text{adversary}}$ is the adversary’s per-hop

| atency. For HBMB, $R {\text{ASIC}} \approx 1.7%x. For on-di e SRAM
at arena-exceeding sizes (requiring partial SRAM + fall back),

SR {\text{ASIC}}$ depends on the SRAM hit rate, which is bounded by
the arena size exceedi ng SRAM capacity.

5.6.2. Wafer-Scal e Threshold

The ultimate |latency floor for an adversary is on-die signa
propagation. Optimal ASIC designs that integrate massive SRAM (1-5
ns access) could achieve a 5-28x advantage over commodity DDR5.
Wafer-scale integration, as denmonstrated by the Cerebras Wafer-Scal e
Engi ne, is the existence proof for this threshold; however, cross-die
si gnal propagation (10-20 ns) narrows the advantage for |arge arenas
that span multiple die regions. PoSME s security is durable because
spatial entangl ement (Theorem 3) inposes a TMIO reconputati on penalty
that scal es as $1/\al pha$, ensuring that any | atency-based speedup is
countered by the prohibitive cost of discarding state. Furthernore,
the cascade | atency (Theorem 4) is sequential, so the adversary
cannot hide reconputation behind parallelism

5.6.3. ASIC SRAM Packing Vul nerability Analysis

A wel | -funded adversary can engi neer a custom ASIC that integrates
massi ve, high-density on-di e SRAM bl ocks directly adjacent to custom
conput ati onal execution cores on a single silicon die. Wthin this
unified die area, signal propagation del ays across vias and | oca
metal interconnect operate at the speed of light in silicon (~6.7 cnl
ns), conpletely bypassing the external pin-count, bus-w dth, and

nmot her board trace | atency constraints associated with di screte DRAM
or HBMB interfaces. Such an adversary elimnates the off-chip nenory
| at ency that PoSME exploits for honest-execution parity.

However, monolithic on-die SRAMis constrained by three physica
limts:

1. *Die area:* 6T-SRAM bit cells occupy approximately 0.021-0.050
um'2 per bit at |eading-edge nodes (5 nmand below). Including
peripheral circuitry (row colum decoders, sense anplifiers,
power distribution), effective SRAM area is approxi mately 20-40%
|l arger than the raw bit-cell array. Fabricating 512 M B of on-
di e SRAM requires approxi mately 100-230 nm2 of total die area,
consum ng a substantial fraction of a reticle-linted die (~800
mm2 maxi mum .
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2. *Yield rate:* Total defect count scales with die area (Poisson
yi el d nodel). Leading-edge designs currently integrate up to
approxi mately 200 M B of on-die SRAM (e.g., |large GPU register
files and L2 caches); beyond this scale, yield |osses are likely
to dom nate fabrication econom cs, requiring increasing
redundancy overhead that further consunes die area.

3. *Economi c cost:* At |eading-edge process nodes (5 nm and bel ow),
waf er costs exceed $20,000 per wafer. A single die integrating 2
G B of SRAM woul d exceed a single reticle and is likely to yield
poorly, resulting in per-die costs orders of nmagnitude above
commodi ty DRAM nodul es provi di ng equi val ent capacity.

PoSME counters the SRAM packi ng attack vector by defining standard
operational paranmeter profiles (Section 7.2.2) whose allocation
footprints scale intentionally beyond these physical, economc, and
yield-rate limts of nonolithic on-die SRAM fabrication. For the
Enhanced profile (256 M B arena) and Maxi num profile (2 G B arena),
the arena size forces the adversarial ASIC to offload nmenory states
to external commodity menory architectures (DDR5 or HBMB), re-

i ntroduci ng the physical |atency bottl eneck that the SRAM packi ng
design sought to elinmnate. Formally, let $S {\text{SRAM}$ denote
the maxi mum econonically viable on-di e SRAM capacity. For any arena
size $N \cdot B > S {\text{SRAM }$, the adversary’'s per-hop | atency
reverts to $t_{\text{external}} \ge 14% ns (HBMB) rather than
$t_{\text{SRAM} \approx 1\text{-}5% ns, bounding the ASIC advant age
ratio to:

R ASIC <=t _honest / t_external (for N*\B > S SRAM

For DDR5-to-HBMB, this yields $R {\text{ASIC} \le 2.0%x. Paraneter

profiles SHOULD be sel ected such that $N \cdot B$ exceeds the

anticipated $S {\text{SRAM}$ threshold for the target threat nodel.
5.7. Sequentiality

Intra-step: The d reads forma pointer-chasing chain; read j+1's
address depends on read j's result.

Inter-step: T_t feeds into address generation for step t+1.

Together: K * d sequential nenory accesses, each bottl enecked by DRAM
| at ency.

6. Wre Format

The PoSME proof is encoded in CBOR [ RFC8949] per [RFC8610]:
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posme- proof = {

1 => posne- par ans,
2 => bstr .size 32,
3 => bstr .size 32,
4 => [+ step-proof],
}
posmne- parans = {
1 => uint,
2 => uint,
3 => uint,
4 => uint,
5 => uint,
6 => uint,
}
step-proof = {
1 => uint,
2 => bstr .size 32,
3 => bstr .size 32,
4 => pbstr .size 32,
5 => bstr .size 32,
6 => [+ bstr .size 32],
7 => [+ read-wi t ness],
8 => write-wtness,
9 =>[* witer-proof],
10 => uint,
}
read-wi t ness = {
1 => uint,
2 => bstr .size 32,
3 => bstr .size 32,
4 => [+ bstr .size 32],
}
wite-witness = {
1 => uint,
2 => bstr .size 32,
3 => bstr .size 32,
4 => pstr .size 32,
5 => bstr .size 32,
6 => [+ bstr .size 32],
7 => read-w t ness,
8 => read-w tness,
}

writer-proof = {

PoSME

3

final-transcript (T_K)
r oot - chai n- conmi t nent
chal | enged- st eps

ar ena- bl ocks (N)
total -steps (K

r eads- per-step (d)
chal  enges (Q
recursion-depth (R
bank- count (B)

step-id

cursor-in

cur sor - out

root - bef ore

root-after

r oot - chai n- pat hs

r eads

wite

recursive provenance
timng-entropy (delta_t)

addr ess
dat a
causal - hash
mer kl e- pat h

addr ess

ol d-dat a

ol d- causa

new dat a

new causa

mer kl e- pat h

nei ghbor-prev (w1)
nei ghbor - next (w+1)
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7.

7.

7.

7.

1 => uint, ; type (0=init, 1l=step, 2=leaf)
? 2 => uint, ; witer-step-id

? 3 => step-proof, ; recursive step proof

? 4 => [+ bstr .size 32], ; merkle-path

Par amet er s
Proof Size Optimzation
The recursion depth R and chal |l enge count Q present a direct tradeoff

bet ween security margin and proof size. Table 6 provides concrete
M B- per-proof costs for inplenmenters.

B e s sy et el
| Recursion (R) | Challenges (Q | Blocks (B) | Size (MB) |
[ ety bl Sl —_———(——— =y p—p——_———
| 2 | 64 | 81 | 3.9 |
I I T S I A ] I I +
| 2 | 128 | 81 | 7.9 |
S I i T R I R I +
| *3* | *64% | *657* | *32.1* |
I i I I T I I +
| 3 | 128 | 657 | 64.2 |
I I T S I A ] I I +

Table 7

Wiile R=3 yields significantly larger proofs, it provides
exponentially higher fabrication resistance by checking the w tnesses
of the witers’ witers. For bandw dth-constrai ned environments
(e.g., light clients), R=2 with Q=128 offers a conpact ~8 M B pr oof
whi | e mai ntai ni ng high confidence.

Recomrended Par aneters

PoSME' s security properties have different paraneter dependencies.
TMIO resi stance (Section 5.5) depends on the wite density rho = K/'N
and is independent of arena size. ASIC resistance can be achieved
through arena size exceeding the adversary’'s fastest nenory

(Section 5.6). Applications SHOULD sel ect paraneters based on their
t hreat nodel .

.1. Design Trade-off: N vs rho

Arena size N and wite density rho = K/'N are i ndependent knobs
controlling different security properties:
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7

2

* N controls | atency-bound ASIC resistance: the arena SHOULD exceed
the adversary’s fastest accessible nmenory (L3 cache, SRAM.
Larger N requires nore Prover RAM

* rho controls TMIO resi stance: penalty = 1 + 2*rho*(1-al pha)”2/
al pha for an adversary storing al pha*N bl ocks (Theorem 3). Higher
rho requires nmore steps (longer wall tinme) but no additional RAM

2. Parameter Profiles
Four standard paraneter profiles are defined. Al profiles share

fixed parameters: block size B = 64 bytes, reads per step d = 8, bank
count B banks = 16, hash function H = BLAKES.

[ e pejety ety e epefenty ety Sjepenty empejenty el o fojofun o fu o oo o pu s pu o pu o po s pu et o
| Profile [N |ArenalrholK |Q |R Peak| TMIO | Use Case |
| | | 1 | | IRAM|(alpha=0.1)] |
et el e ppet Cjejemeny jemfempet Sempejent hel e e fom oo e pueg b e e e
| M nimal | 2719] 32 |4 |4*N 64 | 2| ~64 | 65x% | Const rai ned |
| | |MB | | | | |MB | | envi ronnent s,

I I I [ I | I ogging micro- |
I I I 1 I | services I
S I R T R TR UK USSR e +
| St andar d| 2220| 64 |4 |4*N| 64 | 2| ~128] 65x% | Sybi | |
| | |IMB | | | | |MB | | resi stance, |
I I I [ I | I'i ght wei ght I
I I I (I I | provenance I
E - T ey S R +
| Enhanced| 2722|256 |4 |4*N| 128] 3| ~512| 65x | H gh-assurance

I I (MB | | | | IMB] | cont ent I
I I I (I I | provenance I
B T T T AT S Fom e e e oo - +
| Maxi num | 27°25|2 G B| 4 |4*N 128|3|~4 | 65x | Ent erpri se/ |
| | | | | | | |G B | | deskt op content|
I I I [ I |authenticity |
I I I (N I | wor kf 1 ows I
S R T S T R L L T ey e +

Tabl e 8
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The M ninmal profile (32 MB) is intended for highly constrained
execution environnents where nmenory i s scarce but a baseline

sequenti al execution proof is still required. |Inplenmentations SHOULD
use the Standard profile or higher unless resource constraints
prevent it. The Standard and Enhanced profiles exceed consuner L3
caches (16-96 M B as of 2025) and provi de | atency-bound ASIC
resistance via arena size. The Maximumprofile (2 G B) exceeds all
current on-die SRAM capacities (see Section 5.6.3) and i s RECOMVENDED
for enterprise and desktop content authenticity workflows where the
Prover has sufficient RAM

7.2.3. Menory Budget

The Prover’s peak menory conprises three conponents:

[ sl s oo e e s
| Component | Size | Notes |
| Arena | N* 64 bytes | Required for conputation |
o m e e e oo - Fom e e e e oo o Tt +
| Merkle tree | 2 * N* 32 bytes | Required for root updates |
S o e e e e oo o e e e e e e e oo +
| Root chain | (K + 1) * 32 bytes | Sequential; MY be |
| | | streaned to disk |
R Fom e e e e e oo o o e e e e e e e e e e oo - +

Table 9

The root chain is witten sequentially during pass 1 and read
sequentially during pass 2. |Inplenentations MAY streamthe root
chain to persistent storage to reduce peak RAM by K * 32 bytes, at
the cost of additional I/Q

Peak RAM by profile (with root chain streaning):

F el e s e e e o3
| Profile | Arena + Merkle | Root chain (disk) | Peak RAM |
[ el e sl s sl ool °}
| Mnimal | 64 MB | 64 MB | ~64 MB |
F--- - - I I i I I S F--- - - +
| Standard | 128 M B | 128 M B | ~128 M B |
R I I I I IR R R +
| Enhanced | 512 M B | 512 M B | ~512 M B |
R i R F- - e m - - - R i +
| Maximum | 4 G B | 4 GB | ~4 GB |
F--- - - I I i I I S F--- - - +
Tabl e 10
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7.3. Paraneter Validation

Verifiers MIST reject proofs with parameters bel ow these m ni nuns:

[ e s e e e e e s e e e s s e e e s s s s

| Parameter | Mninum| Rationale |

| N | 2718 | Below this, arena is too small for |

| | | neani ngful pointer-chase depth |

S R o e m e e e e e e e e e e +

| K | N | Below N, npbst bl ocks are never |

| | | witten; TMIOis trivial |

S IR T T T +

| KN (rho) | 4 | Below this, TMIO penalty < 5x at |

| | | al pha=0.5 |

S R o e m e e e e e e e e e e +

| d | 4 | Below this, causal fan-out is |

| | | insufficient |

S IR T T T +

| Q | 64 | Below this, detection probability |

| | | < 2"{-64} |

S R o e m e e e e e e e e e e +

| R | 2 | Below this, causal verification is |

| | | shall ow |

S IR T T T +

Table 11
7.4. Performance Estimates
The foll owi ng properties are machi ne-i ndependent:

E s e sy e
| Property | Standard | Maxi mum |
[ e e e e el e
| TMIO penalty (al pha=0.1) | 65x | 65x |
T e meeeeemeaaeeaeas I IRy +
| ASIC resistance nechani sm| Physics-Bound Fl oor | Physics-Bound |
| | | Fl oor |
o e e e e e e e oo o e e e e m oo oo S +
| Proof size | ~3.9 MB | ~64 M B |
Fome e e eeeaeceieeaaaaaa. - . +

Table 12

Ref erence timngs (Apple Mseries, DDR5; will vary by hardware):
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B s sy oo ooy e o}
Profile | Per-step | vall tine | Prover peak RAM |
[S ooy oo oo ooy sy o}
M nimal (32 M B) | ~1200 ns | ~3 seconds | ~64 M B |
-------------------- e
Standard (64 MB) | ~1500 ns | ~6 seconds | ~128 M B |
-------------------- T
Enhanced (256 M B) | ~2200 ns | ~37 seconds | ~512 MB |
-------------------- g
Maxi mum (2 G B) | ~3200 ns | ~430 seconds | ~4 G B |
-------------------- e
Tabl e 13

Verifier tine is independent of profile (depends on Q d, R N):

[ ety ey sl p—p——_—————————
| Metric | Desktop | Enhanced/ Maxi mum |
B oo oo e s
| Desktop | ~2 ns | ~6 ns |
F---- - - - F--- - - - R i +
| Mobile | 20-100 ns | 60-300 ns |
L I I i T ) +
Tabl e 14

A reference benchmark with pre-conpiled binaries is provided as
ancillary material (anc/READVE. nd).

8.

8. 1.

Si de- Channel and Pl atform Engi neeri ng Consi derati ons

Dat a- Dependent Access Pattern Disclosure

PoSME features a data-dependent nmenory access pattern: at each step,
the addresses read fromthe arena are determ ned by the val ues
previously read (pointer-chasing). This architecture inherently

| eaks the access execution history via multiple observabl e channels:

*

*Tim ng side-channel s:* The sequence of nenory access | atencies
(including cache hits, bank conflicts, and DRAM refresh
collisions) reveals the addresses accessed.

*Cache-state nonitoring:* An adversary sharing a physical CPU
(e.g., a co-located process on a nulti-tenant cloud server) can
observe L1/L2/L3 cache eviction patterns via Fl ush+Rel oad,
Prime+Probe, or sinmilar attacks to reconstruct the Prover’s access
sequence.
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* *FE|l ectronmagneti c and power analysis:* The physical nmenory bus
activity pattern is correlated with the data-dependent address
sequence.

These channel s are fundanental to PoSME s design; they cannot be
elim nated wi thout abandoni ng the pointer-chasing construction that
provi des the sequential |atency guarantee.

8.2. Security Boundary Franmework

Under PoSME' s targeted threat nodel (Section 5.2), the data-dependent
access | eakage does NOT constitute a vulnerability. The executing

| ocal user (the Prover) is actively attenpting to prove their own
sequential process to an external Verifier. The Prover is not
attenpting to conceal a static secret cryptographic root-key froma
co-located malicious tenant.

The proof itself discloses read addresses and Merkle paths for the Q
chal | enged steps (Section 3.5). A side-channel adversary co-|ocated
on the sane physical CPU coul d observe the conplete K-step access
trace, which is strictly nmore information than the Q step subset in
the proof. However, this additional information does not conprom se
security under the intended threat nodel: the seed is public, the
arena contents are determnistically derived fromthe seed and the
execution transcript, and the full access trace is a determnistic
function of these public values. An observer who knows the seed and
transcript can reconstruct the full trace w thout side-channe
access.

The threat nodel assumes the Prover controls the execution
environnment. |If the Prover’s inputs contain no secret material
(which is the case for the provenance use case, where the seed is
public), then side-channel observation reveals no information beyond
what is already publicly derivable.

8.3. Deploynment Restriction

*WARNI NG * |If PoSME is depl oyed outside of its intended provenance
and proof -of - process boundaries, the data-dependent menory access
pattern creates exploitable side-channels. Specifically:

I mpl enent ati ons MJUST NOT use PoSME to process, derive, wap, or
protect high-value |long-termsecret cryptographic keys.

| mpl enent ati ons MUST NOT depl oy PoSME as a key derivation function,
password hash, or any construction where the input to the arena
initialization or step function contains secret material that nust be
protected from co-Ilocated observers
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9

9

9

If PoSME is executed within a multi-tenant virtualization |ayer,
shared cl oud instance, or any environment where an adversary nay
share physical CPU or nenory resources with the Prover, the Prover
MUST assune that the full nenory access trace is observable by the
adversary. In such environnents, PoSME MUST NOT be used to process
secret inputs.

Security Consi derations
1. Work vs. Tine

PoSME proves sequential nmenory execution, not elapsed tinme. An
adversary with faster nenory (lower |atency) conpletes the sane
computation in less wall-clock time. The ASIC advantage is bounded
by the ratio of the adversary’s nmenory |l atency to the honest Prover’s
(see Section 5.6), but is nonzero. Applications requiring tenpora
guar ant ees MJUST conbi ne PoSME with an external tine-binding mechani sm
such as hardware-attested tinmestanps. Note that no universa
conmposability (UC) proof is provided for PoOSME (see Section 5.1); the
security of any such combination requires a dedi cated conposition
anal ysis and cannot be inferred fromthe standal one properties proven
in this document.

Har dwar e- i ndependent tine-binding is inpossible: determnistic
comput ati on produces identical output regardl ess of hardware speed,
and self-reported tinmng is forgeable.

2. Seed Requirenents

The seed MUST be externally fixed or derived froman unpredictable
source. A Prover-controlled seed enables grinding for favorable
arena initializations with reduced effective working sets.

3. Verification Conplexity

We conjecture that (1) verification under hash-only assunptions is
not achi evabl e for sequential pointer-chasing conmputations of the
type PoSME specifies. The verification conplexity in this docunent
is QQ* d*R* log N. Qlogn"2 K) verification is believed

achi evabl e via FRI/ STARK- based commitnent (requiring field arithnetic
but no trusted setup) and is left as a future optimization. A fornal
i npossi bility proof for constant-size hash-only verification of PoSVE
remai ns open.

Condr ey Expi res 16 Novenber 2026 [ Page 37]



I nternet-Draft PoSMVE May 2026

9.4.

Verifier Resource Limts

Verifiers SHOULD i npl ement rate limting and MJUST reject proofs with
par aneters exceedi ng configured threshol ds before all ocating
resources for verification

9.5.

Qpen Probl enrs

The foll owi ng problenms remain open

1.

*Machi ne- checked proofs.* The TMIO bounds in Theorens 3-5 rely on
pen- and- paper argunents. A nachi ne-checked formalization (e.g.,
in Lean or Coq) of the spatial cascade | ower bound and the
checkpoi nt dom nance result would strengthen confidence in the
security clains.

*Optinmal eviction policy.* Theorem 5 establishes that partial -
arena checkpoints are dom nated by full-arena checkpoints.
However, the adversary’s optimal online eviction policy (which

bl ocks to retain in working nenory during sequential execution)
has not been formally characterized. The analysis in Theorem 3
assunes i ndependent mss probabilities; correlated access
patterns or adaptive eviction may yield tighter or |ooser bounds.

*Succinct verification.* Verification conplexity remains $Q Q
\cdot d*R \cdot \log NN$. Reducing this to $Q(\10g”"2 K)$ via FRI/
STARK- based commitnment (requiring field arithmetic but no trusted
setup) is left as future work

*Host-as-critical-path for small arenas.* ASIC resistance at
cache-resident arena sizes (where the arena fits within on-die
SRAM requires nechani sns where the host’s conputation gates the
next prover step rather than supplying ancillary entropy. This
is deferred to future work

*Spatial entangl enent width.* The current construction uses 2
spatial neighbors (w1, wl). Wder entanglenment (e.g., w2,

w1, w1, w+2) would increase the cascade branching factor and
tighten the TMIO bound, at the cost of additional hash

eval uati ons per step. The optinmal nei ghbor count has not been
anal yzed.

*Conposability.* PoSME is anal yzed as a standal one primtive. No
uni versal conposability (UC) framework or sinul ation-based proof
is provided. A UC secure formulation would enabl e nodul ar
conposition with tinestanping, consensus, or authentication
protocols w thout requiring per-application conposition
argunment s.
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10.

10.

10.

10.

7. *Tighter soundness reduction.* The factor-$K$ reduction loss in
Theorem 1 arises from a uni on-bound guess of the divergence step.
A tighter reduction (e.g., $Q\log K)$ via binary search or
$0(1)$ via rewinding) would inprove the concrete security margin
for large $K$.

I mpl ement ati on Consi der ati ons
1. Bank Mapping and Conflicts

The effectiveness of intra-step bank collisions (Section 3.3.2)
depends on the accuracy of the force bank mapping logic. Menory
controllers typically use specific physical address bits for bank
sel ection (e.g., bits 13-16 on many DDR4/ DDR5 pl atforns).

Prover inplenmentations SHOULD use pl atformspecific know edge or
calibration loops to identify these bits. |If the exact nmapping is
unknown, the Prover MAY use a XOR-sum of nultiple candidate bit
ranges to increase the probability of a physical bank conflict.
Verifiers do not check physical mapping accuracy; they only check the
| ogi cal consistency of the derived addresses according to the
protocol paraneters.

2. Timng Counters

Provers MJST use the highest-resol ution nonotonic hardware counter
available to capture delta_t.

* *x86_64:* The RDTSC or RDTSCP instructions.
*  *AArch64:* The CNTPCT_ELO system register.

The resulting delta_t SHOULD NOT be normalized or filtered. Raw
cycle counts are required to preserve the stochastic jitter profile
arising from DRAM refresh cycles ($t_{REFW$) and CS-| evel noi se.

3. Cache Managenent

To ensure the arena conputation is bottl enecked by DRAM | at ency
rat her than CPU cache hits, the arena size $N$ SHOULD be confi gured
to exceed the Prover’'s L3 cache capacity. For Standard and Maxi mum
profiles, the arena sizes (32 MBto 2 GB) are specifically chosen
to exceed the 16-96 M B caches typical of comodity processors.

Provers MAY use cache-bypass instructions (e.g., MOWNTI on x86) for
arena wites to further enforce DRAM bounded executi on.
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11. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Changes from draft-condrey-cfrg-posne-02

This section is to be renoved before publishing as an RFC

Thi s docunent replaces draft-condrey-cfrg-posne, resetting the
version counter to -00 under the | ndependent Subnission Stream

*

M grated from | RTF (CFRG to |Independent Submi ssion Stream
changed submi ssiontype to "independent" and category to
"Experimental ".

Added Applicability Statenment scopi ng PoSME as a specialized
har dwar e-di scri mi nator for content provenance, not a general -
pur pose PHF or KDF.

Corrected scrypt hardware characterization: sequential Sal sa20/8
| at ency, not external bandwidth, is the primary bottl eneck on
commodity architectures.

Added ASI C SRAM packi ng vul nerability analysis with nathenmatica
mtigation rationale for arena sizing.

Formal i zed "bad locality" requirenment: addressing function MJST
behave as a pseudo-random pernut ati on defeating hardware prefetch
and cachi ng.
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* Added explicit OS2I P / endi anness type conversion declarations for
octet-string-to-integer index derivation
* Added top-level Side-Channel and Pl atform Engi neering
Consi derations section wth data-dependent access disclosure,

threat nodel boundary, and inplenenter warning.

* Defined formal Standard Parameter Profiles table from32 MB
(Mnimal) to 2 G B (Maxi mun .

* Corrected CPU Jitter entropy baseline: ~1/3 bits per tine delta at
OSR=3 (not 1 bit flat).

* Added enmbedded microcontroller entropy degradation warni ng.

* Audited all RFC 2119/8174 nodal verbs for correctness.
Prior history (draft-condrey-cfrg-posne)

This section is to be renmoved before publishing as an RFC
Changes from-00 to -02

* Renoved Conpact profile pending further analysis of cache-
resident-arena security.

* Renoved Jitter Entangl ement section pending further analysis of
host-as-critical -path constructions.

* Pronoted Address Uniformity fromconjecture to Theorem2, with
full ROM proof.

* Wdened XOF output from4 bytes to 8 bytes to elimnate nodul ar
bias for non-power-of-2 N

* Repl aced hand-wavy "Trophi c Cascade" TMIO clains with rigorous
cascade-wi dth anal ysis (Theorem 3), proving per-niss cost of
Thet a(r ho/ al pha).

* Added Theorem 4 (Sequenti al Cascade Latency): spatial cascade adds
to critical path.

* Added Theorem 5 (Checkpoi nt Domi nance): partial -arena checkpoints
strictly subopti mal under spatial entangl enent.

* Repl aced m sl eadi ng al pha=0 TMIO table with honest conparison
across neani ngful al pha val ues.
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Ti ght ened ASI C resistance fram ng to a single physics-bounded
| at ency fl oor.

Reconci |l ed Rel ated Work agai nst arena initialization.

* Rewote Open Problens to reflect resolved and remaining itens.
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