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Abst r act
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pl ain text streanms using boundary-delimted transport. The mechani sm
uses existing ASCI1 characters to establish a text/non-text boundary,
requiring no new code points and no changes to existing Unicode text
processing algorithnms. It defines a delimter format, a parsing

al gorithm a canonicalization procedure, and correctness criteria
sufficient for two independent inplenentations to interoperate

wi t hout coordination. This RFC is a conpanion to a Unicode Technica
St andard proposal submitted to the Unicode Technical Committee.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 October 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Condr ey Expires 12 COctober 2026 [ Page 1]



I nternet-Draft Cont ent Bi ndi ng April 2026

Tabl e of Contents

1. Introduction 2
2. Prior Art 3
3. Requirenents 3
4. Specification . . 4
4.1. Ceneral Structure .. e e e 4
4.2. Primary Mechani sm ASCII Deliniters (No New Code
Poi nt s) e e e e 5
4.3. Requirenents Satrsfact|on . 6
4.4. Normalization . 7
4.5. Canonicalization of Text Cbntent 7
4.6. Detection and Parsing . 8
4.6.1. ABNF G ammar . . 8
4.6.2. Detection Algorrthnt e e e e 9
4.6.3. Error Conditions . . . . . . . . . . . . . . . . .. 10
4.7. Test Vectors . . . 0
5. Security ConS|derat|ons e 4
5.1. Security Mdel . . . . . . . . . . . . . . . . . . . .. 13
5.2. Threat Model .o . e . . .. ... . . . 13
5.3. Visibility as a Securrty Property e e . . . . . . . . . . 15
5.4. Confusabl e and Honogl yph Concerns . . . . . . . . . . . . 15
5.5. Payload Security . . . . e e e . . . . . . . . . 15
6. Conpatibility . . . . . . . . . . . . . . . . . .. .. ... 15
7. Conformance . . . e )
7.1. Correct ness C)lterla e e 15
7.2. Conformance Requirenents . . . . . . . . . . . . . . . . 16
8. Summary . . X ¢
9. | ANA ConS|derat|ons e 4
10. References . . . Y 4
10.1. Normative References Y 4
10.2. Informmtive References . . . . . . . . . . . . . . . . . 17
Author’'s Address . . . . . . . . . . . . . . . . . . . . . . .. 18
1. Introduction

Thi s docunent specifies a wire format for bindi ng opaque payl oads --
si gnatures, provenance manifests, Al-generated-content markers -- to
pl ain text streams using boundary-delimted transport: a visible
ASCI| start delimter, an optional header section, a Base64-encoded
payl oad, and a natching end delimter. The text preceding the bl ock
is preserved byte-for-byte, satisfying what this docunent calls the
*Text Sel f-Contai nment Invariant*: text MJST remain semantically
compl ete and self-contained in the absence of any bindi ng mechani sm
OpenPGP cl eartext signatures [RFCO580] and PEM encoded cryptographic
obj ects [ RFC7468] have used this pattern (O ass 2, boundary-delinited
transport) for decades. The alternative of hiding netadata inside
the text using invisible or repurposed Unicode characters (Cass 1
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i n-band encoding) is structurally indistinguishable from

st eganogr aphi ¢ attacks such as Trojan Source [ TROJAN SOURCE],

G assWorm [ GLASSWORM , and whi t espace-repl acenent techni ques

[ HELLMVEI ER2025], and has al so been flagged for conformance concerns
by the Unicode Technical Comittee [L2-26-042] [L2-25-241]; Cass 1
is rejected throughout this docunent. A conpani on Uni code probl em
statement [L2-26-XXX] presents a related recognition question to the
UTC that is orthogonal to this specification

*Editor’s note:* L2/26-XXX is a placehol der identifier pending UTC
registration and will be updated in a future revision of this draft.

2. Prior Art
Five existing systems occupy nearby points in the design space:

*  *(penPGP cl eartext signatures* [RFC9580], 1991. Fixed in-band
ASCI | delimter (----- BEG N PGP SI GNED MESSACGE- - - - - ), Base64
payl oad, visible, survives copy/paste. Direct precedent.

* *PEM/ PKIX / CMB* [RFC7468], originally 1993. Fixed in-band
ASCI| delimter with payl oad-type |abel (----- BEGA N
CERTI FI CATE- - - - - , etc.), Base64 payl oad, visible, survives copy/
paste. Direct precedent.

* *MME nultipart* [ RFC2046], 1996. Boundary token decl ared out - of -
band in a Content-Type header. Does not survive copy/paste
because the decl aring header is |ost.

*  *DKI M [RFC6376], 2007. No body delimter; signature lives in an
SMIP header field. Does not survive copy/ paste.

* *Unicode interlinear annotation characters* (U+FFF9- U+FFFB)

Uni code 3.0 (1999). Dedicated Cf code points delinit annotated
ranges in-band. Invisible to the user, not default-ignorable.

Thi s mechani smfollows the PGP/ PEM pattern but is payl oad-agnostic
(no | abel -to-type binding) and defines an explicit header section

3. Requirements
In this docurment, the key words "MJST", "MJST NOTI", "SHOULD', and
"MAY" are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Terms used throughout:
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4.

4.

* *Text/non-text boundary*: The point in a text stream at which text
processi ng ends and opaque data begins. Established by a
delimter (Section 4.2). Content before the boundary is text;
content after it, up to the corresponding end delimter, is opaque
payl oad.

* *Content binding block*: A region denmarcated by a start delimter
and an end delimter, containing an optional header section and a
Base64- encoded payl oad.

* *Aware inplenmentation*: Software that recogni zes content binding
bl ocks and processes them according to this specification

*  *Unaware inpl enentation*: Software w thout explicit content
bi ndi ng support. Unaware inplenentations treat the block as
ordi nary text.

A conformant nechani sm nmust sati sfy:

1. No repurposing of existing Unicode characters outside their
defi ned semanti cs.

2. The block is logically outside the text for Unicode processing:
it must not participate in graphene cluster determ nation,
bi directional processing, |ine breaking, normalization,
collation, or default casing. Unaware inplenentations that treat
it as an ordinary paragraph are acceptable.

3. Survives plain-text operations: copy, paste, transfer, and plain-
text storage.

4. Unanbi guously detectable by aware inpl enentations.

5. Degrades gracefully in unaware inplenentations: text preserved
verbatim block visible rather than silently stripped.

6. Payl oad-agnostic via a standard binary encodi ng (Base64).

7. Cdearly distinguishable fromadversarial content manipul ation

Payl oad contents are outside the scope of this docunent.
Speci fication
1. GCeneral Structure

A text stream may contain zero or nore content binding blocks. The
ABNF grammar (Section 4.6.1) defines the structure: text-content

*(bi ndi ng-bl ock [text-content]). A block may appear at the start of
the stream at the end, or between regions of text. Each bl ock
consists of a start delimter, an optional header section, a

Base64- encoded payl oad (Section 4 of [RFC4648]; |ine-wapped at 76
characters per Section 6.8 of [RFC2045]), and an end delimter.
Header semantics are defined by higher-level protocols; this docunent
defines only the syntax.
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Awar e i npl enent ati ons MJUST NOT di splay the raw Base64 payload as if
it were text content intended for the user, and SHOULD provi de a
visual indication that a block is present (e.g., a "content
credential s attached" indicator).

producer consuner
text --+ +--> text

| |

o> - BEG N CONTENT BI NDI NG - - - - |

| [optional headers] |
payl oad +--> [Base64 payl oad] +--> payl oad

----- END CONTENT BI NDI NG - - - -
Figure 1: Data flow through a content binding bl ock
A concrete exanple with a hypothetical provenance nanifest:

The qui ck brown fox junps over
the | azy dog.

————— BEG N CONTENT BI NDI NG - - - -
Type: application/provenance-mani f est +chor

dGhpcyBpcyBhl HBs YWNl a®sZGvy| GZvci Bh
aWl ¢3QydGhhdCB3b3VsZCBub3Jt YW seSB

eXRl cyBvZi BCYXN N Q& ZWbj b2RI ZCBDX9S
————— END CONTENT BI NDI NG - - - -

4.2. Primary Mechanism ASCI|I Delimters (No New Code Points)

The delimters are ----- BEG N CONTENT BI NDI NG----- and ----- END
CONTENT BI NDI NG- - - - -

Delimter matching MJST be byte-for-byte and case-sensitive. The
delimter MJUST occupy an entire line, with no |eading or trailing
characters other than an optional CR before LF. Visually sinilar
code points (en-dash W2013, em dash W+2014, m nus sign U+2212) MJST
NOT match the ASCI|I hyphen-mnus. Per-line matching needs no

| ookahead; nmmal forned-bl ock recovery (Section 4.6.2, step 7) rew nds
to the recorded bl ock-start, but that is recovery, not detection

Normative rul es:
* Each delimter MJST appear on its own line. The start delimter
MUST be preceded by a blank line (or appear at the begi nning of

the text strean). The end delimter MJST be foll owed by end- of -
text, a blank Iine, or another start delimter
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Li ne endings within the content binding block (delimters,
headers, and Base64 payl oad) MJST use LF (U+000A).

I mpl enent ati ons MJST accept CRLF and normalize to LF during
parsing. The text content preceding the bl ock MAY use any |ine-
endi ng conventi on

The payl oad regi on contains an optional header section followed by
Base64- encoded data. Headers, if present, are lines of the form
Nane: value using only printable ASCI1, termnated by a blank |ine
before the Base64 data. The header-nane granmar (Section 4.6.1)
admts any printable ASCI| character except colon; this is

del i berately nore perm ssive than M ME tokens, so higher-I|eve
protocols with their own nam ng conventions can use content

bi nding as a transport. Hi gher-level protocols MAY restrict
header nanmes further within their own namespace.

I mpl enent ati ons MJST support nultiple content binding blocks in a
single text stream

I mpl enent ati ons MUST NOT nodi fy the text content preceding the

bl ock.

Awar e i npl enent ati ons MJUST NOT present the content binding bl ock
as ordinary text content and SHOULD provi de a visual indication of
its presence.

The delimter string is theoretically possible in ordinary text, but
PGP has shared this risk for three decades w thout a known colli sion.

4. 3.

Requi renents Sati sfaction

The nmechani smsatisfies all seven requirenents in Section 3:

*

_Req 1 (no repurposing)_: ASCI| characters are used in their

ordi nary capacity.

_Req 2 (no adverse text-processing effect) : aware inplenentations
excl ude the bl ock from graphene, bidi, l|ine-break, normalization,
collation, and casing operations (Unicode Standard Annexes #9,

#14, #15, #29 and UTS #10 [ UNI CODE]); unaware inplenentations see
it as an ordinary ASCI| paragraph

_Req 3 (survives plain-text operations) : every character is ASClI
and normalization-invariant, as PGP and PEM have denonstrated for
decades.

_Req 4 (unanbi guously detectable) : exact byte-for-byte string

mat ch.

_Req 5 (graceful degradation)_: the block is visible in unaware

i mpl ementations (like PGP and PEM unlike DKIM.

_Req 6 (payl oad-agnostic)_: opaque Base64; semantics are del egated
to hi gher-1level protocols.

_Req 7 (distinguishable from adversarial manipul ation) :
visibility (Section 5.3) conbined with exact-nmatch rejection of

| ookali ke delimters (Section 5.4).
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4.4. Nor mal i zat i on

Every character in the delimters, headers, and Base64 payload is
ASCI 1, and all ASCI| code points are invariant under NFC, NFD, NFKC
and NFKD (Uni code Standard Annex #15 [UNICODE]). A content binding
bl ock therefore survives any clipboard, storage, or transport |ayer
that applies Unicode nornalization. Aware inplenentations MJST
detect and extract the block _before_ applying any normalization or
other text transformation to the surrounding text content; otherw se
a transformation applied to the streamcould alter the delinmters
line context.

4.5. Canonicalization of Text Content

Hi gher-1evel protocols that sign or digest text content need a
determnistic canonical form wthout one, the same |ogical text
produces different byte sequences across systens and verification
fails. The canonical formof the text content is:

1. Take the text content preceding the first content binding bl ock,
or the entire streamif no block is present.

2. Replace every CR LF (U+000D U+000A) and bare CR (U+000D) with a
single LF (U+000A).

3. Preserve any |eading UTF-8 BOM (U+FEFF). Higher-1|evel protocols
that want to exclude the BOM MUST specify that exclusion
t hensel ves.

4. Apply no other nodification to the code points. Inplenentations
MUST NOT apply Unicode normalization (NFC, NFD, NFKC, NFKD) as
part of canonicalization: applying a normalization at the
transport layer would silently alter the text and violate CI.
Because sone systens silently normalize on clipboard or storage
(macOS applies NFD; sonme dat abases apply NFC), higher-1|eve
protocol s that conpute signatures SHOULD specify a normalization
form(typically NFC) and apply it at both signing and
verification tinme.

5. Encode the resulting code point sequence as UTF-8.

Cont ent bi ndi ng bl ocks t henmsel ves MJUST NOT appear in the canonica
form the signature is computed over the text content only, so
including the block would create a circular dependency. If nultiple
bl ocks are present, each bl ock’s signature covers the sane canonica
content (the text preceding the first block). Blocks MJST NOT sign
each other; higher-level protocols that need chai ned signatures MJST
define their own sequencing rules inside the payl oad.
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4.6. Detection and Parsing

This section gives the formal grammar and normative al gorithmfor
detecting and parsing content binding bl ocks.

4.6.1. ABNF G ammar
ABNF grammar [ RFC5234] for a well-fornmed content binding bl ock:
t ext - stream = text-content *(binding-block [text-content])
; text-content: any sequence of Unicode characters not
; containing a start-delimter at the beginning of a line.
; This production cannot be expressed in ABNF; its boundaries

are defined by the detection algorithmin Section 4.6.2.

bi ndi ng- bl ock = blank-line start-1line
[ header - section] payl oad-section end-Iline

start-1line start-delimter LF

end-1ine end-delimter LF / end-delimter ECF
start-delimter = 08"----- BEGA N CONTENT BI NDI NG ----"
end-delimter = 0s"----- END CONTENT BI NDI NG ----"

header - secti on 1*header-1ine bl ank-1ine

header-1i ne = header-nane ":" SP header-val ue LF

header - nane = 1*(%21-39 / %3B-7E) ; printable ASCI1 except ":"
header - val ue = *(9%20- 7E) ; printable ASCII and SP
bl ank-1i ne = LF

payl oad-secti on
base64-1i ne
base64-| ast
base64- char

*pbaseb4-1ine [baseb4-1 ast]
1*76base64-char LF
1*76(base64-char / pad) LF
ALPHA / DGET / "+ [ "I"

pad "=t

LF = %O0A

SP = %20

ECF ="" ; end of stream

The text-content production cannot be expressed purely in ABNF; its
boundari es are defined operationally by the detection algorithmin
Section 4.6.2. Inplementations MJST accept CR LF (%0D %O0A) in

pl ace of LF in all productions and normalize to LF during parsing.
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A |l eading UTF-8 BOM (WHFEFF) is part of the text content.

I mpl enent ati ons MJUST NOT strip it before parsing and MJST preserve it
in the canonical form (Section 4.5). Some |[/Olibraries silently
strip BOVs on read; applications that use such libraries nust re-

i ntroduce the BOM or bypass the stripping

4.6.2. Detection Al gorithm
Nor mati ve al gorithm

1. Initialize state to SCANNING Set block-start to null

2. Read the next Iine fromthe text stream |If end-of-stream go to
step 8.

3. If state is SCANNING and the Iine matches start-delimter
exactly, set state to IN BLOCK, record bl ock-start position
initialize an enpty header list and an enpty payl oad buffer, set
sub-state to HEADERS, and go to step 2

4. |If state is INBLOCK and sub-state is HEADERS, apply the first
matching rule: (4.1) if the line is blank (empty or LF only), set
sub-state to PAYLOAD and go to step 2; (4.2) if the line matches
header-nanme ":" SP header-val ue, append it to the header |ist and
go to step 2; (4.3) otherwi se, set sub-state to PAYLOAD and
process this line as step 5.

5. If state is INBLOCK and sub-state is PAYLOAD, apply the first
mat ching rule: (5.1) if the line matches end-deliniter exactly,
go to step 6; (5.2) if the line contains only characters in the
Base64 al phabet, paddi ng, and whitespace, append it to the
payl oad buffer and go to step 2; (5.3) otherwise, the block is
mal formed and go to step 7. The | enient handling of whitespace
in 5.2 is consistent with Section 6.8 of [ RFC2045]; the ABNF
grammar descri bes the canonical formfor conformant producers and
does not constrain | enient parsing by consuners.

6. Block conplete. Decode the payload buffer as Base64 (Section 4
of [RFC4648]). |If decoding fails, the block is nalfornmed; go to
step 7. Qherwi se, emt a parsed binding block (headers, decoded
payl oad), set state to SCANNING and go to step 2

7. Ml formed block. Discard accumul ated headers and payl oad buffer
Treat all content from bl ock-start through the current position
as ordinary text. Set state to SCANNING Go to step 2

8. End of stream |If state is IN BLOCK, the block is unclosed;
treat all content fromblock-start onward as ordinary text. Emt
any accurul ated text content. Term nate.

In all cases, the text content precedi ng and between bi ndi ng bl ocks
is preserved unnodified.
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4.6.3. FError Conditions

| Uncl osed End- of - stream reached after Treat bl ock-start |
| bl ock start-delimter wthout t hrough end- of - stream |
| mat chi ng end-delimter as ordinary text |
R o e e e e e e e e e o o e e e e +
| I'nvalid | Characters outside Base64 | Reject block; |
| Base64 | al phabet, paddi ng, and | preserve all text |
| | whitespace in payload region | verbatim |
R o m e e e e e i e o +
| Truncated | Valid Base64 characters but | Reject bl ock; |
| Base64 | incorrect padding | preserve all text |
| | | verbatim |
Fom e o e e e e e e eee e e +
| Nested | start-delimter appears | Treat as mal forned

| start | inside an open block’s | payl oad; reject block |
| | payl oad region | |
R o e e e e e e e e e o o e e e e +
| Empty | No Base64 |ines between | Valid; block carries |
| payl oad | headers and end-delimter | enmpty payl oad |
Fom e oo o e e e e e e e i e o +
| Non-ASCII | Code points outside | Reject block; |
| header | W+0020- L+OO7E i n header-nane | preserve all text |
| | or header-val ue | verbatim |
S o e e e e e e e e e o e e e e e e oo +
| M ssing | Header lines not terminated | Parser treats first |
| bl ank | by blank Iine before payload | non-header, non-bl ank

| line | | line as payload start |
| | | (lenient) |
R o e e e e e e e e e o o e e e e +

4.7. Test Vectors

Test vectors for correct parsing and canonicalization. Two
i npl ementations that agree on these outputs are interoperable.

*Vector 1: Single block, no headers.*

I nput (LF line endings):
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Hel | o, worl d.
This is a test.
————— BEG N CONTENT BI NDI NG- - - - -

SGVshB=
----- END CONTENT BI NDI NG- - - - -

Expected parse result:
Text content: Hello, world.\nThis is a test. (29 bytes)
Bl ocks: 1, no headers, payload = Hello (5 bytes)

* Trailing text: (enpty)

Canoni cal form

*  UTF-8 hex
48656¢c6¢c6f 2c20776f 726c642e0a54686973206973206120746573742¢e
*  SHA- 256:

02b5eda2f 3782995430bbal0bb2c650f e6f 872ae9b253b616dal7e81a297c9f 43
*Vector 2: CRLF normalization.*
Same input as Vector 1 but with CR LF (OD OA) |ine endings
t hroughout. The canoni cal form MJUST produce the same UTF-8 hex and
SHA- 256 as Vector 1 after CR LF is nornalized to LF
*Vector 3: Malforned block (invalid Base64).*
I nput :
Some text.
————— BEG N CONTENT BI NDI NG- - - - -

Not valid base64! @$
----- END CONTENT BI NDI NG - - - -

Expected parse result:
*  Text: Sone text. (10 bytes)
Bl ocks: 0 (rejected as nal f or ned)
* Block region preserved as ordinary text

Mal f or med bl ocks MUST NOT be interpreted as valid. No partial
decodi ng or recovery heuristics.

*Vector 4: Headers, multiple blocks, interleaved text.*
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I nput :
First paragraph

————— BEG N CONTENT BI NDI NG- - - - -
Type: application/provenance-mani f est +cbor

cHIvdmVuYW6j ZSBt YWbpZnV/z d CBwbh GFj
Z\WhvbCGRI cg==
————— END CONTENT BI NDI NG - - - -

Second par agr aph.

----- BEG N CONTENT BI NDI NG - - - -
Type: application/signature

Z4d naXRhbCBzaWluYXR1lcmJgcGxhY2Vo
b2xkZXl =
----- END CONTENT BI NDI NG - - - -

Expected parse result:

Text: First paragraph. (16 bytes)

Bl ock 1: provenance-nanifest+cbor, 31 bytes
Trailing: Second paragraph.

Bl ock 2: signature, 28 bytes

E

Canoni cal form of text content (Section 4.5):

UTF- 8 hex: 4669727374207061726167726170682¢e
*  SHA- 256:
98eallbc109a52f df 7145¢10c648e8b27b8ebc877aaa79405f 20b044ecf cacaa

Two i ndependent reference inplenentations (Python and Rust) sharing
no code, built against the normative algorithmin Section 4.6.2, are
avail abl e at https://github.coniwiterslogic/unicode-content-binding.
Bot h produce identical parse results for the test vectors above,
satisfying C2 and C3.

5. Security Considerations
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5.1. Security Model

The content bindi ng mechani sm provides no authenticity, integrity, or
confidentiality guarantees. It defines only a transport for

associ ating opaque data with text content. Authenticity and
integrity MJUST be established by higher-1level protocols operating on
t he decoded payl oad. An attacker can construct a syntactically valid
block with arbitrary payl oad content.

5.2. Threat Model

The nechani sm operates in an environnment where an attacker has full
control over the text stream
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[ oo s oo s oo e e
| Threat | Mt. | By | Notes |
[S bbby ool oo s
| T21: | No | HLP | Anyone can construct a valid
| I'njection | | | block. Authentication lives
| | | | in the payload, not the |
| | | | delimter. |
Fomm e oo - B Fomm e - o - o e e e e e e e meme oo +
| T2: | No | HLP | Stripping a block is trivial
| Renoval | | | and silent. Protocol nust |
| | | | reference expected bindings
| | | | so absence is detectable. |
S S S o m e +
| T3: | No | HLP | Enforce in payload if |
| Reordering | | | ordering matters. |
R R S SRR o mm e e e e e e a— oo oo +
| T4: | *VYes* | Mech | The one threat this |ayer
| Spoofing | | | closes. Exact byte nmatch; |
[ | | | en-dash, emdash, mnus sign
| | | | all rejected. |
R S R Fomm oo o e e e e e e e e e e aa o - +
| T5: Text | Partial | Both | C1 preserves text byte-for- |
| nod | | | byte. Detecting tanpering
| | | | requires the payl oad |
| | | | signature, not the mechanism |
Fomm e oo - B Fomm e - o - o e e e e e e e meme oo +
| T6: | No | HLP | Same as any Base64 bl ob: |
| Payl oad | | | integrity via signatures. |
| nod I I I I
S S S o m oo +
| T7: | No | HLP+U | The nost subtle attack. |
| Trailing | | | Signhature covers text before
| text | | | first block only; appended |
| | | | text |ooks continuous. Ul |
| | | | SHOULD mark the boundary. |
S S S o m o e +
| T8: Replay | No | HLP | Bind signatures to document
| | | | identity. Wthout that, any
| | | | document with identical text
| | | | validates. |
S O S R o m oo +

Tabl e 2
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5.

5.

5

7

7

3. Visibility as a Security Property

The nmechani sni s defense agai nst confusion with adversarial text
mani pul ation is its visibility (Section 1). A content binding bl ock
is visible by default: unaware inplenentations render it as ordinary
text, aware inplenmentations acknow edge it (e.g., collapsed to an

indicator). |In either case the user can see that netadata is
present, and an attacker cannot inject a block w thout producing a
visible artifact. 1n-band encodi ng schemes have no anal ogous

property because their entire attack surface is invisible.
4. Confusabl e and Honogl yph Concerns

The ASCI| hyphen-ni nus U+002D in the delimter has visual |ookalikes
in Uni code (en-dash U+2013, em dash U+2014, m nus sign W+2212, and
others) that an attacker could use to construct a spoofed bl ock. The
byte-for-byte matching rule in Section 4.2 closes this avenue:

| ookal i kes are rejected and no | ookalike-to-ASCIl normalization is
performed before conparison.

5. Payload Security

Payl oad security is outside the scope of this docunment. Base64
encodi ng confines the payload region to printable ASCI |, preventing
i n-band injection of control characters or bidirectional overrides
[UNI CODE]. Inplenmentations that decode a payl oad MJUST treat the
result as untrusted input.

Conpatibility

The nechani sm does not change the neaning of any existing text. The
exact string ----- BEGA N CONTENT BI NDI NG ---- does not appear in any
public code repository (G tHub, as of 2026), any | ANA or [ RFC7468]

| abel registry, or any known natural -1 anguage corpus. PGP, SSH, PEM
and content binding bl ocks coexi st unanbi guously because they are

di stingui shed by |abel, and the "CONTENT BI NDI NG' | abel is disjoint
fromthe RFC 7468 registry (which covers PEMtype encodi ngs of DER/
ASN. 1 structures).

Conf or mance
1. Correctness Criteria

An implenentation is correct if and only if it satisfies all of these
properties:
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*Cl. Text preservation.* The text content precedi ng and between
content binding bl ocks MJST be preserved byte-for-byte, including any
| eading UTF-8 BOM Extracting the text content and encoding it as
UTF-8 MJST produce a byte sequence identical to the canonical form of
the original text content (Section 4.5).

*C2. Deterninistic boundary detection.* Gven the sane input text
stream all conformant inplementations MJST identify the same text/
non-text boundaries at the same positions. Boundary detection MJST
NOT depend on locale, platform configuration, or payl oad content.

*C3. Determnistic parsing.* Gven the sane input text stream al
conformant inplenmentati ons MIUST produce the sane parse result: the
sanme text content, the same nunber of bl ocks, the same headers, and
the sane decoded payl oad byt es.

*C4. Payload opacity.* An inplenentation MJST NOT interpret,
transform validate, or act on the decoded payl oad.

*C5. All-or-nothing rejection.* A mal formed bl ock MJST be rejected
as a whole. Inplenmentations MJST NOT partially decode the payl oad,
extract a subset of headers, or interpret any portion of a malforned
block as valid. On rejection, the entire region fromstart-delimter
t hrough the point of failure MIST be treated as ordinary text
(Section 4.6.3).

*C6. Round-trip stability.* Parsing a text stream extracting the
text content, and re-appending the sane content binding bl ocks MJST
produce a text streamthat parses identically to the original

7.2. Conformance Requirenents

A conformant aware inpl enentati on MIST satisfy correctness criteria
Cl through C6 (Section 7.1), using the delimter strings from
Section 4.2, the detection algorithmfrom Section 4.6.2, and the
error handling from Section 4.6. 3.

8. Sunmmary

The nechanismis intended for protocol designers who need to bind
signed or opaque data to plain text in environments where out-of-band
met adat a channel s (M ME headers, HTTP headers, file-format w appers)
are unavailable or unreliable. Two independent reference

i mpl ementations exist at the URL in Section 4.7. Feedback is wel cone
via the ETF mailing list.
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9.

10.

10.

10.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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