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Abst r act

Thi s docunent defines Proof of Sequential Menory Execution (PoSME), a
cryptographic prinitive conbining nutable arena state, data-
dependent poi nter-chase addressing, and per-bl ock causal hash binding
in a single step function. A Prover executes K sequential steps over
a nmutabl e N-block arena. Each step reads d bl ocks at addresses
determned by the previous read’s result (pointer chasing), wites
one bl ock with spatial neighborhood entanglenment (incorporating

A [w 1\] and A\ [w+1\]), and advances a transcript chain. The
construction provides three properties: (1) unconditional sequentia
time enforcement anchored in physics-bounded | atency floors, (2)
forgery prevention via causal hashes (reduces to collision resistance
of H), and (3) TMIO resistance scaling geonetrically with wite
density rho. Verification requires O(Q* d*R * log N) hash

eval uations with no arena allocation. No trusted setup is required.
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1. Introduction

Existing primtives for proving sequential conputation have

conpl enent ary weaknesses. Verifiable Delay Functions (VDFs)

[ Boneh2018] [ Wesol owski 2019] prove sequential tine but offer no
menory- hardness. Proofs of Sequential Wrk (PoSW

[ CohenPi etrzak2018] prove traversal of a depth-robust graph but
operate over static menory. Menory-hard functions (MHFs) such as
Argon2id [ RFC9106] and scrypt resist ASIC accel eration by requiring
significant menory resources. Wile scrypt was designed to be
bounded by the latency of its core functions, nmany MHFs are
practically constrai ned by menory bandw dth when conpari ng comodity
hardware to specialized ASICs.

PoSME takes a different approach. A persistent nutable arena IS the
conputation state. Each step reads via data-dependent pointer
chasi ng (sequential because each address depends on the previous
read’s result) and nodifies the arena in-place. A per-block causa
hash chai n binds each block’s value to the cursor of the step that
wote it, preventing forgery: the adversary cannot produce a valid
causal hash wi thout knowing the witer’s cursor, which depends on d
ot her bl ocks’ causal hashes, recursively. The data and causal hash
are synbiotically bound: new data depends on the old causal hash, and
the new causal hash depends on the cursor

The primary contributions are (a) a physics-bounded | atency fl oor
with cross-generation durability and (b) linear TMIO scaling with
wite density rho. Unlike bandwi dth-bound constructi ons where the
ASI C advant age scal es with technol ogy i nprovenents, POSME is
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1.

1.

1.

1.

bottl enecked by random nenory access |l atency. For arena sizes
exceedi ng on-die SRAM the ASIC advantage is bounded by the |atency
ratio of specialized menory (such as HBM3) to comodity DDR5. While
an adversary with nassive on-die SRAM (e.g., wafer-scale integration)
achi eves a significant |atency advantage, the bound renmains durable
across technol ogy generations as it is constrained by signa
propagati on and DRAM cel |l sensing tine.

1. Related Wrk
1.1. Proofs of Sequential Work

PoSW [ CohenPi et rzak2018] proves traversal of a depth-robust graph via
Fi at - Shani r-sanpl ed Merkle proofs. PoSME differs: the graph is a

mut abl e arena (not a static DAG, the access pattern is data-
dependent (not fixed), and each node carries a causal hash binding
its value to its full wite history.

1.2. Menory-Hard Functions

Functions |ike Argon2id and scrypt resist ASIC accel eration by

i mposi ng high nmenory requirenents. Argon2id [ RFC9106] resists TMIO
vi a menory-hardness [Boneh2016], with a singl e-pass TMIO penalty of
approxi mately 2x. PoSME uses a custom |l ogarithmc skip-link
initialization (Section 3.2) to ensure Orega(sqrt(N)) space-hardness
fromthe first step. The ongoi ng conputation uses pointer-chasing
with in-place wites, creating a | atency-bound bottl eneck. PoSVE s
TMIO penalty is approxi mately 2+2*rho for zero-storage adversaries,
where rho = K/Nis the wite density.

1.3. Proofs of Space-Tine

Proofs of Space-Tine (PoST) [Chia2024] [ Spacenmesh2023] enforce both
sequential tinme and persistent storage by requiring a Prover to
repeatedly prove possession of stored data over a sequence of tine
intervals. PoST operates over a static graph: the stored data does
not change between proofs, and the graph structure is fixed before
execution. PoSME differs in that the arena is nmutable (each step
modifies it), the access pattern is data- dependent (addresses are
determ ned by arena contents, not pre-conputed), and each bl ock
carries a causal hash binding its current value to its wite history.
These differences nake PoSME a different construction with different
TMIO characteristics, not a strict inprovement over PoST.
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1.1.4. Cunul ative Menory Conplexity
Al wen, Blocki, and Pietrzak [ Al wenBl ockPi etrzak2017] formalized
cunul ati ve nenory conplexity for static graph pebbling ganes.
PoSME' s causal dependency DAG is dynam c (edges are created during
execution), requiring a new pebbling framework. The dynanic pebbling
anal ysis is provided in Section 5. 4.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

H.  BLAKE3 or SHA-3, producing 32-byte output. BLAKE3 is MANDATED to
ensure post-quantumresi stance in sequential chains.

XOF(input, index): Hevaluated at (input || |20SP(index, 4)),
produci ng 4 bytes.

|1 20SP(x, len): Integer-to-Cctet-String Primtive per [ RFC8017].

Mer kl eRoot (A): Merkle tree root over arena bl ocks using domai n-
separ at ed hashi ng per [ RFC6962].

Mer kl eUpdat e(root, index, new value): Increnental Merkle root update
at the given index.

Prover: The entity executing the PoSME conputation and generating
pr oof s.

Verifier: The entity checking PoSME proofs.

Arena: A mutable array of N bl ocks, each containing a 32-byte data
field and a 32-byte causal hash.

Causal hash: A per-block running hash chain binding each block’s
value to the cursor of the step that wote it.

3. Construction
3.1. Arena Bl ock Fornat

Each arena block is a pair:
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bl ock = {
dat a: byt es[ 32],
causal : byt es[ 32]
}

The data field stores the block’s conputational value. The causal

field stores the causal hash chain: a running digest binding the

bl ock’s current value to the cursor of the step that last wote it.
3.2. Arena Initialization

The arena is initialized deternministically froma public seed s:

for i in 0..N1:
if i ==0:

A[O].data = H("PoSME-init-v1l" || s || |20SP(0, 4))
el se:
Ali].data = H("PoSME-init-v1" || s || 120SP(i, 4)
|| Ali-1].data
|| Alfloor(i/2)].data)
Ali].causal = H("PoSME-causal -v1" || s || [20SP(i, 4))

root _0 = Merkl eRoot (A)
T 0 = H("PoSME-transcript-vl" || s || root_0)

The initialization references both the preceding block (Ali-1]) and a
|l ogarithmc skip-link (A[floor(i/2)]). This creates a dependency DAG
of depth log(N) and width N, requiring Onmega(sqrt(N)) space to

eval uate (the DAG cannot be streamed in constant space because each

bl ock depends on a bl ock approximately N 2 positions behind it). A
custominitialization is used rather than Argon2id because Argon2id’'s
fixed internal graph does not provide this skip-link structure; the

| ogarithm c back-references are necessary for the space-hardness

property.

The Verifier can independently conpute root_0 and T_O fromthe seed,
providing a trusted anchor for all subsequent verification.

3.3. Step Function
The step function is the core of PoSME. It enforces sequentiality
vi a poi nter-chasing, hardware parity via forced intra-step bank
col lisions, and geonetric TMIO resi stance via spatial nei ghborhood
ent angl enent .

At each stept in {1, ..., K}:
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STEP(t):
cursor = T {t-1}

/1 1. Determ ne Target Bank
/1 Use the first 4 bytes of XOF to select 1 of B banks
bank_id = OS2I P(XOF(cursor, 0)) nod parans. B _banks

/1 Start high-resolution cycle counter
t_start = RDTSC()

/1 2. Intra-Step Bank Collision Reads
addrs =[]
for j in 0..d-1:
/'l Generate pseudo-random address
raw a = OS2l P(XOF(cursor, j + 1)) nod params. N

/1 Mutate raw a to ensure it nmaps to bank id
a = force_bank_mappi ng(raw a, bank_id, parans)
addr s. append( a)

val = Al a]

cursor = H(cursor || val.data || val.causal)

/1 3. Wite with Spatial Neighborhood Entangl enent
raw w = OS2l P(XOF(cursor, d + 1)) nod parans. N
w = force_bank_mappi ng(raw_w, bank_id, parans)

old = Alw

/1 Incorporate causal hashes of |ogical neighbors
n_prev = Al(w - 1) nod parans. N . causal

n_next Al (w + 1) nod parans. N . causal
new data = H(old.data || cursor || ol d.causal
|| n_prev || n_next)
new causal = H(old.causal || cursor || 120SP(t, 4)
|| n_prev || n_next)

Alw] = {data: new_data, causal: new causal}

/1 Stop cycle counter to capture physical latency jitter
t _end = RDTSC()
deltat =t end - t_start

/1 4. Update Comm tnents
root _t = MerkleUpdate(root {t-1}, w, Al w)
Tt = HT_{t-1} || 120SP(t, 4) || cursor || root_t || 120SP(delta_t, 8))

/1 5. Log step for Prover transcript
log[t] = {addrs, w, old, Alw, cursor, root_t, delta_t}
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3.3.1. Intra-Step Bank Collisions

Standard nenory control |l ers achi eve high bandwi dth by interl eaving
sequential reads across nultiple hardware banks, keeping nultiple
row buffers open. PoSME explicitly defeats this optim zation to
enforce a strict latency floor

The force_bank_mappi ng(raw_a, bank_id, parans) function nodifies the
specific bits of the |ogical address raw a that the menory controller
uses for bank selection, replacing themw th bank id.

By forcing all $d$ reads and the final wite to target the _sane_
physi cal bank but _different_ pseudo-randomrows, the nenory
controller suffers a "Bank Conflict" on every access. This forces a
physi cal Row Precharge ($t_{RP}$) and RAS-to-CAS Del ay ($t_{RCD}$)
penalty for every hop, anchoring the execution tine to the
thernmodynamic Iimts of the DRAM capacitor rather than the |ogic
speed of the processor.

3.3.2. Spatial Neighborhood Entangl enent

The write step cryptographically binds the updated bl ock to the
current state of its logical neighbors, Alw1] and Al w+l].

This transforms the Tine-Menory Trade-Of (TMIO) penalty froma
linear chain into a geonetric "Trophic Cascade." |If an adversary
attenpts to save space by discarding a subset of the arena,
reconmputing a single mssing block $w$ requires knowi ng the causa
hashes of its neighbors at the exact nonent of the wite. |[|f those
nei ghbors were al so di scarded, the reconputation recursively
branches. This bounds the adversary to strict storage conpliance, as
storage reduction triggers exponentially scaling reconputation costs.

3.3.3. Tinmng Entropy Attestation

Because commodity DRAM requires periodic electrical refresh cycles
($t _{REFW $), a genui ne physical execution will exhibit unavoi dabl e,
stochastic | atency spikes.

The Prover neasures the execution tinme of the read/wite | oop using a
nmonot oni ¢, hi gh-resol ution hardware counter (e.g., the RDISC
instruction on x86 architectures). This inter-arrival time, delta_t,
is folded directly into the transcript $T_t$. A Verifier auditing the
transcript can performstatistical variance testing on the
distribution of delta_t values. An ASIC attenpting to sinulate
execution entirely within ultra-fast, determnistic SRAMw || | ack
this specific jitter profile, allowing the Verifier to reject
perfectly clean transcripts as physically inpossible.
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4. Transcript Chain

The transcript chain T_t binds all steps causally:

Tt = HT_{t-1} || 120SP(t, 4) || cursor || root_t)

T t incorporates root_t (the Merkle root after the wite) and cursor
(whi ch depends on the arena state at step t). Conputing T_t requires
computing all prior steps.

Root Chain Commi t ment

The Prover commits to the sequence of ALL K arena roots:

R =1[root_O, root_1, ..., root_K]
C roots = Merkl eRoot (R)

This root chain comm tnent binds the Prover to a specific sequence of
arena states BEFORE Fi at-Shanir chall enges are derived. The

chal | enges depend on (T_K, Croots), and both nust be fixed before
the Prover knows which steps will be chall enged.

Proof Generation

drey Expires 7 Novenber 2026 [ Page 9]
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PROVE(K, Q R depth):
Croots = MerkleRoot([root_O, ..., root_K])
chal l enges = FS(T_K, C.roots, Q
proof = {parans, T _K, Croots, step proofs: []}

for ¢ in challenges:
sp = make_step_proof (c, R _depth)
proof . st ep_proof s. append(sp)
return proof

make_step_proof (step, depth):
sp = {
step_id: step,
cursor_in: T {step-1},
cursor_out: | og[step].cursor,
root before: root_ {step-1},
root _after: |og[step].root _t,
root _chain_paths: [
Mer kl ePat h(C _roots, step-1),
Mer kl ePat h(C _roots, step)
1,
reads: [],
wite: {addr, old, new,
mer kl e_pat h: Merkl ePat h(root {step-1}, w},
witers: []

for j in 0..d-1:
sp. reads. append({
addr, bl ock, nerkle_ path:
Mer kl ePat h(r oot {step-1}, addr)})

if depth > O:
ws = last_witer(addr, step)
if ws == O

sp.witers. append({type: "init",
init_path: MerklePath(root 0, addr)})
el se:
sp.witers. append({type: "step",
proof: nake_step_proof(ws, depth-1)})
el se:
sp.witers. append({type: "leaf",
witer _step: last_witer(addr, step),
mer kl e_pat h: Merkl ePat h(
root _{ws}, addr)})
return sp
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4. Verification
4.1. Verification Procedure
The Verifier receives (seed, parans, T_K, C roots, proof):

VERI FY(seed, params, T_K, C roots, proof):
/1 1. Trusted anchor
root_0 = conpute_init_root(seed, parans.N)
T 0 = H"PoSME-transcript-vl" || seed || root_0)

/1 2. Verify root_0O in root chain
assert MerkleVerify(Croots, 0, root_ O,
proof . root _0_pat h)

/1 3. Recompute chall enges
chal l enges = FS(T_K, C roots, parans.Q

/1 4. Verify each chall enged step
for sp in proof.step_proofs:
verify step(sp, Croots, root_0, parans)

verify step(sp, Croots, root_ 0, parans):
/1 A Verify roots are in the root chain
assert MerkleVerify(Croots, sp.step_id - 1,
sp.root _before,
sp.root _chai n_pat hs[ 0] )
assert MerkleVerify(C roots, sp.step_id,
sp.root _after,
sp.root _chai n_pat hs[ 1])

/1 B. Verify read Merkle proofs
for j in 0..d-1:
assert Merkl eVerify(sp.root_bhefore,
sp.reads[j].addr, sp.reads[]j]. bl ock,
sp.reads[j]. nerkl e _path)

/1 C. Replay pointer-chase
cursor = sp.cursor_in
for j in 0..d-1:
a = OS2I P(XOF(cursor, j)) nod N
assert a == sp.reads[j].addr
cursor = H(cursor || sp.reads[j].Dblock.data
|| sp.reads[j].block.causal)

/1 D. Verify synbiotic wite

w = OS2l P(XOF(cursor, d)) nod N
assert w == sp.wite.addr
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sp.wite.old, sp.wite. merkle_path)

assert sp.wite.new. data == H(sp.wite.old.data
| | cursor
|| sp.wite.old. causal)
assert sp.wite.new causal == H(sp.wite. ol d.causa
cursor

|
|| 12CSP(sp.step_id, 4))

/1 E. Verify Merkle root update
assert sp.root_after == Merkl eUpdat e(
sp.root _before, w, sp.wite.new

/1 F. Conpute and store transcript value for cross-check

T_c = H(sp.cursor_in || 120SP(sp.step_id, 4)
|| cursor || sp.root_after)

/1 | f another challenged step ¢’ has cursor_in ==

/1 verify they match. If sp.step_id == K, verify
[l T ¢ == T_K (the public final transcript).
stored_transcripts[sp.step_id] = T_c

/1 G Recursive causal provenance
for j in 0..d-1:
verify witer(sp.witers[j], sp.reads[j],
C roots, root_0, parans)
4.2. Verification Cost

For Q challenges with recursion depth R

* Root chain proofs: OQQ* log K) per challenged step

* Arena Merkle proofs: Q* d*R * log N)
* Qursor replays: Q* d*R * d)
* No arena nmenory allocation

For =128, d=8, R=3, N=2"24, K=4*N=2"26
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| Operation | Count |
[} s p——p——_—————————_—_—_ Ll p—p—_—r L
| Root chain verifications | 128 * 2 * 26 = ~6. 7K hashes |
e O +
| Arena Merkle verifications | 128 * 512 * 24 = ~1. 6M hashes
L -, T T TRy +
| Cursor replays | 128 * 512 * 8 = ~524K hashes
o e e e e e e e e a oo - o e e e e e e e e e e aa o - +
| Total | ~2.1M hashes, ~6ns |
e O +

Table 1

The ~6ns estimate assunes a nmodern desktop CPU (~350M BLAKE3 hashes/

second) .
600ns) ,
al | ocati on beyond the proof data

Security Anal ysis

5.1. Threat Model

The adversary is a probabilistic
random oracl e access to H
and paraneters (N, K d, Q R).
C roots,
1. *Forgery:* producing T_K
transcript), or

On constrained platforns (nobile:
verification is slower but stil

60- 300nms; WASM  120ns-
practical. No nenory
is required

pol ynom al -time algorithmw th

The adversary receives the public seed s

Its goal is to produce (T_K

proof) that passes VERIFY (Section 4.1) while either:

= T K (the honestly conputed

*Space reduction:* using less than N* B bits of arena storage at

some point during computation

The adversary nmay use custom hardware with faster nenory (| ower

| at ency) than the honest Prover.

The ASIC resi stance anal ysis

(Section 5.5) bounds the resulting speedup

5.2. Forgery Prevention
The causa
a bl ock’ s causa
that wote it.

step, each with their own causa
cursors, recursively.
data requires ol d_causal,
witer’s cursor

hash,

Condr ey

hash nmechani sm prevents bl ock val ue fabrication
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To forge

the adversary needs the cursor of the step
That cursor depends on d blocks read at the witer
hashes requiring their own witers’
Synbi oti c binding strengthens this:
and forging old causal
Neither field can be independently fabricated.

forging
requires the prior
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The root chain conmitrment (Section 3.4) binds the Prover to ALL K
arena roots before challenges are derived. Croots is an input to
the Fiat-Shamr challenge derivation, so the Prover cannot fabricate
roots after seeing chall enges.

*Theorem 1 (Soundness).* Any adversary producing (T_K , Croots’,

proof’) with T K !=T K that passes VER FY has advantage at nost K *
epsilon_cr, where epsilon_cr is the collision-finding advant age

agai nst H.

*Proof sketch.* If verification passes with T K != T K there exists
a step ¢ where T {c-1}' =T {c-1} but T c' '=T.c (the first
divergence). At step c, the Verifier checks that T.¢c = HT_ {c-1} |]
c || cursor || root_c). |If the adversary’'s inputs differ fromthe
honest inputs but produce the same T c, this is a collisioninH If

the adversary’s inputs differ and produce a different T _c, then T c’
!= T c, contradicting acceptance. The adversary has K steps at which
to attenpt this, giving the union bound K * epsilon_cr.

A full derivation is provided in the conpani on analysis (to appear as
I ACR ePrint).

5.3. Reconputation Cost

Separately fromforgery prevention, the conbination of causal hashes
and spatial nei ghborhood entangl ement inposes a geonetric increase on
the cost of reconputing m ssing bl ocks.

Wthout spatial entanglenent, an adversary reconputing a m ssing

bl ock traverses its wite chain at cost Q(rho) hashes. Wth *Spati al
Nei ghbor hood Ent angl enent* (Section 3.3.2), every wite to block $w$
depends on the causal hashes of its physical neighbors $Alw1]$ and
$A[w+1] $. If those neighbors are also mssing fromstorage, the
Prover nust recursively reconpute their states, triggering a
*"Trophi ¢ Cascade"* of reconputation.

This shifts the TMIO penalty from*linear* to *geonetric*. For an
adversary with zero storage ($\al pha=0%$), reconputing a single
chal  enged bl ock requires recovering the entire spatial web of
dependenci es, nmaki ng storage reduction exponentially prohibitive
relative to the wite density rho.

5.4. TMIO Lower Bound

An adversary storing al pha * N blocks faces a two-|ayer penalty:
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5.4.1. Sequential Floor

The transcript chain T_O0 through T_K nust be conputed sequentially to
produce T K before Fiat-Shamir challenges are derived. This is an
Orega(K) | ower bound regardl ess of storage.

5.4.2. Wite Density and Trophi ¢ Cascade

Each step wites 1 block at an address determ ned by the bank-
collision derivation (Section 3.3.1). After K steps, the arena is
densely popul ated with causally-1inked bl ocks.

Because each wite is bound to its spatial neighbors, mnissing blocks
cannot be reconputed in isolation. The reconputation cost per mss
($C {mi ss}$) scales with the density of the spatial dependency graph.

[ sy s s e e s e e s s s s
| rho = KN | alpha=0 Linear (Ad) | al pha=0 Geonetric (New) |
| 0.25 | 2.5x | ~5x |
R T o e e e e e e oo +
| 1 | 4x | ~16x |
U Fom e o m oo +
| 4 | 10x | ~256x |
S Fom e Fom oo +
| 16 | 34x | >65, 000x |
R T o e e e e e e oo +

Table 2

K MJUST be at least N (rho >= 1) for neaningful TMIO resi stance.
Val ues of rho >= 4 are RECOMMENDED to achi eve the "geonetric cliff"
wher e reconputati on becones nore expensive than storage.

5.4.3. Per-Step Reconputation Cost

*Conj ecture 1: Address Uniformity.* In the random oracl e nodel, hash-
derived addresses used for pointer-chase reads are distributed
uniformy over the arena size N. Consequently, for any adversary
subset of stored bl ocks of size alpha * N, a randomread m sses the
stored set with probability 1-al pha.

*Theorem 2 (Ceonetric TMIO).* In the random oracl e nodel, and
assum ng Conjecture 1 holds, any adversary storing $\al pha \cdot N$
arena bl ocks perforns expected computation per step that scal es as:

Cstep >>d * (1 + (1l-alpha) * (2*rho + 1)"Q
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where $G$ is the *Spatial Entangl ement Factor* (determ ned by the
recursive branchi ng of nei ghborhood dependencies). For $\alpha \to
0% and $\rho \ge 1%, the reconputation cost $C {niss}$ for a single
m ssing block is | ower-bounded by the volune of the *Spati al
Dependency Cone* in the arena space-tine.

*Proof sketch.* 1. *Linear wite chain:* Reconputing block $w$ at
step $t$ requires its state at $t_{prev}$ (its last wite). This is
a linear chain of length $\rho$. 2. *Spatial branching:* Under
*Spatial Nei ghborhood Entangl enent* (Section 3.3.2), each wite to
$w$ al so depends on $A[w 1]$ and $A[w+1]$ at time $t$. 3. *The
Trophic Cascade:* |If an adversary stores zero bl ocks ($\al pha=0%), a
mss at $(w, t)$ requires reconputing three predecessors: $(w,
t_{prev})$, $(w1, t_{prev_w1})$, and $(w+l, t_{prev_w+l})$. 4.
*Dependency Cone:* This creates a branching process that forms a 3D
"cone" of dependencies in the (index, tine) plane. The nunber of
nodes in the cone (and thus the reconputation cost) grows
geonetrically with the depth of the reconputation. 5. *Security
Bound: * For $\rho \ge 4%, the expected volune of this cone exceeds
the total conputation cost of the honest prover. This forces the
adversary to either store the blocks legitimately or pay a

prohi bitive "Trophic Penalty" that scales as $Q(\rho*"G $, where $G
\approx 2% for the 1D nei ghbor hood nodel .

Thi s bound assumes optimal cursor storage. A full derivation of the
cone vol une and branching probability is provided in the conpanion
anal ysis (to appear as I ACR ePrint).

[ sy s s e e s e e s s s s
| rho = KN | alpha=0 Linear (Ad) | al pha=0 Geonetric (New)

| 1 | 4x | ~16x |
R T o e e e e e e oo +
| 4 | 10x | ~256x |
U Fom e o m oo +
| 16 | 34x | >65, 000x |
S Fom e Fom oo +

Table 3
The penalty scal es exponentially with $\rho$ for small $\al pha$,

providing a "geonetric cliff" that secures the protocol against
massi ve space-reduction attacks
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5.4.4. Dynanic Pebbling Gane

PoSME' s causal DAG is dynamic: edges are created during execution
based on dat a-dependent addressing. |In the random oracl e nodel, each
step creates d edges to uniformy randomtargets. Under the

conj ecture that hash-derived addressing yields a uniformdistribution
over the arena, the pebbling gane is:

1. N block nodes (arena) and K step nodes.
2. At step t, the ganme reveals d randomread addresses.

3. To execute step t, the adversary nust have pebbles on all d read
addresses (stored or reconputed at cost Q(rho)).

4. The adversary nmintains auxiliary state (cursors, wite index) of
at nost K * 32 bhytes.

Any adversary storing al pha * N blocks and all K cursors perforns
expect ed conput ati on:

T adv >> K* d* (1 + (1l-alpha) * (2*rho + 1))

The honest cost is K* d. The TMIiOratio is 1 + (1-alpha) * (2*rho +
1). For al pha=0, rho=4: the adversary pays 10x honest cost. The
penalty is LINEAR in rho, not exponenti al

5.5. ASIC Resi st ance

PoSME is anchored in a physics-bounded | atency floor. Wile
comput ati on t hroughput inproves exponentially with transistor
scal i ng, random access nmenory |atency is constrained by the
fundanment al thernodynam cs of charge-sensing in capacitors.

The per-hop bottleneck is determined by the mandatory bank confli ct
(Section 3.3.1), which forces the DRAM controller to execute a ful
Row Precharge ($t _{RP}$) and RAS-to-CAS Delay ($t_{RCD}$) for every
sequential read. These timngs are physical constants of DRAM cel
operation that do not scale with logic shrinks. Even an adversary
with wafer-scale on-die integration (Section 5.5.1) faces a | atency
fl oor constrained by signal propagation across the die and the
settling time of the menory cells.
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5

5.

5

6

Consequently, the ASIC advantage is not a function of "better
hardware,"” but rather the physical limt of signal propagation and
charge sensing. By forcing intra-step bank collisions, PoSVME ensures
that even the nobst optimzed controller spends the majority of its
wal | -clock tine in a stalled state, waiting for the physical |aws of
DRAM t o resol ve the next address.

1. Wafer-Scale Threshol d

The ultimate latency floor for an adversary is on-die signa
propagation. Optinmal ASIC designs that integrate nassive SRAM (1-5ns
access) could achieve a 10-45x advantage over conmobdity DDR5. Wafer-
scal e integration, as denonstrated by the Cerebras Wafer-Scale
Engine, is the existence proof for this threshold. PoSVE s security
i s durable because it scales the TMIO reconputati on penalty
geonetrically (Section 3.3.2), ensuring that any |atency-based
speedup is countered by the prohibitive cost of discarding state.

Sequentiality

Intra-step: The d reads forma pointer-chasing chain; read j+1's
address depends on read j's result.

Inter-step: T_t feeds into address generation for step t+1

Together: K * d sequential nenory accesses, each bottl enecked by DRAM
| at ency.

Wre Fornat
The PoSME proof is encoded in CBOR [ RFC8949] per [RFC8610]:

posme- proof = {
1 => posne- par ans,

2 => bstr .size 32, ; final-transcript (T_K)
3 => bstr .size 32, ; root-chai n-commi t nent
4 => [+ step-proof], ; chal | enged- st eps
}
posne- parans = {
1 => uint, ; arena- bl ocks (N)
2 => uint, ; total -steps (K)
3 => uint, ; reads-per-step (d)
4 => uint, ; challenges (Q
5 => uint, ; recursion-depth (R
6 => uint, ; bank-count (B)
}
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st ep-proof = {

1 => uint,
=> pstr .size 32,
=> bstr .size 32,
=> bstr .size 32,
=> bstr .size 32,
[+ bstr .size 32],

=> [+ read-w tness],
=> write-wtness,

2

3

4

5

6 =>
7

8

9 =>[* witer-proof],
1

0 => uint,

}
read-wi tness = {

1 => uint,

2 => bstr .size 32,

3 => bstr .size 32,

4 => [+ bstr .size 32],
}
wite-witness = {

1 => uint,

2 => bstr .size 32,

3 => bstr .size 32,

4 => bstr .size 32,

5 => bstr .size 32,

6 => [+ bstr .size 32],
}
witer-proof = {

1 => uint,

? 2 => uint,

? 3 => step-proof,

? 4 => [+ bstr .size 32],
}

7. Par anmet ers

7.1. Proof Size Optimzation

PoSME

May 2026

step-id

cursor-in

cur sor - out

root - before

root-after

r oot - chai n- pat hs

r eads

wite

recursive provenance
timng-entropy (delta_t)

addr ess
dat a
causal - hash
mer kl e- pat h

addr ess

ol d-dat a

ol d- causa
new dat a
new causa
mer kl e- pat h

type (O=init,
witer-step-id
recursive step proof
mer kl e- pat h

l=step, 2=leaf)

The recursion depth R and chal |l enge count Q present a direct tradeoff

bet ween security margin and proof size.
per - proof costs for inplenenters.

M B-
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7.

7.

7.

2.

2.

2.

[ oo b s s e el e o3
| Recursion (R) | Challenges (Q | Blocks (B) | Size (MB) |
e el s s ey el
| 2 | 64 | 81 | 3.9 |
I i I I T I I +
| 2 | 128 | 81 | 7.9 |
I I T S I A ] I I +
| *3* | *64* | *657* | *32.1% |
S I i T R I R I +
| 3 | 128 | 657 | 64.2 |
I i I I T I I +

Table 4

While R=3 yields significantly larger proofs, it provides
exponentially higher fabrication resistance by checking the w tnesses
of the witers’ witers. For bandwi dth-constrai ned environments
(e.g., light clients), R=2 with Q=128 offers a conpact ~8 M B pr oof
whi | e mai ntai ni ng high confidence.

Recomended Par anet ers

PoSME' s security properties have different paraneter dependencies.
TMIO resi stance (Section 5.4) depends on the wite density rho = K/'N
and is independent of arena size. ASIC resistance can be achieved
through arena size exceeding the adversary’s fastest nenory

(Section 5.5). Applications SHOULD sel ect parameters based on their
threat nodel .

1. Design Trade-off: N vs rho

Arena size N and wite density rho = K/'N are i ndependent knobs
controlling different security properties:

* N controls | atency-bound ASIC resi stance: the arena nust exceed
the adversary’s fastest accessible nmenory (L3 cache, SRAM.
Larger N requires nore Prover RAM

* rho controls TMIO resi stance: penalty = 1 + (1-al pha)(2*rho+1) for
an adversary storing al pha*N bl ocks. Higher rho requires nore
steps (longer wall tinme) but no additional RAM

2. Parameter Profiles
Three profiles are defined. All profiles share fixed paraneters:

bl ock size B = 64 bytes, reads per step d = 8, bank count B _banks =
16, hash function H = BLAKE3.
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b gl S b bt e jemfempenl St e fajet - fomjpu gt S oo pu o e g
| Profile |N |ArenajrholK |Q |R| Peak] TMIO | Use Case |
I I I I | | |RAM| I I
B S ettty el ettty el Sty gy il ety s fsfes e et sl
| Standard |2720/64 |4 |4*N 64 |2|~128| ~256x | Sybil |
| | |IMB | | | | |IMB | | resistance |
R LRI S R S i I i S S I A ] +
| Enhanced | 2722|256 |4 |4*N 128|3|~512| ~256x | Hi gh-assurance |
I I IMB | | | | IMB] I I
F--- - - F-- -t - - - i L i e Bl I I +
| Maximum |2724|1 G B|4 |4*N 128|3|~2 | ~256x | Consensus, |
I I I 1 1 1 1GB] | mining I
R LRI S R S i I i S S I A ] +
Table 5

The Standard and Enhanced profil es exceed consuner L3 caches (16-36
M B as of 2024) and provide | atency-bound ASIC resistance via arena
size and HBM | atency bounds. The Maxi num profile (1 G B) exceeds all
current L3 caches and limts GPU t hroughput via the capacity-

bandwi dt h bound.

7.2.3. Menory Budget

The Prover’s peak menory conprises three conponents:

[ e ———— e —————————————————_ s p—p—r o
| Conponent | Size | Notes |
[ ey sl ey
| Arena | N* 64 bytes | Required for conputation |
I T T +
| Merkle tree | 2 * N* 32 bytes | Required for root updates |
S o e e e o e e e e e +
| Root chain | (K + 1) * 32 bytes | Sequential; MAY be |
| | | streaned to disk |
. - Fome e e eeeaeceieeaaaaaa. +

Table 6
The root chain is witten sequentially during pass 1 and read
sequentially during pass 2. |Inplenentations MAY streamthe root
chain to persistent storage to reduce peak RAM by K * 32 bytes, at
the cost of additional 1/0O

Peak RAM by profile (with root chain streaning):
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[ el s s s e e el o}
| Profile | Arena + Merkle | Root chain (disk) | Peak RAM |
e sl s el sl el
| Standard | 128 M B | 128 M B | ~128 M B |
I I I T I i I I R I +
| Enhanced | 512 M B | 512 M B | ~512 M B |
R S I A ] I I I R R +
| Maximum | 2 G B | 2 GB | ~2 GB |
F--- - - i T I I I R F--- - - +

Table 7

7.3. Paraneter Validation

Verifiers MIST reject proofs with parameters bel ow these m ni nuns:

R el Sl —p———
| Parameter | M ninum
f ool Cbemjems oo e
| N | 2718

I I

F-- - - - +---- - - -
| K | N

I I
I Fo-m e - -
| KIN (rho) | 4

F--- - - - F---- - - -
| d | 4

I I
I R
| Q | 64

I I

F--- - - - F---- - - -
| R | 2

I I
I R

7.4. Performance Estinmtes

el
Rati onal e |
::::::::::::::::::::::::::::::::::::+
Bel ow this, arena is too snmall for |
meani ngf ul poi nter-chase depth |
____________________________________ +
Bel ow N, nost bl ocks are never |
witten; TMIOis trivial |
.................................... +
Bel ow this, TMIO penalty < 10x |
____________________________________ +
Bel ow this, causal fan-out is |
i nsufficient |
____________________________________ +
Bel ow this, detection probability |
< 27N{- 64} |
____________________________________ +
Bel ow this, causal verification is |
shal | ow |
____________________________________ +
Table 8

The foll owi ng properties are machi ne-i ndependent:
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| Property | Standard | Maxi mum |
E s e sy e
| TMTO penal ty (al pha=0) | ~256x | ~256x |
e e e e e e e eaea oo n Fom e e e e e oo s oo +
| ASIC resistance nechani sm| Physics-Bound Fl oor | Physics-Bound |
| | | Fl oor |
Tt Tt o m e e e oo - +
| Proof size | ~3.9 MB | ~64 M B |
o e e e e e e e oo o e e e e m oo oo S +

Table 9

Ref erence timngs (Apple Mseries, DDR5; will vary by hardware):

B s ety e ety sl ety
| Profile | Per-step | Wall tine | Prover peak RAM |
B s bl oo e e oo =}
| Standard (64 MB) | ~1500 ns | ~6 seconds | ~128 M B |
I il T I R i I i I I I I +
| Enhanced (256 M B) | ~2200 ns | ~37 seconds | ~512 M B |
I i I R F--- - - F-- - - - - - I i T +
| Maximum (1 G B) | ~2750 ns | ~185 seconds | ~2 G B (disk) |
Feom e e e e m - - - R I I I +
Tabl e 10

Verifier tine is independent of profile (depends on Q d, R N):

B oo oo e s s s
| Metric | Desktop | Enhanced/ Maxi mum |
[ oo ool s sl
| Desktop | ~2 ns | ~6 ns |
+---- - - - F-- - - - R i +
| Mobile | 20-100 nms | 60-300 ns |
R I R I I I +
Tabl e 11

A reference benchmark with pre-conpiled binaries is provided as
ancillary material (anc/READVE. nd).

8. Security Considerations
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8.1. Wrk vs. Tine

PoSME proves sequential nmenory execution, not elapsed time. An
adversary with faster nenory (lower |atency) conpletes the sane
conputation in less wall-clock time. The ASIC advantage i s bounded
(approxi mately 2x) but nonzero. Applications requiring tenporal
guar ant ees MUST conbi ne PoSME with an external time-binding nmechanism
such as hardware-attested tinmestanps.

Har dwar e- i ndependent tine-binding is inpossible: determnistic
conmput ati on produces identical output regardl ess of hardware speed,
and self-reported tinmng is forgeable.

8.2. Seed Requirements

The seed MUST be externally fixed or derived froman unpredictable
source. A Prover-controlled seed enables grinding for favorable
arena initializations with reduced effective working sets.

8.3. Verification Conplexity

We conjecture that (1) verification under hash-only assunptions is
not achi evabl e for sequential pointer-chasing conmputations of the
type PoSME specifies. The verification conplexity in this docunent
is QQ* d*R* log N). Olog"2 K) verification is believed

achi evabl e via FRI/ STARK- based commitnment (requiring field arithnetic
but no trusted setup) and is left as a future optim zation. A forma
i mpossibility proof for constant-size hash-only verification of PoSVE
renmai ns open.

8.4. Verifier Resource Limts

Verifiers SHOULD i npl ement rate limting and MJUST reject proofs with
par aneters exceedi ng configured threshol ds before all ocating
resources for verification

8.5. (Open Probl ens

The dynam c pebbling game (Section 5.4.4) provides a franmework for
TMIO anal ysis, but a machi ne-checked proof of the space-tine | ower
bound renmi ns open. The adversary’s optinal caching strategy (which
bl ocks to store, when to checkpoint) has not been formally optim zed.
Bl ock access distribution uniformty under hash-derived addressing
requires formal characterization (see Conjecture 1); skewed

di stributions may enabl e hot-block caching. Host-as- critical-path
mechani sns for ASIC resistance at cache-resident arena sizes (where
arena fits within on-die SRAM are out of scope for this draft. Such
mechani snms require the host’s conputation to gate the next prover
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9.

9.

9.

step rather than supply ancillary entropy. This is deferred to
future work. The tight relationship between conmtted step frequency
C, wite density rho, and the optimal adversary strategy requires
further analysis.

I mpl ement ati on Consi der ati ons
1. Bank Mapping and Conflicts

The effectiveness of intra-step bank collisions (Section 3.3.1)
depends on the accuracy of the force_bank mapping logic. Menory
controllers typically use specific physical address bits for bank
selection (e.g., bits 13-16 on many DDR4/DDR5 pl atforns).

Prover inplenmentati ons SHOULD use pl atform specific know edge or
calibration loops to identify these bhits. |If the exact mapping is
unknown, the Prover MAY use a XOR-sum of nultiple candidate bit
ranges to increase the probability of a physical bank conflict.
Verifiers DO NOT check physical nmapping accuracy; they only check the
| ogi cal consistency of the derived addresses according to the
protocol paraneters.

2. Timng Counters

Provers MJST use the highest-resol uti on nonotonic hardware counter
available to capture delta_t.

* *x86_64:* The RDTSC or RDTSCP instructions.
*  *AArch64:* The CNTPCT_ELO systemregister.
The resulting delta_t SHOULD NOT be normalized or filtered. Raw

cycle counts are required to preserve the stochastic jitter profile
arising fromDRAM refresh cycles ($t_{REFW$) and OS-| evel noi se.

9.3. Cache Managenent

To ensure the arena conputation is bottl enecked by DRAM | at ency
rather than CPU cache hits, the arena size $N$ SHOULD be confi gured
to exceed the Prover’'s L3 cache capacity. For Standard and Maxi mum
profiles, the arena sizes (64 MBto 1 GB) are specifically chosen
to exceed the 16-96 M B caches typical of comobdity processors.

Provers MAY use cache-bypass instructions (e.g., MOWNTI on x86) for
arena wites to further enforce DRAM bounded executi on.
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10. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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