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Abst r act

SINIP is a secure, nultiplexed transport protocol designed for
kernel residency and increnental deploynent. It provides

aut henti cated encryption (AEAD), nultiplexed streams over a single
connection to avoid head-of-Iine blocking, connection IDs for NAT
rebi nding and path mgration, and pl uggabl e congestion control and
pacing. SINIP can run as a native IP protocol in controlled
networks or be encapsulated in UDP for Internet deploynent. This
docunent specifies the wire format, packet and frame | ayout,
connecti on establishment, packet protection, |oss recovery, flow
control, congestion control, path managenent, and connecti on
termnation. It also defines IANA registries for SINIP paraneters
and codepoi nts.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenment about its value for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at https://ww.rfc-

editor.org/info/rfcXXXX (https://ww.rfc-editor.org/info/rfcXXXX).
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info (https://trustee.ietf.org/license-info)) in effect on
the date of publication of this docunent. Please review these
docunents carefully, as they describe your rights and restrictions
with respect to this docunent.
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1.

3.

I nt roducti on

SINIP (Secure In-Network over IP) is a transport protocol that
provides confidentiality, integrity, multiplexed streans, and
connection identity decoupled fromthe network path. It is designed
to run in the kernel for consistent policy, zero-copy integration,
and congestion control, while remaining depl oyable on the public
Internet via UDP encapsul ation

CGoal s

* *Secure by default:* Al post-handshake data is protected with an
AEAD. Key exchange uses X25519; keys are derived with HKDF
Replay is prevented by authenticating packet nunmbers and optiona
t oken bi ndi ng.

* *Multi-streamwi thin one connection:* Miltiple streans share one
connection; each streamhas its own of fset space and reassenbly.
Loss on one stream does not bl ock delivery on others (no head- of -
I'i ne bl ocking).

* *P| uggabl e congestion control and pacing:* The design exposes
hooks for CC nodules (e.g., CUBIC, BBR) and paci ng; ACK ranges
feed | oss detection and RTT estination

* *NAT rebinding support:* Connection | Ds decouple the |ogica
connection fromthe 4-tuple; path validation (PATH CHALLENGE /
PATH RESPONSE) confirns reachability before mgrating traffic.

* *Kernel residency:* The transport is intended to run in the kerne
to enabl e zero-copy, stable socket API, policy enforcenent, and
observability.

Non- Goal s

* *Replacing TLS for application security semantics:* SINIP
provi des transport-layer encryption and optional server
aut hentication (e.g., Ed25519 signature over the handshake).
Application-level certificate verification and TLS-specific
features remain the responsibility of the application or an
optional TLS |layer above SINIP.

* *Full Internet deployability w thout encapsulation:* A new IP
protocol nunber is often bl ocked or altered by m ddl eboxes. SIN
| P specifies UDP encapsul ation as the primary depl oyabl e node for
Internet use; native IP protocol is for controlled networks only.

* *pPerfect conpatibility with every existing socket behavior:* The
APl is designed to be faniliar (stream seqpacket, datagran) but
may not mirror every |legacy TCP or UDP quirk
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4.

6

Rati onal e and Design Principles

Modern applications need | ow | atency connection setup, nultiple

| ogi cal streans w thout head-of-line blocking, nobility across NATs,
and encryption by default. TCP plus TLS adds RTTs and does not

mul tiplex; QUIC neets many of these goals but is typically

i mpl emented in userland, which conplicates kernel policy, zero-copy,
and observability. SINIP targets environments where kernel contro
and transport evolution matter: datacenters, enterprise edges, and
enbedded or gateway depl oynents

Design principles include: (1) authenticate and encrypt all post-
handshake traffic; (2) use a single, well-defined wire format for
interoperability; (3) resist ossification via GREASE and "MJST ignore
unknown" rules; (4) limt anplification and state allocation unti

the client is validated; (5) support both native |IP and UDP

encapsul ation with the same wire fornat.

Prot ocol Overvi ew (One-Page Summary)

A *connection* is identified by connection IDs (dcid, scid) and
carries one or nore *streans*. Each *packet* has a fixed 32-byte
header and a payl oad of *franes*. *Packet nunbers (PN)* are per space
(I'nitial, Handshake, 1-RTT) and drive ACKs and nonce derivation

*Lifecycle:* The client sends an I NI TI AL packet (type 0) with its
X25519 public key and connection ID. The server may respond with
RETRY (type 5) and a token for stateless retry; the client resends
INITIAL with the token. The server responds with SIN ACK (type 1)
with its public key. Both derive the shared secret via X25519 and
HKDF. The client sends CONFIRM (type 2); once both have sent and
received 1-RTT packets (type 3), the connection is ESTABLI SHED. Data
transfer uses 1-RTT packets carrying STREAM ACK, PING and other
franmes. Teardown uses CONNECTI ON CLOSE or FIN; STATELESS RST (type
6) allows the server to reject unknown connections without state.

*Depl oynment:* In *native* node, SINIP is carried directly in IP
(IPv4 or IPv6) wWith a dedicated protocol number. |In *UDP-
encapsul at ed* node, each SINIP packet is sent inside a UDP datagram
UDP encapsul ation is the primary depl oyabl e node for |nternet use;

i npl ementations intended for general |Internet use MJST support it.

Conventions and Definitions
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6.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

6.2. Term nol ogy

* *Connection:* The long-lived association between two endpoints,
keyed by connection | Ds.

* *Stream* A unidirectional or bidirectional |ogical channel w thin
a connection, with its own offset space for data.

* *Frame:* A typed unit inside the protected payl oad (STREAM ACK,

PI NG PATH CHALLENGE, etc.).

* *packet:* A unit of transm ssion consisting of a fixed 32-byte
header plus payload (frames) and, when encrypted, a 16-byte AEAD
t ag.

* *Packet nunber (PN):* A nonotonically increasing val ue per packet
nunber space, used for acknow edgnents, |oss detection, and nonce
derivati on.

* *Connection ID (CID):* An opaque identifier used for
demul ti pl exi ng. The receiver uses the *destination CID (dcid)* to
identify the connection; the *source CID (scid)* identifies the
sender .

* *Endpoint:* Either peer in a SINIP connection (client or server).

6.3. Notation

* Al nulti-byte integer fields in the wire fornmat are *bi g-endi an*
unl ess ot herw se specifi ed.

* Byte ranges and offsets are 0-based.

* "Payl oad" refers to the protected payload (franmes) only; the
16- byt e AEAD tag, when present, is not part of the payload | ength.

7. Architecture and Servi ce Mdel
7.1. Connection Mbdel

A SINIP connection is identified by connection IDs. The receiver
demul ti pl exes packets by destination connection ID (dcid). The
connection persists across path changes (e.g., NAT rebind) as |ong as
the peer can be reached and path validation succeeds. Each
connection has distinct packet nunmber spaces (lnitial, Handshake,
1-RTT) and keying material per direction.

Collette Expi res 17 August 2026 [ Page 7]



I nternet-Draft SIN'I P Transport February 2026

7.2. Streanms and Application Semantics

Streans are identified by a streamID. Each stream has an

i ndependent send offset and receive offset. The protocol ensures
ordered delivery within a stream but not across streans. Streans can
be full-duplex. The receiver reassenbles data by stream.id and

of fset; |loss on one stream does not bl ock delivery on others.

7.3. Reliability vs Datagram Service (Optional Extension)

The default service is reliable, ordered delivery per stream
Optional extensions (e.g., capability version 1.1) may define partial
reliability (deadline-based drop, unordered delivery) with normative
semanti cs when enabl ed. Such extensions are out of scope for the
base wire format and are signaled via transport paraneters or
capability negotiation.

8. Depl oynent Modes
8.1. UDP Encapsul ati on Mdde

In UDP encapsul ati on node, each SINIP packet is sent as the payl oad
of a UDP datagram This is the *prinmary depl oyabl e node* for use on
the public Internet, because nany m ddl eboxes drop or alter non-TCP/
UDP traffic. |Inplenmentations intended for general Internet use MJUST
support UDP encapsul ati on

The sane 32-byte fixed header and frame encodi ng are used; only the
outer delivery (UDP/1P) and PMIU handling differ. |nplenentations
MUST support a conservative default MIU (e.g., 1200 bytes for UDP
payl oad) or process | CVMP Packet Too Big when avail abl e.

8. 2. Native | P Protocol Mbde

In native node, SINIP is carried directly in IPv4d or IPv6 with a
dedi cated protocol nunber (to be assigned by ANA). This node is for
controll ed networks (datacenter, enterprise) where the operator
controls or trusts mddl eboxes. The wire format is identical to UDP
encapsul ation; only the outer layer (IP next header / protocol)
differs.
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8.3. M ddl ebox Traversal Considerations

Use of a new I P protocol number on the public Internet is NOT
RECOMVENDED. SIN I P specifies UDP encapsul ati on as the normal node
for Internet deploynent. M ddl eboxes that allow UDP typically allow
SIN'IP over UDP; those that block or alter non-TCP/UDP traffic wll
not affect UDP-encapsulated SINIP. NAT rebinding is handl ed by
connection IDs and path validation; no middl ebox changes are
required.

9. Packet For mat
9.1. Common Packet Structure
Every SIN I P packet has:

1. *Fixed header:* 32 bytes (see {{fixed-header}}).

2. *Payload:* Zero or nore bytes. For handshake packets (I N TIAL,
SIN_ACK, CONFIRM RETRY), the payload is unencrypted. For 1-RTT
and 0-RTT, the payload is encrypted and aut henti cated.

3. *AEAD tag:* 16 bytes, present only when the payload is encrypted.
I medi ately follows the payl oad.

The total length of a packet is 32 + payload len + (16 if encrypted).
I mpl enent ati ons MJST reject packets shorter than 32 bytes. |If the
payl oad_len field is inconsistent with the actual received | ength
(e.g., extends beyond the packet), the packet MJUST be di scarded.

9.2. Fixed Header

The fixed header is exactly 32 bytes. Al nulti-byte fields are big-

endi an.

[ gt Chesjes o fumjus ey e fums s emmsfemsley ety o}

| O fset Size Nane Description |
0 1 ver _type High 4 bits: version (see

I
{{version-registry}}). |
Low 4 bits: packet type |
(see {{packet-types}}). |

| 1 | 1 | flags | Header fl ags |
| | | | (ACK _ELICITING FIN, |
| | | | KEY_PHASE, etc.). See |
| | | | {{header-flags}}. |
S SRR +o-m - - S o e m e e e e e e e e e e e m—— oo oo +
| 2 | 1 | hlen_words | Header length in 4-octet |

| | | | units. For version 1, |
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| | | | this MUST be 8 (32 |
I I I | bytes). I

| 3 | 1 | reserved | Reserved. Senders MJST |
| | | | set to 0; receivers MJST |
| | | | ignore. |

| 4 | 2 | epoch | Key phase (handshake, |
| | | | O-RTT, 1-RTT). |

| Length in bytes of the |
| protected payload only |
| (excluding the 16-byte |
| AEAD tag when present). |

| 8 | 1 | stream.id | Optional default stream |
I | | | for this packet (0 neans |
I | | | no default). |

| 9 | 1 | reserved2 | Reserved. Senders MJST |
| | | | set to O; receivers MJST |
| | | | ignore. |

| 10 | 4 | pn | Packet number in the |
I I | | space inplied by packet |
I I I | type. |

| 14 | 8 | dcid | Destination connection ID |
I I I | (8 bytes). |

| 22 | 8 | scid | Source connection ID (8 |
| | | | bytes). May be zero in |
| | | | I'NITIAL. |
| Extension / reserved. |
| Senders MAY set to O; |
| receivers MJST ignore |
| unless specified. |

Table 1

There i s no paddi ng between the header and the payl oad; the payl oad
i medi ately foll ows the header.

9.3. Header Field Semantics
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* *yer_type:* The high nibble is the SINIP wire version. The |ow
ni bble is the packet type. Unknown versions or types MJST cause
the packet to be discarded (see {{ossification}}).

* *payl oad | en:* Miust not exceed the renmai ning packet length. |If
payl oad_| en indicates nore data than received, the packet MJST be
di scar ded

*  *pn:* Mnotonically increasing within each packet nunber space.
Used for ACKs, |oss detection, and nonce derivation (see
{{nonce}}).

* *dcid, scid:* Opaque 8-byte identifiers. The receiver uses dcid
to demultiplex to the correct connection

9.4. Connection |IDs

Connection IDs are 8 bytes. The *destination connection ID (dcid)*
is the identifier of the connection at the receiver; the *source
connection ID (scid)* identifies the sender. 1In an IN TIAL packet,
scid MAY be zero. The receiver MJST use dcid to | ook up the
connection. CIDs allow the connection to survive address changes
(NAT rebind, path mgration) because the connection identity is not
tied to the 4-tuple.

9.5. Packet Nunbers and Spaces

Packet numbers are maintained in separate spaces: *Initial*,
*Handshake*, and *1-RTT* (and optionally *0-RTT*). Each space has
its own keys and PNs. Wthin a space, PN is nonotonically

i ncreasing. Key update MJST be triggered before PN wap (e.g., at
2731 - 1 or by byte/tine limts) so that (key, PN) remains uni que for
the lifetime of the key.

9.6. Versioning and Extensibility

The wire version (high 4 bits of ver type) identifies the packet
format. Version 1 is defined in this docunent. Unknown versions
MUST be di scarded. Reserved and GREASE val ues (e.g., OxOF) MJST be
handl ed without fatal error (see {{ossification}}). New wire-
inconpatible formats require a new version; new optional behaviors
may be negotiated via transport paraneters or capability version
within the sane wire version.
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9.

10.

10.

Co

7. Gssification Resistance

| mpl enent ati ons MJST i gnore *unknown packet types* (ver_type | ow
ni bble not in the assigned set): such packets MJUST be di scarded

wi thout failing the connection. |nplenentations MJST ignore *unknown
frame types*: skip the frame using the length field and conti nue
parsing. |nplenentations MJST i gnhore *unknown transport paraneter

I Ds* wi thin TRANSPORT_PARAMS. Reserved and GREASE val ues (e.g.,
ver _type OxOF, packet type 15, frane type 255) MJST be handl ed

wi thout causing a fatal error. Receivers MJUST NOT treat unknown or
reserved val ues as a reason to abort the connection. This prevents
ossification and all ows future extensions.

Frame For mat
1. Frane Encoding

Frames are encoded as TLV: 1 byte type, 2 bytes |length (big-endian),
then value. *Franes MJST NOT span packets;* each frane is fully
contained in a single packet’s payload. If a frame’s length field

i ndi cates a val ue that extends beyond the remaini ng payl oad, the
packet MUST be di scarded. *Unknown frane types* MJST be ignored: the
i npl ementation skips the frane (using the length field to advance)
and continues parsing; unknown frames MJST NOT cause the connection

to fail. Reserved and CGREASE franme type val ues MJST be handl ed the
sane way.
.2. Franme Type Registry (Nornative Tabl e)
| Type | Nane | Description |
| O | PADDI NG | Paddi ng; may be used for |
| | | alignment or GREASE. |
T g o e e e e e e eee e +
| 1 | STREAM | Streamdata (stream.d, |
| | | offset, length, data). |
Fomm e - o - o e e e e e e oo o e e e e e e e e m e e +
| 2 | STREAM FI N | Stream data with end-of - |
| | | stream |
T g o e e e e e e eee e +
| 3 | ACK | Acknow edgrment with ranges |
| | | (largest PN, delay, ranges). |
Fomm e - o - o e e e e e e oo o e e e e e e e e m e e +
| 4 | PING | Keepalive; ACK-eliciting. |
S SRR o e e e e e oo oo o e e e e e e e e e +
| 5 | PATH CHALLENGE | Path validation (8 bytes |
I I

dat a) . |
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10.

10.

10.

10.

Fommmaa - dom e mmemeeeemeaeeaaas S +
| 6 | PATH_RESPONSE | Path validation response |
| | | (echo 8 bytes). |
S SRR o e e e e e oo oo o e e e e e e e e e +
| 7 | TRANSPORT _PARANS | Transport parameter TLV. |
S e IS~ +
| 8 | NEW CONNECTI ON_I D | I'ssue new connection ID. |
Fomm e - o - o e e e e e e oo o e e e e e e e e m e e +
| 9 | RETIRE_CONNECTION ID | Retire connection ID. |
S SRR o e e e e e oo oo o e e e e e e e e e +
| 10 | CONNECTI ON_CLOSE | C ose connection with reason

| | | code. |
Fommmaa - domemmemeeeemeaeeaaas Fom e meemeeieeeeeceieemeaacaaas +
| 11-254 | Reserved | Reserved for future use. |
Fomm oo T o e e e e e e e e e o +
| 255 | GREASE | Reserved for GREASE. |
S I R . +

Tabl e 2

Allocation policy for new frane types: Specification Required.
3. STREAM

STREAM carries data for a stream Format: type (1) = 1, length (2),
then streamid (1), offset (8), data length (2), data (variable).
The receiver reassenbles by streamid and offset; duplicate data
(sanme stream.id and offset) is deduplicated

4. STREAM FI N

Sane as STREAM with an end-of-streamindication (e.g., a flag or
separate type 2). The receiver delivers data in order and then
signals end-of-streamto the application

5. ACK

ACK carries the |argest received PN, an ACK delay, and a list of
(count, first_pn) ranges indicating which packets were received.
Format: type (1) = 3, length (2), largest _pn (4), ack delay (2),
numranges (1), then for each range: count (2), first _pn (4). This
provi des SACK-like information for |oss recovery.

6. PING

Type 4, length O (or mnimal). ACK-eliciting; used for keepalive or
RTT measur enent .

Collette Expi res 17 August 2026 [ Page 13]



I nternet-Draft SIN'I P Transport February 2026

10.

10.

10.

10.

10.

10.

10.

11.

11.

7. PATH _CHALLENGE

Type 5, length 8, value = 8 random bytes. Sent to validate a new
pat h; the peer echoes the bytes in PATH RESPONSE.

8. PATH_RESPONSE

Type 6, length 8, value = 8 bytes (echo of PATH CHALLENGE). Proves
the peer received the chall enge and holds the connection keys.

9. TRANSPORT_PARAMS

Type 7. Value is a TLV-encoded set of transport paraneters
(parameter 1D, length, value). Used in handshake for version
negotiation, flow control limts, max streans, etc. Unknown
paraneter |1 Ds MJST be ignored.

10. CONNECTI ON_CLOSE

Type 10. Carries a 16-bit reason code (see {{error-codes}}) and
optional reason phrase. Signals graceful or error close

11. NEW CONNECTI ON_| D

Type 8. [Issues a new connection IDto the peer for migration or |oad
bal ancing. Format and senantics are inpl enmentation-defined;
typically includes sequence numnber and the new ClD.

12. RETI RE_CONNECTION_I D
Type 9. Tells the peer to retire a previously issued connection |D.
13. Reserved / GREASE Franes

Frame type 255 and reserved types (11-254) MJST be ignored. Senders
MAY send PADDI NG or GREASE for ossification resistance. Receivers
MUST NOT treat unknown or reserved frame types as fatal

Transport Paraneters
1. Encoding and Negotiation Rul es

Transport paraneters are carried i n TRANSPORT_PARAMS franmes (or in
the INITIAL/ SIN_ACK payload in some inplenmentations). Each paraneter
has a 16-bit ID, 16-bit |ength, and value. Parameters are negoti ated
during the handshake; the server can send its paraneters in SIN ACK
the client in CONFIRMor INITIAL. Unknown paraneter |IDs MJST be

i gnor ed.
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11.2. Defined Transport Paraneters
At minimum the followi ng are used for interoperability:

* *Supported versions / capability version:* List or single val ue
i ndi cating supported capability set (e.g., 1.0, 1.1). The
sel ected version is the highest nutually supported.
*Max streanms:* Maxi mum nunber of streams the endpoint will accept.
*Initial flow control window * Initial connection-|evel and/or
stream | evel flow control w ndow in bytes.

* *|dle timeout:* Connection idle timeout in mlliseconds.

Addi tional paranmeters (ECN support, pacing, etc.) may be defined in
ext ensi on docunents. Allocation policy: Specification Required.

11.3. Defaults and Error Handling

If a required paraneter is mssing, inplenentations MAY use a safe
default or close the connection with PROTOCOL_VI OLATION. Invalid or
out - of -range val ues SHOULD result in CONNECTI ON CLOSE with an
appropriate error code.

12. Connection Establishment

12.1. Handshake Overvi ew
The handshake is 1-RTT: INITIAL -> SIN ACK -> CONFIRM  Optionally,
the server sends RETRY before SIN ACK to enforce address validation
(stateless retry). O-RTT data may be sent with CONFIRMif the client
has a session ticket.

12. 2. Packet Types

b iy e fumes s e el e
| Type | Name | Description |
| O | I'NITIAL | Cdient first flight; carries client |
| | | public key, CID, optional token. |
R T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 1 | SIN_ACK | Server response; carries server |
| | | public key, selected version. |
Fomm o - o o m e e e e e e e e e ee e +
| 2 | CONFI RM | dient confirmation; nmay carry |
| | | early 1-RTT or O-RTT data. |
R T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 3 | 1RTT | Encrypted 1-RTT data (franes only). |
Femmm o - oo o m e e e e e e e e e eee e +
| 4 | ORTT | Encrypted O-RTT data (with O-RTT |

Collette Expi res 17 August 2026 [ Page 15]



I nternet-Draft SIN'I P Transport February 2026

12.

12.

12.

12.

I I | keys) I
Fom e e - - o m e e e oo - o e e e e e e e e e e e e e e mmemamao o +
| 5 | RETRY | Stateless retry; server sends |
| | | token, no state all ocated. |
Femmm o - oo o m e e e e e e e e e eee e +
| 6 | STATELESS RST | Statel ess reset; server rejects |
| | | unknown connecti on. |
Fom e e - - o m e e e oo - o e e e e e e e e e e e e e e mmemamao o +
| 7-15 | Reserved | Reserved / GREASE. |
+o-m - - S o e m e e e e e e e e e e e m—— oo oo +
Tabl e 3

3. dient State Mchi ne

CLCSED -> (send INITIAL) -> INITIAL_SENT -> (recv RETRY -> resend
INITIAL with token) -> (recv SIN ACK) -> SIN ACK RCVD -> (send
CONFIRM) -> (recv 1RTT) -> ESTABLISHED. On timeout or invalid
response, transition to CLOSED.

4., Server State Mchi ne

LI STEN -> (recv INITIAL) -> INITIAL_RCVD -> (optional: send RETRY) ->
(send SIN ACK) -> SIN ACK SENT -> (recv CONFIRM -> ESTABLI SHED. The
server does not allocate full per-connection state until CONFIRMis
received (see {{anti-anplification}}).

5. Stateless Retry

The server MAY respond to an INITIAL with RETRY, sending a token.

The token MJST be integrity-protected (e.g., HVAC with server secret)
and SHOULD bind the client address and expire (e.g., 60 seconds).

The client MJUST resend INITIAL including the token. The server MJST
NOT allocate full connection state until the client has echoed a
valid token. This limts state exhaustion and supports anti -
anplification.

6. O-RTT Data

If the server provided a session ticket, the client MAY send O-RTT
data with CONFIRM  The server MJST apply replay protection (e.g.,
accept O-RTT only once per ticket or within a tine window). Non-

i denpotent 0-RTT data SHOULD be treated as potentially replayed; the
server MAY reject or delay it.

Collette Expi res 17 August 2026 [ Page 16]



I nternet-Draft SIN'I P Transport February 2026

12.

13.

13.

13.

13.

13.

7. Address Validation and Anti-Anplification

Until the client has been validated (e.g., by echoing a RETRY token
or conpl eting the handshake), the server MJST NOT send nore than *3
ti mes* the nunber of bytes it has received fromthat client. That
is, for each unvalidated client address, (bytes sent in response) <=
3 * (bytes received fromthat client). The server allocates ful
per-connection state only after receiving a valid CONFIRM  Under

| oad, the server MAY reject new INITIALs with RETRY or STATELESS RST

Packet Protection
1. Cryptographic Agility

SINIP version 1 uses X25519 for key exchange, HKDF- SHA256 for key
derivation, and either XChaCha20-Pol y1305 or AES-256- GCM for AEAD.
Future versions may define other algorithns via the version or
transport paraneters

2. Key Exchange

The client sends its X25519 public key (32 bytes) in the INITIAL

payl oad; the server sends its X25519 public key (32 bytes) in
SIN_ACK. Both conpute the 32-byte ECDH shared secret. Optiona
server authentication: the server may include an Ed25519 signature
over (client_pubkey || server_pubkey); the client MIST verify it when
server identity is required

3. Key Schedul e

The shared secret is input to HKDF- SHA256. The info string (e.g.,
"SINIPvl Key Material") and output length (e.g., 56 bytes) yield:
32-byte session key, 12-byte client send 1V, 12-byte server send |V.
The initiator uses client IV for sending and server |V for receiving;
the responder does the opposite.

4. Nonce Construction

The nonce is 12 bytes: *nonce = |V XOR (0x00000000 || PN)* where PN
is 32 bits big-endian in the low four bytes. This ensures a unique
nonce per (key, PN). PN spaces are separate, so keys differ per
space; key update MJST occur before PN w ap.
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13.

13.

13.

14.

14.

14.

14.

5. AEAD and Associ ated Data

The AEAD aut henticated data (AD) is the entire 32-byte header. The
plaintext is the payload (frames); the ciphertext and 16-byte tag
replace the plaintext on the wire. Tanpering with the header causes
verification to fail.

6. Key Update and Epoch Handling

Rekeyi ng can be triggered by bytes encrypted, tine, or packet numnber
wi ndow. The KEY_PHASE bit in the header indicates the phase. New
keys are derived fromthe existing key or a new handshake. The
endpoi nt MUST trigger key update before PN wap in a space.

7. Replay Protection

Each packet uses a distinct nonce; replay of a ciphertext is detected
(same PN under sane key). For O-RTT, the server MJST apply replay
protection (e.g., one-time use per ticket or tinme w ndow).

Reliability and Loss Recovery
1. ACK Ceneration

The receiver SHOULD send an ACK for every ACK-eliciting packet. It
MAY coal esce ACKs within a short delay (e.g., max ack_delay). ACK
franmes carry the | argest received PN and ranges; ACK del ay can be
included for RTT estimation.

2. Retransm ssion and PTO

Lost data is retransmitted in *new packets with new packet nunbers.
The sender decl ares a packet |ost when it has been outstanding for at
| east the PTO (RTO) or when a reorder threshold (e.g., 3 later
packets acked) is met. RTO is conputed using an RFC 6298-style
algorithm SRTT, RTTVAR, RTO = SRTT + 4*RTTVAR, clanped to 1-60
seconds. Inplementations MJST use a single normative algorithmfor a
gi ven capability version.

3. Reordering, Duplicate Detection, and Threshol ds

The receiver deduplicates by (streamid, offset) for STREAM dat a.
The sender deduplicates ACKs by packet number. A reorder threshold
(e.g., 3 packets) avoids declaring |loss too early when packets are
reordered. The reorder w ndow (in packets or tinme) MJIST be defined
to mninmze spurious retransnits.
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15.

15.

15.

15.

16.

16.

16.

16.

Fl ow Control
1. Connection-Level Flow Control

The receiver advertises a connection-level flow control w ndow (total
bytes in flight across all streans). The sender MJUST NOT send beyond
this window Wndow updates are sent via transport parameters or
dedi cated franes.

2. Stream Level Flow Control

Each stream has an advertised receive wi ndow The sender MJST NOT
send stream data beyond the streanm s wi ndow. \Wen the advertised

wi ndow i s zero, the sender MJST send periodic probes (e.g., PING or

m ni mal STREAM at nost every T seconds (e.g., 5) so the receiver can
send a wi ndow updat e.

3. StreamlLinits
The maxi mum nunber of streans and the maxi mum stream | D are
negotiated via transport parameters. Exceeding the Iimt results in
connection close or streamrejection

Congestion Contro
1. Requirements
I mpl enent ati ons MJST i npl enent a congestion controller. The
al gorithm MJUST reduce the send rate in response to loss (and to ECN
CE when ECN is in use). The default MAY be NewReno-like, CUBIC, or
BBR.
2. Default Congestion Controller
Thi s docunent does not nmandate a single algorithn inplenentations
choose anobng standard algorithns (e.g., CUBIC {{?RFC8312}}, BBR)
The choice is configurable (e.g., socket option or sysctl).
3. Pacing
Sendi ng MJUST be paced according to the congestion controller’s

allowed rate to avoid bursts. Pacing is a normative requirement for
capability versions that specify it (e.g., vi1.1).
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16.

17.

17.

17.

17.

18.

18.

18.

4. PLPMIUD (If Supported)

Over UDP encapsul ation, endpoints MJST inpl ement safe MIU handl i ng:
process | CVMP Packet Too Big and reduce the effective payl oad size, or
use a conservative default (e.g., 1200 bytes). Probe-based PLPMIUD
(e.g., RFC 4821) may be added in a future version.

Pat h Managenment and Mobility
1. NAT Rebi nding

Connection | Ds decoupl e the connection fromthe 4-tuple. Wen the
client’s address changes (e.g., new NAT binding), it continues to use
the sane dcid/scid so the server can route packets to the correct
connection. No change to the wire format is required.

2. Connection Mgration

Bef ore using a new path for data, the endpoint MJST conplete path

val idation (PATH CHALLENGE / PATH RESPONSE). Until validation
succeeds, only PATH CHALLENGE and PATH _RESPONSE franmes MAY be sent on
the new path. This prevents redirect attacks.

3. Path Validation Usinng PATH CHALLENGE/ PATH_RESPONSE

The endpoi nt sends PATH CHALLENGE with 8 random bytes. The peer
echoes themin PATH RESPONSE. Only the hol der of the connection
(with the right keys) can produce a valid response. After validation
succeeds, the endpoint may use the new path for 1-RTT data.

Connection Termni nation
1. Gaceful Cose

Ei t her endpoint sends a packet with the FIN flag or a

CONNECTI ON_CLCSE frane. The peer acknow edges and nmay send its own
FIN. The connection enters TIME WAIT (see {{tine-wait}}). State
machi ne: ESTABLISHED -> FIN WAIT_1 -> FINWAIT_2 or CLOSING ->
TIME_WAI T -> CLOSED.

2. Statel ess Reset

The server may send STATELESS RST (packet type 6) without |ooking up
the connection. The payload is typically an HVAC of the dcid with a
server secret, truncated. Only the server can generate a valid
reset. The client treats it as connection cl osed.
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18.

19.

20.

20.

20.

20.

21.

3. TIME_WAIT and Reuse Rul es

The endpoint in TIME WAIT MIST retain state for at |east 2*MsSL or 30
seconds, whichever is greater. During this tine, the sanme (4-tuple,

dci d) MUST NOT be reused for a new connection. This prevents del ayed
segnents from bei ng m staken for segnments of a new connecti on.

M ddl ebox Consi der ati ons

M ddl eboxes that allow UDP typically allow SINIP over UDP. No

m ddl ebox changes are required. Use of a new | P protocol nunber on
the public Internet is NOT RECOMWENDED;, UDP encapsul ation is the
primary depl oyabl e node. NAT rebinding is handl ed by connection |Ds
and path validation; the 4-tuple may change w t hout breaking the
connecti on.

I mpl enent ati on Consi derati ons
1. Kernel Integration Considerations

VWen SINIP is inplemented in the kernel: (1) Session keys and keying
mat eri al MJUST be zeroi zed when the connection is destroyed or the key
phase is retired. (2) Header and frane parsers MJST validate al

| engt hs and bounds before use; invalid or truncated data MJST NOT be
dereferenced. (3) Protocol updates nay be decoupled from kerne

rel ease cadence (e.g., |oadable nodule). (4) The APl between kerne
and user space MJST NOT expose raw keys or unvalidated packet data;
only decrypted, reassenbl ed data and netadata appropriate to the
socket abstracti on MAY be exposed.

2. Resource Linmts and DoS Hardening

| mpl enent ati ons SHOULD enforce connection limts, rate limting per
address, and idle timeouts. The anplification limt (Section 8.7)

and state allocation rules (state only after CONFIRM are nornative.
Under | oad, the server MAY send RETRY or STATELESS RST to shed | oad.

3. Buffering, Reassenbly, and Zero- Copy

The receiver reassenbles by streamid and offset. |Inplenentations
may use scatter-gather and zero-copy (e.g., sendfile, splice) when
the transport is in the kernel; such optinizations are

i mpl enent at i on- def i ned.

Security Considerations
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22.

23.

* *Confidentiality and integrity:* Al post-handshake traffic is
protected with an AEAD; the header is authenticated as associ ated
data. Passive and active attackers cannot read or nodify payl oads
wi t hout detection.

*  *Replay:* Unique nonces (IV XOR PN) prevent replay. O-RTT requires
server-side replay protection.

* *Downgrade: * Version and capability are in the wire and transport
parans; inplementations MJST NOT accept unsupported versions or
fall back to weaker options.

* *DoS:* Anplificationis |limted to 3*; state is allocated only
after client validation. Stateless retry and STATELESS RST al | ow
the server to shed | oad.

* *Key material:* Keys MJST be zeroized when no | onger needed.

Kernel inplementations MUST NOT expose keys to user space.

Privacy Consi derations

SINI P does not intentionally expose identifiers beyond what is
necessary for demultiplexing (connection IDs). Connection IDs are
opaque and may be changed (NEW CONNECTI ON I D / RETI RE_CONNECTI ON_I D).
Packet nunbers and tim ng may | eak side-channel information;

i npl ement ati ons shoul d consider constant-tine crypto and traffic

anal ysi s resi stance where applicable.

| ANA Consi der ati ons

*]1 P Protocol Number Allocation:* 1ANA is requested to assign an IP
Prot ocol Nunmber for "SINIP" in the "Protocol Nunbers" registry, for
use as | Pv4 Protocol and | Pv6 Next Header when SINIP is used in
native node. The assignnment is for experinental use.

*UDP Port Allocation for Encapsulation:* 1ANA is requested to assign
a UDP destination port for SINIP encapsulation in the "Service Nane
and Transport Protocol Port Nunber" registry. Until assignnent,

i mpl ement ati ons MAY use a configurable port (e.g., for testing).
Suggest ed service nane: sinip.

*SINIP Version Registry:* 1ANA is requested to create a new registry
"SINIP Versions" under "SINIP Paraneters”. Initial allocation:
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[ oo b oo s s s s s s
| Val ue | Description |
[ ety el
| 0xO0 | I'nvalid / reserved |
L I i T I R +
| Ox1 | Version 1 (this docunent) |
Fo-m e - - I i I I T N R +
| Ox2-0xE | Unassigned |
F---- - - - I i I R +
| OxF | GREASE |
L I i T I R +

Tabl e 4
Al l ocation policy: Specification Required.

*SIN | P Packet Type Registry:* IANA is requested to create "SINIP
Packet Types" (low 4 bits of ver_type). Initial values: 0=l N TIAL,
1=SI N_ACK, 2=CONFI RM 3=1RTT, 4=0RTT, 5=RETRY, 6=STATELESS RST.

Val ues 7-14 reserved; 15 GREASE. Allocation policy: Specification
Requi r ed.

*SIN | P Header Flags Registry:* ANA is requested to create "SINIP
Header Flags" (8-bit bitmap). Initial: bit 0 = ACK ELICITING bit 1
= FIN, bit 2 = KEY_PHASE. Reraining bits reserved. Unknown fl ags
MJUST be ignored. Allocation policy: Specification Required.

*SINIP Frane Type Registry:* 1ANA is requested to create "SINIP
Frame Types" (8-bit). Initial values as in the table in Section 6. 2.
Al l ocation policy: Specification Required.

*SIN I P Transport Parameter Registry:* IANA is requested to create
"SINIP Transport Paraneters” (16-bit I1Ds). Allocation policy:
Speci fication Requi red.

*SINIP Error Code Registry:* IANA is requested to create "SINIP
Error Codes" (16-bit). Initial values: 0x0000=NO_ERROR,

0x0001=I NTERNAL_ERRCR, 0x0002=PROTOCOL_VI OLATI ON,
0x0003=UNSUPPORTED_VERSI ON, 0x0004=I DLE_TI MEQUT,

0x0005=1 NVALI D_TOKEN, 0x0006=CONNECTI ON_REFUSED,
0x0007=RESOQURCE_EXHAUSTED, 0x0008=CRYPTO ERRCR. 0x0009- OxFFFF
reserved. Allocation policy: Specification Required.

24. Ref er ences
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Appendix A. Wre Inmage Exanples (Hex + Field Decode)

Exanmpl e: mininmal | NTIAL packet (32-byte header only; payload and tag
omtted for brevity). Header |ayout per Section 5.2 (big-endian).

ver _type = 0x10 (version 1, type | N TI AL=0)
flags = 0x00

hl en_words = 8

reserved = 0

epoch = 0x0000

L I
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* payload_| en = 0x0029 (41 bytes: client pubkey 32 + CID 8 + version
1)

streamid = 0

reserved2 = 0

pn = 0x00000000

dcid = 0x0123456789ABCDEF (exanple client ClD)

sci d = 0x0000000000000000 (zero in I NI TIAL)

hdr _ext = 0x0000

E O

Hex (32 bytes): 10 00 08 00 00 00 00 29 00 00 00 00 00 00 01 23 45 67
89 AB CD EF 00 00 00 00O 00O 00 00 00 0O OO

A 1RTT packet carrying encrypted payl oad woul d have ver_type = 0x13
(version 1, type 1RTT=3), non-zero pn, and dcid/scid set to receiver/
sender Cl Ds; the payl oad would contain TLV frames (e.g., type 1
STREAM | ength, value) foll owed by the 16-byte AEAD tag.

26. Appendix B. State Machines (Full)
Handshake (sinplified):

* *Cient:* CLOSED -> (send INITIAL) -> INITIAL_SENT -> (recv RETRY
->resend INITIAL with token) -> (recv SIN ACK) -> SIN ACK RCVD - >
(send CONFIRM) -> (recv 1RTT) -> ESTABLI SHED.

* *Server:* LISTEN -> (recv INITIAL) -> INITIAL_RCVD -> (optional:
send RETRY) -> (send SIN ACK) -> SIN ACK SENT -> (recv CONFIRM ->
ESTABLI SHED.

Connection close and TIME WAIT (normative): The endpoint that
initiates close sends a packet with the FIN flag (or CONNECTI ON_CLOSE
frane) and enters FINWAIT_1. Wen it receives an ACK for the FIN,

it enters FINWAIT 2 (if it may still receive data) or CLOSING (if
bot h sides have sent FIN). Wen the peer’s FIN is acknow edged, the
endpoint enters TIME WAIT. The TIME WAIT duration MJST be at |east
2*MBL or 30 seconds, whichever is greater; during this time the
endpoi nt MUST NOT all ow a new connection to reuse the sane (4-tuple,
dcid). After TIME WAIT expires, the connection enters CLOSED.

Connection-cl ose state di agram

ESTABL| SHED
| (application close; send FIN)
v
FINWAIT 1 ----(recv ACK for FIN)----> FINWAIT 2 ----(recv FIN, send ACK)----> TIME W
AT
I I

| (recv FIN, send ACK for peer FIN) |
(after 2*MsL or 30s)
v v
CLOSING ----(recv ACK for our FIN ----> TIME WAIT -------mmmmmmmn i oo oo > CLOS
ED
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27.

28.

29.

30.

31.

Appendi x C. Test Vectors (Crypto)

X25519 key exchange, HKDF key derivation, and AEAD (e.qg.,

ChaCha20- Pol y1305 or AES-256-GCM test vectors for SINIP vl are to
be provided in a conpanion docunent or a future revision.

I mpl enent ati ons shoul d derive keys as specified in Section 9 (Key
Schedul e): shared secret from X25519 -> HKDF- SHA256 with info
"SINIPvl Key Material" -> 56 bytes (32-byte key, 12-byte client send
IV, 12-byte server send 1V). Nonce = |V XOR (0x00000000 || PN) with
PN in the low 32 bits (big-endian). AEAD authenticated data is the
serialized 32-byte header.

Appendi x D. Design Notes (Non-Nornative)

SINIP is designed for environnents where kernel control and
transport evolution matter: datacenters, enterprise edges, and

gat eway depl oynents. The sanme wire format is used for native IP and
UDP encapsul ation to sinplify inplenmentation and testing. Connection
I Ds and path validation enable nobility w thout mniddl ebox changes.
The Bridge (gateway) component, which term nates SIN IP and proxies
to TCP/UDP, is specified separately and all ows increnental depl oynent
toward existing services.
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