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Abstract

Thi s docunent specifies the Sovereign Policy Token Transaction
(SPT-Txn) Framework, a token-based architecture for policy-bound,

t anper - evi dent aut hori zation across trust boundaries in agentic and
mul ti-organi zati onal systems. The franework extends | ETF
Transaction Tokens (RFC 9700) with Capability Acquisition Tokens
(CATs) -- cryptographically scoped authorization tokens that bind
capability grants to specific transaction contexts, propagate
human-origin identity comrmitnments across del egati on chains, and
support offline verification without issuer interaction

SPT- Txn addresses the gap between coarse-grai ned bearer token
aut hori zation and the fine-grained, auditable, scope-linted

aut horization required in regulated financial infrastructure, Al
agent systens, and cross-organi zational transaction chains. The
framewor k provi des cryptographi c guarantees that every hop in a
transacti on chain was authorized by a verified human princi pal,
operated within a declared capability scope, and can be audited
wi t hout exposing personally identifiable information.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 3, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with
respect to this docunent.
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Aut hori zation in distributed and agentic systems requires answering
three questions with cryptographic certainty at every transaction

ho

P:

(a) Was this action authorized by a verified human principal ?
(b) Does the acting entity operate within an explicitly decl ared



capability scope?
(c) Can the full chain of authorization be audited wi thout
accessing personally identifiable information?

Exi sti ng approaches cannot answer all three sinultaneously. Bearer
tokens (QAuth 2.0 [RFC6749]) answer none of them at the
cryptographic |ayer. Transaction Tokens (RFC 9700) address workl oad
identity propagation but not capability scoping or privacy-
preserving human traceability. Denopnstrating Proof of Possession
(DPoP, RFC 9449) binds tokens to a key pair but not to a

transaction context or a human-origin commitnment.

The consequence is that when an Al agent or autonated service takes
an action that causes harm the audit record is a log. Logs are
not proof. They are nutable, selectively produced, and unavail abl e
to external auditors without system access. Wat regul ated
environnments require is cryptographic proof of authorization scope
at every hop -- immutable, verifiable by any party holding the
appropriate public key, and auditable wi thout PIl exposure.

Thi s docunent specifies the Sovereign Policy Token Transaction
(SPT-Txn) Franmework, which provides this capability through two
coordi nat ed nechani sns:

Capabi lity Acquisition Tokens (CATs): Cryptographically signed
aut hori zation tokens issued by an Attribute-Based Access Contro
(ABAC) Policy Decision Point (PDP), binding a specific capability
scope to a holder identity, transaction context, and del egation
depth. CTs are verifiable offline and cannot be used outside
their decl ared scope.

SPT-Txn Transaction Tokens: An extension of |ETF Transaction
Tokens that adds CT references, scope hashes, human-origin
commi tnents (humanAnchor), and conpliance proof references to
every hop in the transaction chain. The chain is immutable and
carries cryptographic evidence of its full authorization
hi st ory.

Toget her, these nechani sns enabl e regul ated financial systens,

Al agent orchestration platforms, and cross-organi zati ona
transaction chains to provide cryptographic proof that every action
was aut horized by a verified human, within declared scope, with

a conpl ete and auditable chain of custody -- wthout exposing
identity information to internedi ate parties

The framework is designed for direct alignnent with | ETF standards.
CTs are nornmatively serialized as JSON Wb Tokens [RFC7519] with
JSON Web Signatures [RFC7515]. SPT-Txn Transaction Tokens extend
the base clains defined in RFC 9700. The ZK proof system uses
Grothl6 over BN254, with circuit specifications at the

normative level. Trust registries are chain-agnostic and

support Ethereum XDC, Al gorand, and Hedera depl oynents.
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The SPT-Txn Framework directly addresses the requirenents of the EU
Al Act Article 14 (human oversight of high-risk Al systems). The
humanAnchor cl ai m provi des cryptographic traceability to the

aut hori zi ng human; CT scope provi des bounded authori zation that

the Al system cannot exceed; the revocation nechani sm provides the
override capability Article 14 requires; and the HCS audit chain
provi des nmonitoring evidence without PlIl exposure.



Formal cryptographic security definitions and proofs for the token
bi ndi ng security property are provided in the conpani on theory
paper [SPT-THECRY]. The theory paper defines transaction binding
security as a ganme-based security property and proves that the
SPT- Txn construction achieves it under EUF-CVA assunptions in the
random or acl e nodel

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Thi s docunent uses the follow ng terns:

Capabi lity Acquisition Token (CAT):
A signed token issued by an ABAC Policy Decision Point, binding
a capability scope to a holder identity and transacti on context.
Normative serialization: JW [RFC7519]. SD JWI, Biscuit, and
CW are alternative formats (Section 3.5).

Capabi lity Token (CT):
Synonym for Capability Acquisition Token. Used interchangeably
in this document.

ABAC PDP
Attribute-Based Access Control Policy Decision Point. The
i ssuing authority for Capability Tokens. Evaluates policy
agai nst subject attributes and i ssues scoped CTs.

TBAC
Token- Based Access Control. The enforcenent nodel in which
resource servers verify presented tokens rather than querying
a central policy engine at each request.

humanAnchor :
A zero-know edge conmitrent to the zkDI D of the hunman principa
who aut horized the root transaction. Propagated inmutably
through all del egati on hops. Enables human traceability
wi t hout PIl exposure.

zkDl D
A zero-know edge Decentralized lIdentifier commtment that
proves identity menbership in a verified set without revealing
the underlying identifier.

del egati on_dept h:
The remai ni ng nunber of sub-del egation |levels permtted from
the current CT holder. Decrenented at each del egation
A CT with depth 0 MUST NOT issue further del egation CTs.

Trust Registry:
An on-chain smart contract registry that nmaps ABAC PDP
identities to capability types they are authorized to certify.
Used by resource servers to verify CT issuer authority w thout
contacting the issuer.

Transaction Token (Txn-Token):
As defined in RFC 9700. A short-lived signed token representing
a workload' s identity and context within a transaction chain.
SPT- Txn extends the base Txn-Token cl ai m set.

SPT- Txn Token:



An SPT- Txn- ext ended Transaction Token carrying the additiona
clains defined in Section 4.2.
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1.2. Changes from-03
The foll owi ng changes were nade in this revision

(a) Section 1.1 (Term nol ogy): CT definition updated from "signed
JW" to "signed token" with a normative note: "Nornmative
serialization: JWI. SD JWI, Biscuit, and CM are alternative
formats (Section 3.5)."

(b) Section 3.2: Added "normatively" qualifier to the CT
serialization statement.

(c) Section 3.3 Step 1: Signature verification now specifies
JWS for JWI/ SD-JWI, public-key block verification for
Bi scuit, and COSE verification for CAI.

(d) Section 3.5 (new): Token Serialization Formats. Full section
with RFC 2119 nornmative | anguage covering SD-JW sel ective
di scl osure and data nininisation, Biscuit cryptographic
attenuation with EJd25519 and Datal og, CAM for high-throughput
agent-to-agent, and format selection criteria.

(e) Section 6.2.4: Hedera Hashgraph section nunbering corrected
(was duplicate 6.2.3 in -03).

(f) Section 10.5 (new): Token Format Security Properties.
Ed25519 and COSE al ongsi de ECDSA; post-quantum vul nerability
note; Biscuit structural attenuation defence. Existing
Sections 10.5 and 10.6 renunbered to 10.6 and 10. 7.

(g) References: Added SD-JWI [I-D.ietf-oauth-sel ective-disclosure-
jwt], RFC 8392 (CWI), and Biscuit [BISCUT]. Updated SPT-WP
reference fromv3.0 to v6.0.
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2. Probl em St at enent
2. 1. Limtati ons of Current Txn-Tokens

RFC 9700 Transaction Tokens solve the workload identity propagation
problem a downstream service can verify that a call originated
froma known, authenticated workload rather than an arbitrary
external caller. This is a significant security inprovenent over
bearer token architectures.

However, RFC 9700 Txn- Tokens have four limtations that nmake them
insufficient for regul ated agentic systens:

No capability scoping: A Txn-Token proves that a workl oad made a
call; it does not prove that the workload had authorization to
make that specific call with that specific scope. The workload s
aut horization is evaluated separately by a policy engine at



each hop, creating a distributed policy evaluation problemin
cross-organi zati onal depl oynents.

No human traceability: Txn-Tokens propagate the "sub" claim
identifying the originating user. In cross-organizationa
chains, this propagates PIl to every service in the chain,
creating GDPR data m nimzation violations. Alternatively,
organi zations strip the subject claim |osing human
traceability entirely.

No cross-organi zational trust: RFC 9700 assunes a shared
aut hori zation server within a single trust domain. Wen a
transacti on crosses organi zati onal boundaries, services in
di fferent organi zations cannot verify each other’s Txn-Tokens
wi thout a pre-established trust relationship at the
aut hori zation server |evel

No conpliance propagation: Regul ated transactions require
compliance attestations (KYC, AM,, jurisdiction verification)
at the root. RFC 9700 provi des no nechani sm for propagating
conpliance evidence through the chain wthout re-verification
at each hop.

2.2. Requirements

The SPT-Txn Framework is designed to satisfy the follow ng
requirenents:

REQ 1: A resource server MJIST be able to verify that the
presenting workl oad holds a valid capability grant from an
aut hori zed i ssuer, scoped to the requested operation, wthout
contacting the issuing authority at request tine.

REQ 2: The capability grant MJST be cryptographically bound to
a specific transaction context such that it cannot be reused
in a different transacti on w thout detection.

REQ 3: Every hop in a transaction chain MIST carry a
cryptographic comitnment to the human princi pal who authorized
the root transaction. This conmm tnent MJUST NOT reveal the
human’s identity to internmedi ate services.

REQ-4: Capability scope MJST be nonotoni cally non-increasing
through the del egation chain. No del egatee MAY hol d greater
capability than its del egator

REQ 5: The maxi num del egati on depth MJST be set at root
i ssuance and enforced cryptographically at each del egati on
st ep.

REQ 6: Resource servers in different organi zati ons MJST be
able to verify capability grants issued by issuers in other
organi zations using a shared trust registry, without bilatera
pre-confi guration.

REQ 7: Conpliance attestations established at transaction root
MUST be propagatabl e to downstream services by reference,
wi t hout re-exposing the underlying conpliance data.

REQ-8: The conpl ete authorization chain MIST be auditable by
an aut horized auditor w thout requiring access to Pl
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3.

3.

3.

TBAC Capability Token Mdel
1. The ABAC-to- TBAC Boundary

The SPT-Txn Framework operates at the boundary between
Attribute-Based Access Control (ABAC) and Token-Based Access
Control (TBAC).

ABAC eval uation is expensive: it requires policy retrieval,
attribute collection, and real -time evaluation at each access
decision. In high-throughput transaction chains, ABAC eval uation
at every hop introduces unacceptable |latency and creates

avail ability dependencies on the ABAC Policy Decision Point.

The SPT-Txn approach performs ABAC eval uation once, at the
transaction root, and materializes the result as a Capability
Token -- a signed, scope-limted, cryptographically verifiable
aut horization artifact. Downstream enforcenent is TBAC. verify
the token, check the scope, make the decision. No policy engine
call required.

Thi s boundary is the fundanmental architectural claimof SPT-Txn:
ABAC at the root, TBAC at every subsequent hop.

2. Capability Token Structure

A Capability Token (CT) is normatively a JSON Web Token [ RFC7519]
signed with JSON Wb Signature [RFC7515]. Alternative
serialization formats are specified in Section 3.5.

CTs MUST contain the foll ow ng clains:

iss: The DID or HTTPS identifier of the ABAC PDP that issued
this CT. REQUI RED.

sub: The identity of the CT holder. SHOULD be a workl oad
identity (SPIFFE SVID, DI D, or equivalent). REQU RED.

iat: Issued-at time. REQUI RED.
exp: Expiry time. REQU RED. CTs MJST have a finite lifetinme.

jti: JW ID. A unique identifier for this specific CT.
REQUI RED. Used for revocation registry | ookups.

ct_type: The capability type granted. MJST be a UR
identifying the capability. REQU RED.

ct _scope: The capability scope granted. A structured object
defining the specific operations, resources, and constraints
permitted. REQU RED.

human_anchor: A zero-know edge conmitnent to the zkDI D of the
aut hori zing human principal. REQU RED for CTs in agentic
chains. Format: bytes32 (Poseidon hash of zkDI D commtnent).

del egati on_depth: The remaini ng del egati on depth permtted
fromthis CT holder. REQU RED. MJST be a non-negative
integer. A value of 0 neans the hol der MAY NOT issue
further del egation CTs.

max_dept h:  The maxi mum del egation depth set at root issuance.
REQUI RED. MJST equal the del egati on_depth of the root CT.



parent _ct: The hash of the parent CT in the del egati on chain.
REQUI RED for all non-root CTs. OPTIONAL for root CTs.

conpliance_ref: A hash reference to the ZK conpliance proofs
established at transaction root. REQU RED for regul ated
transaction contexts. Format: bytes32
revocation_nonce: A nonce included in the revocation registry
comm tnment. REQUI RED.
Coet zee Expi res Septenber 3, 2026 [ Page 7]
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Exanpl e Capability Token (decoded JW payl oad):

{
"iss": "did:web: abac- pdp. exanpl e. org",
"sub": "spiffe://org.exanpl e/ workl oad/ agent -al",
"iat": 1741017600,
"exp": 1741021200,
"jti": "ct-7f3a9b2c-4dle- 8f 6a- b5c3- 2e9d1a7b4af 8e",
"ct_type": "urn:exanple:capability:financial-transfer”,
"ct_scope": {
"operations": ["transfer", "query"],
"max_anount _usd": 50000,
"currencies": ["USD', "EUR'],
"jurisdictions": ["US", "EU']
}
"human_anchor": "O0x7f3a9b2c4dle8f 6ab5c32e9dla7b4f8e...",
"del egation_depth": 2,
"max_depth": 3,
"parent _ct": "Oxla2b3c4d5e6f 7a8b9c0dle2f 3a4b5c6d. .. ",
"conpliance_ref": "0x9a8b7c6d5e4f 3a2b1c0d9e8f 7a6b5c4d. .. ",
"revocation_nonce": "0x3c4d5e6f7a8b9c0dle2f 3a4b5c6d7e8f..."
}

3.3. Eight-Step Enforcenent Engine

Resource servers MJST inplement the foll ow ng eight-step

enf orcement procedure when a CT is presented. The enforcenent
engine is format-agnostic; format-specific parsing is handl ed
by a token adapter l|ayer (Section 3.5).

Step 1: Token Signature Verification

For JWI/ SD-JWI: Verify the JW5 signature using the issuer’s
public key. The issuer key MJST be retrieved fromthe
Trust Registry (Section 6), not froma URL in the token

For Biscuit: Verify the public-key bl ock signature using
t he Ed25519 public key fromthe Trust Registry.

For CM: Verify the COSE Signl structure using the issuer’s
key fromthe Trust Registry.

If signature verification fails, MJST reject with HITP 401
Step 2: Issuer Trust Verification

Retrieve the Trust Registry entry for ct.iss. Verify that

the issuer is authorized to certify capability type ct.ct_type.

If the issuer is not listed for this capability type, MJST

reject with HTTP 403.

Step 3: Tenporal Validity



Verify ct.exp > now and ct.iat <= now.
If either check fails, MJST reject with HITP 401.

Step 4: Revocation Check

Query the revocation registry using ct.jti and
ct.revocation_nonce. |If the CT appears in the revocation
registry, MJIST reject with HTTP 401.

Step 5: Scope Verification

Verify that the requested operation and paraneters fall
within ct.ct_scope. Scope checking MJST be perforned

agai nst the structured scope object, not a free-form string.
If the operation is outside scope, MJIST reject with HTTP 403.

Step 6: Delegation Depth Verification

If this CT was issued by del egation (parent_ct is present),
verify that ct.del egati on_depth < parent.del egati on_depth
and ct.max_depth == parent. nmax_dept h.

If either check fails, MJST reject with HTTP 403.

Step 7: Human Anchor Verification

Verify that ct.human_anchor is present and non-zero.
Verify that ct.human_anchor natches the human_anchor claim
in the SPT-Txn Transaction Token presented al ongsi de the CT.
If anchors do not match, MJST reject with HTTP 403.

Step 8: Scope Hash Bi nding

Conput e hash(ct.ct_scope) and conpare with the
spt_ct_scope_hash claimin the acconpanyi ng SPT-Txn Token.
I f hashes do not match, MJST reject with HTTP 403.
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3.4. Scope lnvariants

The following invariants MJST hol d across the del egati on chain.
I mpl enent ati ons MJUST enforce these at issuance tine.

Invariant 1 (Scope Monotonicity):
For any CT _child del egated from CT_parent:
ct _child.ct_scope is a subset of ct_parent.ct_scope

No del egatee MAY hold a scope that is not a subset of its
del egator’s scope. Scope extension through delegation is
explicitly prohibited.

I nvariant 2 (Depth Monotonicity):
For any CT _child del egated from CT_parent:
ct_child. del egati on_depth < ct_parent. del egati on_depth
ct_child. max_depth == ct_parent. max_depth

I nvariant 3 (Human Anchor Inmmutability):
For any CT in a delegation chain rooted at CT _root:
ct. human_anchor == ct_root. human_anchor

The human anchor MJST NOT be nodified at any del egation step.



I nvariant 4 (Conpliance Reference Continuity):
For any CT _child del egated from CT_parent:
ct_child.conpliance ref == ct_parent.conpliance_ref

Conpl i ance proofs established at root propagate by reference
and MJUST NOT be replaced or omtted at del egati on steps.

3.5. Token Serialization Formats

The TBAC enforcenent engine (Section 3.3) operates through a
format-agnostic verification interface. Format-specific parsing
is isolated behind a token adapter |ayer. The eight enforcenent
steps operate identically regardl ess of serialization fornmat.

3.5.1. Primary Format: JW with Selective Disclosure (SD JWI)

JWI' [RFC7519] is the normative CT serialization for cross-
organi zational interoperability. Al inplenentations MJST
support JW.

SD-JW [I-D.ietf-oauth-sel ective-disclosure-jw] extends JWF
with selective disclosure of individual claims. |nplenmentations
SHOULD support SD-JW where data m nimzation requirements apply.

SD- JWI sel ective disclosure enables a CT holder to present only
the subset of clainms required by the verifying resource server,
wi thout revealing the full CT payload. This is particularly
rel evant for the ct_scope claim where a hol der MAY di scl ose
only the sub-scope relevant to the requested operation, while
the issuer’s binding covers the full scope.

SD-JWI CTs MJST protect the following clains fromselective
om ssion (they MJST al ways be discl osed):

iss, sub, iat, exp, jti, human_anchor, del egation_depth
max_dept h, revocati on_nonce.

The ct_scope and conpliance_ref clains MAY be sel ectively
di sclosed in SD-JW presentations.

3.5.2. Alternative Format: Biscuit

Biscuit [BISCU T] is an append-only capability token format
usi ng Ed25519 signatures and Datal og for policy expression

Bi scuit provides cryptographic attenuation: a holder can create
a nore restricted version of a token by appending a new

bl ock signed with a fresh key, without interaction with the
ori gi nal issuer.

I npl enent ati ons MAY support Biscuit where cryptographic
attenuation w thout issuer interaction is required. Biscuit’'s
append-only structure enforces Invariant 1 (Scope Monotonicity)
cryptographically at the format | ayer

When using Biscuit:

- The root block MJST contain all REQU RED CT clains as
Dat al og facts.

- The human_anchor and del egati on_depth MJST be in the
root block and MJUST NOT be nodifiable by attenuation bl ocks.

- The Trust Registry MJST list the Ed25519 public key of the
root block issuer for the relevant capability type.

- Step 1 of the enforcenent engine MIUST verify the root block
signature using the Trust Registry key, and verify al
attenuation block signatures forma valid chain.

3.5.3. Alternative Format: CW (CBOR Wb Token)



CW [ RFC8392] provides the sane semantic structure as JW in
CBOR encodi ng, with COSE [ RFC9052] for signing. OW is
RECOMVENDED f or hi gh-t hroughput agent-to-agent transaction
contexts where binary encodi ng reduces token size and
par si ng over head.

When usi ng CWI:

- Al REQU RED CT clains MIUST be present using their CBOR
i nteger claimkeys as defined in the | ANA CBOR Wb Token
Clains Registry, or as defined in Section 11 for SPT-Txn-
specific claimns.

- The COSE_Signl structure MJUST be used for signing.

- Step 1 of the enforcenent engi ne MUST verify using COSE
signature verification procedures [RFCI052].

3.5.4. Format Selection Criteria
The following criteria SHOULD gui de format sel ection

JWI/ SD-JWI:  Cross-organi zati onal depl oynents; human-readabl e
debuggi ng requirenents; broad ecosystem|ibrary support;
when GDPR data mininization is required (SD-JW).

Bi scuit: Deploynents requiring cryptographic attenuation
wi t hout issuer interaction; edge conputing contexts; when
Dat al og policy expression is operationally preferred.

COWI:  Hi gh-throughput agent-to-agent pipelines; 10T and
constrai ned environnents; when binary encodi ng provides
measur abl e operational benefit.

I mpl enentati ons MUST NOT mix formats within a single del egation
chain (e.g., a JW root CT MJUST NOT have a CWI child CT).

The format is set at root issuance and MJST be consi stent

t hrough the chain.
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4. SPT-Txn Token Structure
4.1. Base dains (Inherited)

SPT-Txn Tokens inherit and MJST include all REQU RED cl ai ns
defined in RFC 9700 for Transacti on Tokens:

iss: The authorization server that issued this token

iat: |ssued-at tine.

exp: Expiry tine.

txn: Transaction identifier from RFC 9700.

sub: The workload identity of the calling service at this hop
azp: The authorized party (original requesting workload).
rctx: The request context as defined in RFC 9700.

4.2. SPT-Txn Extension d ains
SPT- Txn Tokens MJUST include the foll ow ng additional clains:
spt_ct_ref: bytes32. The SHA-256 hash of the Capability
Token presented by the caller at this hop. Binds the

transaction token to the specific capability grant used.
REQUI RED.



spt_ct_scope_hash: bytes32. The SHA-256 hash of the
ct _scope claimof the presented CT. Used by the enforcenent
engine in Step 8 for scope binding verification. REQU RED.

spt _human_anchor: bytes32. The hunmanAnchor value fromthe
presented CI. MJST equal ct.human_anchor. Propagated
i mutably. REQUI RED.

spt _del egation_depth: uint8. The del egati on_depth val ue
fromthe presented CT at this hop. REQU RED.

spt_conpliance_ref: bytes32. The conpliance_ref fromthe
root CT. MJIST be identical at every hop. REQU RED for
regul ated transaction contexts.

spt_parent _txn: The jti of the parent SPT-Txn Token in
the chain. OPTIONAL for root tokens. REQUI RED for al
non-root tokens.

Exanpl e SPT-Txn Token extension cl ai ns:

{
"spt_ct_ref":
"0x7f 3a9b2c4d1e8f 6ab5c32e9dla7b4f 8e9c0Odle2f ... ",
"spt _ct_scope_hash":
"0xla2b3c4d5e6f 7a8b9c0dle2f 3a4b5c6d7e8f 9alb. . . ",
"spt _human_anchor":
"0x7f 3a9b2c4d1e8f 6ab5c32e9dla7b4f 8e9c0Odle2f ... ",
"spt _del egation_depth": 2,
"spt_compliance_ref":
"0x9a8b7c6d5e4f 3a2b1c0d9e8f 7a6b5c4d3e2f 1a0b. . . ",
"spt_parent_txn": "ct-4a5b6c7d-8e9f-0alb-2c3d-4e5f 6a7b8c9d”
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5. ZK Circuit Specification
5.1. Proof System

SPT-Txn uses Grothl6 [ GROTH16] over the BN254 pairing-friendly
elliptic curve. Proof generation is perforned by the ABAC PDP
at root transaction tine. Proof verification is perfornmed by
resource servers and auditors.

The proof system provides:

- Conpl eteness: Valid witnesses al ways produce valid proofs.

- Soundness: Invalid w tnesses cannot produce valid proofs
(conput ationally, under the BN254 discrete | og assunption).

- Zero-know edge: Proofs reveal nothing about w tnesses beyond
the verified public inputs.

Circuit paraneters MJST be generated through a trusted setup
cerenony. The SPT-Txn reference inplenentation uses the
Her mez cerenmony outputs for BN254 [ HERMVEZ] .

5.2. CGircuit 1: Attribute Proof
The Attribute Proof circuit proves that a principal holds

specified attributes issued by a trusted issuer, wthout
reveal ing which attributes or their val ues.



Public inputs:
attr _root: Merkle root of the attribute set.
i ssuer_pk: Public key of the trusted attribute issuer.
attr_type_conmitrment: Conmitnment to the attribute type
bei ng proved.

Private inputs (w tness):
attr_value: The actual attribute val ue.
attr_merkle_path: Merkle path proving inclusion.
i ssuer_signature: |Issuer’s signature over the attribute.
nullifier_key: Holder’s nullifier key.

Qut put s:
nullifier: Hash(nullifier key, attr_root). Prevents
doubl e-use of the sane attribute proof.
proof: G othl6 proof of the above relation.

The circuit proves:
1. attr_value is included in the Merkle tree with
root attr_root (via attr_nerkle_path).
2. issuer_signature is a valid signature over
(attr_type, attr_value) under issuer_pk.

3. nullifier == Hash(nullifier_key, attr_root).
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5.3. Circuit 2: Conpliance Caim

The Conpliance Claimcircuit proves that a principal satisfies
a conpliance requirenment (KYC, AM., jurisdiction) wthout
reveal ing the underlying conpliance data.

Public inputs:
conpliance_type: URI identifying the conpliance requirenent.
conmpliance_issuer_pk: Public key of the conpliance certifier.
jurisdiction_set _root: Merkle root of pernmitted jurisdictions.
ti mestanp_bound: W©Maxi mum age of the conpliance attestation.

Private inputs (wtness):
conpliance _credential: The underlying conpliance credential.
i ssuer_signature: Certifier’s signature.
jurisdiction_nerkle_path: Proof of jurisdiction inclusion.
credential _tinmestanp: Tinestanp of the credential.

Qut put s:
conpliance_comm tnent: Hash(conpliance_credential,
conpliance _type). Used as conpliance ref in CTs.
proof: G othl6é proof of the above relation.

The circuit proves:

1. conpliance _credential is validly signed by
conpl i ance_i ssuer _pk.

2. The jurisdiction in conpliance credential is included
in the set with root jurisdiction_set_root.

3. credential _timestanp > (now - tinestanp_bound).

4. conpliance_comi tment == Hash(conpliance_credenti al,
conpl i ance_type).

5.4. Circuit 3: Bionetric Comm tnment

The Biometric Comritment circuit proves that a biometric



measur enent matches a comm tted tenplate, producing a zkDl D
commitnment without revealing the bionetric data.

Public inputs:
tenpl ate_conmitnent: Pedersen commitnent to the bionmetric
tenpl at e.
liveness_proof_root: Root of the liveness attestation tree.

Private inputs (wtness):
bi onetric_neasurenent: The raw bionetric nmeasurenent.
biometric_tenplate: The enrolled tenplate.
tenpl at e_randomess: Randommess in the conmtnent.
liveness_attestation: Signed |liveness attestation.
liveness nerkle path: Merkle path in attestation tree.

Qut put s:
zkdi d_commi t nent: Posei don(bionmetric_tenplate,
tenpl ate_randommess). This is the humanAnchor.
proof: G othl6 proof of the above rel ation.

The circuit proves:
1. bionmetric_neasurenment matches bionetric_tenplate
within a defined distance threshol d.

2. tenplate_comi tment == Pedersen(bionetric_tenplate,
tenpl at e_r andonmess) .

3. liveness_attestation is valid and included in the
liveness attestation tree.

4. zkdid_comm tment == Posei don(bionetric_tenplate,

t enpl at e_r andonmess) .
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6. Milti-Chain Trust Registry Mdel
6.1. Chain-Agnostic Trust Registry

The Trust Registry is an on-chain data store mappi ng issuer
identities to the capability types they are authorized to
certify. It is the root of trust for Step 2 of the enforcenent
engi ne.

Trust Registry entries MJST contain:

issuer _id: The DID or HTTPS identifier of the ABAC PDP.

capability types: A list of capability type URIs the issuer
is authorized to certify.

i ssuer _pubkey: The current public key of the issuer, used
for CT signature verification.

valid_from Unix timestanp fromwhich this entry is valid.

valid_until: Unix tinmestanp at which this entry expires.

status: ACTI VE, SUSPENDED, or REVOKED.

Trust Registry entries MJST be signed by a Trust Anchor -- a
hi gher-1level authority that has authorized the issuer to
operate for the specified capability types. The Trust Anchor
public key MJUST be distributed out-of-band at depl oynent tine.

Resource servers MJST cache Trust Registry entries for
performance. Cache TTL SHOULD be configured based on the

valid until field mnus a safety margin. |nplenentati ons MJST
treat expired Trust Registry entries as equivalent to revoked.



6. 2. Chain-Specific Depl oynent Notes
6.2.1. Ethereum/ EVM Conpati bl e Chains

Trust Registry SHOULD be inpl enented as an upgradeabl e proxy
smart contract using the ElP-1967 transparent proxy pattern.
Access control for Trust Registry updates MJST use a

mul ti-signature schene with a mni mumthreshold of 3-of-5.

Event |1 ogs (TrustRegi stryEntry events) MJST be enmitted for
all Trust Registry updates to support auditability.

Gas optimzation: Trust Registry reads are view functions and
consune no gas for read-only verification.

6.2.2. XDC Network

XDC provides EVM conpatibility with Del egated Proof of Stake
consensus and native support for trade finance applications.
Trust Registry deploynment on XDC foll ows the same EVM
contract specification as Section 6.2. 1.

XDC s 2-second block finality provides faster Trust Registry
updat e propagation than Ethereum nmai nnet. | nplenentations
SHOULD use XDC for deploynents with high Trust Registry
updat e frequency.

6.2.3. Al gorand

Al gorand’s AVM (Al gorand Virtual Machine) supports Trust
Regi stry inplementation as an Al gorand Smart Contract (ASCL).
State storage uses global state for Trust Registry entries.

Al gorand’s 3.9-second block finality and i mredi ate transaction
finality (no confirmation delay) nake it suitable for Trust
Regi stry depl oynents requiring | ow | atency updates.

Al gorand Standard Assets (ASAs) MAY be used to represent
Trust Registry authority grants in a transferable fornat.

6.2.4. Hedera Hashgraph

Hedera Consensus Service (HCS) provides a tanper-evident,

ti mestanped nessage |l og suitable for Trust Registry audit
trails. Trust Registry state SHOULD be naintained in

Hedera Smart Contracts (conpatible with Solidity/EVM, wth
all state-changi ng operations also subnitted to an HCS topic
for auditability.

HCS provi des:
- Cryptographic proof of nmessage ordering and tinestanp.
- Cossi p-about -gossi p consensus with Byzantine fault tolerance.
- GDPR-conpliant auditability (HCS nessages are public but
can reference encrypted off-chain data by hash).

The HCS audit topic MJST record:
- Al Trust Registry entry additions and nodifications.

- Al CT issuance events (by hash reference, not content).
- Al revocation events.
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Transacti on Fl ow

The following illustrates a conplete SPT-Txn transaction flow
for a regulated financial agentic system

Step 1: Human Aut hentication and Root CT |ssuance

Human H presents to ABAC PDP:
- ZK proof of bionetric commtnent (liveness attested)
- ZK compliance proofs (KYC, AM., jurisdiction)

ABAC PDP eval uates agai nst Policy NFT and issues:

CT_H {
i ss: "did:web: abac- pdp. or g- a. exanpl e",
sub: H. zkDl D,
ct_type: "urn:exanpl e:capability:financial-transfer",
ct _scope: { full authorized scope },
human_anchor: H. zkDI D_comni t ment,
del egati on_depth: 3,
max_dept h: 3,
conpliance_ref: hash(ZK conpliance_proofs)

}

Txn- Token-root: {
(RFC 9700 base cl ai nms),
spt_ct _ref: hash(CT_H),
spt_ct_scope_hash: hash(CT_H. ct _scope),
spt _human_anchor: H. zkDI D_conmi t ment
spt _del egati on_depth: 3,
spt_conpliance_ref: hash(ZK conpliance_proofs)

}

Step 2: Hunman Del egates to Al Agent Al
H requests a del egation CT for Al from ABAC PDP:

CT_AL: {
sub: Al.workload identity,
human_anchor: H. zkDI D _conmitnent, <- unchanged
ct _scope: { reduced_scope }, <- subset of CT_H
del egati on_depth: 2, <- decremented
parent _ct: hash(CT_H)

}

H provides Al with CT_Al and an updated Txn- Token
identifying Al as the next hop workl oad.

Step 3: Al Calls Service S1 (Organi zati on B)
Al requests a delegation CT for S1:

CT_Si: {
sub: Sl1.workload_identity,
human_anchor: H. zkDI D _commitnent, <- unchanged
ct _scope: { further_reduced_scope },
del egati on_depth: 1,
parent ct: hash(CT_Al)
}

Al presents CT_S1 and SPT-Txn Token to Sl.
Step 4: S1 Verifies CT_S1 (Offline, No Issuer Contact)

S1 runs the eight-step enforcenent engine:
(a) JWS signature valid per Trust Registry key for Og A



(b) Org A's ABAC PDP authorized for this capability type.
(c) CT_Sl1.exp > now.

(d) CT_S1.jti not in revocation registry.

(e) Requested operation within CT_Sl.ct_scope.

(f) CT_S1.del egation_depth (1) < CT_Al.del egation_depth (2).
(g) CT_S1. human_anchor == Txn- Token. spt _human_anchor.

(h) hash(CT_S1.ct_scope) == Txn-Token. spt_ct_scope_hash

Al'l checks pass. Sl processes the request.
No call to Org A's authorization server required

Step 5: S1 Calls S2 (Organi zation Q)
S1 requests a leaf CT for S2

Cr_Ss2: {
sub: S2.workload_identity,
human_anchor: H. zkDI D _comi t ment,
ct _scope: { mnimal_I|eaf_scope },
del egation_depth: 0, <- cannot del egate further
parent _ct: hash(CT_S1)
}

Audit Trail (verifiable by any authorized auditor):

Txn-Token chain: H-> Al -> S1 -> S2

Each hop: CT reference, scope hash, depth, conpliance ref.
Any party can verify: human authorized root, scope only
reduced at each step, conpliance clains valid fromroot,
chain of custody intact.

No PIl revealed to intermedi ate parties or auditors.
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8. Security Considerations
8.1. Capability Token Security

CT Signature Verification: Al CT signatures MJST be verified
agai nst the issuer’s public key retrieved fromthe Trust

Regi stry. Inplenentati ons MJUST NOT accept issuer public keys
enbedded in the token itself or retrieved froma URL in the
token. This prevents key substitution attacks.

CT Expiry: CTs MJST have a finite exp claim |Inplenentations
MUST NOT accept CTs with exp in the past. The recomended
maxi mum CT lifetine is 1 hour for transactional CTs. Long-
Iived CTs increase revocati on exposure.

JTlI Uniqueness: The jti claimMJIST be gl obally unique across
all CTs issued by a given issuer. |Inplenentations MJIST reject
CTs with a jti that has been seen before (replay prevention).

CT Scope Precision: CT scopes MJIST be as narrow as possible
while permtting the required operations. Overly broad scopes
reduce the security benefit of TBAC enforcenent. |ssuers MJST
val i dat e scope requests agai nst the requesting principal’s
ABAC policy before issuing.

8.2. Delegation Chain Security

Scope Monotonicity Enforcement: |ssuers MJST verify Invariant 1



8.

8.

(Section 3.4) before issuing delegation CTs. |Inplenentations
MUST rej ect del egation requests where the requested scope is not
a strict subset of the delegator’s CT scope.

Depth Enforcenent: |ssuers MJUST verify that the delegator’s
CT has del egation_depth > 0 before issuing a delegation CT

I mpl enent ati ons MJUST set the del egatee’ s del egation_depth to
del egat or. del egati on_depth - 1.

Human Anchor Immutability: [Issuers MJST copy the hunman_anchor
fromthe parent CT without nodification. Any CT presenting a
human_anchor different fromits parent MJST be rejected.

Parent CT Validity: Before issuing a delegation CT, the issuer
MUST verify that the parent CT passes all eight enforcenent steps
(Section 3.3). An issuer MJST NOT issue del egation CTs on behal f
of an expired, revoked, or out-of-scope parent CT

3. ZK Proof Security

Trusted Setup: The G othl6 proof systemrequires a trusted
setup. The toxic waste fromthe setup MJST be destroyed.

Mul ti-party computation cerenonies SHOULD be used to distribute
trust. The reference inplenmentation uses the Hermez cerenony.

Proof Replay: ZK proofs are publicly verifiable. The nullifier
mechanismin Crcuit 1 MIST be used to prevent proof replay.

I mpl enentati ons MUST naintain a nullifier registry and reject
proofs with previously seen nullifiers.

Crcuit Audit: ZK circuits MJST be independently audited before
production deploynent. The circuit specification in Section 5
is normative; inplenentations MJUST match the specified input/
out put structure exactly.

4. Trust Registry Security

Registry Immutability: Trust Registry updates MJST require
mul ti-signature authorization. Single-key control of the Trust
Registry is a critical security risk

Regi stry Monitoring: |Inplementations MJST nonitor Trust Registry
events for unexpected entry additions or nodifications. An
unexpected Trust Registry update MAY indicate a key conprom se

at the Trust Anchor |evel

Entry Expiry: Trust Registry entries MJST have a valid_unti
field. Perpetual Trust Registry entries create long-term
exposure if the associated issuer is |ater conprom sed.
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9

Privacy Consi derations

Human Anchor Privacy: The humanAnchor is a zero-know edge
commitnent to the authorizing human’s zkDID. It does not
reveal the human’s identity, bionmetric data, or any other PI
to internediate services. Only the licensed issuer holding
the escrow key can deanonym ze the humanAnchor under | awf ul
process.

Conpl i ance Reference Privacy: The conpliance ref is a hash



reference to ZK conpliance proofs established at root. The
proofs thensel ves are not propagated in the transaction chain.
Resource servers verify that conpliance_ref nmatches a known
proof commitment; they do not receive or store the underlying
conpl i ance dat a.

Sel ective Disclosure: Wen SD-JW format (Section 3.5.1) is
used, CT holders MAY Iimt claimdisclosure to the specific
clains required by the verifying resource server. This reduces
the PIl surface per hop.

Auditability vs. Privacy: The SPT-Txn audit chain (Section 7)
is designed to be auditable by authorized auditors w thout

revealing PII. The Txn-Token chain carries human_anchor (ZK
commitnent), ct_ref (token hash), and conpliance ref (proof
hash) -- none of which reveal PIl directly. Identity

deanonymi zation requires access to the issuer’s zkDI D escrow,
whi ch MUST be subject to | awful process requirenents.

GDPR Conpl i ance: The humanAnchor mechani smis designed to
satisfy CDPR Article 25 (Data Protection by Design) and Article
5(1)(c) (Data Mninmization). Internediate services receive only
cryptographic comitments, not personal data. |nplenentations
operating in EU jurisdictions SHOULD obtain | egal review of
their specific humanAnchor escrow arrangenent.
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10. Security Properties

10.

10.

1. Signature Al gorithm Requirenents
Al'l CT signatures MJIST use one of the follow ng al gorithns:

ES256: ECDSA with P-256 and SHA-256. REQUI RED to support.

ES384: ECDSA with P-384 and SHA-384. RECOMVENDED.

EdDSA (Ed25519): Edwards-curve DSA. RECOVMENDED.
Ed25519 is RECOMMENDED for new depl oynents due to its
constant-tine inplenentation properties and snaller
signature size.

RS256 and weaker al gorithms MJUST NOT be used for CT signing.

Post - quant um note: ECDSA and EdDSA are vulnerable to

quant um adversaries with access to Shor’s al gorithm

Depl oynents with long-termsecurity requirenents (>10 years)
SHOULD nonitor N ST post-quantum st andardi zati on and pl an
mgration to PQ safe signature schenes. The SPT-Txn claim
structure is algorithmagnostic and does not require changes
to accommodat e al gorithm m gration.

2. Key Mnagenent

ABAC PDP si gning keys MJST be stored in hardware security
modul es (HSMs) or equi val ent tanper-resistant hardware.

Key rotation MJUST be supported. Trust Registry entries MJST
be updat ed when issuer keys are rotated. CTs signed with
rot at ed-out keys MUST be considered expired at rotation tine
unl ess a key overlap period is explicitly configured.

Key overlap period SHOULD NOT exceed the maxi mum CT lifetime



to bound exposure of the outgoing key.
.3. Transport Security

Al'l SPT-Txn Token and CT transm ssion MJUST occur over TLS 1.3
[ RFC8446] or later. TLS 1.2 MAY be permtted for |egacy
compatibility with explicit operator acknow edgnent.

CT transmi ssion in HTTP headers MJST use the Authorization
header with a custom schene:
Aut hori zation: SPT-CT <base64url - encoded- CT>

.4. Replay Prevention

CTs include a jti claimfor unique identification. Resource
servers MJST nmaintain a short-termjti cache to detect CT
replay within the CI's validity w ndow.

SPT- Txn Tokens inherit the replay prevention mechani snms
defined in RFC 9700, including the txn claim binding.

.5. Token Format Security Properties

This section specifies security properties specific to each
token serialization format (Section 3.5).

JWI/ SD- JWI' Security:

JWS al gorithm confusion attacks MJUST be prevented by
explicitly specifying the expected algorithmat verification
time. Inplementations MJUST NOT accept the "none" al gorithm

SD- JWI' hol der bi ndi ng MJUST use Ed25519 or P-256 key bi nding.
Unbound SD-JWI' presentati ons MJUST NOT be accepted for CT
present ati on.

Bi scuit Security:

Bi scuit’s append-only structure provides structural defence
agai nst scope escal ation: attenuation bl ocks can only
restrict, never expand, the token’s authority. This
cryptographically enforces Invariant 1 (Scope Mnotonicity)
at the format | ayer, independent of the enforcenment engine.

The root bl ock’s Ed25519 key MJST be registered in the
Trust Registry. Attenuation block keys are epheneral and
MUST NOT be regi stered.

Bi scuit tokens MUST be treated as opaque by internediate
services that are not the intended verifier

CWI/ COSE Security:
COSE_Si gnl MJST be used (not COSE _Sign for multi-signer).
Al gorithm paraneters MJST be in the protected header.
Unpr ot ect ed header al gorithm paraneters MJST be ignored.
The COSE kid (key I D) paraneter MJST NOT be used to sel ect
verification keys. Verification keys MJUST be retrieved
fromthe Trust Registry based on the iss claim

.6. ZK Proof System Security

See Section 8.3 for ZK proof security considerations.

Addi tionally:



- Gothl6e proofs are conmputationally sound under the BN254
di screte |l ogarithm assunption.

- Proof size is constant (192 bytes for G othl6 on BN254)
regardl ess of circuit complexity.

- Verification tine is constant and fast (< 5ms on comuodity
har dwar e), maki ng ZK proof verification practical in the
enf orcement engi ne hot path.

10.7. Milti-Chain Trust Registry Integrity
See Section 8.4 for Trust Registry security considerations.

Cross-chai n depl oyments: Wen Trust Registries are depl oyed
on multiple chains, inplenentations MJST ensure consi stency
bet ween chain depl oynents. A Trust Registry entry on one
chain MUST NOT be considered authoritative for resource
servers configured to use a different chain.

Chai n reorgani zations: For EVM chains, Trust Registry reads
SHOULD wait for a mninmumof 12 block confirmations to protect
agai nst reorgani zati on-based attacks on Trust Registry state.
Hedera and Al gorand provide imediate finality and do not
requi re confirmation del ays.
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11. | ANA Consi der ations

Thi s docunent requests registration of the followi ng JW clains
in the | ANA JSON Wb Token C ains Registry [IANA JW. d ai ns].

Claim Name: spt_ct_ref

Cl ai m Description: SHA-256 hash of the Capability Token
presented at this transaction hop.

Change Controller: |ETF

Speci fication Docunent(s): Section 4.2 of this docunent.

Claim Name: spt_ct_scope_hash

Claim Description: SHA-256 hash of the ct_scope cl ai m of
the presented Capability Token.

Change Controller: |ETF

Speci fication Docunent(s): Section 4.2 of this docunent.

Cl ai m Name: spt_human_anchor

Cl aim Description: Zero-know edge comm tnent to the zkDI D
of the authorizing human princi pal (humanAnchor).

Change Controller: |ETF

Speci fication Docunent(s): Sections 3.2 and 4.2 of this
docunent .

Cl ai m Name: spt_del egati on_depth

Cl ai m Description: Remaining delegation depth fromthe
Capability Token at this transaction hop.

Change Controller: |ETF

Speci fication Docunent(s): Section 4.2 of this docunent.

Cl ai m Name: spt_conpl i ance_r ef

Clai m Description: Hash reference to the ZK conpliance proofs
established at transaction root.

Change Controller: |ETF

Speci fication Docunent(s): Sections 3.2 and 4.2 of this
docunent .



Claim Nane: spt_parent _txn

ClaimDescription: JW |ID of the parent SPT-Txn Token in
the transaction chain.

Change Controller: |ETF

Speci fication Docunent(s): Section 4.2 of this docunent.

Thi s docunent al so requests registration of the follow ng
Capability Token clains (in a new SPT-Txn CT Cains Registry
to be established by IANA, or in the JW dains Registry):

Claim Name: ct_type

ClaimDescription: URl identifying the capability type granted
by this Capability Token.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.

Cl ai m Name: ct_scope

ClaimDescription: Structured object defining the capability
scope, operations, and constraints granted.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.

C ai m Nare:  hunman_anchor

Cl ai m Description: Zero-knowl edge comm tnent to the zkDI D of
the aut horizing human (humanAnchor), carried in the CI.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.

Cl ai m Name: del egati on_depth

Claim Description: Remaining delegation |levels permtted from
this CT hol der.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.

Claim Name: conpli ance_ref

Cl aim Description: Hash reference to ZK conpliance proofs
at transaction root.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.

Cl ai m Narme: revocati on_nonce

Cl aim Description: Nonce included in the revocation registry
commtnent for this CT.

Change Controller: |ETF

Speci fication Docunent(s): Section 3.2 of this docunent.
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