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Abst r act

Thi s docunent describes an experinental protocol naned the Avail able
Sessi on Recovery Protocol (ASRP). The protocol is designed to
optinmize high-availability network cluster architectures, providing a
superior high-availability solution for clusters offering statefu
networ k services such as | oad bal anci ng and Networ k Address

Transl ation (NAT [ RFC4787]). ASRP defines the procedures for session
backup and recovery, as well as the nessage formats used during these
i nteractions, enabling efficient and streanlined session state
managermnent .

In contrast to traditional high-availability techniques that back up
session state within the cluster itself, the core innovation of ASRP
lies inits distributed backup of state information to the client or
server side. This approach offers nultiple advantages: theoretically
unlimted elastic scaling capacity; support for rapid recovery from
mul ti-point failures; reduction of resource redundancy through the
elimnation of centralized backup nodes; and significant
simplification of cluster inplenmentation conplexity.

The ASRP protocol provides a standardi zed nmethod for constructing
elastic service clusters, facilitating broader participation from
sof tware and hardware devel opers in building elastic cloud network
service clusters.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Traditional high-availability network clusters based on a naster-
backup architecture rely on session state synchronization between the
mast er and backup nodes. \While functionally conplete, this
architecture faces challenges in the cloud era, such as insufficient
flexibility for elastic scaling, resource redundancy, and high

i npl ement ation conplexity. To address these challenges, the industry
has proposed the Elastic Stateful C uster
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An Elastic Stateful Cluster is a high-availability network service
cluster composed of multiple cooperative nodes. The nunmber of nodes
within the cluster can be elastically scaled, enabling it to provide
stateful network services such as |oad bal ancing (SLB) and Network
Address Translation (NAT). To achieve elastic scaling, conventional
El astic Stateful Clusters adopt a Fast/ Sl ow Path design phil osophy,
separ ati ng sessi on managenent from packet forwarding. This allows
the fast path node | ayer to achi eve good el astic scaling
capabilities.

1.1. Conventional Elastic Stateful Custer
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Figure 1: Fast/Slow Path Elastic Stateful C uster

The sl ow path nodes are responsible for session creation and
synchroni zati on, while the fast path nodes are responsible for rapid
packet forwarding. The drawback of this Elastic Stateful Custer
architecture is the weak elastic scaling capability of the slow path
nodes. | nplementing session synchronization anong sl ow path nodes is
complex. A typical inplenentation reference is the AW Hyperpl ane
NFV pl atform

1.2. ASRP El astic Stateful d uster
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3.

Figure 2: ASRP Elastic Stateful Custer

The Avail abl e Session Recovery Protocol (ASRP) proposes an innovative
hi gh-availability solution, aimng to provide a standardi zed met hod
for constructing elastic service clusters. This facilitates broader
participation fromsoftware and hardware devel opers in building
elastic cloud network service clusters. |Its core ideais to

i nnovatively distribute session state information to the client or
server. The lifecycle of the backup state is synchronized with the
real session, elimnating the need for independent keepalive and

ti meout nechani sns. This design ensures the tineliness and
availability of the backup information

ASRP defines correspondi ng session backup and recovery nechani sns.
The protocol allows protocol nmessages to be transmitted together with
the original service data packets, thereby reducing control overhead
for state synchronization. 1In an elastic stateful cluster built on
ASRP, network nodes possess atomic and nutual |y i ndependent
properties. There is no need for conmunication between nodes, nor is
session synchroni zation required within the cluster. This
fundanental design provides theoretically unlimted scaling
capability and supports rapid recovery frommulti-point failures.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Pr ot ocol Overvi ew
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3.1. Two Operational Mdes

For the ASRP protocol to function correctly, two prerequisites nust
be net. First, all network nodes within the cluster MJST run service
software supporting the ASRP protocol. Second, the server or client
responsi bl e for backing up sessions MJST deploy a kernel nodule or an
eBPF nodul e that supports ASRP. Depending on whether this nmodule is
depl oyed on the server or the client, the protocol operates in one of
two correspondi ng nodes: Passive (PSV) Mde and Active (ACT) Mde.

3.1.1. PSV Mde
In PSV node, the network node is typically located within the sane
trusted network domain as the server (e.g., inside a data center).
Its typical service is |oad bal anci ng.

3.1.2. ACT Mode
In ACT node, the network node is typically located within the sane
trusted network domain as the client (e.g., an enterprise intranet).
Its typical service is Source Network Address Transl ation (SNAT).

3.2. Two Routing Behaviors

3.2.1. Synmetric Routing

El astic
St at ef ul
Cl uster
o e e eiaao - +
S + | .. | S S +
| | e + | |
| dient | <---------- > | node X | <---------- > | Server |
| | | A + | |
S + | .. | S +
o e e eaao- +

Figure 3: Symmetric Routing
Symmetric routing refers to the path node where bidirectional traffic
of the sane session between a client and a server is always routed to
the sane node within the cluster.

3.2.2. Asymetric Routing
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El astic
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Figure 4: Asymmetric Routing

Asymretric routing refers to the scenario where bidirectional traffic
of the sane session may be routed (e.g., by mechani sms such as ECMP

[ RFC2991], [RFC2992]) to different nodes within a cluster. In cloud
net wor ki ng envi ronments, asymmetric routing is a conmon phenonenon,
whi ch i nposes hi gher demands on the inplenentation of elastic
stateful clusters.

3.3. Protocol Message

ASRP achi eves distributed backup and recovery of session state

i nformati on by exchangi ng specific protocol nmessages anong the
client, server, and network nodes (such as |oad bal ancers or NAT
devices). In a |oad-balancing scenario, session state is distributed
and backed up to individual servers; in a Source Network Address
Transl ation (SNAT) scenario, session state is distributed and backed
up to individual clients.

ASRP defines the follow ng protocol nmessages: New Session nessage
(NS), New session Acknow edge nessage (NA), Query Session nessage
(@), Recover Session nessage (RS), Recovery no-session nessage (RX)
Hel | o Session message (HS) and Push Session nessage (PS)

3.3.1. NS Message
Generated by the network node, it is used to send session state

information to a designated client (in ACT node) or server (in PSV
nmode) for backup when creating a new session.
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3.3.2. NA Message

Generated by the server hol ding backup as response to a NS nessage in
PSV node, indicating that the NS nessage is received by the server.

3.3.3. (S Message

Generated by the network node, it is used to query the client or
server for backup session state information when a received packet
cannot match any | ocal session and a session cannot be directly
created. For TCP SYN packets, if no local session nmatches, a session
can be created directly without querying the state.

3.3.4. RS Message

Generated by the client or server holding the backup as a response to
a S nessage, it contains the state information required to recover
the session. The network node parses the RS nessage and reconstructs
or marks the | ocal session, thereby achieving failure recovery.

3.3.5. RX Message
Generated by the client or server holding the backup as a response to
a S nessage, indicating that the session queried by the QS nessage
was not found. Except for the Msg Type field, the RX nessage is
identical to the correspondi ng QS nmessage.

3.3.6. HS Message
Generated by the client, it is used in ACT npode to announce to the
network node its capability to support the ASRP protocol and to

trigger the network node to return an NS nmessage to conpl ete session
backup.

3.3.7. PS Message
Generated by the server, it is used in PSV node to push session state
information to the network node. |In the case of asymretric routing,
the network node utilizes the PS message to create/update sessions
for fast packet forwarding.

3.4. Transm ssion Mddes and Signhature

ASRP nmessages can be transmitted in three nodes.
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3.4.1. Inline npde

The ASRP nessage is inserted at the beginning of the payl oad of the
forwarded packet. The ASRP nessage and the forwarded packet are
transmtted together. Wen the total packet |ength does not exceed
the MIU, NS, HS, and PS nessages prefer this transni ssion node.

3.4.2. Standal one nobde

The ASRP nessage is encapsul ated into a separate new packet that uses
the sane 5-tuples (source IP, destination IP, source port,
destination port, and protocol) as the forwarded packet. This
ensures that both the ASRP nessage and the forwarded packet are
delivered to the sane network node for processing. To avoid
exceeding the MIU, NS, HS, and PS nessages may use this transm ssion
node.

3.4.3. Bundl ed npde

The ASRP nessage is encapsul ated using | P/UDP [ RFCO768], with IP
addresses configured to ensure nutual reachability and a fixed
destination port ASRP_PORT (e.g., 51200). Wen the total packet

| ength does not exceed the MIU, the original |IP packet to be
forwarded may optionally be appended after the ASRP nessage, allow ng
themto be transmtted together. @QS, RS, RX and NA nessages
typically use this transm ssion node; additionally, NS nessages al so
use this node when an NA response i s expected.

3.4.4. ASRP Signature

In inline/standal one node, an ASRP Signature is used to indicate that
a packet contains an ASRP nessage

Simlar to the Proxy Protocol, a 12-byte ASRP Signature is used:

0x0D, OxO0A, OxO0D, OxOA, 0x00, 0Ox0D, Ox0A, 0x41, 0x53, 0x52, 0x50,
OxF1.

The ASRP Signature is inserted in front of the ASRP nessage. In

bundl ed node, UDP destination port is ASRP-PORT, it does not require
the ASRP Si gnat ure.
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3.5. Session Creation/Recovery Scenari 0s

This section el aborates on, through a series of typical scenarios,
how t he ASRP protocol achi eves session backup and recovery via
nmessage interaction in the event of network node failures under
different operational nbdes. Each scenario details the involved
protocol nessage flows and the processing steps of each entity.

3.5.1. PSV- Scenari o-1

El astic

St at ef ul

Cl uster
Fomm oo - + o m e e e oo - + Fomm oo - +
| | --1: PKT--> | | ----- 2:NS----- > | |
I I I I I I
| client | | Nodes | | server
I I I I I I
| | <--4:PKT-- | | <----3:PS------ | |
Fomm oo - + o m e e e oo - + Fomm oo - +

Figure 5: Direct Session Creation in PSV Mloe

This scenario describes that, in PSV node, a network node receives an
explicit first packet (i.e., a packet whose characteristics
explicitly indicate the start of a session) and directly creates a
session flow. Conmon exanples of explicit first packets include TCP
SYN [ RFC9293] and DNS [ RFC1034] [ RFC1035] query, anong ot hers.

The processing flowis as foll ows:

1. Session Creation: Upon receiving a packet fromthe client (e.g.,
TCP SYN), the network node first creates a new session and then
sends an NS nessage to the sel ected server

2. Server Response: Upon receiving the NS nessage, the server stores
the session state information contained in the NS nessage and
associates it with its local session. |In the case of asymretric
routing, when sending its first response packet, the server sends
a PS nessage to the network node.

3. Session Recovery: In the case of asymetric routing, the network
node, upon receiving the PS nessage, restores the session and
subsequently forwards packets according to that session

The session state informati on backed up by the server is rel eased

upon | ocal session termnation, w thout requiring any additiona
t ear down nessage
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El astic

St at ef ul

Cl ust er
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I I I I
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Figure 6: Session Recovery for Server in PSV Mde

Thi s scenario describes the session recovery flow triggered by a
server packet.

The processing flowis as foll ows:

1. Session Query: Upon receiving a packet fromthe server, the

2026

net wor k node searches its | ocal session table. |[|f no natching

session is found, the node SHOULD first buffer the packet for
forwardi ng, then sends a @S nessage back to the server

2. Server Response: After receiving the QS nessage, the server
based on the content of the QS nmessage, |ooks up the locally
stored backup session state informati on and sends an RS/ RX
message back to the network node.

3. Session Recovery: Upon receiving an RS nessage, the network node

creates a new | ocal session and forwards packets accordingly.

Upon receiving an RX nessage, the node SHOULD di scard the pending

packets.

3. PSV-Scenario-3
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El astic

St at ef ul
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Fomm oo - + N + Fomm e oo - +

Figure 7: Session Creation/Recovery for Client in PSV Mde

Thi s scenario describes the session creation/recovery flow triggered
by a client packet.

The processing flowis as foll ows:

1. Query Local Session: Upon receiving a packet fromthe client, if
no matchi ng session is found, the network node first obtains a
list of candidate servers (possibly nmultiple) for querying.

2. Query Backup Session: The network node sends QS messages to each
candi date server to query for backed-up sessions. Each server
replies with an RS or RX nessage indicating the query result.

3. Process Query Results: If a session is found, the network node
restores the session according to the RS nessage and forwards the
packet. O herw se, for TCP packets: drop the packet. For UDP
packets: proceed to create a new | ocal session and send an NS
message to the sel ected server

4. Server Creates New Session: Upon receiving an NS nessage, the
server stores the session state infornmation and associates it
with its local session. It inmrediately replies with a pure NA
packet as an acknow edgnent.

5. Session Recovery: In an asymmetric routing environnment, when
sending its first response packet, the server prioritizes sending
a PS nessage to restore the session at the network node before
forwardi ng the response packet.

In this scenario, obtaining the list of candidate servers is a key
chal l enge. Two solutions are proposed:
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1. The network node enploys a determnistic server selection
al gorithm such as consi stent hashing or history-aware consi st
hashi ng-to quickly map i ncom ng packets to backend servers

2026

ent

2. Enhance the client so that client packets carry backend server
information, allow ng the network node to directly extract the

target server fromthe client packet.

4. ACT-Scenario-1
El astic
St at ef ul
Cl uster
Fomm oo - + o m e e e oo - + Fomm e - o -
| | - L HS----> | | |
| | <----2:NS----- | | ---3:PKT--> |
| client | | Nodes | | server
| | <----5:Q5----- | | <--4:PKT--- |
| | ---6:RS/IRX---> | | |
Fomm oo - + o m e e e oo - + Fomm e - o -

Figure 8: Session Creation/Recovery in ACT Mde

This scenari o describes session creation at a network node and
server-initiated session restoration

The processing flowis as foll ows:

1. Session backup: When sending a packet wi thout receiving NS

message, the client sends an HS nessage to the network node to
request session backup (the client should rate-linit HS). Upon

receiving HS, the node replies with an NS nmessage for session
backup.

2. Session | ookup: For packets froma server with no natching

session, the network node identifies the target client and sends

it a @S nmessage

3. Session Recovery: Upon receiving QS, the client sends an RS/ RX

message to the network node to restore the session

In step 2, identifying the target client is challenging. Two
sol utions are proposed:

1. Use static mapping (e.g., map destination port to client). For
SNAT, client |IP addresses can be statically mapped to distinct

port ranges.
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2. Enhance the server to enbed client information in its packets,
all owi ng the network node to extract the client address directly.

3.5.5. ACT-Scenario-2

El astic

St at ef ul

Cl uster
TS + S + TS +
| | ----LPKT----> | | | |
| | | | | |
| client | <----2:Q5---- | Nodes | ---4:PKT-->| server |
I I I I I I
| | ---3:RS/IRX---> | | | |
TS + S + TS +

Figure 9: Session Recovery for Cient in ACT Mde
This scenario describes the client-packet-triggered session recovery.
The processing flowis as foll ows:
1. Session Query: Upon receiving a packet froma client with no
| ocal session and without an HS nessage, the network node sends a

@S nessage to the client.

2. Session Recovery: The client responds with an RS/ RX nessage; the
RS message enabl es session restoration.

4. Protocol Details

4.1. Message Format
An ASRP nessage consists of nine fields in total. The nessage header
has a fixed length and is conposed of the first six fields. The

message body has variable | ength and conprises the renmining three
fields. The fields are defined as foll ows:
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1. Version: 1 octet, the protocol version
2. MsgType: 1 octet, the nessage type.
3. Flags: 1 octet, nessage fl ags.
- F_MSG Pure nessage (sent independently);
- F_ACT: ACT node in use;
- F_PEER First ST is the server-side ST.
4. DataType: 1 octet, session tuple type.
5. Length: 2 octets, total ASRP nessage length in octets.
6. Reserved: 1 octet, reserved for future use
7. Protocol: 1 octet, transport-layer protocol(e.g., TCP, UDP).
8. Session-Tupl e(ST): source and destination addresses and ports.

The | P address type is |Pv4/IlPv6.
There are 6 types of ST, as follows:
- ST4: 1Pv4-only tuple;
- ST6: 1Pv6-only tuple;
- ST44/ ST66: Pairs of ST4 or ST6;
- ST46/ ST64: M xed | Pv4/ 1 Pv6 tuples.
9. Session-Data(SD): opaque session state information.

The val ues and semantics of the six header fields (Version through
Reserved) are specified in the follow ng table.
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[ ool s e e oo e e s
| Field | Value | Nanme | Description |
[ g el ooy e oo oo
| Version | 0 | Ver0O | ASRP Version |
S I S S ey e +
| | 0 | NS | NS Message |
| - E - e +
| | 1 | NA | NA Message |
| S E S i +
I |l 2 | @& | 5 Message I
| S R S . +
| MsgType | 3 | RS | RS Message |
| - E - e +
| | 4 | RX | RX Message |
| S E S i +
| | 5 | HS | HS Message |
| S R S . +
| | 6 | PS | PS Message |
T I I p—— "> +
| | 0 | NULL | Message body contains no ST |
| S E S i +
| | 1 | ST44 | Message body contains ST44 |
| S R S . +
| DataType | 2 | ST66 | Message body contains ST66 |
| - E - e +
| | 3 | ST46 | Message body contains ST46 |
| S E S i +
| | 4 | ST64 | Message body contains ST64 |
S I S S ey S +
| | Ox1 | FMG| Pure nessage |
| - E - e +
| Flags | Ox2 | F-ACT | ACT node |
| S E S i +
| | Ox4 | F-PEER | Peer Session-Tuple |
S I S S ey S +
| Length | len | LEN | Message length in octets |
T I I p—— "> +
| Reserved | 0 | RSRV | Reserved |
TS R, Fomm oo T +

Fi gure 10: ASRP Message Header

ST4(l ength 12) Format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Source | P (1Pv4) |
e L i i T e R th o i R SR S
| Destination I P (IPv4) |
i e e R e o o e T b i ol I N S S
| Sour ce Port | Destination Port |
B i s T T i i o S o T Ji I

Figure 11: |1Pv4 Session Tupl e Fornmat

ST6(l ength 36) Format: Same structure as ST4, but with | Pve
ST44(1 ength 24) Format: ST4 pair

ST66(1 ength 72) Format: ST6 pair

ST46(1 ength 48) Format: M xed ST pair (ST4->ST6 sequence)
ST64(1 ength 48) Format: M xed ST pair (ST6->ST4 sequence)

4.1.1. NS Message Format
The NS message is used by the network node to back up session state
information to the client or server. The NS nessage contains two
Sessi on- Tupl es.
NS Message Format:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Ver si on | MsgType | Dat aType | Fl ags |
i e e R e s R i e o S ol S S S S
| Lengt h | Reserved | Pr ot ocol

I T S T ST S i S S S

Sessi on- Tupl es: ST44/ ST66/ ST46/ ST64

I
+
I
I
R e o i i e S S R S R ol i il S S S S R e o T R e
I
Sessi on- Dat a ~

I

+

I
I
+-
I
I
R o S e e e e T i s o S NI S SR S S S S T S e
Figure 12: ASRP NS Message For mat
The NS message contains two Session-Tuples, representing the

connecti on between the network node and the client, and the
connecti on between the network node and the server, respectively.
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4.

4.

1.

1.

2. NA Message For mat

The NA message is used only in PSV node to informthe network node
that the server has received the NS nessage.

RS Message Format: The structure of nessage is the sanme as that of
the NS nessage.

3. (S Message Format

The @S nessage is used by the network node to query backup session
state information.

QS Message Format:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Ver si on | MsgType | Dat aType | Fl ags |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Length | Reserved | Pr ot ocol

e s S S T i i o S S T i L
|~ Sessi on-Tupl e: ST4 or ST6 |~
I+- S S T T e T o S o S o S o i sl T o S S S I+
|~ Sessi on- Dat a |~
I+- I S i i T i T R R e R e s s s i S S I+

Figure 13: ASRP QS Message For mat

4.1.4. RS Message Fornmat

4.
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1.

The RS nmessage is used to recover a network node’s session.

RS Message Format: The structure of nessage is the same as that of
the NS nessage.

5. RX Message Format

The RX message indicates that the session queried by a prior QS
message is not present in the responder’s session table.

RX Message Format: The structure of nessages is the sane as taht of
the QS nessage.
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4.1.6. HS Message Format

The HS message is generated by the client to announce to the network
node that it requires an NS nessage to back up session state
i nformation.

HS Message Format:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Ver si on | MsgType | Dat aType | Fl ags |
I i I S L i S i o i S S SRR SR S
| Lengt h | Reserved | Paddi ng |

B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
Figure 14: ASRP HS Message For nmat
4.1.7. PS Message Format
In PSV node, in an asymetric routing environnment, when the server
sends its first packet, it uses a PS nessage to push session
information to the network node, enabling rapid session establishnent
and fast forwarding of the server’s initial packet.

PS Message Format: The structure of nessage is the same as that of
the NS nessage.

4.2. ASRP packet For mat
A packet that carries a single ASRP nessage is referred to as an ASRP
packet. Based on the three transm ssion nodes of ASRP nessages, the
format of ASRP packets can also be classified into three types.

4.2.1. Inline-ASRP packet

In Inline node, the ASRP packet format is as follows:
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0 1 2 3

01234567890123456789012345678901

B S S T i i S it S I S S S Y S
Original packet header (1P + TCP/ UDP)

B S T S S i S S S S e T e SUR A S

ASRP Si gnature

NS/ HS/ PS nessage
B e S i o S S S i T S S i S i e

+
I
I
I
|
I
I
o |
Original packet data ~
I

!
B T I S T
!
+

+— ! —+— 1+ +— 1 — +

i I T e e o ol i ST RIE R S R SR S TR S S R S i I S R e
Fi gure 15: Inline- ASRP packet
4.2.2. Standal one- ASRP packet
I n standal one node, the ASRP packet format is as foll ows:
0 1 2 3
01234567890123456789012345678901
R i T T e e T T i ST S R S

Original packet header (1P + TCP/ UDP)

i T S T S T AT S S S S e S

+
I
I
I
|
I
NS/ HS/ PS nmessage ~
I

+-
+- -+
| ASRP Si gnature
R et e s i o e s i i
i i i T i I S i e s o o i i

Fi gure 16: Standal one- ASRP packet

The nessage within the packet MJST have the F_MSG flag set to
indicate that this is a pure nessage packet.
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4.2.3. Bundl ed- ASRP packet
I'n bundl ed node, the ASRP packet format is as foll ows:
0 1 2 3
01234567890123456789012345678901
i e T i i o S e s el i it S T S S e S S e i i
IP + UDP Header (with destination port: ASRP-PORT)
B R o o S S O i i e e S S S e e ks S S
QS/ RS/ RX/ NS/ NA nessage

T S S i Sl S i Sl ST S S S S S S T A A SN S

For war ded- PKT (I P packet)

+— 11—+ 1 — 4+ 1 +

I
I
+
I
I
+
I
I

N kL p e SR S T R S S S R

Figure 17: Bundl ed- ASRP packet

If there is no original |IP packet followi ng the nessage in the
packet, the F_M5G flag MJUST be set in the nessage to indicate that
this is a pure nmessage packet.

4.3. Message Processing

Bundl ed- ASRP packets are identified by the UDP destination port,

whi |l e other ASRP packets are identified by the ASRP Signature. Once
an ASRP packet is identified, the ASRP nessages within the packet can
then be parsed and processed.

If transm ssion can be performed wi thout causing |IP fragmentation,
all ASRP nessages nmay be transnitted together with the forwarded
packet. The specific encapsulation nethod is defined in the ASRP
Packet Format. |In subsequent nessage processing descriptions, this
point will not be repeatedly enphasized.

4.3.1. NS Message Processing

The NS nmessage is generated by a network node when creating a new
session and is used to back up the session to the client or server.

If the NS nessage is received via a Bundl ed- ASRP packet, the server
MUST i mmedi ately respond with an NA nessage.
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The source I P of the NS packet is set to the network node’s local IP
(whi ch can be obtained fromconfiguration), and the destination IP is
set to the client’s or server’s IP (which can be obtained fromthe
forwarded packet). The source port is randomy generated, and the
destination port is set to ASRP-PORT.

When a client or server receives an NS packet, it extracts the NS
message and backs up the session state information, extracts the
forwarded packet (if present), and hands it over to the system

In PSV node, if an NS nessage is lost, for TCP connections, the
retransm ssion of the SYN packet will trigger the retransm ssion of
the NS nessage. For other types of connections, subsequent packets
will continue to generate NS nessages until an NA nessage is

recei ved.

In ACT node, if an NS nessage is |ost, subsequent packets sent by the
client will generate HS nessages, pronpting the network node to
retransmt the NS nessage in response to these subsequent HS
nessages.

NS nmessages may be generated in both PSV and ACT nodes. The handling
procedures are described in Figure 5, Figure 7, and Figure 8.

4.3.2. NA Message Processing

Upon receiving an NA nessage, the network node MJUST NOT send any
further NS nessages to the server.

4.3.3. (S Message Processing

The QS message is generated by the network node to query backup
session state information.

The source |IP of the QS packet is set to the network node’'s local IP
(obtai nable fromconfiguration), and the destination I[P is set to the
client’s or server’s |IP (obtainable fromthe forwarded packet as
described in Figure 6 and Figure 9, or derived via algorithnic
mapping to the client or server as described in Figure 7 and

Figure 8). The source port is randomy generated, and the
destination port is set to ASRP-PORT.

When a client or server receives a QS packet, it extracts the S
message, queries the backup session state information, and returns an
RS message; it extracts the forwarded packet (if present), processes
it first according to the backup session state information, and then
hands it over to the system
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If a @S nessage is |ost, subsequent packets will trigger the
generati on of new QS packets, continuing the attenpt to recover the
sessi on.

S nessages nmay be generated in both PSV and ACT nodes. The handling
procedures are described in Figure 6, Figure 7, and Figure 9

4.3.4. RS Message Processing

The RS message is generated by the client or server in response to an
S nessage. It is processed by the network node to recover a
sessi on.

The RS packet reuses the protocol header of the QS packet, with the
source and destination |IP addresses and UDP ports swapped.

When a network node receives an RS packet, it extracts the RS nessage
and recovers the session (upon successful QS query); it extracts the
forwarded packet (if present) and forwards it according to the

sessi on.

If an RS nessage is |ost, subsequent QS nessages will continue the
attenpt to recover the session, thereby triggering retransm ssion of
the RS nessage.

RS nmessages may be generated in both PSV and ACT nodes. The handling
procedures are described in Figure 5, Figure 6, Figure 7, Figure 8,
and Figure 9.

4.3.5. RX Message Processing

The RX message is generated by either the client or the server in
response to a QS nessage, indicating that no session was found. Upon
recei ving an RX nessage, the network node follows the processing
procedures described in the respective scenarios under PSV/ ACT node.

4.3.6. HS Message Processing
The HS message is sent by the client during the initial connection
est abl i shnent phase to announce to the network node that it requires
an NS nessage to back up session state information.

The source I P, destination IP, and source port of the HS packet are
copi ed fromthe packet sent by the client.

When a network node receives an HS nmessage, it extracts the HS

nmessage, creates a session, forwards packets according to the
session, and returns a pure NS packet to the client.
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HS nmessages are only generated in ACT node. The handling procedure
is described in Figure 8.

4.3.7. PS Message Processing

The PS nmessage is generated by the server after receiving an NS
message. Wien the server sends its first response packet to the
client, it uses the PS message to push session state information to
the network node. This is used to recover the network node’ s session
in the case of asymmetric routing.

The source | P, destination IP, and source port of the PS packet are
copi ed fromthe packet sent by the server

When a network node receives a PS nessage, it extracts the PS nessage
and recovers the session; it extracts the forwarded packet (if
present) and forwards it according to the session

PS nmessages are only generated in PSV node. The handling procedure
is described in Figure 5 Figure 7

5. Security Considerations
5.1. Message Forgery Attacks

The security design of the ASRP protocol is based on its typica
depl oynent nodel

Depl oynment Boundari es and Access Control: ASRP recomends depl oyi ng
network nodes and the clients or servers that back up sessions wthin
the same trusted internal network domain. |In this nodel, all ASRP
prot ocol packets comunicate within an internal address space. By

i mpl ementi ng appropriate network segnentation (e.g., using firewal
policies or security groups) and strictly checking the source
addresses of packets, forged ASRP packets originating fromuntrusted
external networks can be effectively prevented fromreaching the
target nodes.

Session Legitimacy Verification: Wen processi ng ASRP packets that
may establish new sessions (e.g., HS or RS packets), network nodes
SHOULD perform basic validation according to the specific policies of
the upper-layer application or service. For instance, in a |oad-

bal anci ng scenari o, a node SHOULD verify whether the session points

to a known and healthy server. In a NAT scenario, it SHOULD verify
whet her the address translation conplies with predefined rules. This
prevents the establishment of illegal sessions at the application

| ayer.
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Internal Threat Assessnent: Even if an attacker is |located within the
trusted network and can forge ASRP packets, the scope of inpact is
inherently limted. The attacker can only forge sessions where they
thensel ves are the endpoint (e.g., masquerading as a client to
request recovery of a non-existent connection). Such forged sessions
are indistinguishable in formfrom sessions established through
normal access. They do not directly jeopardize the security of other
users or nodes, nor can they elevate the attacker’s privileges or
grant access to unauthorized resources.

5.2. QS Flood Attacks

When a network node | oses a session, it nmay generate a | arge vol une
of QS packets. If maliciously exploited or due to a mal function,
this could lead to a flood attack [ RFC4987]. To mitigate such risks,
i mpl ement ers SHOULD consider the followi ng protective neasures:

Rate Limting and Traffic Shaping: Each network node SHOULD i npl enent
monitoring and limting of the rate at which QS packets are sent. A
reasonabl e threshold (e.g., the number of QS packets all owed per
second) SHOULD be set. \When the rate exceeds this threshold, the
node SHOULD adopt a packet drop policy, for exanple, discarding newy
arriving forwarded packets that trigger queries. The paraneters for
rate limting SHOULD be configurable to adapt to depl oynent
environments of different scal es.

6. | ANA Consi der ations

Thi s docunent defines an application-layer protocol (ASRP). The
protocol nessage types and internal identifiers are defined by this
specification itself and constitute internal inplenentation details
of the protocol. Therefore, there is no need to request registration
of a separate protocol nunber or code point fromIlANA. However, for
the inplenmentation of this protocol, a UDP destination port requires
al | ocati on:

6.1. UDP Destination Port
NS/ @S/ RS nmessages are encapsul ated within UDP datagrans for
transm ssion. A fixed UDP destination port nunber is required so
that the receiving end can identify and process such encapsul ated
packets.
Servi ce Nane: asrp

Port Number: 51200 (proposed value for current experinmentation)

Transport Protocol: udp
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7.

7.

7.

Description: Used for receiving UDP-encapsul ated ASRP pr ot ocol
nessages.

For experinental inplenentations and interoperability testing prior
to | ANA assignnent, UDP port 51200 MAY be used as a tenporary
default. This port falls within the dynamic/private port range
(49152- 65535) reserved for local or tenporary use and docunentation
exanpl es [ RFC6335] .

I ANA is requested to assign a permanent port nunber in the "User
Ports" range (1024-49151) for the "asrp" service in the "Service Nane
and Transport Protocol Port Nunber Registry", with a reference to
this docunent.
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