Net wor k Wor ki ng G oup Z. Luo, Ed.

I nternet-Draft H. Yan
I nt ended status: Standards Track CcMCC
Expires: 28 June 2026 25 Decenber 2025

Avai | abl e Sessi on Recovery Protoco
draft-cncc-asrp-01

Abst r act

Thi s docunent describes an experinental protocol naned the Avail able
Sessi on Recovery Protocol (ASRP). The protocol ains to optimze

hi gh-availability network cluster architectures, providing a superior
cluster high-availability solution for stateful network services such
as | oad bal anci ng and Network Address Translation (NAT). ASRP
defines the procedures for session backup and recovery, along with
the message formats used in interactions, enabling efficient and
streanl i ned session state nanagenent.

Unli ke traditional high-availability technol ogies that back up
session states within the cluster, the core innovation of ASRP |lies
in distributing state information to clients or servers. This
approach offers multiple advantages, significantly enhancing the
cluster’s elastic scaling capability; supporting rapid recovery from
singl e-point or even multi-point failures; reducing resource
redundancy by elimnating centralized backup nodes; and substantially
sinmplifying cluster inplenentation conplexity.

The ASRP protocol provides network clusters with ultinate elastic
scalability, facilitating the inplenentation and depl oynent of |arge-
scal e elastic network clusters.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Traditional high-availability network cluster architectures, such as
active-standby or hierarchical nodels, rely on session state
synchroni zati on and backup within the cluster nodes. Wile these
architectures are functionally conplete, they face challenges in the
cloud era, including limted flexibility in elastic scaling, resource
redundancy, and high inplenmentation conplexity.

The Avail abl e Session Recovery Protocol (ASRP) proposes an innovative
approach ained at building a sinpler, nore efficient, and nore

el astic high-availability solution for stateful services. |Its core

i dea fundanentally shifts the paradigmby distributing the backup of
network session state information to the endpoints of the session-
clients or servers-rather than within the cluster. This allows
network service nodes in the cluster (such as |oad bal ancers or NAT
devices) to quickly retrieve and reconstruct session states from
endpoints during failure recovery or scaling, thereby logically

achi eving "statel ess" nodes.

Based on this concept, ASRP designs correspondi ng sessi on backup and
recovery nechani sns. The backed-up session state is strictly
synchronized with the lifecycle of the actual network session-it
becones effective upon session establishnment and is cl eared upon
session termnation. This elinmnates the need for independent keep-
alive or tineout nanagenent, ensuring the tineliness and availability
of the backup information.
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Anot her key design goal of ASRP is to inprove the efficiency of
sessi on backup. The protocol ingeniously utilizes in-band origina
data packets carrying service traffic to transmt session state
information, enbedding it into the payl oad of packets such as those
in the TCP three-way handshake ([RFC9293] [RFC1122]). This approach
avoi ds the overhead of generating additional control packets for
state synchronization in nost cases. Wile its inplenentation shares
simlarities with TCP Fast Open (TFO, [RFC7413]), it remains fully
transparent to the application |ayer

1.1. Elastic Stateful Custers
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Figure 1: Fast/Slow Path Design for Elastic Stateful Custers

El astic Stateful Cluster is a highly avail able network service
cluster conposed of multiple coordi nated nodes that collectively
provi de stateful network services such as | oad bal ancing (SLB) and
networ k address translation (NAT) to external users. To achieve
elastic scaling capabilities, traditional Elastic Stateful Custers
typically adopt a fast-path/slow path architecture, separating
sessi on managenent from packet forwarding. This allows the fast-path
| ayer to scale elastically with high efficiency. A schematic
representation is shown bel ow

The sl ow path nodes are responsible for session creation and session
synchroni zati on, while the fast-path nodes handl e hi gh-speed packet
forwarding. Wien a fast-path node fails, external traffic is
automatically redirected to other healthy nodes, ensuring continuous
service availability. The main drawback of traditional Elastic
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Stateful Clusters is the linmted elastic scalability of the slowpath
| ayer. The sl ow path nodes nust inplenent conpl ex session-
synchroni zati on mechanisns internally. A typical inplenmentation can
be found in the AW Hyperpl ane NFV platform

The ASRP protocol focuses on session-state backup and recovery,
ensuring session consistency and continuity for stateful services
within cluster nodes. An Elastic Stateful Custer built on ASRP
features atom c internal nodes - nodes do not need to communicate
with each other, and no session synchronization is required within
the cluster. This design significantly enhances the cluster’s
elastic scaling capability, supports fast recovery from single-point
or even multi-point failures, and reduces resource overhead and

i mpl ementation conplexity by elimnating centralized backup nodes.
These characteristics nake ASRP particularly suitable for network
environments that require frequent elastic scaling, pursue high
resource efficiency, and demand high service stability. ASRP thereby
provi des a powerful solution for the inplenentation and depl oynent of
| arge-scal e network clusters.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Protocol Overview
3.1. Core Concepts
3.1.1. Two Operational Mbdes

For the ASRP protocol to function properly, all network nodes within
the cluster nust first deploy service prograns that support the ASRP
protocol. Additionally, the clients or servers responsible for
backi ng up sessions nust depl oy EBPF nodul es or kernel nodul es that
support the ASRP protocol. Wether these nodul es are depl oyed on the
client side or the server side corresponds to the two operationa
nodes of the ASRP protocol, respectively:
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3.1.1.1. Passive (PSV) Mde

In Passive (PSV) node, the network nodes and the servers are
typically located within the sane trusted network domain (e.g.

inside a data center). The network nodes back up session state
information to the servers and recover sessions fromthe servers when
needed. This node requires both the network nodes and the servers to
support the ASRP protocol. Typical application scenarios include
tradi tional |oad bal ancers that provide services through a Virtual IP
(VIP), or NFV | oad bal ancing network el enents offering cloud | oad

bal anci ng servi ces.

3.1.1.2. Active (ACT) Mode

In Active (ACT) node, the network nodes are typically located within
the sane trusted network domain as the clients (e.g., a corporate
intranet). The network nodes back up session state infornmation to
the clients and recover sessions fromthe clients when needed. This
nmode requires both the network nodes and the clients to support the
ASRP protocol. Typical application scenarios include Source Network
Address Transl ati on (SNAT) scenarios (such as internal network

devi ces accessing the internet through an SNAT gateway) or NFV SNAT
network el ements providing cloud SNAT servi ces.

3.1.2. Two Path Mbdel s

3.1.2.1. Symmetric Routing

El astic
St at ef ul
Cl uster
Fom e e e oo +
S + | . | S +
| | 4o + | |
| dient | <---------- > | node X | <---------- > | Server |
| | | e + | |
S + | .. | S S +
Fom e e e oo +

Figure 2: Symmetric Routing

Synmetric routing refers to a path nodel in which the bidirectiona
traffic of the same session between a client and a server is always
routed to the same node within the cluster. This path consistency is
the foundation for the proper functioning of stateful network
services (such as NAT and firewalls), ensuring that a single node

mai ntai ns and processes the conplete session state information.
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Typi cal exanpl es that denonstrate symetric routing include,
1. Active-Standby Hi gh Availability Architecture

In this nodel, all traffic for a specific session is always
handl ed and mai ntained by the primary node (e.g., NAT mappi ng
tables, firewall session states). The standby node remai ns on
standby and only takes over when the primary node fails. This
architecture inherently ensures symetric routing of traffic to
the primary node.

2. Stateful Load Balancing Cluster with a "Sane- Sour ce- Samne-
Desti nation" Mechani sm

In this nodern extended architecture, network devices (such as
OVS or routers) use a "sane-source-sane-destination” policy to
ensure that all packets belonging to the sane connection are
directed to the sane | oad bal anci ng node, thereby maintaining
symretric routing in a distributed environnent.

3.1.2.2. Asymetric Routing

El astic
St at ef ul
Cl uster
o e e e e a e oo m +
| - |
TS + | R + TS +
| | ----------- > | node X | ----------- > | |
| | | + | |
| dient | | .. | | Server |
| | | + | |
| | <----------- | node ¥ | <----------- | |
TS + | R + TS +
| - |
o e e eaao- +

Figure 3: Asynmetric Routing

The bidirectional traffic of the sane session may be routed to
different nodes within the cluster. Specifically, requests sent from
the client to the server may be processed by node X, while responses
sent fromthe server to the client nay be processed by node Y. This
pat h i nconsistency requires two or nore nodes to collaboratively

mai ntain the state informati on of the same session, posing new
chal l enges to the failure recovery nechani sns of stateful service

cl usters.
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In cloud network environments, asynmetric routing is an extrenely
common and often default phenonenon. Taking NFV el ement clusters
that require elastic scaling as an exanple, one of the core goals of
their architectural design is to allow nodes to independently and
flexibly scale horizontally. |In such distributed architectures,

wi t hout depl oying specific traffic steering strategies |ike "samne-
sour ce-sane-destination," underlying network devices (such as

swi tches or | oad bal ancers) typically distribute traffic naturally
and evenly across multiple avail abl e nodes based on mechani sns |ike
ECMP (Equal - Cost Multi-Path [ RFC2991], [ RFC2992]), thereby commonly
form ng asymetric routing.

3.2. Protocol Message

ASRP achi eves distributed backup and on-denmand recovery of session
state informati on by exchangi ng specific protocol nessages anong
clients, servers, and network nodes (such as |oad bal ancers and NAT
devices). In |oad bal ancing scenarios, session states are backed up
to individual servers; in Source NAT (SNAT) scenarios, session states
are backed up to individual clients.

3.2.1. New session nessage (NS)

Generated by the network node, it is used to send the initial state
informati on of a session to the designated client (in ACT node) or
server (in PSV nmode) for backup when a new session is created. The
NS message can be inserted into the original service packet for
transm ssion or independently encapsul ated and transmtted.

3.2.2. Hello session nessage (HS)

Generated by the client, it is used in ACT node to declare its
support for the ASRP protocol to the network node and to trigger the
network node to return an NS nessage to conpl ete session backup. The
nmessage al so supports in-band or independent transmni ssion

3.2.3. Query session nessage (QS)

Generated by the network node, it is used to query the backup party
(client or server) for session status when a packet is received from
the end where the session is backed up but cannot natch a | oca
session. This message is typically transmtted by nodifying and
echoing the original packet.
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3.2.4. Recover session nessage (RS)

Generated as a response to the QS message by the client or server
hol di ng the backup, it contains the state information required to
recover the session. The network node parses the RS nessage and
reconstructs the | ocal session, thereby achieving failure recovery.

3.2.5. Encap NS/ @S/ RS message (ENS/ EQS/ ERS)

When a packet received by the network node originates froma client
or server that does not hold the backup of the session, ASRP nessages
cannot be transmitted sinply by nodifying the original packet.

I nstead, the ASRP nessage nust be encapsul ated in a new packet for
transm ssion. |In such cases, ASRP defines a format for encapsul ating
NS, @S, or RS messages within UDP ([RFC0768]) packets for

transmi ssion, referred to as ENS, EQS, and ERS nessages,

respectively.

3.3. Message Flows and Session Recovery Scenari os
This section el aborates on, through a series of typical scenarios,
how t he ASRP protocol achi eves session backup and recovery via
nmessage interaction in the event of network node failures under
different operational nbdes. Each scenario details the involved
protocol nessage flows and the processing steps of each entity.
3.3.1. PSV Mdde Creation/Recovery Scenari 0s

3.3.1.1. Scenario 1, direct session creation

El astic
St at ef ul
Cl uster
TS + S + TS +
| | --1: PKT--> | | ----- 2:NS-----> | |
I I I I I I
| client | | Nodes | | server
I I I I I I
| | <--4:PKT-- | | <----- 3:RS----- | |
TS + S + TS +
a. recv PKT a. recv NS
b. new SESS b. new get SESS
c. FWD NS c. send RS
d. recv RS
e. new update SESS
f. FWD PKT
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Figure 4: direct session creation

Thi s scenario describes the processing fl ow when a network node
receives a packet that explicitly triggers the establishment of a new
session. The npbst compn exanple is the TCP SYN packet during
connection establishment, which indicates that the client is
initiating a new connection. Additionally, upon receiving a DNS
request packet, the network node nmay al so directly proceed with
creating a new session. For conveni ence, subsequent descriptions

will use the TCP SYN packet as the representative exanple of such
packets, without el aborating on other simlar packet types.

The processing flowis as follows,

1. *dient sends a packet*: The client sends a packet (e.g., a TCP
SYN packet) to the server

2. *Network node processes and forwards*: Upon receiving this
packet, if no matching existing session is found, the network
node directly creates a new session. Subsequently, the network
node generates an NS (New Sessi on) nessage, enbeds it into the
payl oad of the original packet to forman NS packet, and forwards
it to the selected server.

3. *Server responds*: After receiving the NS packet, the server
parses the NS nmessage and creates or retrieves the correspondi ng
session state based on its content. The server then generates an
RS (Recover Session) nessage, enbeds it into the payload of its
response packet (e.g., TCP SYNNACK) to forman RS packet, and
sends it back to the network node.

4. *Network node conpl et es session establishment*: Upon receiving
the RS packet, the network node parses the RS nessage and uses
the information within it to finalize the establishnment or update
of the local session. Next, the network node renoves the RS
message fromthe packet, restores the original service response
packet, and forwards it to the client.

At this point, the session is successfully established, and
subsequent packets can be forwarded nornally based on this session

3.3.1.2. Scenario 2, session recovery triggered by server
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El astic
St at ef ul
Cl uster
TS + S + TS +
I I I I <----1:PKT---- I I
| client | <--4:PKT--- | Nodes | ----- 2:S--->| server
I I I I I
| | | | <---3iRS----- | |
TS + S + TS +
a. recv PKT a. send PKT
b. no SESS b. recv 5
c. reply @ c. get SESS
d. recv RS d. reply RS
e. new SESS
f. FWD PKT

Figure 5: session recovery triggered by server

The server first sends the original packet (PKT) to the client. Upon
receiving this packet, the network node checks its |local session
table. |If no corresponding session is found, the node does not
forward the packet directly to the client. Instead, it attenpts to
insert a QS nessage into the original packet, swaps the source and
destination addresses and ports to forma QS packet, and sends it
back to the server. After receiving the S packet, the server |ooks
up the correspondi ng session state, generates an RS nessage to
replace the QS nessage in the packet, swaps the source and
destination addresses and ports again to forman RS packet, and
returns it to the network node. Upon receiving the RS packet, the
net wor k node parses the RS nmessage, creates a new session state based
on the message content, renoves the RS nessage fromthe packet, and
then forwards the original packet to the client.

Thi s scenario describes the recovery process when a server actively
sends a packet to the client, but the intermediate network node
cannot find the correspondi ng session.

The processing flowis as follows,

1. *Server sends a packet*: The server first sends an origina
packet (PKT) to the client.

2. *Network node queries the session*: Upon receiving this packet,
the network node checks its |local session table. If no
correspondi ng session is found, it does not forward the packet
directly but initiates the recovery process. The network node
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generates a QS (Query Session) nmessage, inserts it into the

recei ved packet, swaps the source and destination addresses and
ports of the packet to forma QS packet, and sends it back to the
server.

*Server responds to the query*: After receiving the QS packet,
the server looks up the locally stored correspondi hg session
state based on the nessage content, generates an RS (Recover
Sessi on) nessage, and uses it to replace the QS nessage in the
packet. The server then swaps the source and destination
addresses and ports of the packet again to forman RS packet and
sends it back to the network node.

*Net wor k node recovers and forwards*: Upon receiving the RS
packet, the network node parses the RS message and creates a new
| ocal session based on this information. Subsequently, the

net wor k node renobves the RS nessage fromthe packet, restores the
original packet (PKT) initially sent by the server, and forwards
it to the client.

At this point, the session is successfully recovered, and the
comruni cation link is reestablished.

3.3.1.3. Scenario 3: probe-based session creation/recovery

El astic
St at ef ul
Cluster
---------- + e e
| | | ----2:EQ5---> | .. |
| ---1: PKT--> | | <---3:ERS---- | +-------- +
I I I | | server | |
| | | | e + |
client | | Nodes | ----4:PKT---> | .. |
| | | | eeooo-e- + |
| | | ----5:ENS--->| | server | |
| <--8:PKT--- | | <---6:ERS---- | +-------- +
| | | <---7:RS----- | |
---------- + S T
a. recv PKT a. recv EQSs
b. no SESS b. reply ERSs
c. send EQSs c. recv PKT/ENS
d. recv ERSs d. new SESS
e. new recover SESS e. reply ERS
f. send PKT/ENS f. send RS
g. recv RS/ ERS
h. FWD PKT
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Figure 6: probe-based session creation/recovery

Thi s scenario describes that, in PSV node, when a network node
receives a client packet that neither can trigger the creation of a
new session (e.g., a non-TCP SYN packet) nor natches any existing
session entry, ASRP relies on the cluster to enploy a determnistic
backend server selection algorithm (such as Determ nistic Bucket-
Mapped Consi stent Hashi ng, DBMCH).

By | everaging the determ nistic mapping property of the DBMCH
algorithm all packets belonging to the sane session will always be
schedul ed to the sane node (or the sane group of nodes). ASRP
utilizes this property to deternine, on the target node and in
conjunction with synchroni zed session state replicas, whether the
packet bel ongs to an existing session.

The processing flowis as follows,

1. *Network Node Receives Packet and Perforns Lookup*: The network
node receives an original packet (PKT) fromthe client and checks

its local session table. |If no matching session is found, the
net wor k node uses the DBMCH al gorithmto conpute a set of
potential servers (typically small in nunber) corresponding to

t he packet’s 5-tuple.

2. *Parallel Probing Queries*: The network node generates EQS
(Encapsul ated Query Session) nessages and sends themto each
candi date server in the set in parallel to probe for the
exi stence of a correspondi ng session

3. **Server Responses to Probes

If a server has the session: That server will reply with an ERS
(Encapsul at ed Recover Session) nessage containing the state
i nformati on needed to recover the session

If none of the servers has a correspondi ng session: The process
proceeds to the new session creation flow.

4. *Network Node Processes Probe Results*

*Case A*: Successful Session Recovery: |f the network node
receives a valid ERS nessage froma server, it uses the
information therein to recover the session locally.

Subsequently, the original packet (PKT) is forwarded to that
server based on the recovered session (corresponding to step 4 in
the di agram.
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*Case B*: New Session Required: If all EQS probes return
responses indicating no session, the network node creates a new
session and selects a server for it via the DBMCH algorithm The
net wor k node then generates an ENS (Encapsul ated New Sessi on)
message and sends it to the selected server (step 5).

*Server Acknow edgment and Response*: Upon receiving the ENS
message, the server creates a |locally associ ated session and
replies with an ERS nessage carrying no service data as an

acknow edgnent (step 6). |In cases of asymretric routing, the
first service packet (PKT) sent fromthe server to the client

will also carry an RS (Recover Session) nessage (step 7) to allow
ot her nodes along the path to recover the session

*Fi nal Packet Forwarding*: Upon receiving the service packet
carrying the RS nessage, the network node parses and extracts the
session state, renoves the RS nessage fromthe packet, and
forwards the restored original packet to the client (step 8).

*Techni cal Notes*:

*

3. 3.

*Reason for using ENS/EQS/ERS*: In this scenario, the | P addresses
used for communication between the network node and the servers
may be conpletely different fromthose in the original packet.
Therefore, NS/ QS/ RS nmessages need to be encapsul ated within UDP
packets (i.e., as ENS/EQS/ERS) to ensure routing reachability.

*Al gorithm Choice*: The DBMCH al gorithm nmai ntai ns the mappi ng of
al | existing sessions unchanged when the nunber of servers
changes, thereby ninimzing session disruption caused by scaling.
Its principles are detailed in Appendix A

ACT Mode Creation/Recovery Scenari 0s

3.3.2.1. Scenario 1. session creation, session recovry triggered by

server
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El astic
St at ef ul
O uster
TS + S + TS +
I | ----- 1: HS----> | I I I
I I I | ---3:PKT--> | I
| | <----2:NS----- | | | |
| client | | Nodes | | server |
| | <----5:PKT---- | | <--4:PKT--- | |
| | <--5 EQS--- | | | |
| | ----6 :ERS---> | | | |
Fomm e + g + Fomm e +
a. send HS a. recv HS
b. recv NS b. new session
c. store NS c. reply NS
d. recv PKT/EQS d. recv PKT
e. reply ERS e. no SESS
f. send EQS
g. recv ERS
h. FWD PKT

Figure 7: session creation, session recovry triggered by server

In ACT node, the client first sends a packet containing an HS nessage
to the network node, declaring its support for the ASRP protocol

Upon receiving the HS nessage, the network node follows the norma
procedure to create a new session and should inmediately return an NS
nmessage to the client to back up the newly created session to the
client.

In ACT node, when a response packet fromthe server does not match
any session, the session needs to be queried fromthe client. The
net wor k node faces the challenge of determining which client to
query. To sinplify inplenentation, ASRP recomends using a fixed
mapping to locate the client.

Thi s scenario describes the conplete process in ACT node, from
session creation to the handling triggered by server response
packets. Dependi ng on whether the session exists on the network
node, the processing path diverges into two branches.

Processi ng Fl ow
1. *Capability Declaration and Session Creation*: Wen initiating a
new session, the client first sends a packet containing an HS

(Hell o Session) nessage to the network node, declaring its
support for ASRP. Upon receiving the HS nessage, the network
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node creates a new session follow ng the normal procedure and

i medi atel y generates an NS (New Session) nmessage to return to
the client, thereby conmpleting the backup of the session state on
the client side.

*Servi ce Request Forwardi ng*: The network node forwards the
original request packet (PKT) used to establish the session to
the server.

*Server Response*: After processing the request, the server sends
a response packet (PKT) back to the network node.

*Net wor k Node Processes the Response (Branching Qccurs)*

*Path A (Session Exists, Step 5)*: If the network node
successfully finds a matching session locally, it directly
forwards the server’s response packet (PKT) to the client
according to the session’s forwarding rules. This is the nornal
f orwardi ng pat h.

*Path B (Session Lost, Steps 5 and 6’)*: |If the network node

| oses the session due to reasons such as a reboot or failure and
cannot find a match, the recovery process is triggered. At this
poi nt, the network node generates an EQS (Encapsul ated Query
Sessi on) nessage (which may encapsul ate the original response
packet or be sent separately) and sends it to the correspondi ng
client through a fixed mapping relationship (e.g., port mapping
i n SNAT scenari 0s).

*Client Assists in Recovery*: Upon receiving the EQS nessage, the
client queries its locally stored session backup and replies with
an ERS (Encapsul at ed Recover Session) nessage containing the
session state to the network node. |If the EQS nessage

encapsul ates the original packet, the network node’s ASRP nodul e,
after processing the EQS nessage, processes the original packet
according to the session and then subnits it to the normal packet
processi ng nodul e.

*Recovery and Conpl etion of Forwarding*: After receiving the ERS
message, the network node restores the session state |locally.

*Techni cal Not es*:

*

*Processing Path Branching*: This scenario clearly illustrates the
two key branches when the network node processes server response
packets in ACT node: Fast Forwarding (session exists) and Query
Recovery (session |ost).
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*Flexibility of EQS Messages*: EQS messages can be sent

i ndependently or encapsul ate the original packet, providing
flexibility in bal ancing protocol overhead and processing
efficiency.

*Core Mappi ng Mechani snt: Unlike during session creation where the
client is known, in the recovery phase, the network node nust be
able to determnistically locate the client that backed up the
session. ASRP reconmends using a static, configurable mapping
strategy as the foundation for achieving efficient and reliable
recovery. |f such a mapping cannot be established, it is not
recommended to use ASRP in this scenario. For SNAT services,
ports can typically be used to map clients. Different clients use
configurable, distinct port ranges. When a server packet arrives
at the network node, the network node can |ocate the client
through the destination port.

*Desi gn Choice*: Unlike sone nechanisns that rely on keep-alive
timers to trigger recovery, ASRP adopts an on-demand query
approach. This avoids the additional |atency or packet overhead
introduced by timer interval settings, enabling fast and precise
recovery.

.2. Scenario 2: recover session triggered by client
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send PKT a. recv PKT
recv (8 b. no SESS
got SESS c. reply @5
replay RS d. recv RS
e. new SESS
f. FWD PKT

Figure 8: recover session triggered by client

Thi s scenario describes the recovery process in ACT node when a
client actively sends a data packet to the server, but the network
node has | ost the correspondi ng session
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4.

4.

The processing flowis as foll ows:

1. *Cdient Sends a Packet*: The client sends a data packet (PKT) to
the server.

2. *Network Node Triggers a Query*: Upon receiving this packet, the
network node checks its local session table. [If no matching
session is found (and the packet does not contain an HS nessage),
it generates a QS (Query Session) message, inserts it into the
recei ved packet, and swaps the source and destinati on addresses
and ports of the packet to forma QS packet. It then sends this
@S packet back to the client (i.e., the packet’s originator).

3. *Cient Replies with State*: After receiving the QS packet, the
client queries its locally stored backup of the correspondi ng
session, generates an RS (Recover Session) nessage, and uses it
to replace the QS nessage in the packet. The client then swaps
the source and destination addresses and ports of the packet
again to forman RS packet and sends it back to the network node.

4. *Network Node Recovers and Forwards*: Upon receiving the RS
packet, the network node parses the RS nmessage and uses the
information to create a new session locally. Subsequently, the
net wor k node renobves the RS nessage fromthe packet, restores the
original data packet (PKT) initially sent by the client, and
forwards it normally to the server.

At this point, the session is successfully recovered, and the request
path fromthe client to the server is reestablished

Protocol Details
1. Message Formats
The ASRP protocol defines protocol signature, multiple nessage types,
and their associated packet formats. All nessages are encoded using
a TLV (Type-Length-Val ue) structure. Al nuneric fields use network
byt e order (big-endian).

Al'l ASRP nessages consist of the following five parts:

1. *Type*: 1 byte, used to uniquely identify different ASRP
nessages.

2. *Flags*: 1 byte, indicating nmessage attributes. Two flag bits
are currently defined:
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*ASRP_F_ACT (Ox1)*: If set, indicates the nmessage belongs to ACT
nmode; otherw se, it belongs to PSV node.

*ASRP_F MSG (0x2)*: If set, indicates this nessage is transnitted
i ndependently (not together with the original service packet);
otherwi se, it indicates the nmessage is enbedded within the
original service packet for transnission

3. *Length*: 2 bytes, representing the total length of the entire
ASRP nessage (including the header).

4. *Session-Tuple*: Carries the address and port information of the
session. Its length depends on the address type ([ RFC0791]
[ RFC8200] ) :

*| Pv4*: Contains source |Pv4 address, destination |Pv4 address,
source port, and destination port, totaling 12 bytes.

*| Pv6*: Contains source | Pv6 address, destination |Pv6 address,
source port, and destination port, totaling 36 bytes.

5. Session-Data: A variable-length field that carries the private
state informati on of the network node. |Its specific content is
i mpl ement at i on- defi ned.

4.1.1. ASRP Signature

ASRP nessages are placed before the packet data. In actua
transm ssion, not all packets carry ASRP nessages, so a ASRP
Signature or a new TCP option needs to be added to the packet to
qui ckly determ ne whether it contains an ASRP nessage.

For the TCP protocol, a new TCP option can be defined in the TCP
header to indicate that an ASRP nessage is |ocated at the beginning
of the TCP data. The newly added TCP option type is TCPOPT_ASRP(60),
with a length of 2. Its format is as foll ows:

0 1
0123456789012345
i i s i T I S T S S
| Ki nd | Lengt h |
i S S I S

Figure 9: ASRP TCP Option
For other transport-layer protocols, sinmlar to the Proxy Protocol, a

12-byte ASRP Signature is used at the beginning of the data: 0x0D
OxOA OxOD OxOA 0x00 OxOD OxOA 0x41 0x53 0x52 0x50 OxO0A
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4.

1.

This Signature contains a CRLF pattern, a null byte, and the specific
ASCI | sequence ASRP. The probability of this sequence occurring in
normal data streans is |less than 2°{-96}, making it easy to debug and
identify: during packet capture analysis, the clear ASRP identifier

i s visible.

After an ASRP nmessage is inserted into a packet, ASRP Signature nust
be applied to the packet. This is the default operation and will not
be reiterated in subsequent discussions.

2. NS nessage format

The NS message is used by the network node to back up session state
information to the client or server. There are two types of NS
messages, corresponding to | Pv4 and |1 Pv6 respectively.

Type Assignnents:

ASRP_NS4

1 (IPv4)

ASRP_NS6 = 2 (I Pv6)

NS (I Pv4) Message Fornmat:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Mode | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Source | P (1Pv4) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Destination I P (1Pv4) |
B i s T T i i o S o T Ji I
| Source Port | Destination Port |
R e s T o T S R El ok i R e e S S e o o s

~ Sessi on- Dat a ~
B i s T T i i o S o T Ji I

Figure 10: ASRP NS(IPv4) Message fornmat

NS (I Pv6) Message Fornmat:
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The structure of 1 Pv6 NS nessages is the sane as | Pv4, with the main
difference being the I P address length in the Session-Tuple field.

I Pv6 uses 128-bit addresses, so both Source |IP and Destination IP
occupy 16 octets each, expanding the entire Session-Tuple field to 36
octets.

The NS nmessage is inserted before the original packet data. The

packet carrying the NS nessage is referred to as an NS packet, and

its format is as foll ows:

0 1 2 3

01234567890123456789012345678901

B S T s i S i I S i s (i SR SR
PKT- Header

B i i I s S S i
NS nmessage

T S S i Sl S i Sl ST S S S S S S T A A SN S

I
I
I
I
I
PKT- DATA
I

+
+
+

+— 11—+ 1 — 4+ 1 +

B T T e e ik e e s S S e i S T S S S S
Figure 11: ASRP NS Packet format

In PSV node, the NS nessage is inserted into the original packet, and
the source and destination addresses remain unchanged. The NS packet
is then forwarded to the server

In ACT node, the NS nessage is inserted into a newy allocated
packet. The source and destination addresses and ports of the
ori gi nal packet are copied and swapped, and the NS packet is returned
to the client.

It is inportant to note that the NS nessage internally contains only
one Session-Tuple. However, a session on a network node requires two
Sessi on-Tupl es, representing the connections between the network node
and the client, and between the network node and the server,
respectively. To inprove transm ssion efficiency, ASRP extracts the
other Session-Tuple directly fromthe packet header of the NS nessage
packet. Similarly, QS and RS nessages al so require extracting the

ot her Session-Tuple fromthe nessage packet header. This will not be
el aborated on further in subsequent sections.
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4.1.3. HS nessage fornat

The HS message is sent by the client during the initial connection
est abl i shnent phase to declare its support for the ASRP protoco
capability to the network node.

Type Assignnent:
ASRP_HS = 3

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Mode | Lengt h |
B i s T T i i o S o T Ji I

Figure 12: ASRP HS Message format
The HS nmessage is inserted at the beginning of the original packet
data. The packet carrying the HS nmessage is referred to as an HS
packet, and its format is simlar to that of the NS packet, with the
only difference being the type of nessage it carries.
4.1.4. Query Session (@) nessage format

The QS message is used by the network node to query session
i nformation.

In PSV node, if the network node receives a packet fromthe server
and cannot find a matching session, it uses the QS nessage to query
the server for the session.

In ACT node, if the network node receives a packet fromthe client,
and t he packet does not contain an HS nessage while no matching
session is found, it uses the S nessage to query the client for the
sessi on.

Type Assignnent:

ASRP_(S = 4

The QS message format is identical to HS nessage, differing only in
the type identifier
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The QS nmessage is inserted before the original packet data, and the
source and destination addresses and ports are swapped (in order to
return the QS nmessage to the client or server that backs up the
session). The packet carrying the QS nessage is referred to as a Q5
packet, and its format is sinlar to that of the NS packet, with the
only difference being the type of nessage it carries.

4.1.5. Recover Session (RS) nmessage fornat
The RS nmessage is used to recover the network node session. There
are three types of RS nessages, correspondi ng respectively to |Pv4
sessions, |Pv6 sessions, and null sessions.

Type Assignnments

ASRP_RS4 = 5 (1Pv4)

ASRP RS6 = 6 (| Pv6)

ASRP_RSN

7 (null)

When the RS nessage type is ASRP_RS4 or ASRP _RS6, its nessage format
is identical to the NS nessage of the corresponding |IP version,
differing only in the type identifier.

When the RS message type is ASRP_RSN, the nessage length is 4 bytes,
i ndicating that the nessage does not contain information for session
recovery (i.e., a null session). |Its nessage format is sinmlar to
that of the HS nessage.

The RS nmessage is the response to the QS nmessage. The packet
carrying the QS nmessage is referred to as a S packet, and its fornmat
is simlar to that of the NS/ HS packet, with the only difference
being the type of nessage it carries.

4.1.6. ENS/ EQS/ ERS nessage format

When t he packet received by the network node originates froma client
or server that does not back up the session, the original destination
address of the original packet may differ entirely fromthat of the
ASRP nessage packet. Therefore, encapsulation is required before
transm ssion. ASRP enploys a UDP encapsul ation format to encapsul ate
NS/ @S/ RS nessage packets. The encapsul ated NS/ QS/ RS nessages are
referred to as ENS/ EQS/ ERS nessages.

The format of the ENS/ EQS/ ERS nessage packet is as foll ows:

IP + UDP + NS/ QS/ RS Packet
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0 1 2 3
01234567890123456789012345678901
T A S i Sl S S i T i S S S S S S S T e e

Encap | P + UDP Header L
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
NS/ @S/ RS Packet L

,

+— 11—+ 10— +

B S I e . i I T T S S S T h SR S S S
Fi gure 13: ASRP ENS/ EQS/ ERS Packet for mat

The source and destinati on addresses in the Encap | P header ensure
the nornmal delivery of nmessages between the network node and the
client or server. |In the Encap UDP header, the source port is

adj ustabl e, while the destination port defaults to 55555
(configurable). The receiving end uses the destination port to

di stingui sh between ENS, EQS, and ERS packets.

4.2. Message Processing
4.2.1. ASRP Signature Detection

For the TCP protocol, the TCP option TCPOPT_ASRP(60) is checked. |If
this option is present, it indicates that the beginning of the data
contains an ASRP nessage

For other protocols, the Signature at the beginning of the data is
mat ched first. A successful match indicates that an ASRP nessage
follows the Signature.

I n subsequent discussions regarding the processing of ASRP nessages
in packets, it is assuned that ASRP Signature has al ready been
handl ed and will not be reiterated.

4.2.2. NS Message Processing
In PSV node, when the network node receives an original packet such
as a TCP SYN, it proceeds directly to the session creation flow.

After creating the session, it generates an NS nessage and sends it
to the server.
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In ACT node, after creating a session, the network node needs to

al l ocate a new packet, insert the NS nmessage into this new packet,
and return the NS packet to the client. Upon receiving the NS
message, the client parses its content and stores the session state
information | ocally.

*Avoi di ng | P Fragnentati on*:

In PSV node, the NS nessage is typically transmtted together with

the TCP SYN packet. In ACT node, the NS nessage is transmitted
i ndependently (not together with the original packet), so the NS
packet generally does not exceed the MIU. If inserting the NS

message into the original packet would cause it to exceed the MIU, to
avoid I P fragnmentation, the NS message should be transnitted
separately and prioritized, with the Flags field set to ASRP_F MG
followed by the transm ssion of the original packet. This approach
of separate transnission (not conbined with the original packet) wll
be referenced subsequently.

*Sol utions for NS Message Loss*:

In PSV node, the NS nessage is typically bound to the TCP SYN packet.
If the packet is lost, reliance is placed on the TCP protocol’s own
retransm ssi on nechani smor application-layer retries to resend the
packet carrying the NS nessage

In ACT node, if the client does not receive the NS nessage, its
subsequent data packets will continue to carry HS nessages. Wen the
net wor k node receives these subsequent HS nessages, it nust al so
return an NS nessage to the client.

4.2.3. HS Message Processing

HS messages are generated only in ACT node. Wen a client initiates
a new session, it creates an HS nessage, inserts it into a packet,
and sends it to the network node. After sending the HS nessage, the
client waits for an NS nmessage. |If the NS nessage is not received,
the client continues to insert the HS nmessage into subsequent packets
it sends, thereby prompting the network node to return the NS
message.

Upon receiving an HS nessage, if the network node does not find a
mat chi ng |l ocal session, it creates a session, generates an NS
message, and sends it to the client. |[If the network node receives
subsequent HS nessages and finds a matching | ocal session, it should
al so immedi ately send an NS nessage to the client.

*Avoi ding | P Fragnentation*:
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Al t hough the HS nessage is only 4 bytes long, inserting it into the
ori gi nal packet may cause the total size to exceed the MIU. In such
cases, the HS nessage nust be sent separately and prioritized,
followed by the transm ssion of the original packet. For the

st andal one HS nessage, the Flags field should be set to ASRP F M5G to
indicate that the nmessage is not transmtted together with the

origi nal packet.

*Sol ution for HS Message Loss*:

Al'l packets sent by the client nmust carry the HS nessage until an NS
message i s received

4.2.4. (S Message Processing
The QS nessage is generated by the network node to query sessions.

In PSV node, when the network node receives a packet fromthe server
and cannot find a matching session, it returns a QS nessage to the
server to query the session.

In ACT node, when the network node receives a packet fromthe client
and cannot find a matching session (and the packet does not contain
an HS nessage), it returns a QS nessage to the client to query the
sessi on.

The QS message attenpts to be inserted into the original packet,
after which the source and destination addresses and ports of the
ori gi nal packet are swapped. This allows the @S nessage and the
original packet to be returned together to the client or server. The
benefit of this approach is that there is no need to discard or
buffer the original packet.

*Avoi ding | P Fragnentati on*:

When inserting the QS message into the original packet, it is
necessary not only to check whether the size of the resulting @S
packet exceeds the MIU but also to cal cul ate whether the size of the
respondi ng RS nessage packet woul d exceed the MIU. Since RS nessages
are generally larger than QS nessages, if the calculation indicates
that the original packet |length of the RS nessage packet woul d exceed
the MIU, the original packet should be discarded. |In this case, the
Flags field of the Q@S nessage should be set to ASRP_F MG to indicate
that the QS message is not transnmitted together with the origina
packet .

*Sol ution for QS Message Loss*:
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Subsequent packets continue to generate QS nessages, and attenpts to
recover the session persist.

4.2.5. RS Message Processing

The RS nmessage is generated by either the client or the server and
processed by the network node to recover a session

VWhen the client or server receives a S nmessage, it |ooks up the

correspondi ng session state information locally. |[If found, it
returns this information to the network node by converting the QS
message. |f the corresponding session state information is not

found, it returns an RS nessage indicating a null session

The nethod to convert a QS nessage packet into an RS nessage is as
follows: replace the QS nessage in the packet with the RS nessage,
and swap the source and destination addresses and ports of the
packet .

Upon receiving a non-null RS nessage, the network node uses the
session information within the RS nmessage to recover the session
| ocal ly.

4.2.6. ENS/ EQS/ ERS Message Processing

4.2.6.1. Passive (PSV) Mde
When a network node receives a packet froma client, cannot match an
exi sting session, and cannot directly create a new session, it wll
conmmuni cate with the server using ENS/ EQS/ ERS nessages.
PSV EQS/ ERS/ ENS FI ow.

1. The network node uses the DBMCH al gorithmto determ ne the
candi date server set.

2. It sequentially sends EQS nessages (encapsul ating session
queries) to the candi date servers

3. The network node checks the returned ERS nessages fromthe
servers. |If a sessionis found, it recovers the session.

4. 1f the network node does not find the session after querying al
candi dates, it uses an ENS nessage to create a new session

5. Upon receiving the ENS nessage, the server returns an ERS nessage
for acknow edgnent.
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ENS/ EQS/ ERS nessages can be transmitted along with the origina
packet. To avoid IP fragnentation: If the ENS nmessage packet size
exceeds the MIU, send the ENS nessage separately first; If the EQS/
ERS nessage packet size exceeds the MIU, buffer the original packet
and send the EQS/ ERS nessage separately.

Message Loss Handling:

1. EQS nessage loss: A query timeout occurs; the node del etes the
associ ated data and buffered packet (if any).

2. ENS message | oss: The network node continues to send ENS nessages
periodically until it receives an ERS response.

4.2.6.2. Active (ACT) Mode
When a network node receives a packet froma server and cannot natch
an existing session, it will comunicate with the client using EQS/
ERS nessages.

ACT EQS/ ERS Fl ow:

1. The network node locates the client using a fixed mapping (e.qg.,
SNAT port mappi ng).

2. It sends an EQS nessage to query that client, and the client
returns an ERS nessage

3. The network node processes the ERS nessage and recovers the
session if found.

EQS/ ERS nessages can be transmitted along with the original packet.
To avoid IP fragmentation: If the EQS/ ERS nessage packet size exceeds
the MIU, discard the original packet and send the EQS nessage
separately.
Message Loss Handling: Lost EQS/ ERS nessages are handl ed by
triggering a new EQS query upon the arrival of subsequent packets
fromthe server.

5. Security Considerations

5.1. Ceneral Defenses Agai nst Message Forgery Attacks

The security design of the ASRP protocol is based on its typica
depl oynent nodel .
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*Depl oynment Boundaries and Access Control *: ASRP reconmends depl oyi ng
networ k nodes and the clients or servers that back up sessions wthin
the sanme trusted internal network domain. Under this nodel, all ASRP
protocol packets comunicate within the internal address space. By

i npl ementi ng appropriate network segnentation (e.g., using firewall
policies or security groups) and rigorously checking the source
addresses of packets, forged ASRP packets originating fromuntrusted
external networks can be effectively prevented fromreaching the
target nodes.

*Session Legitimacy Validation*: Wen processing any ASRP packet that
may establish a new session (e.g., packets carrying NS or RS
messages), network nodes nust perform basic validation according to
the specific policies of the upper-layer application or service. For
exanple, in a | oad bal anci ng scenario, a node should verify whet her
the session points to a known and healthy server; in a NAT scenari o,
it should validate whether the address translation conplies with
predefined rules. This prevents the establishnent of illega
sessions at the application |evel

*Internal Threat Assessment*: Even if an attacker is located within
the trusted network and can forge ASRP packets, the scope of inpact
is inherently linmted. The attacker can only forge sessions where
they thenselves are the endpoint (e.g., inpersonating a client to
request recovery of a non-existent connection). Such forged sessions
are indistinguishable in formfromthose established through norma
access, do not directly endanger the security of other users or
nodes, and cannot elevate the attacker’s privileges or grant access
to unauthorized resources.

*Trade-of fs Regardi ng Enhanced Aut hentication*: Theoretically,
stronger authentication nechanisns could be introduced for ASRP, such
as having the network node generate a random nunmber (Cookie) during
session backup and include it in the transmi ssion, then requiring the
other party to echo this Cookie during the recovery phase. However,
considering that ASRP primarily operates within trusted donai ns and
faces a limted external attack surface, introducing such nechani sns
woul d i ncrease protocol conplexity and processi ng overhead.

Therefore, this protocol does not recomrend mandating such inter-node
Cooki e validation in its base design.
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5.2. Mtigation Agai nst EQS/ERS Fl ood Attacks

In the PSV node’ s probe-based session creation/recovery scenario
(Section 2.4.1, Scenario 3) and the ACT npde scenari o where recovery
is triggered by server traffic (Section 2.4.2, Scenario 1), a network
node may send a | arge nunber of EQS query nessages to nultiple backup
parties upon session loss. This behavior, if naliciously exploited
or resulting froma fault, could lead to flood attacks.

To mitigate such risks, inplenmenters should consider the follow ng
protective neasures:

*Message Aggregation*: Wien a network node needs to query nultiple
sessions fromthe same backup party (e.g., a specific server) within
a short timeframe, the inplementati on SHOULD support aggregating
multiple QS nessages into a single EQS packet for transm ssion. This
can significantly reduce the nunber of control packets, |owering

net wor k and processi ng over head.

*Rate Limting and Traffic Shapi ng*: Each network node MUST i npl enent
monitoring and limting of the rate at which EQS packets are sent. A
reasonabl e threshold (e.g., the maxi num nunber of EQS packets all owed
per second) should be established. Wen the rate exceeds this

threshol d, the node shoul d adopt a packet discarding policy, such as:

Di scarding newy arrived service packets that would trigger queries,
or, discarding lower-priority pending EQS query requests.

This neasure ains to prevent EQS packet floods caused by node
failures, configuration errors, or malicious traffic, thereby
protecting the backup parties (clients or servers) fromresource
exhaustion attacks. The paranmeters for rate limting should be
configurable to adapt to depl oynent environnents of different scales.

*State Monitoring and Alerting*: Inplementations are advised to |og
the frequency and patterns of EQS/ ERS nessages. Abnormally high
query rates should trigger |ogging and systemalerts, enabling

adm nistrators to pronptly detect potential network issues or
security attacks.

6. | ANA Consi derations

Thi s docunent defines the Application-layer Session Recovery Protoco
(ASRP), an application-layer protocol whose nessage types and
internal identifiers are scoped to its own specification. Therefore,
no registration in the "Assigned Internet Protocol Numbers" registry
is required
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However, to support in-band signaling over TCP and encapsul at ed
control messaging over UDP, the followi ng | ANA allocations are
request ed.

6.1. TCP Option for ASRP
The ASRP protocol uses a TCP option to signal that the beginning of
the TCP payl oad contains an ASRP nessage (e.g., HS, NS, or RS). This
option is defined as foll ows:
*Option Nanme*: TCPOPT_ASRP
*Option Kind*: To be assigned by | ANA
*Length*: 2 bytes

The format and senmantics of this option are specified in Section ASRP
Si gnat ur e.

I ANA is requested to assign a value fromthe "TCP Opti on Kind
Nunbers” registry (within the "TCP Paraneters” registry) for
TCPOPT_ASRP and to reference this docunent.
*Note*: Early inplenentations used Kind 60 for experinentation
However, this docunent requests a permanent, unassi gned val ue
sui tabl e for standards-track use.

6.2. UDP Port for Encapsul ated ASRP Messages
Encapsul ated ASRP control nessages (ENS, EQS, ERS) are transnitted
over UDP between network nodes and servers or clients. To support
i nteroperable testing and early depl oynents, this docunent requests a
st andar di zed UDP port assignnent.
*Servi ce Nane*: asrp-encap
*Transport Protocol *: udp

*Port Number*: To be assigned by IANA (fromthe User Ports range,
1024- 49151)

*Description*: UDP port for receiving encapsul ated ASRP protoco
messages ( ENS/ EQS/ ERS) .
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7.

7.

7.

For experinental inplenmentations and interoperability testing prior
to | ANA assignnment, *UDP port 55555* MAY be used as a temporary
default. This port falls within the dynam c/private port range
(49152- 65535) reserved for local or tenporary use and docunentation
exanpl es [ RFC6335] .

I ANA is requested to assign a permanent port nunber in the "User
Ports" range (1024-49151) for the "asrp-encap" service in the
"Service Nane and Transport Protocol Port Nunber Registry”, with a
reference to this docunent.
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endix A. Determnistic Bucket Mapping Hash, DBMH
. Principles of the DBVH Al gorithm

When t he passive (PSV) node of ASRP is applied to | oad bal anci ng
scenarios, the core requirenent is to stably map client connections
(identified by a 5-tuple) to a backend server. Even when the server
cluster scales in or out, the mapping of existing connections should
remai n unchanged to ensure session recoverability. The DBMCH
(Determnistic Bucket Mappi ng Consi stent Hash) al gorithm achi eves
this goal by introducing the concepts of virtual buckets, server

wei ght, and bucket wei ght, conbined with ASRP' s sessi on probing
capability.

1. Core Concepts and Design Goal s

1. *Virtual Buckets*: Set a fixed nunber (N, default 65536) of
virtual buckets. N should be far greater than the maxi num
expect ed nunber of servers to ensure balance. Once set, the
val ue of N does not change.

2. *Fixed Mpping from Sessions to Buckets*: Through a stable hash
function, deterministically map the 5-tuple of each connection to
a virtual bucket in the range 0, N-1. This ensures that all
packets of the sane connection always hit the same bucket.

& Yan Expi res 28 June 2026 [ Page 33]



I nternet-Draft Avai | abl e Sessi on Recovery Protocol Decenber 2025

A 1.

2

*Server List in a Bucket*: Each virtual bucket mmintains an
ordered list of servers. The first server inthis list is called
the preferred server of the bucket, specifically used to handle
new connecti ons.

*Server Weight*: The weight of a server is defined as the tota
nunber of tines the server appears in the server lists of all N
virtual buckets (regardl ess of whether it is the preferred
server). It reflects the "distribution breadth" of the server in
t he gl obal nappi ng.

*Bucket Weight*: The weight of a virtual bucket is defined as the
sum of the weights of all servers inits server list. It
reflects the "global influence" of the bucket.

*Core Design Coal s*

*Session Stability*: Wien the cluster scales in or out, the
preferred server of the virtual bucket where an existing
connection resides never changes. This ensures uninterrupted
recovery of these connections through the ASRP mechani sm

*Load Bal anci ng*: After scaling, by adjustment, ensure that each
server serves as the preferred server an equal nunber of tines,
so that new connections are evenly distributed.

Dynam c Scaling Steps of the Al gorithm

The ingenuity of the algorithmlies in achieving the above goals by
adj usting weights and preferred servers when the server set changes.

1.

*Scaling Qut* (Add mservers, currently n servers, target tota

n+m

*Goal *: The nunber of tines each server is preferred should be
adjusted to N (n+n.

*Step 1, Selection and Retention*: Sort the existing n servers by
wei ght fromlightest to heaviest. For each existing server, from
all virtual buckets that currently include this server, retain
the heaviest N (n+m buckets, and ensure that the preferred
server of these buckets is set to this server
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*Step 2, Allocation of New Buckets*: After step 1, there will be
a batch of remaining virtual buckets. Sort these buckets by

wei ght fromlightest to heaviest. Then, allocate buckets to each
new server in turn and cyclically until each new server obtains
N (n+n) buckets. Set the preferred server of these allocated
buckets to the correspondi ng new server

2. *Scaling In* (Renove some servers, |eaving k servers)

*Goal *: The nunber of tines each renmaining server is preferred
shoul d be adjusted to N k.

*Step 1, Ceanup and Cal cul ati on*: Renpve the del eted servers
fromthe lists of all virtual buckets. Calculate the weight Nk
that each of the remaining k servers should obtain.

*Step 2, Priority Satisfaction*: Sort the renmmining k servers by
wei ght fromlightest to heaviest. For each server, from al
avai |l abl e virtual buckets, allocate the heaviest N k buckets and
make this server the preferred server of these buckets. Record
whi ch servers have obtai ned enough buckets.

*Step 3, Make Up the Shortfall*: After step 2, there may still be
sone servers that have not obtai ned enough buckets (less than N
k). Match the servers that are still short with the remaining
virtual buckets (sorted by weight fromlightest to heaviest) and
all ocate themin turn until all remaining servers have reached N
k preferred buckets.

*Summary*: The DBMCH al gorithm dynami cally nanages "wei ght" and
"preferred server" to achieve uniformload distribution of new
connections after cluster scaling while ensuring absolute stability
of all historical connection mappings. Conbined with ASRP's session
probing capability, it constitutes a robust and efficient scaling
solution for stateful services

A. 2. Estimation of Server Count per Virtual Bucket in DBMCH
The core conclusion is: The length of the server list within a
virtual bucket grows slowy and has a definite upper bound. Its
growh is primarily related to two factors: (1) the nunber of scaling
operations, and (2) the ratio of the nunber of newy added servers to
the current scale during each scaling operation

Quantitative analysis of the following two typical scaling strategies
clearly denonstrates this characteristic:

1. *Increnental Scaling Strategy*
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Assunme an initial server count of K, and each scaling operation
adds K new servers (i.e., the scale doubles each tine). After 8
consecutive scaling operations, the total nunber of servers
reaches 9K. During this process, the mathemati cal expectation
(whi ch can approxi mate the average nunber) of servers in any
virtual bucket is roughly 1 + 1/2 + 1/3 + ... + 1/8 approximately
equal to 2.7. Therefore, the maxi mum nunber of servers per
bucket is 3, and the mininumis 2.

*Scal e Exanpl e*: This neans that scaling froma small cluster of
4 servers to 36 servers, or from32 servers to 288 servers, the
maxi mum nunber of servers per bucket remmins nerely 3.

2. *Aggressive Scaling Strategy*

Assune an initial server count of K, and each scaling operation
adds 8K new servers (i.e., significant expansion). After 4
scal i ng operations, the total nunber of servers reaches 33K  The
mat hemat i cal expectation of servers per bucket is roughly 1 + 8/9
+ 8/17 + 8/ 25 + 8/ 33 approximately equal to 2.92. Simlarly, the
maxi mum nunber of servers per bucket is 3, and the mnimmis 2

*Scal e Exanpl e*: This neans scaling from4 servers to 132, or
from 32 servers to 1056, the nmaxi mum nunber of servers per bucket
still stabilizes at 3.

*Implications and Gui dance*

The above anal ysis denpnstrates that the DBMCH al gorithm possesses
excel lent scalability. Even when the cluster scale grows by tens or
even hundreds of tines, the nunber of server probes required to
recover any connection remains extrenely limted (typically no nore
than 3). This theoretically ensures the efficiency of the ASRP
session recovery nechanism neking it suitable for |arge-scale,
elastically scaling cloud-native environnents.

In practical operations, it is reconmended to adopt relatively
centralized scaling batches (such as the aggressive strategy
menti oned above) to better control the average probing cost.
A. 3. Advantages and Di sadvant ages of the DBMCH Al gorithm
A . 3.1. Advant ages

1. *Conplete Session Stability*
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During dynamic scaling (expansion or contraction) or node
failures, the algorithm guarantees that the mapping of all

exi sting connections remains absol utely unchanged. This provides
a solid foundation for ASRP-based session recovery and is a key
factor in achieving high availability.

*Excel | ent Load Bal anci ng for New Connecti ons*

After each scaling operation, the algorithmreall ocates virtua
buckets so that each server serves as the preferred server for an
equal nunber of buckets. This ensures that newy established
connections are evenly distributed across all avail abl e servers,
effectively preventing | oad inbal ance.

*Enhanced Robustness through Synergy with ASRP*

The al gorithm maintains a server list for each virtual bucket,
providing a well-defined target set for ASRP's session probing
mechani sm (EQS/ ERS). Working in synergy, they enable precise
| ocati on and recovery of any connection after a node failure,

achi eving connection recoverability at the cluster |evel

Limitations and Consi derations
*Probe Overhead and Server Count per Bucket*

For connectionl ess protocols (e.g., UDP) or TCP connections that
need recovery, ASRP nust sequentially probe the server list
within a bucket via EQS nessages. |In the worst-case scenario of
frequent scaling operations and continuous cluster growh, the
nunber of servers in a bucket may gradually accumul ate, | eading
to decreased probing efficiency.

*(Oper ati onal Reconmendati ons*

To control the average length of bucket lists, it is recommended
to adopt a batch-operation strategy when planning scaling events:
"reduce the frequency of operations, but adjust nore servers each
time."

*Optimzation Directions*

Si nce new connections are handl ed only by the preferred server,
it can be envisioned that once all old connections previously
mapped to non-preferred servers are closed, those servers can be
safely renpbved fromthe corresponding virtual bucket |ists.
Ideally, after sonme tinme, nost virtual buckets will retain only
the preferred server, bringing the average list length close to
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1, which would significantly reduce probing costs. For the few
remai ni ng | ong-1ived connections, special handling nechanisns
(such as maintaining a separate small mapping table) could be
considered to further reduce the number of servers in virtua
bucket Iists.

In summary, the DBMCH al gorithm provides an innovative solution for
seam ess scaling and high availability of stateful services. |Its
value is particularly pronounced when conbined with distributed
session state backup (ASRP). By understanding its characteristics,
desi gners and operators can nmaximze its benefits and control its
potential overhead through reasonable cluster sizing planning and
operational strategies.
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