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Abst ract

Domai nKeys ldentified Mail v2 (DKIM2) permits a person, role, or
organi zation that owns a signing domain to docunent that it has
handl ed an emai| nessage by associating their domain with the
message. This is achieved by applying a cryptographic signature to
the message. Verification is perforned by querying an entry within
the signing domain’s DNS space to retrieve an appropriate public key.
As a nessage is transferred fromauthor to recipient further
signatures will be added to provide a validatable "chain". This
permits validators to identify when nessages have been unexpectedly
"repl ayed" and can ensure that delivery status notifications are only
sent to entities that were involved in the transm ssion of a nessage.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 February 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Clayton, et al. Expi res 28 February 2026 [ Page 1]



I nternet-Draft DKI M2 Si gntures August 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Domai nKeys ldentified Mail v2 (DKIM) permits a person, role, or
organi zation to docunment that they have handl ed an ermai|l nessage by
associ ating a domai n name [ RFC1034] with the message [ RFC5322]. A
public key signature is used to record that they have been able to
read the contents of the nessage and wite to it.

Verification of clains is achieved by fetching a public key stored in
the DNS under the relevant domain and then checking the signature.

Message transit fromauthor to recipient is through Forwarders that
typically make no substantive change to the nessage content and thus
preserve the DKIM signature. Were they do make a change the
changes they have nade are docunented so that these can be "undone"
and the original signature validated.

When a nmessage is forwarded from one systemto another an additiona
DKI M2 signature is added on each occasion. This chain of custody
assi sts validators in distinguishing between nessages that were
intended to be sent to a particular enmail address and those that are
bei ng "replayed" to that address.

The chain of custody can al so be used to ensure that delivery status
notifications are only sent to entities that were involved in the
transm ssion of a nessage.

Organi zations that process a nessage can add to their signature a
request for feedback as to any opinion (for exanple, that it was
considered to be spam that the eventual recipient of the nessage
wi shes to share.
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1.1. DKI M2 Architecture Docunents

Readers are advised to be familiar with the material in TBA, TBA and
TBA whi ch provide the background for the devel opnent of DKIM, an
overvi ew of the service, and depl oynent and operations gui dance and
advi ce.

2. Term nol ogy and Definitions
This section defines terns used in the rest of the docunent.

DKIM2 is designed to operate within the Internet Miil service, as
defined in [RFC5598]. Basic enmmil terminology is taken fromthat
speci fication.

DKI M2 inherits many ideas fromDKIM ([ RFC6376]) which, for clarity we
refer to in this specification as DKI M.

Synt ax descriptions use Augrmented BNF (ABNF) [ RFC5234].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119]. These words take their normative nmeani ngs only when they
are presented in ALL UPPERCASE.

2. 1. For war der

[ RFC5598] defines a Relay as transnitting or retransmtting a nessage
but states that it will not nmodify the envelope information or the
message content semantics. It also defines a Gateway as a hybrid of
User and Rel ay that connects heterogeneous mail services, In this
docunent we use the concept of a Forwarder which is an MIA t hat
receives a nessage and then either delivers it into a destination
mai | box or forwards it on to another systemin an autonated, pre-

det ermi ned, manner.

As will be seen, Forwarders may alter message content or envel opes
but will create a signed record of what they have done.

2.2. Signers

Elements in the mail systemthat sign nmessages on behal f of a domain
are referred to as Signers. These nmay be MJAs (Mail User Agents),
MBAs (Mail Subm ssion Agents), MIAs (Mail Transfer Agents), or other
agents such as mailing list "exploders". |In general, any Signer wll
be involved in the injection of a nessage into the nessage systemin
some way. The key point is that a nessage nust be signed before it

Clayton, et al. Expi res 28 February 2026 [ Page 4]



I nternet-Draft DKI M2 Si gntures August 2025

| eaves the adninistrative domain of the Signer
2.3. \Verifiers

El ements in the mail systemthat verify signatures are referred to as
Verifiers. These may be Forwarders, MIAs, Mil Delivery Agents

(MDAs), or MJUAs. It is an expectation of DKIM2 that a recipient of a
message will wish to verify sone or all signatures before determning
whet her or not to accept the nessage or pass it on to another entity.

2.4. Signing Donain

A domai n nane associated with a signature. This domain may be

associated with the author of an email, their organization, a conpany
hired to deliver the email, a mailing |list operator, or sone other
entity that handles email. Wat they have in comon is that at sone

poi nt they had access to the entire contents of the email and were in
a position to add their signature to the email.

2.5. \Whitespace
There are two forns of whitespace used in this specification

* WSP represents sinple whitespace, i.e., a space or a tab character
(formal definition in [RFC5234]).

* FWs is folding whitespace. It allows multiple |lines separated by
CRLF foll owed by at | east one whitespace, to be joined.

The formal ABNF for these are (WSP given for information only):

WEP
FWS

SP / HTAB
[*WBP CRLF] 1*W8P

The definition of FWs is identical to that in [ RFC5322] except for
t he exclusion of obs-FWs

2.6. Inported ABNF Tokens

The foll owing tokens are inported fromother RFCs as noted. Those
RFCs shoul d be considered definitive.

The foll owing tokens are inported from[RFC5321]:
* "local-part" (inplenentation warning: this permts quoted strings)

*  "sub-domai n"
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The foll owing tokens are inported from[RFC5322]:
* "field-name" (nane of a header field)
O her tokens not defined herein are inported from][RFC5234]. These
are intuitive printives such as SP, HTAB, WSP, ALPHA, DIA T, CRLF
etc.

2.7. Common ABNF Tokens

The foll owi ng ABNF tokens are used el sewhere in this docunent:

ALPHADI G TPS
base64string

(ALPHA / DIGT [ "+" [ "[")
ALPHADI Gl TPS *([ FW8] ALPHADI G TPS)
[ [FWg] "=" [ [FwWg] "=" ] ]

3. Protocol Elenents

Protocol Elenments are conceptual parts of the protocol that are not
specific to either Signers or Verifiers. The protocol descriptions
for Signers and Verifiers are described in |later sections ("Signer
Actions" (Section 5) and "Verifier Actions" (Section 6). NOTE: This
section nust be read in the context of those sections.

3.1. Selectors

To support multiple concurrent public keys per signing domain, the
key nanespace i s subdivided using "sel ectors”

Periods are allowed in selectors and are conponent separators.
Periods in selectors define DNS | abel boundaries in a manner similar
to the conventional use in domain names. This will allow portions of
the sel ector nanmespace to be del egated

ABNF:

sel ector = sub-domain *( "." sub-domain )

The nunber of public keys and correspondi ng selectors for each domain
is determ ned by the domain owner. Many domain owners wll be
satisfied with just one selector, whereas administratively

di stributed organi zati ons can choose to nanage disparate selectors
and key pairs in different regions or on different email servers.

Beyond admini strative conveni ence, selectors make it possible to
seam essly replace public keys on a routine basis. |If a domain
wi shes to change fromusing a public key associated with sel ector
"january2026" to a public key associated with sel ector
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"february2026", it nerely makes sure that both public keys are
advertised in the public key repository concurrently for the
transition period during which email may be in transit prior to
verification. At the start of the transition period, the outbound
emai | servers are configured to sign with the "february2026" private
key. At the end of the transition period, the "january2026" public
key is renoved fromthe public key repository.

| NFORMVATI VE NOTE: A key may al so be revoked as described bel ow. The
di stinction between revoking and renoving a key selector record is
subtle. Wen phasing out keys as descri bed above, a signing donmain
woul d probably sinply renpbve the key record after the transition
period. However, a signing domain could elect to revoke the key (but
mai ntain the key record) for a further period. There is no defined
semantic difference between a revoked key and a renoved key.

3.2. Tag=Val ue Lists

DKI M2 uses a sinple "tag=val ue" syntax in several contexts, including
in messages and domain signature records (see [ DKI MKEYS]).

Val ues are a series of strings containing either plain text or
"base64" text (as defined in [ RFC2045], Section 6.8). The nane of
the tag will determine the encoding of each value. Unencoded

sem colon (";") characters MJUST NOT occur in the tag val ue, since
that separates tag-specs

| NFORMATI VE | MPLEMENTATI ON NOTE: Al t hough the "plain text" defined
bel ow (as "tag-value") only includes 7-bit characters, an

i npl ementation that wished to anticipate future standards woul d be
advi sed not to preclude the use of UTF-8-encoded ([ RFC3629]) text in
tag=val ue lists.

Formal |y, the ABNF syntax rules are as foll ows:

tag-list = tag-spec *( ";" tag-spec ) [ ";" ]
tag-spec = [FW5 tag-nanme [FWS] "=" [FWE] tag-val ue [ FWE]
tag-name = ALPHA * ALNUMPUNC
tag-value = [ tval *( 1*(WsP / FW5) tval ) ]

; Prohibits WSP and FWS at begi nning and end
tval = 1*VALCHAR
VALCHAR = %%21-3A / 9%3C 7E

; EXCLAMATION to TILDE except SEM COLON
ALNUMPUNC = ALPHA / DIGT / "_"
Note that WSP is all owed anywhere around tags. |n particular, any
WSP after the "=" and any WSP before the terminating ";" is not part

of the value; however, WSP inside the value is significant.
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Tags MJST be interpreted in a case-sensitive manner. Values MJST be
processed as case sensitive unless the specific tag description of
semanti cs specifies case insensitivity.

Tags with duplicate nanes MJST NOT occur within a single tag-list; if
a tag nanme does occur nore than once, the entire tag-list is invalid.

Wi t espace within a val ue MIUST be retained unless explicitly excluded
by the specific tag description

Tag=val ue pairs that represent the default value MAY be included to
aid legibility.

Unr ecogni zed tags MJUST be i gnored.

Tags that have an enpty value are not the sane as omtted tags. An
omtted tag is treated as having the default value; a tag with an
enpty value explicitly designates the enpty string as the val ue.

3.3. Signing and Verification Al gorithns

DKI M2 supports nultiple digital signature algorithns. Two algorithns
are defined by this specification: RSA-SHA256 and Ed25519- SHA256.

Si gners SHOULD i npl ement bot h RSA- SHA256 and Ed25519- SHA256

Verifiers MIST inpl enent both RSA- SHA256 and Ed25519- SHA256

3.3.1. The RSA-SHA256 Signing Al gorithm

The RSA- SHA256 Signing Al gorithm conputes a nessage hash as descri bed
in Section 3.7 using SHA-256 (FIPS-180-4-2015) as the hash-alg. That
hash is then signed by the Signer using the RSA algorithm (defined in
PKCS#1 version 1.5 [RFC8017]) as the crypt-alg and the Signer’s
private key. The hash MJUST NOT be truncated or converted into any
formother than the native binary form before being signed. The
signing al gorithm SHOULD use a public exponent of 65537

Si gners MJUST use RSA keys of at |east 1024 bits. Verifiers MJST be
able to validate signatures with keys ranging from 1024 bits to 2048
bits, and they MAY be able to validate signatures with |arger keys.

3.3.2. The Ed25519- SHA256 Si gning Al gorithm
The Ed25519- SHA256 si gning al gorithm conputes a nessage hash as
defined in Section 3 of [RFC6376] using SHA-256 (FIPS-180-4-2015) as

the hash-alg. It signs the hash with the PureEdDSA variant Ed25519,
as defined in Section 5.1 of [RFC8032].
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3.3.3. Oher Algorithns

O her algorithms MAY be defined in the future. Verifiers MJST ignore
any signatures using algorithms that they do not inplenent.

3.4. Canonicalization

Sone mail systens nodify email in transit, potentially invalidating a
signature. DKIM provides a nethod of docunenting such changes as
they occur. However, in order to reduce the necessity to docunent

m nor changes to header fields DKIM uses an algorithmfor conputing
header hashes which permits mnor changes. This is identical to the
"rel axed" al gorithmof DKIML ([ RFC6376]). For the body no

nmodi fications are permitted (equivalent to the DKIML "rel axed"

al gorithm

Canoni calization sinply prepares the email for presentation to the
signing or verification algorithm |t MJUST NOT change the
transmtted data in any way. Canonicalization of header fields and
body are descri bed bel ow

NOTE: This section assunes that the nessage is already in "network
normal " format (text is ASCI|I encoded, lines are separated with CRLF
characters, etc.). See also Section 5.4 for information about
normal i zi ng the message.

3.4.1. The Header Canonicalization Al gorithm

Al'l header fields present in a nessage are signed, with the exception
of Trace Header Fields. "Trace headers" are described in [ RFC5321]
and [ RFC5322] and docunented in an | ANA registry established by

[ RFC3864]. At present the only header fields designated as "Trace"
are Received and Return-path.

The header canonicalization algorithm MJUST apply the foll owi ng steps
in order:

* lgnore any trace header fields that are present.

* Convert all header field nanes (not the header field values) to
| onercase. For exanple, convert "SUBJect: AbC' to "subject: AbC'.

* Unfold all header field continuation |ines as described in
[ RFC5322]; in particular, lines with term nators enbedded in
continued header field values (that is, CRLF sequences foll owed by
W5P) MUST be interpreted without the CRLF. [|nplenentations MJST
NOT renove the CRLF at the end of the header field val ue.
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Convert all sequences of one or more WBP characters to a single SP
character. WSBP characters here include those before and after a
I'ine fol di ng boundary.

Delete all WSP characters at the end of each unfol ded header field
val ue.

Del ete any WSP characters remai ning before and after the col on
separating the header field nane fromthe header field value. The
col on separator MJST be retained.

Pl ace the header fields in al phabetical order by the header field
nane, except for any header fields that start "DKIM" which are
pl aced | ast.

If there is nore than one header with the sane header field nane
then the header fields are placed in the order in which they occur
in the email header. It is sonetinmes suggested that some MIAs re-
order header fields after they receive an email, if they do then
it is their responsibility to recover the original order of any
header fields with identical header field nanes (that are part of
a signature cal culation) before verifying an existing signature or
passing a previously signed nessage to another MIA that is going
to wish to verify a signature.

The DKI M2 header fields are placed at the end of the |ist of
header fields to be signed, ordered first by their "i=" value (in
ascendi ng nunerical order) and then by their header field nane.

Note that the special rules for ordering DKIM2 header fields are

i ntended to assist systens that wish to pre-calculate a hash val ue
for all the other header fields and then finish off with the actua
DKI M2 headers that they will be adding.

3.4.2.

The Body Canonicalization Al gorithm

The body canonicalization al gorithm MIST apply the followi ng steps in
order:

*

Ignore all whitespace at the end of lines. |Inplenentations MJST
NOT renove the CRLF at the end of the line.

Reduce all sequences of WSP within a line to a single SP
character.
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* lgnore all enpty lines at the end of the nmessage body. An enpty
line is aline of zero length after renoval of the line
termnator. |If there is no body or no trailing CRLF on the
message body, a CRLF is added.

Note that a conpletely enpty or mssing body is canonicalized as a
single "CRLF"; that is, the canonicalized |length will be 2 octets.

3.5. The DKI M2-Signature Header Field

The signature of the enmail is stored in the DKIM-Signature header
field. This header field contains all of the signature and key-
fetching data. The DKIM-Sighature value is a tag-list as described
in Section 3. 2.

The DKI M2-Si gnature header field SHOULD be treated as though it were
a trace header field as defined in Section 3.6 of [RFC5322] and hence
SHOULD NOT be reordered and SHOULD be prepended to the nmessage.

The DKI M2-Si gnature header field being created or verified is always
included in the signature calculation, after the rest of the header
fields being signed; however, when calculating or verifying the
signature, the value of the "b=" tag (signature value) of that DKI M
Si gnature header field MIUST be treated as though it were an enpty
string. Unknown tags in the DKI M2-Signature header field MJST be
included in the signature cal cul ation

Tags on the DKI M2-Signature header field along with their type,
encodi ng and requirenment status are shown below. It will be noted
that we have not included a version nunber. Experience fromI| M
onwards shows that it is essentially inpossible to change version
nunbers. If it becones necessary to change DKIM?2 in the sort of

i nconpatible way that a v=2 / v=3 version nunber would support, it is
expected that header fields will be |labelled as DKI M3 instead

i = The sequence nunmber of the DKI M2-Signature header field.

pl ai n-text unsigned decimal integer; REQU RED

The originator of a message uses the value 1. Further

DKI M2- Si gnature header fields are added with a value one nore than
the current highest nunbered DKI M2-Si gnature header field. Gaps in
the numbering MUST be treated as naki ng the whol e message unsi gned.
ABNF:

sig-i-tag = 969 [FW8] "=" [FW§] 1*2DIG T
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n= Nonce val ue

pl ai n-text unsigned decimal integer; OPTI ONAL

This value, if present, has a neaning to the creator of the signature
but MJUST NOT be assumed to have any meaning to any other entity. It
MAY be used as an index into a database to assist in handling
Delivery Status Notifications or for any other purpose.

ABNF:

sig-n-tag = U%6e [FW] "=" [FW5] 1*(DIGAT)

t= Signature Tinmestanp

pl ai n-text unsi gned deci mal integer; REQU RED

The tinme that this header field was created. The format is the
nunber of seconds since 1970-01-01T00: 00: 00 UTC. This value is not

constrained to fit into a 31- or 32-bit integer. |Inplenentations
SHOULD be prepared to handle values up to at |east 107012 (until
approxi mately AD 200,000; this fits into 40 bits). |Inplenentations

MAY ignore signatures that have a tinestanp in the future.
I mpl enent ati ons MAY ignore signatures that are nore than 14 days ol d.

ABNF:
sig-t-tag = Ox74 [FWS] "=" [FWS] 1*12DIG T

nf= The [RFC5321] MAIL FROM val ue to be used when this nessage is
transm tted over an SMIP link fromthe signing MA

pl ai n-text; REQU RED

Note that MAIL FROM may be just "<>", for exanple for a Delivery
Status Notification.

ABNF:

sig-nf-tag = %6d %65 [ FWs] "="
[FW5] "<" [ local-part "@ donain-nane | ">"

rt= The [RFC5321] RCPT TO val ue(s) to be used when this nessage is
transmtted over an SMIP |link fromthe signing MIA.

pl ai n-text; REQU RED

Clayton, et al. Expi res 28 February 2026 [ Page 12]



I nternet-Draft DKI M2 Si gntures August 2025

When a nessage is intended for nore than one recipient then this
field MAY include all of the recipients so that a single copy of the
email MAY be sent to all of the recipients in a single SMIP
transaction. Note that if "bcc:" recipients are involved then in
order to neet the requirenments of [RFC5322] Section 3.6.3 each bcc
reci pi ent MUST be sent a nessage with just their enmail address
appearing in this tag.

ABNF:

sig-rt-tag = %2 %74 [FW8] "="
1*( [FWg] "<" local-part "@ donain-name ">" )

d= The donmi n associated with this signature.
pl ai n-text; REQU RED

This domain is used to formthe query for the public key. The donain
MUST be a valid DNS nanme under which the DKIM2 key record is

publi shed. Internationalized domain names MJST be encoded as
A-label s, as described in Section 2.3 of [RFC5890].

The domain in the d= tag MJUST exactly match the rightnost | abels of
the donmai n-nane part of the nf=tag. That is to say, the domai n-nane
of the nf= tag MJST either match the d= domain exactly or be a sub-
domai n of d= domai n.

ABNF:
sig-d-tag = %64 [FW5] "=" [ FW5] donai n- nane
domai n-name = sub-domain 1*("." sub-donain)

; from[RFC5321] Domai n,
; excluding address-litera

sl= The sel ector subdividing the nanespace for the "d=" (domain) tag.
pl ai n-text; REQU RED

Internationalized sel ector nanes MJUST be encoded as A-| abels, as
described in Section 2.3 of [RFC5890].

ABNF:
sig-s-tag = W73 %31 [FW5] "=" [FW5] sel ector
al= The algorithmused to generate the signature.

pl ai n-text; REQU RED
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Verifiers MJST support "rsa-sha256" and "ed25519"; See Section 3.3
for a description of the algorithns.

ABNF:

sig-a-tag = %61 %31 [FW5] "=" [FWS] sig-a-tag-alg
sig-a-tag-alg = sig-a-tag-k "-" sig-a-tag-h

sig-a-tag-k = "rsa" / "ed25519" / x-sig-a-tag-k
sig-a-tag-h = "sha256" / x-sig-a-tag-h

X-sig-a-tag-k ALPHA *(ALPHA / DIAT)
; for later extension
ALPHA *(ALPHA / DIAT)

; for later extension

X-sig-a-tag-h

bl= The signature data.
base64; REQUI RED

Whi t espace is ignored in this value and MJST be ignored when
reassenbling the original signature. |In particular, the signing
process can safely insert FW5 in this value in arbitrary places to
conformto line-length linmts. See "Signer Actions" (Section 5) for
how t he signature is conputed.

ABNF:

sig-b-tag
sig-b-tag-data

62 W31 [FWS] "=" [FWB] sig-b-tag-data
base64string

bhl= The hash of the canonicalized body part of the message.
base64; REQUI RED

Whi tespace is ignored in this value and MJUST be ignored when
reassenbling the original signature. |In particular, the signing
process can safely insert FWs in this value in arbitrary places to
conformto line-length limts. See Section 3.7 for how the body hash
is conputed

ABNF:

si g-bh-tag
si g- bh-tag-data

62 W68 W31 [FWE] "=" [FWB] sig-bh-tag-data
base64string

s2=, a2= b2= bh2= Further signatures (equivalent to sl1, al, b2 and
bh1)

plain text / base64; OPTI ONAL
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To provide for algorithmc dexterity a second signature, using a
different algorithm MAY be supplied. A verifier MJST check al
signatures that it understands and SHOULD treat any failure as
invalidating all signatures.

f= Fl ags
pl ain text; OPTI ONAL

Fl ags serve two purposes; they either report what has been done to
the nessage by the systemcreating the DKI M2-Signature or they nake a
request to systens that handle the mail thereafter. Flags are
separated by commas, and optional white-space allows systens to add
several flags without creating long |lines.

If a flag value is not recognised it MJST be ignored.
The flag values that report things are:

"expl oded": this nessage (identified by its unique header hash val ue
(recorded in bl= and perhaps b2=)) is being sent to nore than one
emai | address. An MIA which receives a nessage MAY use this
information to help it distinguish between malicious "DKIMreplay"
and legitimate activity perforned by mailing lists.

"nodi fi edbody": the body of the nessage has been altered in some way.
A correspondi ng DKI M2-Del t a- Body MJUST be present with the sane i=

val ue as defined in [ALGEBRA]. This flag MJUST NOT be present when

i =1,

"nmodi fi edheader": the header of the message has been altered in sone
way. A correspondi ng DKI M2-Del t a- Header nust be present with the
same i = value as defined in [ALGEBRA]. This flag MJST NOT be present
when i =1;

The flags val ues that nmke requests are:

"donot expl ode": this signer requests that the nessage not be sent to
more than one recipient. A systemthat, by local policy, ignores
this request MJST NOT all ow any of the copies it creates to be
forwarded on to any MIA outside its control

"donotnodi fy": this signer requests that the nessage not be nodified
fromthe formin which it is sent. A systemthat, by |local policy,
ignores this request MJST NOT allow the nmessage to be forwarded on to
any MIA outside its control
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"feedback": this signer requests feedback about how this nmessage is
handl ed during delivery and thereafter. This docunent does not
descri be what such feedback m ght be or where it mght be delivered.
If this flag is absent then feedback is explicitly not required.

ABNF:
sig-f-tag = %66 [FW5] "=" [FW5] sig-f-data *("," [FWS sig-f-tag-data)
sig-f-tag-data = "nodi fi edbody" | "nodifiedheader” | "expl oded"

"donot nodi fy" | "donotexpl ode" | "feedback"
x-sig-f-tag-data = ALPHA *(ALPHA / DIAT)
; for later extension

3.6. Key Mnagenent

Signature applications require sone |evel of assurance that the a
public key is associated with the clained Signer. DKIM does this by
fetching the key fromthe DNS for the donain specified in the d=
field. These keys are no different, and are stored in the sane

| ocations as those for DKIML ([ RFC6376]).

Al'l DKIM keys are stored in a subdomai n naned "_donai nkey". G ven a
DKI M2-Si gnature field with a "d=" tag of "exanple.conl and an "s1="
tag of "foo.bar", the DNS query will be for

"foo. bar. _domai nkey. exanpl e. coni'.

3.7. Computing the Message Hashes

Both signing and verifying nessage signatures start with a step of
conmputing two cryptographi c hashes over the nessage. Signers wll
choose the parameters of the signature as described in "Signer
Actions" (Section 5); Verifiers will use the paraneters specified in
the DKI M2- Si gnature header field being verified. In the follow ng

di scussion, the nanes of the tags in the DKI M2-Signature header field
that either exists (when verifying) or will be created (when signing)
are used. Note that canonicalization (Section 3.4) is only used to
prepare the email for signing or verifying; it does not affect the
transmtted email in any way.

For clarity this section will discuss the first pair of signatures
(sl=, al=, hl=, bhl). |If a second pair (s2=, a2=, h2=, bh2=) is
present then that is calculated or verified in an identical manner
except using the "2" values rather than the "1" val ues.

The Signer/Verifier MJST conpute two hashes: one over the body of the
message and one over relevant header fields of the nessage.
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Si gners MJUST conpute themin the order shown. Verifiers MAY conpute
themin any order convenient to the Verifier, provided that the
result is semantically identical to the semantics that woul d be the
case had they been conputed in this order

In hash step 1, the Signer/Verifier MIST hash the nmessage body,
canoni cal i zed using the body canonicalization algorithm That hash
value is then converted to base64 formand inserted into (Signers) or
compared to (Verifiers) the "bhl=" tag of the DKIM Signature header
field.

In hash step 2, the Signer/Verifier MIST pass header fields to the
hash al gorithm as specified in Section 3.4.1

After these header fields add any DKI M2-Del t a- Header header field (as
specified in [ALGEBRA] for the current i= value. This header field
has its CRLF included in the hash in the nornmal way.

Finally add a canoni calized copy of the DKI M- Signature header field
that exists (verifying) or will be inserted (signing) in the nessage,
with the value of the "b=" tag (including all surroundi ng whitespace)
deleted (i.e., treated as the enpty string) without a trailing CRLF.

When cal cul ating the hash on nessages that will be transnmitted using
base64 or quoted-printable encoding, Signers MJST conmpute the hash
after the encoding. Likewise, the Verifier MJST incorporate the

val ues into the hash before decoding the base64 or quoted-printable
text. However, the hash MJST be conputed before transport-I|eve
encodi ngs such as SMIP "dot-stuffing" (the nodification of |ines
beginning with a "." to avoid confusion with the SMIP end- of - nessage
mar ker, as specified in [ RFC5321]).

Wth the exception of the canonicalization procedure described in
Section 3.4, the DKIM2 signing process treats the body of nessages as
simply a string of octets. DKIM nessages MAY be either in plain-
text or in MME fornmat; no special treatnent is afforded to MM
content. Message attachnments in M ME format MJUST be included in the
content that is signed.

3.8. Input Requirenents

A nmessage that is not conpliant with [ RFC5322], [RFC2045], and

[ RFC2047] can be subject to attenpts by internmediaries to correct or
interpret such content. See Section 8 of [RFC6409] for exanples of
changes that are comonly made. Such "corrections” may invalidate
DKI M2 signatures or have ot her undesirable effects, including sone
that involve changes to the way a nessage is presented to an end
user.
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Accordingly, DKIM2' s design is predicated on valid input. Therefore,
Signers and Verifiers SHOULD take reasonabl e steps to ensure that the
messages they are processing are valid according to [ RFC5322],

[ RFC2045], and any ot her rel evant nessage format standards.

3.9. CQutput Requirenents

The eval uati on of each signature ends in one of three states, which
this docunent refers to as foll ows:

SUCCESS: a successful verification

PERMFAI L: a permanent, non-recoverable error such as a signature
verification failure

TEMPFAI L: a tenporary, recoverable error such as a DNS query tineout

For each signature that verifies successfully or produces a TEMPFAI L
result, output of the DKIM al gorithm MIST include the set of:

* The domain nane, taken fromthe "d=" signature tag; and
* The result of the verification attenpt for that signature.

The out put MAY include other signature properties or result mneta-
data, including PERMFAI Led or otherw se ignored signatures, for use
by nodul es that consume those results.

See Section 6.1 for discussion of signature validation result codes.
4. Semantics of Miltiple Signatures

In DKIM2 a new signature (with an increnented i= value) is added by
every MIA that handl es a nessage. However, if these MIAs are
handling email within an organization then it is only necessary for
the MIA that sends the enmil outside of that organization to apply a
DKI M2 si gnat ur e.

Verifiers may check the entire chain of signatures to establish that
there is a valid chain fromstart to finish; however where the chain
shows that the email has not been nodified during its travels it wll
generally be sufficient to check only the first and |ast signature.

When there is evidence of "DKIMreplay" inspection of the entire
chain will enable the |ocation of the replay to be determ ned and
appropriate action can then be taken

Further information about nultiple signatures can be found in TBA
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5. Signer Actions
The following steps are perforned in order by Signers.
5.1. Docunent nodifications maude to a nessage

MIAs that accept a DKI M2 signed nmessage and send it onward to another
MIA MUST record the changes that they have nmade to the nessage. A
schene for generating appropriate DKI M2-Delta-Header header fields to
descri be such nodifications can be found in [ ALGEBRA].

Note in particular that addi ng header fields must be docunented, with
the exception of trace header fields (such as Received:) that are not
si gned.

Failure to record nodifications will mean that an MIA t hat
subsequent |y handl es the nmessage SHOULD detect this and this MAY | ead
to the nessage being rejected.

5.2. Determne what [RFC5321] "envelope" will be used for the nessage

The DKI M2-Signature field contains nf= and rt= val ues, so the MAIL
FROM and RCPT TO values that will be used when the nessage is
transmtted nust be available to (or deducible by) a Signer or
Verifier.

When t he message being signed already has a DKI M2-Si gnat ure header
field (i.e. it has already been transmtted at |east once) then the
nf= of the nessage to be signed MJUST match with an entry in the rt=
of currently highest nunbered (i=) DKIM-Signature header field. |If
this will not be the case then a Signer MJST generate an extra

DKI M2- Si gnature field that causes values to match, noting that the
creation of this extra header field will require the Signer to have
access to the DKIM2 key val ue associated with a domain in the rt=
entry.

5.3. Select a Private Key and Correspondi ng Sel ector Information

Thi s specification does not define the basis by which a Signer should
choose which private key and selector information to use. Currently,
all selectors are equal as far as this specification is concerned, so
the decision should largely be a matter of adnministrative

conveni ence. Distribution and managenent of private keys is also

out side the scope of this docunent.
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5.4. Normalize the Message to Prevent Transport Conversions

Sone messages, particularly those using 8-bit characters, are subject
to nodification during transit, notably conversion to 7-bit form
Such conversions will break DKIM signatures. Hence the nessage
SHOULD be converted to only contain 7-bit characters, for exanple by
enpl oying a suitable M ME content-transfer encodi ng such as quot ed-
printabl e or base64 as described in [ RFC2045]. The way in which this
is achieved is outside the scope of this specification

If the nessage contains |ocal encoding that will be nodified before
transm ssion, that nodification to canonical [RFC5322] form MJST be
done before signing. In particular, bare CR or LF characters (used
by some systems as a | ocal |ine separator convention) MJST be
converted to the SMIP-standard CRLF sequence before the nessage is
signed. Any conversion of this sort SHOULD be applied to the nessage
actually sent to the recipient(s), not just to the version presented
to the signing algorithm

More generally, the Signer MJST sign the nmessage as it is expected to
be received by the Verifier rather than in sonme |ocal or interna
form

5.5. Compute the Message Hash and Si gnat ure{#si gner-conput e}

The Signer MJUST conpute the nmessage hash as described in Section 3.7
and then sign it using the selected public key algorithm This wll
result in a DKIM-Signature header field that will include the body

hash and a signature of the header hash, where that header includes

the DKI M2-Signature header field itself.

Entities such as mailing |list managers that inplenment DKIM and that
modi fy the nmessage or a header field (for exanple, inserting
unsubscri be information) before retransmtting the nessage SHOULD
check any existing signature on input and MJST nmake such
nmodi fi cations before re-signing the nessage.

5.6. Insert the DKIM-Signature Header Field

Finally, the Signer MJST insert the DKI M2-Signature header field
created in the previous step prior to transnmitting the email. The
DKI M2- Si gnature header field MIUST be the sanme as used to conpute the
hash as described above, except that the value of the "b=" tag MJST
be the appropriately signed hash conputed in the previous step,
signed using the algorithmspecified in the "a=" tag of the DKI M-

Si gnature header field and using the private key corresponding to the
sel ector given in the "s=" tag of the DKI M2-Si gnature header field,
as chosen above in Section 5.3}.
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The DKI M2- Si gnature header field MIST be inserted before any other
DKI M2- Si gnature fields in the header bl ock

| NFORVATI VE | MPLEMENTATI ON NOTE: The easi est way to achieve this is
to insert the DKIM2-Signature header field at the beginning of the
header bl ock before any existing Received header fields. This is
consistent with treating DKI M2-Signature as a trace header field.

6. Verifier Actions

A border or internediate MIA MAY verify the nessage signature(s). An
MIA that has performed verification MAY conmuni cate the result of
that verification by adding a verification header field to i ncom ng
messages. This sinplifies things considerably for the user, who can
now use an existing mail user agent. Mst MJAs have the ability to
filter nmessages based on nessage header fields or content; these
filters would be used to inplenment whatever policy the user wi shes
with respect to unsigned nail.

A verifying MIA MAY inplement a policy with respect to unverifiable
mai |, regardl ess of whether or not it applies the verification header
field to signed nessages.

Verifiers MJST produce a result that is senmantically equivalent to
applying the steps listed in Section 6.1, Section 6.1.1, and
Section 6.1.2 in order. In practice, several of these steps can be
performed in parallel in order to inprove performance

6.1. Extract Signatures fromthe Message

A Verifier SHOULD check the nost recently applied (highest nunbered
i = val ue) DKI M2-Si gnature before accepting an email. |If this check
does not pass then a Delivery Status Notification for the email MJST
NOT be generated thereafter -- hence the best strategy, if the enmmil
is not wanted, is to reject it (with a 5xx error code) whilst the
rel evant SMIP conversation is till ongoing.

A Verifier that wi shes to ascertain whether or not a nmessage has been
modi fied since it was first created need only check the first (i=1)
DKI M2- Si gnat ur e.

If the message has been nodified since it’s original creation then
the DKI M2-Modi fication header fields (see [ALGEBRA]) will enable a
Verifier to determ ne whether or not all the changes nade are
correctly recorded.
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For each signature to be validated, the follow ng steps should be
performed in such a manner as to produce a result that is
semantically equivalent to performng themin the indicated order

Where the status is TEMPFAIL then it nay be possible for the Verifier
to determine the validity of the signature at a later tinme. If the
SMIP conversation is still ongoing then a 4xx error code SHOULD be
used to allow the sending MIA to understand the situation

6.1.1. Validate the Signature Header Field

| mpl enenters MUST neticul ously validate the format and values in the
DKI M2- Si gnat ure header field; any inconsistency or unexpected val ues

MJUST cause the header field to be conpletely ignored and the Verifier
to return PERVMFAIL (signature syntax error). Being "liberal in what

you accept” is definitely a bad strategy in this security context.

Not e, however, that this does not include the existence of unknown
tags in a DKI M- Signature header field, which are explicitly
permtted.

Verifiers MAY return PERMFAIL (signature expired) if it is nore than
14 days since the tinmestanp recorded in the "t=" tag.

6.1.2. Get the Public Key

The public key for a signature is needed to conplete the verification
process. Details of key managenment and representation are descri bed
in Section 3.6. The Verifier MJST validate the key record and MJST

i gnore any public key records that are mal f or ned.

NOTE: The use of a wildcard TXT RR that covers a queried DKI M domai n
nane will produce a response to a DKIMquery that is unlikely to be a
valid DKIM key record. This problemis not specific to DKIM and
applies to many ot her types of queries. Cient software that
processes DNS responses needs to take this probleminto account.

When validating a nmessage, a Verifier MJST performthe follow ng
steps in a manner that is semantically the sane as performng themin
the order indicated; in sone cases, the inplenentation may

parall elize or reorder these steps, as long as the semantics renain
unchanged:

1. The Verifier retrieves the public key as described in Section 5.3

using the algorithmin the "a=" tag, the domain fromthe "d="
tag, and the selector fromthe "s=" tag
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2. If the query for the public key fails to respond, the Verifier
MAY seek a later verification attenpt by returning TEMPFAI L (key
unavai l abl e) .

3. If the query for the public key fails because the corresponding
key record does not exist, the Verifier MJUST return PERMFAIL (no
key for signature).

4. 1f the query for the public key returns multiple key records, the
Verifier can choose one of the key records or may cycle through
the key records, performng the renmai nder of these steps on each
record at the discretion of the inplenenter. The order of the
key records is unspecified. |If the Verifier chooses to cycle
through the key records, then the "return ..." wording in the
remai nder of this section nmeans "try the next key record, if any;
if none, return to try another signature in the usual way".

5. If the result returned fromthe query does not adhere to the
format defined in the DKIM key specification [DKI MKEYS], the
Verifier MJST ignhore the key record and return PERMFAI L (key
syntax error). Verifiers are urged to validate the syntax of key
records carefully to avoid attenpted attacks. |In particular, the
Verifier MJST ignhore keys with a version code ("v=" tag) that
they do not inplenent.

6. If the public key data (the "p=" tag) is enpty, then this key has
been revoked and the Verifier MIST treat this as a failed
signature check and return PERVFAIL (key revoked). There is no
defined semantic difference between a key that has been revoked
and a key record that has been renoved.

7. If the public key data is not suitable for use with the algorithm
and key types defined by the "a=" and "k=" tags in the DKIM
Si gnature header field, the Verifier MAY i mediately return
PERMFAI L (inappropriate key algorithm. However, these fields
are now deprecated so DKI M inpl enentati ons MAY ignore them
al t oget her.

8. If the "h=" tag exists in the public key record and the hash
algorithminplied by the "a=" tag in the DKI M2-Signature header
field is not included in the contents of the "h=" tag, the
Verifier MJST ignhore the key record and return PERMFAI L
(i nappropriate hash al gorithn).

6.1.3. Conmpute the Verification

G ven a Signer and a public key, verifying a signature consists of
actions senmantically equivalent to the follow ng steps.
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1. Prepare a canonicalized version of the nmessage as is described in
Section 3.7 (note that this canonicalized version does not
actually replace the original content).

2. Based on the algorithmindicated in the "a=" tag, conpute the

message hashes fromthe canonical copy as described in

Section 3.7.

3. Verify that the hash of the canonicalized message body conputed
in the previous step matches the hash val ue conveyed in the "bh="
tag. |If the hash does not match, the Verifier SHOULD i gnore the
signature and return PERVFAIL (body hash did not verify).

4. Using the signature conveyed in the "b=" tag, verify the
si gnature agai nst the header hash using the mechani sm appropriate
for the public key algorithmdescribed in the "a=" tag. |If the
signature does not validate, the Verifier SHOULD i gnore the
signature and return PERVFAIL (signature did not verify).

5. Oherwi se, the signature has correctly verified.
6.2. Conmunicate Verification Results

Verifiers wishing to communicate the results of verification to other
parts of the mail systemnmay do so in whatever manner they see fit.
For exanple, inplenentations nmight choose to add an emmil header
field to the nessage before passing it on. Any such header field
SHOULD be inserted before any existing DKIM2-Signature or pre-

exi sting authentication status header fields in the header field

bl ock. The Authentication-Results: header field ([ RFC8601]) MAY be
used for this purpose.

6.3. Interpret Results/Apply Local Policy

It is beyond the scope of this specification to describe what actions
the recipient of an email performs, but nmail carrying valid DKl M
signatures gives the recipient opportunities that unauthenticated
email would not. Specifically, an authenticated email provides

predi ctabl e i nformati on by whi ch other decisions can reliably be
managed, such as trust and reputation. Conversely, it is hard to
assign trust or reputation to unauthenticated enmil.
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In general, nodules that consunme DKIM verification results SHOULD
NOT det erm ne nmessage acceptability based solely on a | ack of any
signature or on an unverifiable signature; such rejection would cause
severe interoperability problens. |If an MIA does wish to reject such
messages during an SMIP session (for exanple, when comunicating with
a peer who, by prior agreenent, agrees to only send signed nessages),
and a signature is missing or does not verify, the handling MA
SHOULD use a 550/5.7.x reply code.

Where the Verifier is integrated within the MTA and it is not
possible to fetch the public key, perhaps because the key server is
not available, a tenporary failure nmessage MAY be generated using a
451/ 4.7.5 reply code, such as:

451 4.7.5 Unable to verify signature - key server unavail abl e

Tenporary failures such as inability to access the key server or
other external service are the only conditions that SHOULD use a 4xx
SMIP reply code. In particular, cryptographic signature verification
failures MJUST NOT provoke 4xx SMIP replies.

If the email cannot be verified, then it SHOULD be treated the same
as all unverified email, regardl ess of whether or not it |ooks like
it was signed.

I ANA Consi derati ons
TBA
Security Considerations
TBA
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