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1. Introduction
Al training and inference workl oads are characterized by high-
bandwi dt h, synchronized "all-to-all" communication patterns
([ Gangi di 2024], [Q an2024]). These workl oads are extrenely sensitive
to packet loss and jitter. |In nodern Al DC fabrics, the target

convergence tine for network failures is increasingly noving toward
the sub-100 m crosecond threshol d.

Traditional network recovery mechani sns operate at two distinct

timescal es. Control-plane convergence, where routing protocols (BGP
IS-1S) reconmpute paths and update the Forwardi ng I nformati on Base
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(FIB), typically operates in the sub-second range. |P Fast Reroute
mechani sms such as ECMP, LFA, and TI-LFA ([ RFC5714]) can reduce this
to the tens of mlliseconds by pre-conputing backup paths in the
forwardi ng plane. However, even these nechanisns rely on CPU based
activation: when a failure is detected, an interrupt is processed by
the line-card CPU to trigger FIB updates and activate the backup
path. This CPU nmedi ated path introduces activation delays in the
range of 10-50 nmilliseconds, which is still two orders of magnitude
sl ower than the sub-100 m crosecond target required for Al workl oads.

Thi s docunment discusses the transition toward hardware-accel erated
notification and protection mechani sms that operate entirely within
the forwarding plane to neet these stringent requirenents.

VWil e this docunment focuses on Al/M backend networks given their
particularly stringent convergence requirenents, the mechani sns and
benefits described herein are equally applicable to Al/M frontend
networ ks (serving inference requests), general data center networks,
and data center interconnects for other workloads. Any environment
wi t h hi gh-bandwi dth, |oss-sensitive traffic patterns can benefit from
har dwar e- accel erated protection and sub-m | 1lisecond convergence,
though Al training workl oads represent the npost denandi ng use case
driving these architectural changes.

Al / ML Net wor ks
1. Scal e-Qut Networks

Scal e-out networks for Al and Machi ne Learni ng backends represent a
speci alized class of data center fabric designed to support the
extreme conmuni cation demands of distributed training and | arge-scale
i nference workl oads. These networks are characterized by all-to-al
connectivity patterns where every conmpute node nmust communicate with
every other node, often with synchroni zed, barrier-based

conmuni cati on patterns

Scal e-out Al networks typically enploy BGP as the only routing
protocol for dissenminating reachability information and computing
forwardi ng paths across the fabric ([RFC7938]).

1.1. Topology Architecture
Al backend networks typically enploy a nulti-tier folded O os

topol ogy ([C 0s53], [Al Fares2008], [ G eenberg2009]), nobst commonly
inplemented as a 2-tier or 3-tier architecture:
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* *leaf Layer*: Direct connection to conpute nodes (GPUs). Each
| eaf switch connects to multiple conpute nodes and uplinks to
spi ne switches

Aggregation points that provide connectivity
In a 2-tier design, spines directly

*  *Spine Layer(s)*:
bet ween | eaf swi tches

i nterconnect leaves. In a 3-tier design, an additional "super-
spi ne" or "core" layer provides further aggregation
+---+ +---+
Spi nes | S| | S
+---+ +---+
I I
N N o m e e e oo - N N +
| | | |
+---+ +---+ +---+ +---+
Leaves | L | | L | | L | | L |
+---+ +---+ +---+ +---+

Endpoi nts

For higher-scal e depl oynents,

S

-+ -+
| E| | E|
+-- -+ +-- -+

Figure 1: Exanple 2-tier folded O os topol ogy
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multi-plane and nmulti-rai

S

-+ -+
| E| | E|
+-- -+ +-- -+

ext ensi ons

are enpl oyed to increase bisection bandwi dth and scaling capacity.
In multi-plane architectures, each conpute node connects to nultiple
i ndependent fabric planes that operate in parallel, effectively
mul tiplying the network capacity by the nunmber of planes. In nulti-
rail designs, each compute node in a rack connects to an independent
fabric rail, multiplying the endpoint scale by the nunber of rails at
the cost of losing direct connectivity between nodes on different
rails.
2.1.2. ECWMP Paths
The set of ECMP paths between any two conpute nodes in a k-ary 2- or
3-tier folded Clos fabric are deternmined by the |ocation of the
source and destination nodes within the topol ogy.

For a source and destinati on node connected to the sane | eaf sw tch,
there is a single path through that comon | eaf.
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+-- -+ oot +-- -+
| A]----- >| Leaf|----- > Z |
+-- -+ +--- -+ +-- -+

Figure 2: Path between nodes on the sane |eaf switch
For a source and destination node connected to different |eaf

switches in the same pod, the source |leaf switch may sel ect any of
the k spine switches in that pod, resulting in k ECMP pat hs:

+-o- oo - +
+--> SA1 |---+
| 4 +
I I
+-- -+ +--- -+ | | +--- -+ +-- -+
| Af-----> LA |---+ s> LZ |-----3] Z |
+-- -+ +----+ | | +----+ +-- -+
I I
+----- +
+-->| SAK |---+
Foomo - +
Endpoi nt Leaf Spi ne Leaf Endpoi nt

Fi gure 3: Paths between nodes on different |eaf switches in the
same pod

For a source and destination node connected to different |eaf
switches in different pods, the source |leaf switch may sel ect any of
the k spine switches in its pod, and each of those spine sw tches may
again select any of the k super-spine switches in the core |ayer,
resulting in k”"2 ECVP pat hs.

+----- +
+->| SS1 |--+
+--mna + +--mna + +--mna +
+->| SAL |--+ +->| SZ1 |--+
| +----- + +----- + +----- +
| +->| SSk |-+ |
+---+ +----+ | +----- + | +----+ +---+
| AJ--->] LA|--+ c c c +-> LZ |--->| Z
+---+ oo+ S R + | +----+ +---+
| +->| SSL |--+ |
| +----- + +----- + +----- +
+->| SAK |--+ e +->| Szk | --+
+- - - - - + +- - - - - + +- - - - - +
+->| SSk~2| - -+
S +
Endpoi nt  Leaf Spi ne Super - Spi ne Spi ne Leaf Endpoi nt
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Fi gure 4: Paths between nodes in different pods

Not ably, the ECMP path diversity is exclusively in the upward
direction, fromleaf to spine and from spine to super-spine. Once
traffic reaches the highest tier switch on the path, there is only a
singl e downward path to the destination |eaf and conmpute node. This
asymetry in path diversity is a fundanental characteristic of folded
Clos fabrics and has significant inplications for failure nodes and
fast reroute strategies.

2.1.3. Resiliency Mechani sns

In scal e-out fabrics, Equal-Cost Multi-Path (ECMP) is the primary
mechani smfor resiliency. When a local link fails, the Forwarding
Informati on Base (FIB) is updated to renove the fail ed next-hop

Traffic that was using the failed path can be handled in one of two
ways: it can be shifted entirely onto a single backup ECMP nenber
path, or it can be redistributed and | oad-bal anced across al
surviving ECVMP menber paths. The latter approach spreads the inpact
of the failure across nultiple paths, reducing the |ikelihood of
overl oadi ng any single backup path, but is also nore conplex to

i mpl enent .

In addition, ECMP-based resiliency is fundanmentally limted to
failures occurring in the upward direction of the path—the first half
of the route through the fabric where nultiple paths exist. As
described in Section 2.1.2, once traffic reaches the highest tier
switch (spine or super-spine) on its path, there is only a single
downward path to the destination leaf. A failure occurring in this
second half of the path cannot be locally protected by ECMP because
the node detecting the failure has no alternate ECVP paths avail abl e.

2.2. Scal e- Across Networ ks

Scal e-across networks interconnect multiple Al scal e-out fabrics,
either within the same data center canpus, across geographically
distributed data centers, or both. These networks enabl e distributed
training and inference at nega-scale, allowi ng Al workl oads to span
hundreds of thousands of GPUs across nultiple i ndependent clusters.
Scal e-across networks operate at the boundari es between scal e-out
fabrics and represent a hybrid environment conbining el ements of both
traditional DC networking and WAN characteri stics.

Scal e-across networks enploy either link-state 1GP (e.g., IS-1S) or

BGP ([ RFC7938]) as the routing protocol, depending on the depl oynent
scenari o and operational preferences.
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Depl oyment Model s and Topol ogy Characteristics

Scal e-across networks exist in several deployment scenarios, each
with characteristic topologies and path properties:

*

2

2

*Canpus-scal e*: Miultiple clusters within the sane data center
campus, typically connected via dedicated high-bandw dth trunks
with latency in the single-digit mcroseconds to tens of

m croseconds range. These connections may span multiple buil dings
or co-located facilities with diverse physical routing. Canpus-
scal e depl oynents often enploy full-nmesh or partial - mesh

t opol ogi es where every cluster gateway connects directly to every
other cluster gateway (full-mesh) or connects through a centra
hub (partial -nesh with hub). These topol ogi es provi de maxi mum
path diversity and | owest |atency, with forwarding typically
static or based on sinple multi-path | oad bal ancing rather than
dynani ¢ routing protocols.

*Metro/ Regional *: Clusters distributed across nmetropolitan areas
or regional data centers, with latencies typically in the hundreds
of mcroseconds to low mlliseconds. These deploynents nmay

| everage Dark Fiber or dedicated wavel engths to mninize | atency.
Topol ogi es are often constrained by fiber routing and may form
ring or chain topol ogi es representing physical fiber routes, or
may enpl oy partial -mesh configurations with hub aggregati on points
at central |ocations.

*W de-area*: Clusters in geographically distant data centers,
spanning nultiple regions or countries. Latencies are typically
inthe mlliseconds range. W de-area topol ogies are inherently
irregular and arbitrary, shaped by geographic constraints,

busi ness rel ationships, fiber availability, and historica
infrastructure decisions. Connectivity between clusters varies
significantly, with no guaranteed symretry: sone cluster pairs may
have direct links, while others may be connected through nmultiple
i nternmedi ate aggregation points. The nunber of avail abl e paths,
path | engths, and path costs are highly uneven across different
cluster pairs.

Resi | i ency Mechani sns

Scal e-across networks enploy a conbi nati on of resiliency nechani sns
dependi ng on the underlying routing protocol and topol ogy
characteristics.

*ECVMP*: When multiple equal -cost paths exist to the destination node,
ECMP provi des the sane basic protection as in scal e-out fabrics.
Upon detecting a local link failure, traffic is shifted to a backup

d ad,
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ECMP nenber or redistributed across all surviving paths. However,
unlike the regular C os topology of scale-out fabrics, the irregul ar
nat ure of scal e-across topol ogi es nmeans that equal -cost multipath
opportunities are less predictable and may not exist for all source-
destination pairs.

*LFA (Loop-Free Alternates)*: In deploynents using |link-state |GPs,
LFA ([ RFC5286]) can provi de pre-conputed backup paths for Iink or
node failures. LFA identifies alternate next-hops that guarantee

| oop-free forwarding without requiring the IGP to reconverge.
However, LFA coverage is topol ogy-dependent and nmay not provide 100%
protection, particularly in irregular topologies with [imted
connectivity between nodes. Where LFA coverage gaps exist, traffic
may be dropped until the control plane converges.

*Tl - LFA (Topol ogy- | ndependent LFA)*: TI-LFA ([ RFC9855]) utilizes
Segnent Routing to provide 100% protecti on coverage regardl ess of
topol ogy. TI-LFA can steer traffic around failures even when no
naturally loop-free alternate exists, by encoding a repair path as a
segrment list. Wile this ensures full protection, TI-LFA may
occasionally result in suboptimal "hairpin" routing where traffic has
to traverse an upstreamnode on its way to a safe rel ease node in the
Q Space of the destination (see Section 3.4).

3. Limtations of Existing Resiliency Mechani sms

The resiliency mechani sms described in Section 2.1.3 and
Section 2.2.2 face several fundanental limtations when applied to
A/ M. workl oads in scal e-out and scal e-across networks.

3.1. CPU Based Activation Latency

Traditional fast reroute inplenentations rely on the line-card CPU to
detect interface failures and trigger FIB updates. Wen a physica
link fails and the failure is detected at the hardware |evel (e.g.

| oss of optical signal), this event generates an interrupt that is
processed by the line-card CPU. The CPU then retrieves the
appropri ate backup forwarding state and prograns the forwarding
hardware accordingly. This CPU nmediated path introduces an
activation delay typically in the range of 10-50 nmilliseconds,
dependi ng on the CPU | oad, software architecture, and inplenmentation
ef ficiency.
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For Al training workloads with synchronized all-reduce operations and
barrier synchronization, even a few nilliseconds of packet |oss can
cause significant performance degradation. The target convergence
time for nodern Al fabrics is increasingly noving toward the sub-100
m crosecond range, two orders of nagnitude faster than CPU based
protection activation can provide.

3.2. Limted Scope of ECWVP Protection

As described in Section 2.1.3, ECMP-based protection is fundanmentally
limted to local failures. |In the context of a multi-tier fol ded
Clos fabric, this means ECMP can only protect failures in the upward
direction, the first half of the path where multiple equal -cost paths
exi st through different spine or super-spine swtches.

Once traffic has traversed upward to the highest tier switch onits
path (spine or super-spine), there is typically only a single
downward link to the destination |leaf switch. A failure on this
downward segnent cannot be protected by ECWP at the upstream node
because no alternate paths are available at that point in the

topol ogy. The traffic is effectively dropped until the control plane
converges and updates the FIB at nodes nultiple hops upstreamthat
still have path diversity.

Recent proposals such as [I-D.ietf-idr-next-next-hop-nodes] and
[1-D.zzhang-rtgwg-router-info] attenpt to provide visibility into
two-hop failures by advertising information about next-next-hops and
the acconpanying network notifications. Wile these nechanisns can
extend protection to failures one hop beyond the | ocal node, they do
not address the general case of failures occurring nultiple hops
away. In a 3-tier Cos fabric, traffic fromendpoint Ato endpoint Z
may traverse LA -> SAl -> SS1 -> SZ1 -> LZ. As is apparent in
Figure 4, if the spine-to-leaf |link SZi1-LZ fails, the adjacent node
(SZ1) has no alternate downward path to LZ and cannot reroute

| ocal ly; the node one hop away (SS1) al so has no alternate path to
reach LZ without using SZ1. The closest node with path diversity
that can avoid the failed link is LA, which is three hops away from
the failure. Simlarly, in scale-across networks with arbitrary
topol ogi es, failures may occur at any depth in the network, well
beyond the visibility provided by one extensions to BGP visibility.

3.3. Binary Failure Mdel

Exi sting fast reroute mechani sms — ECWMP, LFA, and Tl-LFA — operate on
a binary failure nodel where a link or node is either "up" or "down."
Upon detecting a conplete failure, these nechanisns activate a pre-
conmput ed backup path or redistribute traffic across surviving ECVP
menbers.
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However, in Al fabrics, failures may have nore nuanced inpacts. A
single menber failure within a link bundl e between two swi tches does
not sever connectivity; it reduces avail able capacity by 1/k (where k
is the nunber of bundle nenbers). Traffic can still traverse the
bundl e, but the aggregate bandwi dth on that hop is reduced by one
menmber while the ECVMP set remai ns unchanged.

VWi | e control -pl ane mechani snms exi st to adjust | oad-bal anci ng wei ghts
based on bandw dt h changes, such as by | everaging the BGP |ink
bandwi dt h extended community ([I-D.ietf-bess-ebgp-dne]), these rely
on control -plane signaling and operate on sub-second to second
timescal es. For Al workloads requiring sub-100 mi crosecond
convergence, this control-plane latency is insufficient.

3.4. Inefficient Local Repair Paths

TI - LFA provi des 100% protecti on coverage by steering traffic around
failures using Segnent Routing-encoded repair paths. However, the
repair paths conputed by TI-LFA are not always optinmal fromthe
perspective of the source node and may result in "hairpin" routing
where traffic nmust traverse an upstream node before reaching a safe
rel ease point in the Q Space (the set of nodes that can reach the
destination while avoiding the failed |ink).

Consi der a network where traffic fromnode A to node D nornally flows
through node B (A -> B -> D), and the link B-D fails. A TI-LFA
repair path at B mght send traffic back to A and fromthere to a
node Cin the QSpace of DO This forces the traffic to go back and
forth between A and B, creating a hairpin (one tinme |oop) that
consunmes additional bandwi dth on the A-B link and introduces
additional latency conpared to the nore direct A -> C -> D path.

F----- +
SRR > B |------ X----+
N + |
| v
+----- + | +----- +
| A | | Repair path | D |
+- - - - - + | +- - - - - +
I I "
| +eaa> omaa- + |
S - >| C |----------- +
+--- - - +

Figure 5: Hairpin for A-> Dtraffic on repair path fromB to C
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In the context of Al workl oads, where traffic patterns are extrenely
bandwi dt h-sensitive and | atency-sensitive, hairpin routing introduces
multiple problens. First, the inefficient paths consune nore
bandwi dt h on potentially congested upstreamlinks, potentially
creating cascadi ng congestion. Second, the additional |atency

i ntroduced by hairpinning can disrupt the tight synchronization
required by distributed Al training algorithns.

4. Requirenents for Enhanced Protection in Al/M Fabrics

To overcone the limtations described in Section 3, enhanced
protection nechanisns for Al/M fabrics shoul d consider the follow ng
requirenents.

4. 1. Har dwar e- Accel erated Protection Activation

Traditional CPU based protection with 10-50 millisecond activation
delay is insufficient for Al workloads. Protection activation mnust
occur entirely within the forwardi ng plane, using NPU enbedded | ogi c.

Upon detecting a local link or interface failure, the hardware nust
i medi ately activate a pre-conputed backup forwardi ng state w thout
CPU intervention. This allows protection activation to occur in

m croseconds, with a target of sub-100 mcroseconds to neet the nost
stringent Al workl oad requirenments.

The sane hardware-accel erated activation principle applies to
receiving network notifications (see Section 4.3). Wen a node
receives a notification of a renpote failure or capacity drop that
impacts its forwarding paths, it should be able to adjust its
forwarding state in hardware wi thout waiting for CPU processing.

4.2. Conplete Topology Visibility

Conpl ete topology visibility is required to conpute LFA and TI-LFA
protection paths. The sane is also required for any formof renote
protection (ECWP, LFA, TI-LFA) at an arbitrary distance fromthe
failure.

In networks running a link-state I GP, conplete topology visibility is
i nherent to the protocol, as all nodes receive the full link-state
dat abase and can conpute gl obal shortest paths. However, in BGP-only
net wor ks, nodes typically do not have any visibility beyond their
directly connected neighbors. Yet, conplete topology visibility can
easily be achieved in BGP-only networks ([RFC7938]) by increnentally
enabling BGP Link-State (BGP-LS) without affecting normal BGP
routing, as described in [I-D.ietf-idr-bgp-Is-bgp-only-fabric].
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4.3. Hardware-Accel erated Network Notifications

A dedi cated network notification mechanismis required to comunicate
failures, capacity changes, congestions, and other |ink performance
degradation through the data plane in near real-tine, allow ng nodes
at an arbitrary distance fromthe event to trigger appropriate
renedi ati on. When a node detecting a degradati on generates and
injects notification packets into the data plane, these packets nust
be able to traverse and be processed by any node in the network that
requires corrective action, not limted to one or two hops away.

Beyond sinpl e up/down signals, these notifications should convey
quantitative information about the event inpact—such as capacity
reduction, congestion, or link quality degradation. This allows
renote nodes to determ ne the scope of the event’s inpact on their
own forwardi ng paths and nmake intelligent |ocal protection decisions,
rather than treating all events as fail ures.

The problem statenent for those network notifications is discussed in
[I-Dietf-rtgwg-net-notif-ps].

4.4. Quality-Aware Renpte Protection

Upon receiving a network notification, forwardi ng nodes nust be able
to adjust their forwarding state in real time based on the failure or
quantitative information conveyed in the network notification

Rat her than waiting for the control plane to converge, quality-aware
protection allows a node to imediately trigger efficient renote
protection actions in hardware within the sub-100 ni crosecond

ti mefrane.

Quality-aware renote protection can consist of:

*  *ECMP Wei ght Adjustnent*: Adjust the | oad-bal ancing weights in the
ECMP hash table to distribute traffic proportionally to renmining
avai |l abl e capacity while staying within the existing ECVWP set.
This preserves the optimal path structure of the origina

t opol ogy.

* *Repair Path Qutside ECVMP Set*: Wen adjustnent of weights al one
cannot provide an appropriate renediation, activate one or nore
wei ghted repair paths that steer traffic toward the destination
via alternate routes. These repair paths should be optinized to
avoid any routing hairpin that would increase | atency and
bandw dt h consunpti on.
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5. Security Considerations

To be done.
6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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