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Abst ract

Thi s docunent specifies Efficient Renote Protection (ERP), a
mechanismfor |P Fast Reroute (IP-FRR) that utilizes network
notifications to activate pre-conmputed backup paths at nodes nmultiple
hops upstream of a failure. ERP addresses scenarios where | ocal
protection mechani snms, such as Loop-Free Alternates (LFA) or

Topol ogy- | ndependent LFA (TI-LFA), result in suboptimal paths,
specifically traffic hairpinning.

By activating protection at strategically sel ected upstream nodes
rather than at the node i medi ately adjacent to the failure, ERP
preserves routing optimality and prevents bandw dth waste. ERP
applies to both conplete Iink/node failures and performance
degradations such as congestion or reduced |ink capacity. This nakes
ERP particularly beneficial in networks with high Iink utilization,
such as Al data centers and Data Center Interconnect (DCl) networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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1.

I nt roducti on

I P Fast Reroute (IP-FRR) mechani snms ([ RFC5714]) enable rapid traffic
rerouting upon link or node failures by pre-conputing and installing
backup paths. Traditional |P-FRR nechani sns perform protection at
the Point of Local Repair (PLR), which is the node directly adjacent
to the failed resource. Wile this local protection nodel provides
robust and imredi ate failure response, it has limtations:

* Topol ogy Dependency: Loop-Free Alternates (LFA, [RFC5286]) and
Renote LFAs (RLFA, [RFC7490]) do not provide conplete protection
coverage in all topologies, as described in [ RFC6571].

* Path Optimality: While Topol ogy-1ndependent Loop-Free Alternate
(TI-LFA, [RFC9855]) provides conplete protection coverage and
enforces the post-convergence path fromthe PLR s perspective, it
may steer traffic through suboptinal paths fromthe perspective of
upstream nodes. Specifically, when the PLR s backup path
traverses nodes that are upstreamof the PLR on the primary path,
traffic originating fromor transiting through those nodes
experiences hairpinning, where packets flow toward the PLR before
bei ng redirected back toward the destination.

Efficient Renote Protection (ERP) addresses the path optimality
limtation by introducing a notification-triggered protection nodel.
ERP all ows strategically sel ected upstream nodes to pre-compute and
install backup paths that protect against failures and performance
degradations multiple hops away and activate these paths upon
receiving a network notification ([I-D.ietf-rtgwg-net-notif-ps]) from
the node adjacent to the affected resource. For conplete failures,
ERP reroutes all traffic; for performance degradati ons, ERP nay | oad-
bal ance traffic across primary and backup paths. This approach
enables traffic to be rerouted fromthe nost efficient location(s) in
the network, avoiding hairpins and preserving optinal routing under
failure and degradation conditions.

ERP is particularly beneficial in networks with high Iink
utilization, such as those supporting Al workl oads, where traffic
patterns are highly synchronized, flows are large, and |link capacity
nmust be used efficiently.

Ter mi nol ogy
Thi s docunent uses the follow ng terns:
* Point of Local Repair (PLR): The node directly adjacent to a

failed resource (link or node). |In traditional |IP-FRR nechanisns,
the PLR is responsible for activating backup paths.
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* Point of Renbte Repair (PRR): A node that is one or nore hops
upstream of the PLR and that activates a pre-conputed backup path
upon receiving a network notification about a renote failure.

* Protected Resource: A link or node for which backup paths are
conmput ed and install ed.

* Network Notification: A signal sent by a node upon detecting a
| ocal failure or performance degradation, intended to trigger
protection nechani sns at renote nodes. Network notifications are
described in [I-D.ietf-rtgwg-net-notif-ps].

* Hairpin: A suboptinmal routing condition where traffic is forwarded
toward a destination via a node that is |ocated further fromthe
destination than the traffic’'s current location, resulting in
unnecessary bandw dth consunption

* (@ Space: The set of nodes fromwhich a destination can be reached
wi thout traversing a given failed resource. This termis defined
i n [ RFC9855] .

3. Backup Path Efficiency

This section illustrates the path efficiency problemthat ERP
addresses through two scenari os.

Consi der a generic scenario where a node Ris adjacent to a resource
(link or node) X, and traffic destined to D normally traverses X
Node R nust protect destination D against the failure of resource X

3. 1. Local Protection with LFA

If node R has a directly attached LFA nei ghbor Q for destination D
with respect to resource X, as shown in Figure 1 and Figure 2, R
installs Q as a backup next-hop for destination D and activates it
upon failure of resource X. In this case, the backup path is
guaranteed not to create a hairpin. A fundanmental property of LFA is
that the LFA neighbor Qis not upstreamof X (and therefore not
upstream of R) on the shortest path to D

+--m o= +
+--->| |----+
+--- - - + +----- +---X +----- + Feom e > oo - - +
| S [|----> R | | D |
F----- + F----- +---+ F----- + Fom e >t - - - +
+oo3Q |----#
+--m o= +
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Fi gure 1: ECMP-LFA protection: R uses another ECMP path via Q

S + S + S +
| S |-----> R [-X - --> D |
S . + S . + S . +
| A
I
v
S +
| Q- -t
S . +

Figure 2: LFA protection: R uses directly attached nei ghbor Q
3.2. Local Protection with TI-LFA and Hai rpi nni ng

If node R does not have a directly attached LFA for destination D

with respect to resource X, Rmay still be able to protect against
the failure of X by using TlI-LFA to enforce a path through one or
more internediate nodes U0, U1, ..., Uk before reaching a node Q

in the Q Space of Dwith respect to resource X. The Q Space, defined
in [RFC9855], is the set of nodes fromwhich the path to Dis
unaffected by the failure of X

However, these internediate nodes (U0, U1, ..., UK) that are
outside the @ Space are upstream of X, and may be upstreamof R, on
the primary path to D. Wen traffic originates at or transits
through such a node Ui, it follows the primary path toward R Upon
reaching R, the traffic may be redirected via a Tl-LFA backup path
back through Ui and then onward through Qto reach D. This creates
a hairpin, where traffic is unnecessarily transmitted fromU.i to R
and back, as depicted in Figure 3.

e + e e + e +
| S |- - - - -> Ui | | R |-X - - - > D |
+----- + +o---- +<- - - - e + +----- +
| AN
I I
v
+----- + |
| Q|- - - - e
+o---- +

Figure 3: TI-LFA protection with hairpin: traffic fromU.i to R
and back
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Thi s hairpin consunmes unnecessary bandwi dth on the |inks between U_i
and Rin both directions, potentially causing congestion in networks
with high link utilization, and increases end-to-end | atency.

3.3. Renpte Protection with ERP

The principle of ERP is to prevent hairpins such as the one depicted
in Figure 3 by installing a backup path to D (protecting agai nst the
failure of resource X) at a node Uthat is upstreamof R and woul d
otherw se create a hairpin. Wen U receives a network notification
fromR indicating the failure of resource X, U activates its pre-
installed backup path. This allows traffic originating at or
transiting through Uto be rerouted directly toward Q and then to D
wi thout traversing R, as depicted in Figure 4.

* * % % * *x *x % *x %

* Net Noti f *

V *
R S + R S + R S + R S +
| S |----> U | R | X | D |
R + R + R + R +
| AN
I
v
R S +
| Q- - - et
R +

Figure 4: ERP protection: U activates backup path upon
notification fromR

The ERP backup path is enforced using Segment Routing ([RFC3402]) and
encoded as a | oop-free segnent list fromnode U that steers traffic
to a node in the Q Space of Dwith respect to resource X, wthout
traversing the failed resource X

4. Backup Path Conputation and Installation
This section describes the steps for conputing and installing ERP
backup paths. The specific algorithns for path conputation and the
protocol nechanisns for network notification subscription are outside
the scope of this docunent.

4.1. Identifying Candidates for Renote Protection

For a given destination D and protected resource X adjacent to node
R, a node Uis a candidate Point of Renpte Repair (PRR) if:
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1. Node Uis upstreamof R on the primary path to D, and

2. The TI-LFA backup path conputed by R for destination D
(protecting resource X) would traverse U, creating a hairpin for
traffic originating at or transiting through U

ERP backup paths should be installed preferably at PRR candi dat es
that are closest to the protected resource to lint the nunber of ERP
backup pat hs required.

4.2. Network Notification Subscription

A PRR candi date node U subscribes to network notifications for
resource X fromnode R The mechani smfor establishing this
subscription depends on the specific network notification protoco
used and is outside the scope of this docunent.

4.3. Backup Path Conputation

The PRR node U conputes a backup path to destination D that protects
against the failure of resource X and does not create a hairpin. The
backup path is encoded as a | oop-free segnent |ist that steers
traffic to a node in the Q Space of Dwith respect to resource X

The segment list should terminate at the first node in the Q Space
al ong the backup path to nminimze the Iength of the segnment list and
allowtraffic to follow the regul ar shortest path fromthat point
onwar d.

4.4. Backup Path Installation
The PRR node U installs the conputed backup path in its forwarding
pl ane and associates it with the network notification for resource X
from node R

5. Backup Path Activation
Upon receiving a network notification for resource X fromnode R a
PRR node U activates its pre-installed ERP backup path for
destination D as foll ows.

5.1. Conplete Failure
If the notification indicates a conplete failure of resource X, node

Uimrediately reroutes all traffic destined to D through the ERP
backup pat h.
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5.

6

6

6

2. Performance Degradation

If the notification indicates a performance degradati on of resource X
(such as reduced link capacity, or congestion), node U may | oad-

bal ance traffic between the primary path (via R) and the ERP backup
pat h.

When | oad- bal ancing is enpl oyed, the | oad-bal ancing ratio should be
determ ned based on the severity of the performance degradation
indicated in the notification and nmay be adjusted dynamically as
condi ti ons change, based on subsequent notifications.

Oper ational Considerations
1. Increnental Depl oynent

ERP is designed to coexist with existing | P-FRR nechani sns such as
LFA and TI-LFA. Traffic that passes through a PRRwith an installed
and activated ERP backup path will be protected at that upstream

| ocation, while traffic that does not pass through an ERP-enabl ed PRR
will continue to be protected by traditional |ocal protection
mechani sms at the PLR

This allows for increnmental deploynent of ERP in a network.
Qperators may initially deploy ERP at strategic nodes (such as those
carrying high traffic volumes or those nost susceptible to

hai r pi nni ng) wi thout disrupting existing protection schemes. Over
time, ERP deploynent can be expanded to additional nodes as needed.

2. Coordination with the PLR

The PLR (node R) nust maintain its |ocal protection mechanisms (e.g.,
Tl - LFA backup paths) even when ERP is depl oyed at upstream nodes.
This ensures protection for traffic that does not pass through any
PRR, as well as providing a fallback nmechani sm

6.3. Network Notification Reliability

The effectiveness of ERP depends on the reliable and tinely delivery
of network notifications fromthe PLR to PRR nodes. Operators should
ensure that the network notification nmechani sm provides sufficient
reliability and low | atency to nmeet the protection requirenents of

t he networ k.

If a PRR does not receive a notification within an expected tinefrane
after a failure (e.g., due to notification loss), traffic wll
continue to be protected by the PLR s | ocal protection nmechani sm

al beit potentially w th hairpinning.
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6.4. Capacity Pl anning

Operators shoul d consider the capacity of backup paths when depl oyi ng
ERP. Wiile ERP avoids hairpinning and i nproves path efficiency, the
backup paths thensel ves nust have sufficient capacity to carry the
redirected traffic w thout causing congestion.

7. Security Considerations
To be done.
8. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
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