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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

SRv6 Networ k Programm ng [ RFC8986] defines a framework to build a
network program w th topol ogi cal and service segnents carried in a
Segnent Routing header (SRH) [RFC8754].

[ RFC9800] specifies NEXT-CSID and REPLACE-CSID flavors to the SR
endpoi nt behaviors defined in Section 4 of [RFC8986]. These flavors
enabl e a conpressed encodi ng of the SRv6 Segnment-List in the SRH and
therefore address the requirenents described in
[1-D.ietf-spring-conpression-requirenent].
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NEXT- CSI D fl avor can enable an efficient segnent |ist encodi ng when
usi ng a short locator block. However, when the |ocator block is

| ong, the conpression efficency is reduced, because fewer CSIDs can
be encoded in a CSID container. This will affect all the containers
because NEXT-CSID flavor requires to encode the locator block in each
CSI D container. REPLACE-CSID flavor can enable an efficient segnent
list encoding no matter the I ength of |ocator block. However, when
the CSID sequence is short, the conpression efficiency is not ideal,
because the first container of the CSID sequence will only contain a
single CSID without conpression, and the conpression begins fromthe
second container and the block is not encoded in a container

Simlar to PSP, USP, USD defined in [RFC8986], NEXT-CSID and REPLACE-
CSID flavor can be combined in use. By combining NEXT-CSID and
REPLACE- CSI D fal vor, the compression efficiency can be enhanced
conparing to both NEXT-CSID and REPLACE-CSID flavor. Oiiginally, the
Conbi ned NEXT&REPLACE- CSI D fl avor was defined in [ RFC9800], and noved
out of the docunment in order to accelerate the standardi zatin
progress of [RFC9800]. This docunent defines the conbined
NEXT&REPLACE- CSI D fal vor, which | everages the SRv6 data pl ane defined
in [RFC8754] and [ RFC8986], and are conpatible with the SRv6 contro
pl ane ext ensi ons.

2. Term nol ogy

Thi s docunent | everages the term nol ogi es defined in [ RFC8402],
[ RFC8754], [RFC8986] and [ RFC9800]. Readers are assumed to be
famliar with term nol ogi es

2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3.  NEXT&REPLACE- CSI D Fl avor {#sec- next & epl ace-fl avor}

This section defines a new flavor NEXT&REPLACE-CSID, which is the
conbi nation of NEXT-CSI D and REPALCE- CSI D [ RFC9800]. The
NEXT&REPLACE- CSI D can be applied for END, END. X, END. T,
End. B6. Encaps, End. B6. Encaps. Red, End. BM End. DX6, End. DX4, End. DT6
End. DT4, End. DT46, End. DX2, End. DX2V, End.DT2U, and End. DT2M

behavi ors defined in [ RFC8986].
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Similar to NEXT-CSID flavor and the REPLACE-CSID fl avor, the conbi ned
NEXT&REPLACE fl avor | everages the SID Argunent to deternine the next
SID to be processed. A SIDinstantiated with the NEXT&REPLACE- CSI D
flavor can take an argunent to

* carry the remaining CSIDs in the current CSID container, same as
NEXT- CSI D fl avor [ RFC9800] .

* indicate the index of the next CSID in the appropriate CSID
contai ner, same as REPLACE-CSID flavor [RFC9800].

The I ength of the argunent equals to 128-LBL-LNFL

o m m e e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—o- +
| Locat or - Bl ock | Loc- Node| Ar gunent |
| | Functi on| |
e e .. +
emmmmean LBL --------- > < LNFL > <---cmmmmnnn-- AL ~-cmcemanaaan >

Figure 1: Exanple of a NEXT&REPLACE-CSID flavored SID structure
using a 48-bit Locator-Block, 16-bit conbined | ocator and
function, and 64-bit argunent

The encoding rul es of the NEXT&REPLACE-CSID flavor is a conbination
of NEXT- CSI D and REPLACE- CSI D.

* First container: follows the rules of encoding the fist container
of NEXT-CSID flavor [ RFC9800].

* Oher containers: follows the rules of encoding the other
cont ai ners of REPLACE-CSID flavor [RFC9800].

The followi ng figure shows an exanpl e of encoding a segnment |ist
usi ng NEXT&REPLACE- CSI D fl avor Sl Ds.

o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +
|CSID| CSID| CSID| CSID| CSID| CsID| CsID| CSID| SL=0
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
|CSID| CSID| CSID| CSID| CSID| CSID| CsID| CsID| sSL=1
o +
| Locat or - Bl ock | CSID| CSID| CSID| CsID| SL=2
o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +

Fi gure 2: NEXT&REPLACE- CSI D SI Ds Encodi ng
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The NEXT&REPLACE-CSI D flavor supports both 16- and 32-bit CSID
lengths. A CSID length of 16-bit is RECOWENDED. The length of a
CSIDis determned by its behavior and LNFL by reusing the rul es of
REPLACE-CSI D fl avor defined in section 4.2 of [RFC9800].

3.1. End with NEXT&REPLACE- CSI D {#sec- next & epl ace- end}

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End SID with the NEXT&REPLACE-CSID fl avor, the
procedure described in Section 4.1 of [ RFC8986] is executed with the
foll owi ng nodi ficati ons.

The S01 of NEXT-CSID fl avor pseudo code [ RFC9800] is replaced by the
bel ow pseudo code, and the updated pseudo code is inserted between
lines SO01 and S02 of the REPLACE-CSID flavor pseudo code [ RFC9800],
and a second tinme before Iine S01 of the upper-I|ayer header
processing in Section 4.1.1 of [RFC8986], or prior to processing any
ext ensi on header other than Hop-by-Hop or Destination Qption.

SO01. If (DA Arg.Next !'= 0) {
Not es:

* DA Arg.Next identifies the bits [(LBL+LNFL)..(LBL+2*LNFL-1)] in
the DA of the I Pv6 header, which is the next CSIDif it appears.

According to the pseudo code, when the next CSIDin the DA is not
zero, then the node perforns NEXT-CSID processing, otherw se, it
performs the REPLACE-CSID processing. Therefore, the best
conpressi on can be achi eved by conbi ni ng the advantages of NEXT-CSID
flavor and REPLACE-CSID flavor. An high-level pseudo code is

provi ded for better understanding.

S01. If (DA Arg.Next !'= 0) {

S02. NEXT- CSI D fl avor processing
S03. } el se{

S04. REPLACE- CSI D fl avor processing
S05. 1}

A rendering of the conplete pseudocode of END wi th NEXT&REPLACE- CSI D
is provided in Appendix A 1. This nodification applies to other
behavi ors such as END. X, END. T, END. B6. Encaps, and End. B6. Encaps. Red
when they conbi ne wi th NEXT&REPLACE-CSI D fl avor.

Al'l the conpl ete pseudocode of END behaviors are defined in
Appendi x A. 1.
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4. SR Source Node

The NEXT&REPLACE- CSI D does not bring new requirenents conparing to
NEXT- CSI D and REPLACE-CSID fal vor defined in section 6 of [RFC9800].

4.1. SID Validation for Conpression

The rules defined in section 6.1 of [RFCO9800] apply to NEXT&REPLACE-
Csl D.

4.2. Segnent List Conpression
An SR source node MAY conpress a segrment |ist when it includes
NEXT&REPLACE-CSID fl avor SIDs. |If an SR source node chooses to
conmpress the segnment list, a method is defined bel ow

* First container: reuses the rules of NEXT-CSID flavor for the
first container.

* O her containers: reuses the rules of of REPLACE-CSID fl avor for
the ot her containers(except the first container).

Pl ease see the figure { NEXT&REPLACE-CSI D SI Ds Encodi ng} for an
exanpl e of encoding a segnent |ist using NEXT&REPLACE-CSID fl avor
Sl Ds.

4.3. Upper-Layer Checksuns

The rul es defined in section 6.5 of [RFC9800] apply to NEXT&REPLACE-
CsSl D.

5. Control Pl ane

The rul es defined in section 8 of [RFCO800] apply to NEXT&REPLACE-
Csl D.

6. Operational Considerations

The rules defined in section 9 of [RFCO9800] apply to NEXT&REPLACE-
Csl D.

In order to enhace the conpression efficiency, this docunent

recommends to use 16-bit NEXT&REPLACE- CSI D, which can provide the
best conpression.
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7. Security Considerations

The security requirements and nechani sns descri bed in [ RFC8402] and
[ RFC8754] also apply to this docunment. This docunent does not
i ntroduce any new security considerations.

8. | ANA Consi derations

8.1. SRv6 Endpoi nt Behaviors
This I-D. requests IANA to nake the following registrations fromthe
"SRv6 Endpoi nt Behavi ors" sub-registry under the top-|evel "Segnent

Routing" registry (https://ww.iana.org/assi gnments/segnent -
routing/):

[ ity Sl el plj—p—p—j———————
| Value | Description | Reference

B ety ey Ll —————r——
| 201 | End with NEXT&REPLACE- CSI D | This I-D. |
202 1 End wih NOTERLAE GBI D & P T Cmie ol
205 | End wiih NOUESRPAE GBI D & ur T s ol
204 | End wih NOUGEPLACE CSI D, PeP & b S Thie ol
205 1 End. X w ih NSGERRERLAGE Ca DT Cmie ol
206 | End. X wih NOGRREPLACE. CSID & PP s ol
07 | B X w ih NECRREPLACE. CaID & wep s ol
508 | End. X wiih NOGRREPLACGE. Ca D, PoP & WP | mieiip ]
200 | End.Twih NERERLAGE CaD T s ol
50 | B T wih NECRREPLACE. CaID & P s ol
ot B T w ih NRRERLAE CaI D & b T Cmie ol
312 ) End. T wiih NEXTAREPLACE. CSI D PSP & USP | e iop |
214 | End. B6. Encaps wiih NOAEREMLAGE. CS D S Thie ol
o1 T End M Lh NTERERLAE Ca b T Cmie ol
216 | End. D6 wih NTERLAE DT s ol
Fommmamm o e e e e e e e e e e eeeeeeeeeeeme-eeeeeeeaaaaa Fommmmmeaaa +
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Appendi x A.  Conpl et e Pseudocodes

The content of this section is informative rendering of the
pseudocodes of [RFC8986] with the nodifications in this docunent.
This rendering may not be used as a reference.

A 1.

End wi th NEXT&REPLACE- CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End SID with the NEXT&REPLACE-CSI D fl avor:

S01. When an SRH is processed {

S1.
S1.
S1.

S1.
S1.
S1.

S1.
S1.

S1.
S02

1

2.
3.

ok

S03.

S04.
S05.
S06.

SO7.
S08.
S09.
S10.

If (DA Arg.Next !'=0) { / I NEXT- CSI D Processi ng
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}

Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.

Set the bits [(LBL+AL)..127] of the Destination Address to
zero.

Decrement | Pv6 Hop Limt by 1.

Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination.

/1 Bel ow i s REPLACE-CSI D Processing

}
If (Segnents Left == 0 and (DA Arg.lndex == 0 or

Segnent List[O][DA Arg.Index-1] == 0)) {

St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (1Pv6 Hop Limt <= 1) {

Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}
max LE = (Hdr Ext Len / 2) - 1

If (DA Arg.lndex !'= 0) {
If ((Last Entry > nax _LE) or (Segnents Left > Last Entry)) {
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S11.

S12.
S13.
S14.
S15.
S16.
S17.
S18.

S19.
S20.
S21.
S22.

S23.
S24.
S25.
S26.
S27.
S28.

S29.

S30.

Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
}
Decrement DA. Arg. | ndex by 1.
If (Segment List[Segnents Left][DA Arg.Index] == 0) {
Decrenent Segnents Left by 1.
Decrenent | Pv6 Hop Limt by 1.
Update | Pv6 DA with Segnent List[Segnents Left]
Subnit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination.
}
} Else {
If((Last Entry > max_LE) or (Segments Left > Last Entry+1)){
Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
}
Decrenent Segnents Left by 1.
Set DA Arg.lndex to (128/NF - 1).
}
Decrenent | Pv6 Hop Limt by 1.
Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[B..BtNF-1] of the Destination Address of the |Pv6 header.
Submit the packet to the egress | Pv6 FIB | ookup for
transm ssion to the new destination.

}

Bef ore processing the Upper-Layer header or any | Pv6 extension header
ot her than Hop-by-Hop or Destination Option of a packet matching a
FIB entry locally instantiated as an End SID with the NEXT&REPLACE-
CSID fl avor:
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S01. If (DA Arg.Next !'=0) {
S02. If (IPv6 Hop Limt <= 1) {
S03. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S04. }
S05. Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
S06. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
S07. Decrenent Hop Limt by 1.
S08. Subnit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination.
S09. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End SID with the NEXT&REPLACE- CSI D
flavor:

S01. If (Upper-Layer header type is allowed by | ocal configuration) {
S02. Proceed to process the Upper-Layer header
S03. } Else {
S04. Send an | CMP Paranmeter Problemto the Source Address
with Code 4 (SR Upper-1|ayer Header Error)
and Pointer set to the offset of the Upper-Layer header,
i nterrupt packet processing, and discard the packet.
S05. }

A 2. End. X wi th NEXT&REPLACE- CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End. X SID with the NEXT&REPLACE-CSID fl avor:

S01. When an SRH i s processed {

S02. If (DA Arg.Next !'=0) { [ I NEXT- CSI D Processi ng
S03. NEXT- CSI D fl avor END. X processi ng as per {{RFC9800}}
So4. 1} //Bel ow i s REPLACE- CSI D Processing
S05. REPLACE- CSI D fl avor END. X processi ng as per {{RFC9800}}.
S06. }

Bef ore processing the Upper-Layer header or any | Pv6 extension header
ot her than Hop-by-Hop or Destination Option of a packet matching a
FIB entry locally instantiated as an End. X SID with the NEXT&REPLACE-
CSID flavor:

S01. If (DA Arg.Next !'= 0) {

S02. NEXT- CSI D fl avor END. X processi ng as per {{RFC9800}}
S03. }
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When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. X SID with the NEXT&REPLACE- CSI D
flavor, it reuses the pseudo code of NEXT-CSID flavor [RFC9800].

S01. If (Upper-Layer header type is allowed by | ocal configuration) {
S02. Proceed to process the Upper-Layer header
S03. } Else {
S04. Send an | CVP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the Upper-Layer header,
i nterrupt packet processing, and discard the packet.
S05. }

A.3. Oher End behaviors w th NEXT&REPLACE- CSI D

Simlar to END and END. X, the other behaviors including END. T,
End. B6. Encaps, End. B6. Encaps. Red, End. BM End. DX6, End. DX4, End. DT6
End. DT4, End. DT46, End. DX2, End. DX2V, End. DT2U, and End. DT2M are
followi ng the same |ogic of conbi ni ng NEXT-CSI D and REPLACE- CSI D
flavor pseudo code.

When processing the SRH of a packet matching a FIB entry locally
instantiated as one of the END. T, End. B6. Encaps, End.B6. Encaps. Red,
End. BM End. DX6, End. DX4, End.DT6, End. DT4, End. DT46, End. DX2

End. DX2V, End.DT2U, and End. DT2M SID with t he NEXT&REPLACE- CSI D
flavor:

S01. When an SRH i s processed {

S02. If (DA Arg.Next !'=0) { [ I NEXT- CSI D Processi ng
S03. NEXT- CSI D fl avor processing as per {{RFC9800}}

S04. } //Bel ow i s REPLACE- CSI D Processing
SO5. REPLACE- CSI D fl avor processing as per {{RFC9800}}.

S06. }

Bef ore processi ng the Upper-Layer header or any | Pv6 extension header
ot her than Hop-by-Hop or Destination Option of a packet matching a
FIB entry locally instantiated as one of the END. T, End.B6.Encaps,
End. B6. Encaps. Red, End. BM End. DX6, End. DX4, End. DT6, End. DT4,

End. DT46, End. DX2, End. DX2V, End.DT2U, and End. DT2M SID with the
NEXT&REPLACE- CSI D f | avor

S01. If (DA Arg.Next !'=0) {
S02. NEXT-CSI D fl avor END. X processing as per {{RFC9800}}
S03. 1}

When processing the Upper-Layer header of a packet matching a FIB

entry locally instantiated as one of the END. T, End.B6. Encaps,
End. B6. Encaps. Red, End. BM End. DX6, End. DX4, End. DT6, End. DT4,
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End. DT46, End. DX2, End. DX2V, End.DT2U, and End. DT2M SID with the
NEXT&REPLACE- CSI D fl avor, it reuses the pseudo code of NEXT-CSID
flavor [RFC9800].

S01. If (Upper-Layer header type is allowed by | ocal configuration) {
S02. Proceed to process the Upper-Layer header
S03. } Else {
S04. Send an | CVP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the Upper-Layer header,
i nterrupt packet processing, and discard the packet.
S05. }
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