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1.

I nt roducti on

Many exi sting secure channel protocols such as the Internet Key
Exchange Protocol Version 2 (I1KEv2) and Transport Layer Security
(TLS) utilize public key cryptography that is vulnerable to
Cryptographical ly Rel evant Quantum Conputers (CRQC) [ PQCRYPTO . One
solution to nmitigate this threat is to replace the vul nerable public
key algorithns with different algorithns that are believed to be
resistant to quantum conputers. An alternate solution is to augnent
the original protocol by providing each protocol principal with a
pre-shared key. |If the pre-shared key has sufficient entropy and is
m xed into the protocol’'s key derivation process in a quantum
resistant manner (such as via a pseudorandom function (PRF)
instantiated using symmretric cryptography primtives), and other
encryption and aut hentication algorithnms are quantumresistant, then
the whole systemis considered to be quantumresistant. Many secure
channel protocols already support the ability to mix a pre-shared key
into their key derivation process. For exanple, [RFC8784] specifies
an | KEv2 extension that utilizes a post-quantum pre-shared key (PPK)
in order to provide quantumresistance to the | KEv2 handshake and the
resulting | Psec session

One comon solution to distributing these pre-shared keys is to use
out of band nmechanism This approach, however, has a nunber of
drawbacks. For one, the adm nistrative burden of installing the keys
scal es quadratically with the nunber of peers. Second, key
managenent best practices suggests periodic rotation of keys, which
requires additional and recurring support. Lastly, nmanua

adm nistration increases the likelihood that a | ow entropy key (e.gqg,.
a password) is chosen. This msconfiguration would degrade any
quant um resi stance security benefits that we hope to achi eve by
mxing in the key in the first place. Instead, a nore dynanic and
aut omat ed source of key provisioning should be preferred [ RFC4107].

Thi s docunent describes the Secure Key Integration Protocol (SKIP), a
protocol designed to facilitate the dynam ¢ provisioning of keys to
protocol principals. SKIP operates in a nodel where the two
principals, called encryptors, are situated at each end of a point-
to-poi nt connection. Each encryptor is associated and co-I ocated
with a Key Provider (KP). Each KP is capabl e of producing the sane
key upon request fromits associated encryptor, allowing this key to
function as a pre-shared key between the two encryptors. For
exanpl e, when integrated with the | KEv2 PPK extension (refer

Section 5), SKIP can be used to provide each peer with a fresh PPK
per session. Furthernore, SKIP defines a nmethod by which a KP can
provide entropy to an encryptor.
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SKI P defines a nodul ar and extensible security architecture. The
keys provided to encryptors can be used to provi de quantumresistance
to vul nerabl e secure channel protocols w thout reducing security
guar ant ees agai nst classical (i.e., non-quantum) adversaries, provide
an additional |ayer of security to an already quantumresistant
secure channel protocol for a defense-in-depth strategy, and/or
enforce key managenent policies. It inposes no restriction on the
means by which two KPs synchronize a key. KPs may enpl oy one or nore
technol ogi es believed to be quantumresistant, including, but not
limted to post-quantum cryptography (PQC), quantum key distribution
(XD), a trusted third-party protocol, or a one-tine pad (OTP)

[CSFC]. The KPs can be upgraded, replaced, or reconfigured

i ndependent of the underlying encryptors, supporting goals such as
cryptographic agility, defense-in-depth, and high availability.

Mor eover, SKIP can hel p enforce key managenent and rotation policies
for any protocol that supports the use of a pre-shared key, such as
Medi a Access Control Security (MACsec).

Location A Location B
o + o +
| S + | | KEv2 | S + |
| | Encr ypt or | ::::::::::::::::::::l Encr ypt or | |
| et + | e +
I I I I I
| SKI P | | | SKI P | |
I I I I I I
| R + | R +
| |Key Provider|= === === = =|Key Provider| |
[ + | Arbitrary | +------------ +
e e e eee oo + e e e eee oo +

Figure 1: SKIP Network Overview
1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Protocol Overview
SKI P defines the interface through which two encryptors can obtain a

key fromtheir co-located Key Providers. The diagramFigure 2
provi des an overvi ew of the steps invol ved.
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Location A Location B
o e e e e e e e e e e e e e oo + o e e e e e e e e e e mmmemao -
R + S R + S R + R +
| Key Provider | | Encryptor | | Encryptor | | Key Provider
| Alice | | Alice | | Bob | | Bob |
Fom e e o - + S + S + Fom e e o - +

<-- 1. Get key ----- |

4. Cet
--- key for keyld -->
| <--- 5. key, keyld ---]|

Figure 2: SKIP Key Exchange
1. Encryptor Alice initiates a request to KP Alice for a key.

2. KP Alice generates a key and a unique identifier keyld,
synchroni zes the key and keyld with KP Bob through an arbitrary
protocol, returns the key and keyld to encryptor Alice, and
finally zeroizes the |ocal copy of the key.

3. Encryptor Alice establishes a connection with encryptor Bob and
exchanges the keyld.

4. Encryptor Bob initiates a request to KP Bob for the key
associ ated with the keyld provided by encryptor Alice.

5. KP Bob responds with the key associated with the keyld and
zeroi zes its local copy.

At the end of this exchange, encryptors Alice and encryptor Bob
possess the same key, which can be utilized as a pre-shared key in
anot her protocol, thereby enhancing its security against potenti al
quant um t hr eat s.

3. SKIP Interface

The connection between the Key Provider and the encryptor is
established using | P over Ethernet. The conmunication protocol used
is Hypertext Transfer Protocol (HTTP) over Transport Layer Security
(TLS) as per [RFC9110], with TLS versions 1.2 [ RFC5246] or 1.3

[ RFC8446]. The table below lists supported TLS ciphersuites and

aut henti cati on nodes.
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| Mode | TLS | G phers (Al gorithm | Requi r enent |
| | ver si on| | |
[} gttt ———— e —————— e —p—p—_—_———————————————————————— Llp—p—p—_———————
| Certificate | TLS 1. 2| TLS_RSA W TH_AES 256_CBC_SHA256, | RECOMVENDED]
| | | TLS_ECDHE_ECDSA W TH_AES_256_CGCM SHA384| |
S ISRy Fommma - T T S IR +
| Pre-Shared | TLS 1.2| TLS_DHE PSK_W TH_AES 256 _CBC_SHA384, | RECOMVENDED]
| Key (PSK) | | TLS_DHE_PSK W TH_AES 256_CBC_SHA | |
R AR, o e m e e e e e e e e e e e e mo oo S +
| Certificate/| TLS 1. 3| TLS_AES 256_GCM SHA384 | REQU RED |
| PSK I I I I
S ISRy Fommma - Fo e e eemeeeeieeieeccicemeaccneaaaas S IR +

Tabl e 1: TLS Authentication Mdes.
4. SKIP Methods and Status Codes

An encryptor uses the followi ng nethods to interact with a Key
Provi der:
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|1. |GET |https://{host-identifier:port}/capabilities | Get the |
| I | capabilities |
(. I | of the KP |

| 2. | GET | https://{host- | Get a key |
| | identifier:port}/key?renpteSystem D=Bob |that is |
| | shared with |

| KP havi ng |
| I ocal Syst emn D|
| Bob |

3. | GET | https://{host- | Get a key of |
| |identifier:port}/key?renoteSysten D=Bob&si ze=128 | size 128 bits|

| |that is |
| shared with |

| KP havi ng |

| I ocal Syst emn D|
| Bob |

4. | GET | https://{host- | Get the key |
| |identifier:port}/key/{keyld}?renoteSystem D=Alice|for the |

| | specified |
| keyld that is]

| shared with |
| KP havi ng |
| I ocal Systemn D|
| Alice |

5. | GET | https://{host-identifier:port}/entropy | Get a random |

| | | string having|
| the default |
| I ength of 256
| bits |

6. | GET | https://{host- | Get a random |
| |identifier:port}/entropy?m nentropy=128 | string having|
| | | the specified|

| | | ' ength of 128

| | bits |

Tabl e 2: SKI P Met hods.
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The host-identifier is an | Pv4/v6 address or a hostname providing
HTTPS services on standard port 443 or any port in the user-defined
range. A KP SHOULD return one of the followi ng HTTP status codes in
response to a request nade by an encryptor:

| Code | Meaning |
| 200 | No problens were encountered |
[ oo e e e e e e e e e e e oo oo +

| 404 | A path that doesn’t correspond to those |
| | described in Table 2 was provided |

| 405 | A bad nethod was used. Only "CGET is |
| | supported |
Tabl e 3: Ceneral Status Codes.

Data in the HTTP response froma KP to an encryptor is encoded in
JSON format as described in [ RFC83259].

4.1. GCet Capabilities
Get capabilities nethod returns a JSON response detailing the

capabilities of the KP. It provides an encryptor with an overvi ew of
services supported by the KP.
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"$schema": "http://json-schenm. org/draft-04/schema#",
"type": "object",
"properties”: {

"entropy": {

"type": "bool ean”
1
"key": {

"type": "bool ean”

"él gorithni: {
"type": "string"

I ocal Systenm D': {
"type": "string"

",rermt eSystem D': {
"type": "array",

"items": |
{ _
"type": "string"
H
{ .
"type": "string"
}
]
}
1
"required": [
"entropy",
“key",
"al gorithni,
"| ocal System D',
"renot eSystem D'
]

}

Figure 3: The schenma of get capabilities response body.
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{
"entropy" : true,
"key" : true,
"algorithm: "PRF",
"l ocal System D': "Alice",
"renoteSystenm D': |
" Bob",
"Eve"
]
}

Figure 4. An exanple get capabilities response body.

The fields returned in the capabilities JSON response are as foll ows:

[ s sl s U
| Field | Description |
| entropy | True if the KP supports the CGET /entropy method |
oo o - Lt +
| key | True if the KP supports the CET /key nethod |
S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| algorithm | Identifier or description of the algorithmused |
| | by the KP for generating and synchronizing keys |
. e +
| local System D | ldentifier or name associated with the KP |
o e o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| renpteSystem D | List of identifiers of renpte KPs with which |
| | the queried KP can synchroni ze a key |
. RN +

Table 4: SKIP capability response fields.

The frequency at which an encryptor requests the capabilities of its
co-located KP can depend on the expected frequency of changes in the
KP network. |If the KP supports dynamically learning of a newy
onboarded KP, then an encryptor MAY downl oad the capabilities on each
SKI P execution to ensure it receives an up-to-date renoteSysten D
list. Conversely, if the KP network is unlikely to change, an
encryptor MAY downl oad the capabilities only once and cache the
results. |Inplenentati on MUST support at |east 16 bytes for Al gorithm
field and 32 bytes for |ocal System D and renpt eSystem D.
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4.

4.

4.

1.1. Local System D

Each KP is associated with an identifier, represented by the

| ocal System D field in the capabilities response. The uni queness of
this identifier is crucial if there are multiple KPs connected to a
single encryptor, or if a single KP is comunicating with nultiple
peer KPs. An inplenmentor can choose the scope of the uni queness of
this identifier to be either global or connection-specific.

1. dobal Uniqueness: The identifier is unique to all the KPs within
t he network.

2. Connection-Specific Uniqueness: The identifier is unique anong
all the KP connections attached to the encryptor. This option is
available only if the KP can only share keys with exactly one
other KP (and vice versa).

1.2. Rempte System D

The renoteSystem D field contains a list of identifiers for KPs with
whi ch the queried KP can synchronize a key. At |east one identifier
MUST be specified in the list. A list entry MAY use a glob pattern
to represent nore than one KP identifier. This feature can shorten
the length of the renpoteSystemi D list in |arge networks with numerous
KPs. For example, two KP identifiers KP_ALICE LOC1 and KP_BOB_LOC1
can be expressed with a single list entry KP_* LOCl. The follow ng
glob patterns are supported in accordance with [POSI X] standards:

[ bl e sl
| Pattern | Description |
| * | matches nultiple characters |
S R o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| ? | matches any single character |
S TRy . +
| [list] | matches any single character in the |ist |
T e +
| [!'list] | matches any single character not in the list |
S R o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +

Table 5: SKIP renpte systemid gl ob patterns.
2. CGet Key
Get key method returns a JSON response containing a key along with a

corresponding key identifier. It facilitates the delivery of a key
froma KP to an encryptor.
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{
"$schema": "http://json-schenm. org/draft-04/schema#",
"type": "object”,
"properties": {
"keyld": {
"type": "string"
1
"key": { |
"type": "string"
},
"required": [
"keyl d",
Ilkeyll
]
}
Figure 5: The schenma of the get key response body.
{
"keyld" : "1726e9AE76234FB1dd1283d4dcal911elf 93864d70f 3069e",
"key" : "ad229df b8a276e74clf 3b6c09349a69f b2f ed73¢c541270663f 0e5cbbf b031670"
}

Figure 6: An exanpl e get key response body.
The fields returned in the key response are as foll ows
B el sy
| Field | Description |
| keyld | Hexadeci nal -encoded identifier
| string associated with the key |
| key | Hexadeci nmal - encoded bytes of |
| | the key string |

Table 6: SKIP key response fields.
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An encryptor can request a (keyld, key) pair, or a key associated
with a specific keyld. 1In the typical SKIP flow, the initiating
encryptor will request a fresh (keyld, key) pair fromits co-located
KP and then pass the keyld to the responder encryptor. The responder
encryptor will then retrieve the key fromits co-located KP using the
given keyld. To request a specific key, the hexadeci nal - encoded
keyld is specified within the URL along with the renoteSystem D as
outlined in nmethod 4 of Table 2. An encryptor can al so request keys
of a specific bit size by encoding the size within the URL as
outlined in nmethod 3 of Table 2.

A KP SHOULD return the following HTTP status codes in response to key
request by an encryptor.

[} ittty s —p—_——_———————————(———————————(—————————
| Code | Meaning |
[ el ooy o
| 200 | &K |
oo T T e +
| 400 | A malformed keyld was requested or the key was not found |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e +
| 500 | There was an internal error while trying to read or |
| | zeroize the key |
S T NN +

Table 7: Get key Status Codes.
4.2.1. keyld

Each key supplied by a KP is associated with a unique key identifier.
The bit position in a keyld uniquely maps only to a particul ar key,
guar ant eei ng that any key request for a specific keyld al ways yields
the sanme key. The key MJUST NOT be recoverable with know edge of the
keyld al one. An encryptor in possession of a valid keyld can use it
to request its associated KP for the corresponding key. The keyld is
returned in responses and supplied in requests as a hexadeci nal -
encoded string and has a default length of 128 bits.

4.2.2. Key
The key bytes, returned as a hexadeci mal -encoded string have a

default length of 256 bits. A KP MJUST zeroize its local copy of a
key after it is provided to an encryptor.
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4.3. Cet Entropy

Get entropy net

SKI P March 2025

hod returns a JSON response contai ning a randomy

generated entropy string and the length of this string in bits.

encryptors can

request an entropy sanple for its interna

consunption. The KPs MUST NOT utilize the entropy sanple for any

ot her purpose.

{

"$schema": "http://json-schema. org/draft-04/schema#",
"type": "object",

"properties":

{

"randonttr": {

"type":

3

string”

"m nentropy": {

"type": "

}

1equired": [
"randontstr "

}

i nt eger"

3

"m nentropy"

]
}

Fi gure

"randontstr"
"m nentropy"

7: The schema of the get entropy response body.

" AD229DFB8A276E74CLF3B6C09349A69FB2FED73C541270663F0ESCBBFB031670",
256

Figure 8 An exanple get entropy response body.

The default Iength of the entropy supplied by randonttr field is 256
bits. An encryptor can request an entropy sanple of a specific bit
size by encoding the mnentropy size within the URL as outlined in
met hod 6 of Table 2.

[} s el s s sy o}
| Field | Description |
| randonttr | Hexadeci mal - encoded random bytes string |
Fomm e oo - et +
| mnentropy | Length of random bytes provided in response

R oo e e e e e e e e e e e e e e e e e e e e oo +

Table 8. SKIP entropy response fields.
Si ngh, et al. Expi res 3 Septenber 2025 [ Page 14]
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A KP SHOULD return the following HTTP status codes in response to

entropy request by the encryptors.

Mar ch

2025

B gttt S,
| Code | Meaning |
| 200 | & |
F-- - - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm i mamma- +
| 503 | A hardware random nunber generator is not available |

or the entropy pool

Table 9: Get entropy Status Codes.

5. SKIP with I KEv2

doesn’t have enough entropy bits |

SKI P can be used to dynamically supply post-quantum pre-shared keys

(PPKs) in the I KEv2 PPK protocol
how SKIP is utilized in this context

Location A

B
o e o e o e e e e e e ee oo +
______________________ +
[ R + - +
o e e e e o - +|
| | Key Provider | | Encryptor| |
| Key Provider | |
| | Alice | | Alice | |
I Bob [ |
[ R + - +
o e e e e o - +|
| | SKI P | |
I I
| | <========== TLS PSK :::::::::::::>| |
K ::::::::::::::>| |
I I I I
I I
| ()] <------- Get /capabilities ------- | |
ilities -------- > (1) |
I I I I
I I
| | | ocal System D: Alice | |
D: Bob | |
| |------ renoteSystem D. Bob ------ >| (2) |
ID: Alice ------- | |
I I I I
I I
I I | <-----
I I
| | | | | |
| (4)]|<-- Get /key?renoteSysten D=Bob | |
I I
I I I I
I I
| (5]--------- key: K, keyld:l -------- >| |

extension [ RFC8784].
is outlined bel ow

| +--------- +
| | Encryptor]|
| | Bob |
| +--------- +
I I
| | <======
I I
I [-------
I I
I I
| (2] <=~
(3) IKEV2 | |
(IKESAINIT) ----- >|
I I
I I
I I
(1 KE_AUTH) | |
- keyld:l --------- >| (6)

The process of

Locati on

- Get /capab

| ocal Syst em

renot eSystem



| | | | | | Get /key/ | ?renot eSy
stem D=Alice --->|(7) |
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Fi gure 9: SKIP Protocol Exchange

(1) Each encryptor establishes a secure TLS connection with its
correspondi ng Key Provider and retrieves the capabilities of the co-
| ocated Key Provider using the get capabilities nmethod (refer
Section 4.1).

(2) The Key Provider responds with its capabilities. For simplicity,
only the | ocal System D and renoteSystenl D fields are shown in the
capabilities response in the diagram

(3) As part of IKE_ SAINT exchange, encryptors propose the use of

| KEv2 PPK extension by including USE_PPK notification payl oad, having
type 16435, protocol ID of 0, no Security Parameter Index (SPl), and
the | ocal System D of its co-located Key Provider as notification

dat a.

(4) Encryptor Alice invokes the get key nmethod with Key Provider
Alice to obtain a (keyld, key) pair (refer Section 4.2). The key
request URL is encoded as https://{host-
identifier:port}/key?renoteSystem D=Bob.

(5) Key Provider Alice responds with a key and its associ ated keyl d.

(6) Encryptor Alice transnits the keyld to the peer encryptor Bob as
part of | KE_AUTH request nessage using PPK I DENTITY notification

payl oad, having type 16436, protocol ID of 0, no SPI, and PPK_ID Type
as 2 (PPK ID FIXED) foll owed by keyld as notification data.

(7) Encryptor Bob invokes the get key method with Key Provider Bob to
retrieve the key associated with the keyld. The key request URL is
encoded as https://{host-

identifier:port}/key/{keyld}?renoteSystem D=Alice.

(8) Key Provider Bob responds with the key associated with the keyld.

At the end of this exchange, both encryptors possess the identical
key, which is utilized to create key material for the | KEv2/ | Psec
Security Associations (SAs). [ QR PSEC|

Al t hough this docunent uses IKEv2 with SKIP as an exanple, it's
inmportant to note that SKIP is a generic protocol that can be
integrated with any existing security protocols by adding suitable
ext ensi ons to provi de quantum resi stance.
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6. SKIP Use Cases

This section of the docunent describes the use cases where SKIP can
be | everaged and depl oyed, particularly in scenarios requiring robust
network encryption across a wi de range of industries.

6.1. High Speed Data Center |nterconnect

H gh speed data center interconnection (DCl) connects multiple data
centers using high speed connectivity. The DCl encryption use case
caters to industries that require secure, high speed data transport
between nmultiple data centers for critical operations such as

di saster recovery backups, synchronous and asynchronous replication,
and extending data center fabric in a private data center or within a
col ocati on space

6.1.1. Industries covered

I ndustries such as tel ecommuni cations carriers, financial
institutions, cloud service providers, |arge enterprises, governnent
entities, and defense agencies. For these sectors, maintaining high
uptine is critical, along with the protection and security of data
transmtted across this infrastructure. The need for robust
encryption is driven by the sensitive nature of the data and the
potential consequences of data breaches or interruptions.

6.1.2. Common topol ogy(s)

The topol ogies typically encountered in this use case are point-to-
point (p2p), where a direct p2p link is established between two data
centers. This topology is favored for its sinplicity and efficiency
in handling | arge volunmes of data traffic.

6.1.3. Encryption types

For DCl use case, p2p topologies align well with | EEE 802. 1AE MAC
Security (MACsec) due to its sinplicity and the capability to support
hi gh- speed transport encryption at link rates exceedi ng 400 Ghps.
SKIP can be integrated with MACsec to provi de dynam c key managenent

and enhance the security of the key exchange process. |n sonme cases
needing the flexibility of IP transport, |IPsec is applicable,
al though in a smaller subset of use cases. |Psec operates at the

network | ayer and can secure data across diverse network paths. SKIP
can be integrated with I Psec to provide PPKs which provide resistance
to quantum conputi ng attacks
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6.2. Access and Aggregati on Backhaul networks

Backhaul networks refer to the aggregation of branch and renote sites
to a centralized | ocation. These use cases and topol ogi es are very
common for both enterprise and service provider networks that require
access to resources and applications typically hosted at a
centralized location (i.e., private data centers, col ocation
facilities, and nore recently inside of public clouds). They are

i ndi spensabl e for industries that require reliable and secure
connectivity fromnultiple |ocations typically over |ower-cost public
IP transport (i.e., Internet, 5G LEO. For high speed requirenents,
private Metro Ethernet transport services can be | everaged.

6.2.1. I ndustries covered

Backhaul networks are essential for industries |like

tel econmuni cati on, service providers, enterprises, governnment, and
commercial entities for secure access to vital resources relevant to
the m ssion and busi ness.

6.2.2. Common topol ogy(s)

Topol ogies found in this use case typically include point-to-point
connections in a hub-and-spoke topol ogy, but can al so support other
di verse topol ogi es such as point to multipoint, full/partial-nesh, or
ring configurations, depending on the network topol ogy, redundancy
and security requirenents.

6.2.3. Encryption types

IPsec is utilized for securing site-to-site connections in the
various topol ogi es, enabling secure data transm ssion between branch
offices to a central corporate networks and data centers, or to and
froma data center or colocation facility.

MACsec is typically inplenmented when Metro Ethernet backhaul is

| everaged to provide the high-speed encryption capabilities needed to
secure point-to-point or point-to-multipoint connections over these
hi gh- speed transport options.

6.3. Coud service providers

Cl oud service providers (CSPs) deliver infrastructure, applications
and wor kl oad managenent services to a wide spectrum of industries.
These industries entrust their sensitive and confidential data to
CSPs, whi ch necessitates secure handling of data during transit or at
rest. Wiile the ability exists today for securing the private link
connection froma CSP partner into the CSP environnent, the ability
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for operators to |l everage the global infrastructure of the CSP for
optimal and cost-effective inter and intra-region transport is
becom ng nore common as a WAN transport alternative

6.3.1. Industries covered

Enterprise, financial services, healthcare, education and governnent
entities are some of the top industries that utilize the cloud
service providers.

6.3.2. Common topol ogy(s)

Topol ogies in this use case are varied and include point-to-point,
hub and spoke, full/partial nesh, or a hybrid approach conbining
el ements of the aforenentioned topol ogy types.

6.3.3. Encryption types

I Psec is the nost comon type of encryption used to securely route
traffic fromcustomer network to the cloud service provider network,
or for the intral/inter-region design options aforenentioned above.
MACsec i s another option for those operators wanting to | everage a
hi gh- speed private link fromthe enterprise into the private domain
of the CSP, and this formof secure high-speed connectivity into the
cloud is avail able today from sonme public CSP s.

6.4. Scal e target

SKIP is designed to be both flexible and scal able, nmaking it suitable
for networks ranging fromsnall-scale to large-scale. |t enables the
provi sion of post-quantum security wi thout requiring an overhaul of
the existing encryption franeworKk.

6.5. SKIP usage

SKIP can be utilized across all the use cases and delivers all the
benefits highlighted in this document. It allow operators to

| everage external QKD or PQC cl oud-based key sources and benefit from
the automated provisioning, refresh, and entropy of the inported PPK
either for MACsec or | Psec.

7. | ANA Consi derations
Thi s docunent updates the use of the USE _PPK (16435) notify message

as defined in [ RFC8784] to include the |ocal System D of the Key
Provider as notification data.
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8.

Security Considerations

SKIP is designed to facilitate the secure distribution of keys over a
network. Its security depends prinmarily on two considerations: the
strength of keys generated by the Key Provider (KP) and the secure
delivery of keys fromKPs to encryptors.

For the first consideration, this document does not imnpose any
restrictions on the nechanismused by a KP to generate the key. In
general, the same security considerations for generating a post-
quant um pre-shared key (PPK) outlined in [RFC8784] apply equally
here. In particular, it is strongest practice to ensure that a key
generated by a KP has at |east 256 bits of entropy, which wll
provide 128 bits of post-quantum security when G over’s algorithm

[ GROVER] is taken into account.

For the secure delivery of keys within SKIP, there are three
different links (physical or logical) to consider: (1) the link
between the two KPs, (2) the link between the two encryptors, and (3)
the link between a KP and an encryptor. W will address each in
turn. For (1), the mechani smby which two KPs synchronize a key is
intentionally out-of-scope for SKIP, such that it can interoperate
wi th various hardware or software technologies. It should be clear,
however, that this key synchronizati on mechani sm shoul d be quantum
resistant if the key is intended to upgrade an existing protocol to
quantum resi stance. To this end, KPs can enpl oy one or nore
technol ogi es believed to be quantumresistant, including, but not
limted to: post-quantum cryptography (PQC), quantum key distribution
(XKD), a trusted third-party protocol, or a one-tinme pad (OTP). For
(2), this docunent nakes no assunptions about the security of this
link. Indeed, the primary purpose of SKIP is to augnment an existing
prot ocol between the two encryptors in the face of future quantum
computing or other cryptanal ytic advances. As such, the only SKI P-
rel ated piece of data to traverse this link is an opaque key
identifier, fromwhich it MJST be infeasible to derive the
correspondi ng key. After the SKI P exchange conpletes, the two
encryptors can use the key as a pre-shared key. The link in (3)

bet ween the KP and encryptor is specified in Table 1 to be HITP over
TLS v1.2 or v1.3, with support for both certificate and pre-shared
key (PSK) authentication nodes of TLS. The inclusion of certificates
based on Rivest-Sham r-Adel man (RSA) and elliptic curve cryptography
(ECC) that are known to have vulnerabilities to quantum conputers
recogni zes the reality of interoperating with encryptors that do not
yet have access to post-quantum cryptography, in addition to the the
| ack of post-quantum x509 certificates at the tine of witing. The
use of PSK-based authentication is RECOMWENDED since it is believed
to be quantumresi stant, though the use of PSKs can introduce the
sane administrative challenges that SKIP is trying to solve for the
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9.

9.

encryptor-to-encryptor link. To nmitigate these issues, an
i mpl ement or SHOULD seek to limt the exposure of the KP-to-encryptor
link by co-locating the KP and encryptor, and enploy techni ques such
as network segnentation. Were feasible, running the KP on the sane
physi cal device as the encryptor as a co-process or hosted
application can also significantly reduce the exposure of this |ink.

Finally, there is an additional security consideration that the
identifier schene used for KPs can potentially |eak information about
the | arger network topol ogy or about specific software or hardware
versions in use. |In particular, access to the renpteSysteniD list in
the KP capabilities response nmay hel p an adversary in finding |ateral
conprom ses within a network or new insertion points into the
network. To mitigate this threat, an identifier scheme based on
random pseudonyns can renove any correspondence between the KP and
its location or underlying technology. The use of the glob patterns
in the renpteSysten D field can al so conceal specific details about
the KP network by collapsing groups of KPs into a single entry in the
renoteSystem D |ist.
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