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Abst r act

Current advancenents in Al technol ogies, particularly |arge nodels,
have denonstrated i mmense potential in content generation, reasoning,
anal ysis and so on, providing robust technical support for network
automati on and self-intelligence. However, in practical network
operations, challenges such as systemisolation and fragnented data
| ead to extensive manual, repetitive, and inefficient tasks, the

i nprovenent of intelligence level is very necessary. This docunent
identifies typical scenarios requiring enhanced intelligence, and
expl ai ns how Al Agents and | arge nodel technol ogi es can enmpower
networ ks to address operational pain points, reduce manual efforts,
and explore inpacts on network data, systemarchitectures, and
interfaces correspondingly. It further explores and summari zes
standardi zation efforts in inplenmentation

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 April 2026
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1.1. Large Models

Large nmodel s refer to Al systens based on deep | earning techniques,
contai ning massive paraneters (typically billions to trillions). It
is trained on | arge-scal e datasets, and is capable of capturing
conpl ex patterns and associ ations, denonstrating outstanding
abilities in natural |anguage processing, inage generation, decision-
maki ng, and reasoni ng.

Recent breakthroughs in nodels |ike GPT-4 and DeepSeek have

conti nuously pushed technical boundaries and enhancing the
performance of nopdels.Users can use the capabilities of |arge nodels
by accessing or deploying inference nodels, and conbining with Fine
tuning, Pronpt Learning, etc.

The bi g nodel has been enpowered in nultiple vertical domains, |ike:

* Research: Al phaFold for protein structure prediction, Gl actica
for scientific paper assistance. |Industry: Cenerative design
(e.g., autonotive/chip architecture optim zation), automated code
devel opment (G tHub Copilot).

* Finance: Risk prediction, automated report generation

In the future, large nodels will also nove towards enbodied Al ,
enbeddi ng nodel capabilities into physical term nals such as robots
and aut onompus driving, continuously building an open-source

devel oper ecosystem opening up sone nodel capability interfaces, and
pronoting industry collaborative innovation

1.2. Al Agent

Intelligent agent, as an inportant concept in the field of artificia
intelligence, refers to a systemthat can autononously perceive the
envi ronment, meke deci sions, and execute actions. |t has basic
characteristics such as autonony, interactivity, reactivity, and
adaptability, and can independently conplete tasks in conpl ex and
changi ng environments. Intelligent agents have the ability to |learn
and make decisions. Through |earning algorithns and data anal ysis,
they can extract useful information from nassive anounts of data and
formtheir own know edge base. In the decision-naking process,
intelligent agents can conprehensively consider various factors and
use nethods such as |ogical reasoning and probability statistics to
make the optimal decision. This ability gives intelligent agents a
significant advantage in sol ving conpl ex probl ens.

There are four design patterns for intelligent agent
wor kf | oW LLMrasedAgent s] :
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Refl ection: Let the agent review and revise the output generated
by thensel ves;

Tool Use: LLM generates code, calls APls, and perforns practica
oper ati ons;

Pl anni ng: Let the agent deconpose conpl ex tasks and execute them
according to the plan;

Mul ti-agent Collaboration: Miltiple agents play different roles
and col | aborate to conpl ete tasks.

At present, intelligent agents have been used in the foll ow ng
scenari 0s:
* Personal assistant:

- Cross platformtask agent: Automatically organize email s,
schedul e neetings, and manage schedul es (such as M crosoft
Copi | ot) .

- Life Butler: Adjust smart hones according to user habits and
recomrend personalized health plans.

* |Industry Intelligence:

- Financial advisory: Real tine analysis of nmarket data,
generation of investnment portfolio recomendati ons, and
automati c execution of trades.

- Medical diagnosis: Provide dynamc treatnent recommendations
based on the patient’s nedical history and real-time nonitoring
data. Industrial operation and mai ntenance: Predicting
equi pnent failures and schedul i ng mai nt enance resources to
optinize production Iine efficiency.

* Virtual world interaction
* - Gane NPC. Intelligent characters with enotions and nmenories
(such as Al driven open world NPCs).

- Metaverse Quide: Help users explore virtual spaces and provide

personal i zed content reconmmrendati ons.
* Scientific research:
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* - Laboratory assistant: Autonatically design experinents, analyze
data, and propose hypot heses (such as chem cal synthesis
agents) .

- Cdimte simulation: Coordinating multidinensional data nodels
to predict extrene weather and generate response plans.

Acronyns & Abbrevi ations

Large nodel: Machine learning nodels with |arge-scal e paraneters and
conputing power are typically constructed from deep neura
net wor ks, containing billions or even hundreds of billions of

paraneters, capable of understanding text, inages, speech, and
other content, and perforning tasks such as text generation, image
generation, inference question answering, and scientific
prediction.

Al Agent: An Al agent is an intelligent entity with autononous
per ception, decision-making, and execution capabilities, driven by
goal s in dynam c environnments

Use case

This section list 3 typical use cases of how Al Agent can facilite
network operation and nai ntenance, which have been proven to be the
nmost effective conbination in the practice.

Scenario 1: Network M gration Operations

The current network undergoes a | arge nunber of service mgration or
devi ce sw tchover every day/ nonth, which have a high degree of
simlarity in steps and processes, involving querying and filling a

| arge anobunt of data and configuration. There are two typical types
of migrations: service provisioning (for external service data
configuration) and mgration change (for internal tasks such as route
publi shing and network optim zation). Large nodels naturally have
the ability to process and recogni ze nassive ampbunts of data, and
intelligent agents can guide the process of each step |like
experienced experts.

Automation via |large nodels and agents can reduce errors and free
human resources. Key tasks include:

* Magration Plan Ceneration: Designing workflows and depl oynent
strategi es.

* Plan Auditing: Checking configurations, conpliance, and correcting
errors (e.g., typos, hallucinations).
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* Automat ed Execution: Replacing manual configurations with Al-
generated scripts, call corresponding systens to finish tasks.

Taki ng the service provisioning scenario as an exanple, typically,
when doing migration, it was necessary to nanually log in the device
configuration paraneters. Now, through the interaction of the |arge
nmodel , the large nodel generates a script to distribute the device,

al so configure and audit it. The agent can call other systems, such
as digit twin platformfor script testing, view the inpact of the
changed paranmeters, and return to the assigned systemto reduce
manual errors. Finally, based on the analysis of the results, it can
achi eve automatic distribution when there shows no problem

3.2. Scenario 2: Network Fault Handling

Traditional fault handling is usually single domain autonony. Wen
nmoni toring detects anonalies such as alarns, a fault ticket is
generated and sent to the correspondi ng speci alized network domain
for solutions. Generally speaking, one single fault point triggers
al arns across nultiple domains and | ocations, tickets will be
assigned to each involved domain, this results in numerous tickets
for each domi an, which |leads to | ow processing efficiency.

D fferent network domains receiving fault tickets will conduct fault
anal ysi s, positioning, and report troubl eshooting results to the
upper nonitoring layer for fault nmanagenent. Each network domai n has
its own troubl eshooting process for different alarnms. Based on
expert experience, data analysis, and tools, the positioning
capability is very conprehensive and reliable, but it heavily relies
on manual |abor and may requires night duty to respond pronptly when
faults occur. By training professional fault intelligent agents with
fault cases and nanual |y summari zed experience, coupled with fine-
tuni ng of professional domain know edge, dommi n-specific fault
handl i ng agents can identify faults based on alarmtypes and ot her

i nformati on, generate troubl eshooting steps (such as data query and
tool calling schenes), and call corresponding APIs to perform

troubl eshooting actions, finally obtaining fault positioning
concl usi ons.

Due to the chain reaction caused by alarns, which usually involve
multiple specialties, top-level nonitoring agents need to cooperate
and coordinate with various domain agents, and positioning conclusion
needs to be carried out across specialties. |In addition to replacing
manual al arm preprocessing and ticket dispatching, agents al so need
to be connected to al arm systens, perfornmance systenms, etc., to
perceive abnormal data in the network at any time, trigger fault

anal ysi s and positioning processes, and continuously interact with

di fferent domain agents for necessary information, find the root
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cause of the fault, and finally generate the fault handling report.
The top-level nonitoring agent can have the al arns, topol ogy and
other information of different domains. And it can conduct cross-
disciplinary joint consultations, which is nore advantageous than
traditional nethods.

Scenario 3: Intelligent Assistant of User Complaint Handling

In the past few years, there has been research and devel opment of Al
nodel capabilities in the field of conplaints, such as conplaint
predi ction, conplaint problempositioning, and conplaint warning, to
i nprove conpl ai nt handling efficiency, reduce conplaint ratios, and
play an auxiliary role in various service conplaint handling such as
hone broadband, 4/5G and |IoT. However, this single funtion nodels

| ack natural |anguage processing and content generation capabilities,
and their role in inproving efficiency is limted.

The conpl aint handling faces chall enges such as heavy workl oad and
| ack of pre-processing ability in the front-1ine custoner service.
Taki ng the scenario of hone broadband as an exanple, traditiona
processes allow users to seek help from manual customer service by
maki ng phone calls when encountering problens. Frontline custoner
service staff will answer the user’s questions and provi de gui dance

on sinple handling. |If it cannot be quickly resolved through sinple
steps, a problem handling ticket will be generated, and the system
wi || assign maintenance personnel to cone to the site. After the

repair is conpleted, a dedicated person will call for satisfaction
followup. Traditional processes rely heavily on manual |abor, and
custoner service responses have a high degree of repetition and
structure. It is necessary to introduce electronic nmeans to
systematically inprove processing efficiency and repl ace manual

| abor.

Introducing the intelligent assistant of user conplaint handling can
repl ace customer service staff in answering custoner conplaint calls,
it can achieve the follow ng process:

* Firstly, performintent recognition on the voice content of the
custonmer’ s phone cal

* Intelligent diagnosis of identified problens, determ ning the
category and attributes of the problem and determ ning the next
steps for operation

* Can provide direct response/pronpt handling, dispatch, renote
operation, and manual processing for user issues
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* Intelligent quality inspection and automatic satisfaction follow
up

Leveragi ng the conplaint-handling intelligent agent and its Al-
power ed di agnostic engine and big data analytics capabilities, we
have built an end-to-end service |oop of "proactive perception -
preci se prediction - preenptive resolution". This transforns
compl ai nt handl i ng from passi ve acceptance to active intervention

Based on real-time network quality nonitoring and a historical fault
si gnature dat abase, installation/naintenance technicians can now
renotely automate issue resolution and generate sol utions before on-
site visits. The conplaint-handling process shifts from human-driven
to Al-driven, task scheduling evolves fromreliance on nanua
experience to autononmous planning and deci si on-maki ng, and nmanua
operations are upgraded to autonated execution or human-nmachi ne
collaboration. This significantly reduces processing tine and | owers
repeat conplaint rates, reshaping service experiences through
intelligent solutions and substantially inproving fault resolution

ef ficiency.

During user interactions or technician on-site visits, the system
utilizes large nodel capabilities to call APlIs or execute SQ queries
for real-time device status and performance nmetrics, replacing fixed
interfaces and nanual queries with intelligent integrated access.

For compl ex issues and workfl ows, the | arge nodel -based agent can

al so invoke small nodel capabilities (e.g., network traffic fault

di agnosi s nodel s) m d- process.

When handling conplaints, the agent responsible for direct human-
conplaint interaction can collaborate with other specialized agents
(e.g., a Home Broadband Troubl eshooting Assistant) through nmulti-
agent cooperation to achi eve cl osed-1oop resol ution.

4. Architecture and Functionality

Intelligent agents based on | arge nodels can automate network
operations by coordinating system scheduling and | everagi ng di verse
capabilities of large nodels. This process involves multiple
interactions with systens such as | arge nodel s and network nmanagenent
systens. Each agent has specialized functions, such as agents for

i ntent understanding or agents dedicated to fault |ocalization and
demarcation in specific network scenarios. Current operationa
systens al ready provide basic data support, foundational atomc
capabilities, and well-defined orchestrati on workflows for task
execution. However, nost processes are nmanual ly connected, involve
repetitive nmechanical work, and lack an intelligent coordination
"brain". See Figure 1.
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Figure 1: Architecture of Large Mddel based Agents

Functions of Agents:

*

I ntent Recognition: Understand and interpret user input
intentions. Determ ne whether subsequent tasks require
identifying suitable agents or multi-turn dialogues to conplete
i ntent recognition and parsing.

Intent dassification and Anal ysis: Deconpose tasks based on
recogni zed user intent.Categorize tasks according to different
functional requirenents.

Perception: Proactively receive alarns, threshol d-exceedi ng
notifications, or environnental change information, issuing
war ni ngs when necessary. Accept task requests from other systens,
potentially involving nmultinodal data processing.

Menory:

- Long-termnmenory: Stores user habits, domain-specific
processi ng experiences (e.g., failure/success cases,
encountered faults) in know edge bases.

- Short-term nenory: Caches tenporary processing data (e.qg.
cont ext).

Agents performreflection and error correction by interacting with
| ong-term nenory and contextual information.
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* Planning: Anal yze and deconpose intent based on task objectives
and | earned know edge. Orchestrate subtasks (e.g., breaking
compl ex problens into sinpler ones). ldentify required system
conponents (other agents, large nodels, APls, etc.).

* Decision-Mking: Finalize execution plans and match workflows to
current tasks. Cenerate instantiated, executable solutions by
al i gni ng system conponents, data, and nodel strategies.

* Execution: Convert orchestrated results into network-
under st andabl e commands. Execute tasks by nobilizing resources
and dynami cal ly adjusting based on feedback

* Milti-Agent Coll aboration:

-  Team Col | aboration: Enabl e coordinated teamwrk anong nultiple
agents.

- Conpetitive Collaboration: Manage conpetitive relationships to
avoi d efficiency |oss.

observed Requi renents

Based on the aforenenti oned practical use cases regarding the
i mpl ementation of intelligent agent functional nodules, this chapter

wi Il summarize and anal yze t he technol ogi es, chall enges and
constraints encountered during the deployment and inpl enentation of
agents in network operations. It will also propose potential

requi renents across different dinensions.
Dat a Requi r enment
Data is the foundation of agents to take effect, which includes:

* Data used for training and inference: The data used for training
and i nference, which is typically used before the agent provides
services to users, it can be expert know edge in operation and
mai nt enance processes, logs, configuration rules, policy
know edge, case manual s, al arnms, network topol ogies, fault
reports, and nore. The data here is used to teach big nodels how
to do it, usually historical data. The performance of the nodel
based on data |l earning can be adjusted through reward functions,
etc. The actual inplenentation cases in the |later stage can al so
be stored in |l ong-term storage as reinforcenent |earning, which
can be used as a reference for generating solutions |ater
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Dynam ¢ data during task execution: Dynam c data can al so be
categorized into two types: User intent data (e.g., natura

| anguage task descriptions), operational data from systens. For
user-expressed intents, typically extracted during user

i nteractions (which nmay include multinodal inputs like voice or

i mges), agents expose dedicated interfaces for user input, and
upon receiving it, perforns intent recognition before executing
subsequent steps. The data used for systemoperation refers to
the constantly collected data in the network, such as nonitoring
performance indicators, alarns and other data, as well as nessages
fromother systens, such as device network access/upgrade

i nformation.

Requi renment s

For training data

*

It mainly reflects integrity. The training data of a |arge nodel
not only needs to reach a certain nunber of parameter |evels, but
al so needs to ensure conprehensive and accurate coverage, reducing
interference data.

In order to enable intelligent agents to trigger subsequent
processi ng based on alarmand other data in the system it is
necessary to manual ly establish expert experience and rules, and
even establish new interfaces to support the probl em neani ngs
represented by different data phenonena. This part can be

st andar di zed.

For dynam c dat a:

*

Modal transformation. For exanple, if it is an LLM based agent,
users need to convert text before extracting intent when receiving
i mages.

How to extract intent. This requires understanding the running
data, knowi ng what the indicators represent, which type of

anal ysi s and processing should be triggered (consistent with the
training data requirenent 2 nentioned above), and extracting which
type of features fromthe input for subsequent intent recognition
This process requires classifying the network’s events, behaviors,
etc. in advance.

Align the formats of different input data. The main solution is
to solve the problemof not being able to directly understand and
call each other when different APIs and tools are accessed or
called with different formats. The MCP protocol [ MCP] in the

i ndustry can ease this problem MCP converts tool capabilities
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5.

2

into standardi zed function semantics through JSON Schema, enabling
| arge nodels to inplement zero sanple calls based on too
descriptors without the need for prior |earning or fine-tuning.
This enables the integration of |large | anguage nodels wth
external data sources and tools, and is used to establish secure
bi directi onal connections between | arge nodel s and data sources.
MCP defines a set of universal comunication protocols, data
formats, and rules that can be sinplified for devel opnent,
flexible, real-time responsive, secure, conpliant, and scal abl e.
It processes both |ocal resources (such as databases, files,
services, etc.) and renote resources (such as APIs |ike Slack or
G t Hub) through the sane protocol, hence it is known as the USB-C
port for Al applications. |In addition to MCP, enterprises can

al so use their own agent protocols to call different systens and
adopt and design unified format conversi on standards.

Net wor k | ntent Recognition Requirenent

Network intent recognition refers to howto correctly understand the
significance of various indicators for the network when receiving
different data fromthe network, and how to anal yze the coll ected

i ndi cators based on existing network operation and nmai nt enance
practices, extracted from hunan experi ence and know edge nanuals. On
t he other hand, how human input is transformed into network goals and
actions can also be a part of network intent recognition. The
current inplenmentation. This is where standardization is needed.

To support the inplenmentation of closed-loop, a know edge graph nodel
can be constructed to inject large nodels. After receiving user or
network intent, performentity recognition, retrieve know edge graph
complete entity linking, and output structured intent[ CCSAKGF .

Graph Neural Network (GNN) refers to an algorithmthat uses neura
networks to | earn graph structured data, extract and di scover
features and patterns from graph structured data, and neet the
requi renents of graph |learning tasks such as clustering,

classification, prediction, segnentation, and generation. 1In the
construction of network operation and mai ntenance know edge, entities
such as devices, links, and alarns can be abstracted into graph

structures, and hidden rel ati onshi ps can be mined through nessage
passi ng nmechani sns to achieve the transformati on of operation and
mai nt enance probl ens from "passive response" to "active cognition".
In the graph structure, physical devices can be nodes, connection
rel ati onshi ps can be edges, and they can al so be used to construct
event correlation graphs.
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Requi rement: Establish a know edge graph in the field of network
managenment and operation, sort out the interrel ationships and

col l aborative rel ati onshi ps between entities in different events or
categories, and assist |large nodels in understandi ng and i nference by
retrieving relevant entities and rel ationships fromthe know edge

gr aph.

5.3. Self O ose Loop Requirenent

Intelligent agents need to have the ability to conplete tasks on
their own wi thout human intervention. |In addition to the

af orenenti oned requirenents for data input and intent understanding,
the operation and mai nt enance agent shoul d al so have execution
capabilities, including generating task plans, calling APl's, and
compl eting actions. This process involves issues such as perm ssion
managenent and security confidentiality.

5.4. Resource Requirenent

The resource requirements for agent applications mainly include three
aspects: storage, computing force, and network infrastructure.

St orage shoul d consider cloud edge coordination. |In the training and
use of intelligent delivery, in addition to building a know edge
base, contextual information, user preferences, historical records,
etc. also need to be continuously stored. Sonme content nmay need to
be stored on the user side, while others are nore suitable for
obtaining in the cloud. Resource coordi nation and bal ance are key

issues. In addition, intelligent agents require a | arge anmount of
storage resources, and so rmuch information requires efficient access
sol utions.

The conputing force part mainly considers the allocation of computing
resources as needed based on the analysis of task conplexity during
the inference process. The PD separation architecture can be adopted
to inprove inference efficiency.

The network infrastructure mainly provides |ow | atency and high
bandw dt h network support, which can use SRv6/ G SRv6 to conpress
packet headers, inprove cross domain scheduling efficiency, and
optinmize | ong-di stance data transm ssion throughput through RDVA.
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5.5.

Muti - Agent Col | abor ati on Requi r enent

In order to conplete specific tasks, sone can be acconplished through
sel f-cl osed-1 oop of agents, while others require collaborati on anong
mul tiple agents. This includes three comunication nodes:

i nteracti on between humans and agents, interaction between agents and
the environnent, and interaction between different agents. The

i nteracti on between humans and agents is the input of hunman
intentions, usually in the formof natural |anguage, and the input
content is nultinodal (voice, text, images, etc.). The interaction
bet ween agents and the environnent is usually achieved through
interface access, which can obtain data, and triggering subsequent
actions. The interaction between different agents is the input and
out put interaction anmong agents, which involves both nultinoda

i nformati on exchange and systeminterface |evel interaction

In order to enable different agents to cooperate with each other,
conpl ete tasks together, and achieve a |large closed | oop, the
follow ng requirenents are observed

*

Agent discovery. Unlike traditional conmunication, where
connections are established based on known addresses,

conmuni cati on through agent collaboration is tenporary and the
obj ects conpleting tasks are not unique, requiring self discovery
to determ ne the conmunication objects. To support this, the
communi cati on network needs to establish an intelligent agent

di scovery mechani sm

Agent authentication. Agents need network authentication to
access the network. Unlike nobile devices, agents have many
behavi ors that cannot be distinguished from human behavi or
Therefore, targeted agent authentication schenes need to be
pr oposed.

For the above two requirenents, A2A[ A2A], ACGNTCY and others in the
i ndustry have proposed their own protocol inplenentations, but the
compl ete solution that requires network adaptation involved in the
above process is still blank.

*

Uni fied Agents connection control and arrangenment. Due to the
frequent team communi cati on and partner searching required between
intelligent agents to conplete tasks, different vendors may
provide intelligent agents with simlar functions. It is best to
have a unified intelligent agent managenent platformfor easier
team building. Additionally, it also includes the scheduling and
al | ocati on of underlying conputing resources, as well as state
management .
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* Standardi zed communi cati on protocol between Agents for Network

Qperation and Maintenance at different |levels. There is a nutua
calling relationship between agents at different levels in work
Qperation and Mai ntenance. For exanple, the fault handling agent
calls nmultiple network professional donmain agents, and the network
prof essi onal agent calls the underlying controller or network
managenment systemto conplete the anal ysis and processing of
faults. Different agents need to comunicate with each other, and
the fundamental requirenment is to agree on the informtion
paraneters and return content that need to be transmitted between
the upper and lower layers for a certain event. Therefore, the
requirments are

- A standard inter level protocol is needed, which is not related
to the natures or functions of agents within the |evel, and
standardi zes the input and output of agents.

- Awunified communication format is needed to ensure senmantic
consi st ency.

I ANA Consi derations
Thi s docunent has no requests to | ANA
Security Considerations
Thi s docunent describes concepts and definitions of agent in network
OAM  As such, the follow ng security considerations remain high
level, i.e., in the formof principles, guidelines or requirenents.
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