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Abst ract

Valid client and server TLS certificates authenticate the traffic
comi ng fromthe SMIP sending and receiving servers. Domain owners
can del egate email sending and receiving to servers using Mai
eXchange (MX) DNS resource records. This enables transitive
authentication of nmail traffic fromsending and receiving domai ns of
envel ope sender much |ike Sender Policy Franework and the envel ope
recipient. This docunment al so proposes an Automatic Certificate
Management Environnent responder using these DNS records to automate
TLS certificate issuance

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Sinple Mail Transfer Protocol (SMIP) [RFC5321] supports delivery of
Internet email nessages. TLS encrypts and aut henticates socket
connections by building upon the X 509/ PKI X [ RFC5280] certificate
trust system SMIP |everages TLS to encrypt and authenticate enail
transport. The client and server TLS certificates identify the
server name as a subject hostname and associate the traffic com ng
from SMIP sender and receiver servers via the private key used to
establish the TLS connection. SMIP TLS end-entity certificates hold
the subject name validated by a Certificate Authority (CA). Evidence
of this validation is by certificate issuance, typically froman
intermediate CAthat is itself issued froma root CA The SMIP TLS
transaction counterparty, be it the receiver or sender, can validate
the issuance to a root CAthat it trusts thereby is able to trust the
content of the entity certificate. The counterparty can then trust
that the TLS traffic is comng fromthe identified hostnane of the
sender or receiver.

Once the TLS authenticated sender or receiver is established, this
docunent describes a process by which we can associate and verify the
SMIP envel ope sender and recipient. This corresponds to the address
given in the SMIP MAIL FROM and RCPT TO. The association is done
through dient and Server DNS Mail eXchange (MX) resource records
corresponding to the sending and receiving SMIP server. This
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docunent just further specifies the nane of the SMIP [ RFC5321] MX
record to Server MX to distinguish fromthe Client MX specified in
this document. These MX records are published by the domain owner to
indicate the delegated mail servers that handl e nessage delivery on
its behalf. The Server MX is used to discover the receiving mail
delivery server as described in [ RFC5321], and al so specifies the
permitted hostnanmes that nmay be present in the Server TLS
certificates. The dient MX specifies the permtted hostnames that
may be present in the Cient TLS certificates. Publication of Cient
MX i ndi cat es adherence and consent to validation using the nmethods in
this specification. Verification of SMIP envel ope MAIL FROM sender
domai n i s anal ogous to the Sender Policy Framework (SPF) [RFC7208]
sender but uses TLS instead of |P addresses. Verification of client
and server TLS certificates permits the nutual verification of both
the sender and receiver which is anal ogous to the niTLS in other
applications such as HTTP specified in [ RFC8120].

To encourage further adoption of SMIP TLS especially in |ight of
recent server certificate policy changes, this also specifies
extending an Automatic Certificate Managenment Environnent (ACME)

[ RFC8555] validation responder using Server and Client MX. This
enabl es supporting del egation through the MX | ookup where the ACVE
HTTP responder is present at the hostnane.

1.1. Terminology and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. dient and Server Validation

Thi s docunent defines a procedure for validating the authenticity of
traffic sent fromand to the SMIP sender and reci pi ent Mail box
domai ns usi ng SMIP TLS.

1.2.1. dient and Server MX

Thi s docunent refers to MX DNS records defined in [ RFCL035] to be
Server MX records that help differentiate against the Cient M
record specified in this docunent. This docunment defines a dient M
record with a distinct resource record type as defined by | ANA
Resource Record TYPE registry. The dient MX record has the sane
format as Server MX records as defined in Section 3.3.9 of [RFCL035].

SMIP [ RFC5321] defines nmail delivery between a SMIP sender and

reci pient represented by their respective email addresses. The
structure of an enmil address into |ocal-part@onmain where this
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domain is considered the Muilbox domain. Section 5 defines the
process of resolving the Milbox domain into server hostnanme domain
using the MX record mapping. There may be nultiple MX records found
resulting in nmultiple hostnanes when resolving the Mil box domain.

Any domai n accepting email delivery publishes one or nore server MX
records, however this does not indicate any sort of usage of SMIP
TLS, or usage of TLS certificates issued by a public CAwith valid
host name al i gnment. Because of this, using TLS certificates for

emai |l authentication is risky. Instead this docunment specifies an
opt in process using publication of the Cient MX record. Wen a
domai n publishes one or nore Cient MX records, this indicates that
the domain agrees to use the specification in this docunment to
validate its servers’ hostnane identities. Conpliant SMIP servers
MUST support TLS, and the SMIP TLS certificates nust be issued froma
valid public CA. In addition the SMIP sendi ng and receiving server
host nanmes MUST match the appropriate Server or Cient MX hostnanmes as
defined |l ater.

1.2.2. TLS Certificate Validation

SMIP TLS socket sessions will exchange client and server TLS
certificates corresponding to the sending and receiving servers. The
counter party receiving and sendi ng server MJST validate the end-
entity certificates using the path validation procedures in [ RFC5280]
Section 6. The validator MAY check other certificate profile

i nformati on such as public key algorithm and key size, signature

al gorithm and key size, Key Usage, Extended Key Usage, Policy,
Certificate Transparency [ RFC6962] and other information according to
| ocal -policy. When the sender’s server TLS certificate validation
fails, it checks if the receiver has published dient MX records that
i ndi cate adherence to this protocol. |If found, it closes the SMIP
TLS socket to prevent Man-1n-The-M ddle. When the receiver’s client
TLS certificate validation fails, it checks if the sender has
published Client MX records. |f so and according to |ocal-policy,
the receiver either MAY choose to report an authentication failure or
MAY ot herwi se cl ose the SMIP TLS socket with a SMIP error. A valid
TLS certificate defines one or nore server hostnanmes as either

Subj ect Alternative Name extension dnsNames ot herw se Subject

Di stingui shed Name conmon nanes.
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1.2.3. Hostnane Validation

[ RFC5321] defines the SMIP sender and recipient with the
correspondi ng sender and recipient Milbox domain. After TLS
Certificate Validation, the validator resolves the SMIP Mil box
domain to a set of server hostnanmes and one of the server hostnanes
MUST exactly match one of the corresponding TLS certificate

host names. One of the receiver MX defined hostnanes MJST exactly

mat ch one of server TLS certificate hostnames. |If it does not match,
then the sender | ooks up the receiver ient MX certificate. |If
found, it closes the SMIP TLS socket to prevent Man-I|n-The-M ddl e
Similarly one sender MX defined hostnames MJST exactly match client
TLS certificate hostnanes. |If it does not nmatch, then the receiver

| ooks up the sender Cient MX. |If so and according to |ocal policy,
the receiver MAY either choose to report an authentication failure or
ot herwi se MAY cl ose the SMIP TLS socket with a SMIP error

TODO di scuss strict hostname alignment.
1.2.4. Validation Results

Recei vers check the result of client TLS certificate passes path

val idation and hostnane natching. |f both pass, then the
authentication result is a pass, otherwise it is a fail. Because
this validates the authenticity of the SMIP sender Mil x domai n which
is the sane as the MAIL FROM Mai | box domain, this MAY be used in the
same way as SPF aut hentication. This docunment nodifies Donmai n-based
Message Authentication, Reporting, and Confornmance (DVARC) [ RFC7489]
to pernmit this result to be substituted for SPF.

Upon conpl etion of a successful SMIP transaction, the receiver MAY
report the result of the sender validation in Authentication-Result
[ RFC8601]. The nmethod nanme is "ntls". The status results:

* PASS:. client TLS certificate passes path validation and host nane
mat chi ng

* FAIL: fails either TLS certificate path validation or hostnane
mat chi ng

1.3. ACME for SMIP TLS

Thi s docunent specifies extending ACME [ RFC8555] validation responder
using Server and Cient MX. The ACME client MAY request to the CA
that it use SMIP Cient or Server MX DNS record | ookup for

di scovering the ACME HTTP verification responder at the | ocation of
the SMIP servers. Publication of the MX record denonstrates the
domai n owners delegation to the SMIP servers. As there are multiple
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possi ble MX records, this supports nultiple servers.

This nodifies ACME to support two new chal l enges corresponding to
Client and Server MX. They are identified by ACME chal |l enge type
"client-nmx-http-01" and "server-nx-http-01". The CAis given a
domai n and respectively uses Cient or Server MX | ookup. The CA
provides a path at which a set of validations identifiers wll
present. The CA resolves the domain using [ RFC5321] section 5 to
host names and then iterates over the MX hostnanmes. For hostnane it

| ooks up the identifier at the path specified using HITP as specified
in [ RFC8555] section 8.3. The rest of the interface and interaction
between the ACME client and CA is the same as the HTTP chal | enge

met hod.

1.4. Security Considerations

Thi s proposes a new enmil| authentication protocol that reduces sone
of the risk of the SPF by sinmplifying the del egati on process to the
wel | understood DNS MX | ookup. SPF uses a rich policy specification
with features |Iike the include mechanism nacros and policy
qualifiers that have caused permtted spoofing vulnerabilities. The
identification foundation of this protocol |everages the existing and
very well understood TLS, and nobst senders and receivers have

depl oyed SMIP TLS. It al so encourages adoption of PKIX X 509 best
practices linking SMIP TLS to email authentication.

This protocol puts further weight on the security of TLS for emi
conmmuni cation and the enmamil conmunity SHOULD understand t he changes
and chal l enges there. For exanple there is significant TLS/ PKI X | ETF
work in Post Quantum Cryptography.

1.5. | ANA Consi der ati ons

NOTE: These val ues are just | NFORVATI VE pl acehol ders for discussion
of this draft. No such registrations have been done.

I ANA naintains a registry of Resource Record (RR) TYPEs under the
category of Domain Name System (DNS) Parameters. This docunent
proposes a new Resource Record (RR) TYPEs called "client mai
exchange" as val ue 265. This proposes nam ng "nmail exchange" val ue
15 to "server mmil exchange".

Thi s al so proposes nodifying the ACME Identifier Types registry to
i nclude two new types:

* |abel: "server-nx-http-01"

* label: "client-nx-http-01"
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This al so proposes extending the Email Authentication Methods
registration. This proposes a new nethod "ntls" along with a "pass"
and "fail" result.
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