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Abst ract

| EEE 802. 15.7, "Short-Range Optical Wrel ess Comuni cati ons" defines
Wi rel ess conmuni cation using visible light. 1t defines how data is
transm tted, nodul ated, and organized in order to enable reliable and
efficient comunication in various environments. The standard is
designed to work al ongsi de other wirel ess comunication systens and
supports both |ine-of-sight (LOS) and non-1line-of-sight (NLOS)

communi cati ons. This docunment describes security considerations for
short-range optical wreless comunications (OAC) using | Pv6 over

Low Power Wrel ess Personal Area Network (6LoWPAN) techni ques.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .

2. Security Consi deratl ons . .
Eavesdr oppi ng and Data Int ercept| on .
Deni al of Service (DoS) Attacks .

Aut henti cation and Access Control . .
Energy Effici ency and Security Trade- off
Secure Routing in Milti-hop Networks
RF/ Optical Interference and Jaming .
3. IANA Consi derations .

4. References

Acknowl edgenent s

Aut hors’ Addresses

NN
CuhwNE
CUUUOTRRADRWWWWN

1. I nt roduction

The rapid growh of the Internet of Things (10T) has led to a
significant increase in the nunber of w reless comunication

technol ogies utilized for real-tine data collection and nmonitoring in
various industrial domains, such as manufacturing, agriculture,
heal t hcare, transportation, and so on. This trend highlights the

i mportance of wireless commnication in facilitating real-tinme data
exchange and anal ysis, ultimately contributing to enhanced
operational efficiency and deci sion-nmaki ng processes across different
i ndustrial sectors.

Optical Wrel ess Comuni cations (OANC) stands as one of the potenti al
candi dates for 10T wirel ess conmuni cati on technol ogi es, extensively
appl i ed across various industrial domamins. The |EEE802.15.7 standard
outlines the procedures for establishing bidirectional communications
between two OAC devices. Furthernore, |EEE 802.15.7 delineates a
compr ehensi ve OAC st andard, enconpassing features |ike Visible Light
Conmuni cati on (VLC), Short-Range Comuni cation, Line-of-Sight (LOS)
and Non-Li ne-of -Sight (NLOS) Support, High and Low Data Rates, Energy
Ef fici ency, and Secure Comuni cati on.

Thi s docunent describes security considerations for | Pv6 over Optical
Wrel ess Comruni cati ons.
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Security Considerations

Optical Wrel ess Comuni cation (OA) systenms have uni que security
considerations arising fromtheir directional and |ine-of-sight (LOS)
or non-line-of-sight (NLOS) operation and fromthe physica
characteristics of optical nedia. These characteristics may lead to
signal |eakage, environmental interference, fragnmentation-related

vul nerabilities due to small-MIU PHYs, and |imted support for

mul ticast transm ssion

This section summarizes the main security considerations for |Pv6
transm ssion over OANC, particularly in 6LOWPAN based depl oynents
usi ng | EEE 802. 15. 7.

1. Eavesdropping and Data | nterception

ONC comuni cations rmay be susceptible to interception when the line-
of -sight (LOS) or non-line-of-sight (NLOS) optical path is
unobstructed or partially reflective. Signal |eakage through
transparent or reflective surfaces can expose transmitted data to
unaut hori zed observation

M tigation techniques include the use of directional transm ssion,
end-to-end encryption, and optinized transm ssion power to reduce
uni nt ended optical exposure. Beam steering, adaptive nodul ation, and
narrow beam di vergence can further enhance confidentiality by
limting signal spread beyond the intended receiver’s field of view.

2. Denial of Service (DoS) Attacks

ONC networ ks may experience service disruption caused by high-
intensity optical interference, physical obstruction, or excessive
background illum nation. Such conditions can reduce |ink
availability or, in severe cases, lead to a denial of service

To maintain network availability, OAC devices should detect abnornal
i nterference, adjust nodul ati on paraneters, or reroute traffic
through alternate multi-hop paths when optical |inks are inpaired.

3. Authentication and Access Contro

Unaut hori zed partici pation or nessage mani pulation within an OAC
networ k can conprom se network trust and stability. Mitua

aut henti cati on using | Pv6e-based Datagram Transport Layer Security
[ RFC9147] and device identity verification based on | EEE 802. 15.7
|link-1ayer addresses should be inplenented to ensure that only

| egitimate devices can join and exchange | Pv6 traffic.
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Address registrati on and Nei ghbor Di scovery procedures nust be

prot ect ed agai nst spoofing, replay, and unauthorized nodification.
Proof of address ownership and |ink-layer binding are recommended in
mul ti-hop topol ogies to prevent address hijacking or inpersonation

2.4. Energy Efficiency and Security Trade-off

ONC devi ces often operate under strict energy constraints, so
security nechani sns nmust ninimze conmputational and transm ssion
overhead while maintaining the required protection |evel

Li ght wei ght cryptographic protocols, such as authenticated encryption
schenes and reduced-overhead DTLS 1.3 handshakes [RFC9147], are
recomrended for | ow power mcrocontrollers to reduce processing cost
wi t hout conprom sing data confidentiality or integrity.

When desi gning for constrai ned nodes, the general principles for
limted-resource environnments shoul d be applied so that protoco
compl exity does not exceed avail abl e power or processing capacity.
Adaptive adjustment of security parameters, including encryption
strength or key lifetine, can help maintain an effective bal ance

bet ween energy efficiency and security robustness throughout network
operati on.

2.5. Secure Routing in Milti-hop Networks

In multi-hop ONC networks, the integrity and authenticity of routing
i nformati on nust be preserved to ensure reliable data forwarding.
Attacks on internediate nodes or routing control nessages can cause
packet |oss, route manipulation, or network partitioning. Routing
protocol s should authenticate participating nodes and validate
routing updates to prevent the injection of false routes or

unaut hori zed rel ays.

ONC devices are expected to apply |ightweight security nmechani sns
that verify routing information while mnimzing processing and
ener gy over head.

2.6. RF/ Optical Interference and Janm ng
Al t hough OAC operates primarily in the optical domain, practica

depl oynents often coexist with RF-based wirel ess systens in the sane
envi ronnent .
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In such m xed conditions, high-intensity optical signals or strong RF
em ssions may interfere with OAC transcei vers, causing service

di sruption or degraded performance. OANC systens need nechanisns to
detect and respond to abnormal interference |evels-such as adaptive
nmodul ation control, alternative routing, or tenporary link isolation-
to maintain network availability.

When interference is detected, recovery procedures should restore
normal operation w thout conpronising ongoi ng secure sessions or data
integrity.

3. | ANA Consi derati ons
None.
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