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Abst ract

| EEE 802. 15.7, "Short-Range Optical Wrel ess Comuni cati ons" defines
Wi rel ess conmuni cation using visible light. 1t defines how data is
transm tted, nodul ated, and organized in order to enable reliable and
efficient comunication in various environments. The standard is
designed to work al ongsi de other wirel ess comunication systens and
supports both |ine-of-sight (LOS) and non-1line-of-sight (NLOS)
communi cati ons. This docunment describes security considerations for
short-range optical wreless comunications (OAC) using | Pv6 over

Low Power Wrel ess Personal Area Network (6LoWPAN) techni ques
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1. I nt roduction

The rapid growh of the Internet of Things (10T) has led to a
significant increase in the nunber of w reless comunication

technol ogies utilized for real-tine data collection and nmonitoring in
various industrial domains, such as manufacturing, agriculture,
heal t hcare, transportation, and so on. This trend highlights the

i mportance of wireless commnication in facilitating real-tinme data
exchange and anal ysis, ultimately contributing to enhanced
operational efficiency and deci sion-nmaki ng processes across different
i ndustrial sectors.

Optical Wrel ess Comuni cations (OANC) stands as one of the potenti al
candi dates for 10T wirel ess conmuni cati on technol ogi es, extensively
appl i ed across various industrial domamins. The |EEE802.15.7 standard
outlines the procedures for establishing bidirectional communications
between two OAC devices. Furthernore, |EEE 802.15.7 delineates a
compr ehensi ve OAC st andard, enconpassing features |ike Visible Light
Conmuni cati on (VLC), Short-Range Comuni cation, Line-of-Sight (LOS)
and Non-Li ne-of -Sight (NLOS) Support, High and Low Data Rates, Energy
Ef fici ency, and Secure Comuni cati on.

Thi s docunent describes security considerations for | Pv6 over Optical
Wrel ess Comruni cati ons.
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Security Considerations

Optical Wrel ess Comuni cation (OAC) systens introduce uni que
security concerns due to their use of directional, |ine-of-sight
(LCS) visible or infrared Iight and their physical-Iayer
characteristics. These include vulnerability to signal |eakage,
sensitivity to environnental interference, fragmentation-related
risks, and lack of native multicast support. This section outlines
key security considerations relevant to | Pv6 transm ssion over OAC,
particularly in 6LOWPAN-based depl oynents using | EEE 802. 15. 7.

1. Eavesdropping and Data Interception

Since ONC relies on optical signals, comruni cations can be
susceptible to interception when the line-of-sight (LOS) path is
unobstructed. Mtigation techniques include directiona

conmuni cation, encryption of data, and limting transm ssion power to
reduce signal |eakage. Additionally, enploying beam steering
technol ogi es, narrow optical beam divergence, and end-to-end
encryption at the 1 Pv6 adaptation |layer may be used to help preserve
data confidentiality. Signals may also |eak indirectly through
reflective surfaces or transparent barriers such as gl ass.

2. Data Integrity

Envi ronmental factors such as anbient light interference, obstacles,
mul tipath reflections, and LED nodul ati on i nconsi stenci es can degrade
ONC data integrity. Robust error detection and correction nechanisns
at the PHY | ayer conbined with | Pv6-level integrity protection are
recomended. |In addition, to ensure the integrity of header-
conmpressed | Pv6 packets, the SCHC conpressi on context should be
securely nmanaged and protected from unauthorized nodifications or
corruptions. It is also inportant to ensure consistency of SCHC
context across constrained devices, especially in star and nulti-hop
t opol ogi es where centralized or distributed synchronization is
required.

3. Denial of Service (DoS) Attacks

ONC can experience physical jamm ng attacks via high-intensity
optical noise or physical obstruction, potentially disrupting

conmmuni cations. Mtigations include incorporating PHY-Iayer
interference detection nechani sns and adapti ve nodul ati on schenes, as
wel | as inplenenting network-I|ayer redundancy through alternative

I Pv6 routing paths via nulti-hop OAXC topol ogies. 1In addition, OAC
networ ks using small MIU PHYs (e.g., PHY1 in Section 3.4 and 4.6) my
be vul nerable to fragnentation-based DoS attacks. To nitigate such
ri sks, appropriate bounds on packet reassenbly and ti nmeout-based
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val i dati on nechani sns can be applied to prevent resource exhaustion
or buffer msuse during the reassenbly process.

2.4. Authentication and Access Contro

Unaut hori zed OAC devi ce access can | ead to unauthorized data

transm ssions or network conpronise. Mitual authentication using

| Pv6- based Dat agram Transport Layer Security [RFC9147] and device
identity verification through | EEE 802.15.7 |ink-layer addresses with
IPv6 interface may be applied. |In addition, secure nechanisns or

I'i ghtweight alternatives should be considered to protect |Pv6

Nei ghbor Di scovery nessages from spoofing, replay, or unauthorized
nmodi fi cation.

2.5. Energy Efficiency and Security Trade-off

Due to linmted energy resources in OANC devices, security nechanisns
shoul d m nim ze energy overhead. Lightweight cryptographic protocols
optinized for | ow power mcrocontrollers (e.g., |ightweight

aut henti cated encryption schemes, reduced-overhead DTLS [ RFC9147]
handshake) and adaptive security |levels depending on the device’s
operational context can be selectively applied. Context-specific

| i ghtwei ght security protocols designed for constrained environnents
may al so be applied to enable secure conmuni cati on with mni nal
conput ati onal and energy overhead.

2.6. Secure Routing in Milti-hop Networks

In multi-hop ONC networks, the integrity and authenticity of routing
information is essential. Attacks on internediate nodes or routing
messages can conpromi se data delivery, causing eavesdroppi ng, packet
dropping, or routing loops. Therefore, security-aware routing
mechani sms and | i ghtwei ght node authenticati on approaches nmay be
applied to ensure reliable and trustworthy comruni cati on paths,
particularly in topologies with limted infrastructure support.
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