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Abst ract

Thi s docunent extends [I-D.draft-ietf-netconf-https-notif] by
i ntroduci ng CBOR encodi ng for YANG notifications over HTTPS Transport
in addition to the existing JSON and XM. encodi ng schenes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// Meher Rushi . git hub.io/draft-chittapragada-netconf-https-notif-
cbor/draft-chittapragada-netconf-https-notif-cbor.htm. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-chittapragada-netconf-https-
notif-cbor/.

Di scussion of this docunment takes place on the Network Configuration
mailing list (mailto:netconf@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ netconf/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/netconf/.

Source for this draft and an issue tracker can be found at
https://github. com Meher Rushi /draft-chittapragada- netconf-https-
noti f-cbor.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I ntroduction
CBOR offers an efficient and conpact representation of YANG
Thi s docunent introduces a CBOR encodi ng schene for event
notifications over HTTPS by using the framework proposed in
[I-D.draft-ietf-netconf-https-notif] which supports transfer of YANG
notifications over HTTPS using JSON and XM. encodi ng schenes.
In [I-D.draft-ietf-netconf-https-notif], the capabilities HITP-target
resource allows a publisher to retrieve supported encoding formats
via CET requests, while the relay-notification resource enables the
publisher to send YANG notifications via POST requests. These
requests and responses use different content types based on the
sel ected encodi ng schene. This document defines support for using
CBOR encodi ng defined in section 1 of
[I-D.draft-ietf-netconf-https-notif]

Exanpl es of the GET and POST request and reply encoded in CBOR are
al so provi ded.

Ter mi nol ogy

Thi s docunent uses the following terns defined in Section 2,3 and 4
of [I-D.draft-ietf-netconf-https-notif]:

* Capabilities Resource
* Relay-Notification
* Event Notification

The following tern(s) are defined in Subscription to YANG
Notifications [ RFC8639]:

*  Publ i sher
* Recei ver
*  Subscribed Notifications

The following ternm(s) are defined in Encoding of Data Mddeled with
YANG i n the Concise Binary Object Representation (CBOR) [ RFC9254]:

* Diagnostic Notifications

*  YANG Schema ItemiDentifier (or "YANG SID' or sinply "SID"):
63-bit unsigned integer used to identify different YANG itens.
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3. CBOR Encoding of the notification(s)

YANG notifications can be encoded in CBOR using Names or SIDs in
keys. Notifications encoded using nanes is simlar to JSON encoding
as defined in Section 3.4 and 4.3 of
[I-D.draft-ietf-netconf-https-notif]. Notification encoded using
YANG- SI Ds repl aces the nanes of the keys of the CBOR encoded nessage
with a 63 bit unsigned integer. |In this case, the term’SID is
defined in Section 3.2 of [RFC9254], and the keys of the encoded data
use SID value as nentioned in 4.3.2 of this document.

3.1. Capabilities Request

The publisher sends a request to the receiver to learn its
capabilities. In the bel ow exanple, the “Accept” states that the
publ i sher wants to receive the capabilities response in CBOR but if
not supported then in XM. or JSON in that order

GET /sone/path/capabilities HITP/ 1.1
Host: exanpl e. com

Accept: application/cbor, application/xm;0.5, application/json;qg=0.9

3.2. Capabilities Response

If the receiver is able to reply using “application/cbor” and
assunming it is only capable of receiving CBOR encoded nessages the

response would | ook like this
3.2.1. CBOR using nanes as keys

HTTP/ 1.1 200 K

Date: Tue, 4 March 2025 20:33:30 GVII
Server: exanpl e-server

Cache- Control : no-cache
Cont ent - Type: application/cbor

Di agnostic Notati on:

{
"receiver-capabilities": {
"receiver-capability": |
"urn:ietf:capability:https-notif-receiver:encoding: cbor"
]
}
}
CBOR Encodi ng:
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Al # map(1)
75 # text(21)
72656365697665722D6361706162696C6974696573 # "recei ver-capabilities"
Al # map(1)
73 # text(19)
72656365697665722D6361706162696C697479 # "recei ver-capability"
81 # array(1)
78 36 # text(54)
75726E3A696574663A6361706162696C6974793A68747470732D6E6F7469662D7265636569766
5723A656E636F64696E673A63626F72 # "urn:ietf:capability: https-notif-receiver:encodi ng: chor

’

If the receiver is able to reply using “application/cbor” and
assunming it is not capable of receiving cbor, but can receive both
json and xm notifications:

3.2.2. CBOR using nanes as keys

HTTP/ 1.1 200 K

Date: Tue, 4 March 2025 20:33:30 GVl
Server: exanpl e-server

Cache- Control : no-cache
Cont ent - Type: application/cbor

Di agnostic Notati on:

{
"receiver-capabilities": {
"receiver-capability": |
"urn:ietf:capability: https-notif-receiver:encoding:json",
"urn:ietf:capability: https-notif-receiver:encoding: xm"

]

}
}
CBOR Encodi ng:
Al # map(1)
75 # text(21)
72656365697665722D6361706162696C6974696573 # "receiver-capabilities"
Al # map(1)
73 # text(19)
72656365697665722D6361706162696C697479 # "recei ver-capability"
82 # array(2)
78 36 # text(54)

75726E3A696574663A6361706162696C6974793A68747470732D6E6F7469662D7265636569766
5723A656E636F64696E673A6A736F6E # "urn:ietf:capability: https-notif-receiver:encoding:json
78 35 # text(53)
75726E3A696574663A6361706162696C6974793A68747470732D6E6F7469662D7265636569766
5723A656E636F64696E673A786D6C # "urn:ietf:capability: https-notif-receiver:encodi ng: xm "
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If the receiver is unable to reply using "application/cbor", but is
capabl e of receiving only cbor then the response mght |ook like
t hi s:

HTTP/ 1.1 200 K

Date: Tue, 4 March 2025 20:33:30 GVl
Server: exanpl e-server

Cache-Control : no-cache
Cont ent - Type: application/json

"receiver-capabilities": {
"receiver-capability": |
"urn:ietf:capability:https-notif-receiver:encoding: cbor"
]
}
}

3.3. Relay Notification request

The publisher sends an HTTP POST request to the "relay-notification"
resource on the receiver with the "Content-Type" header set to
"application/cbor" in case the receiver is CBOR capable and a body
containing the notification encoded in CBOR

3.3.1. CBOR encodi ng using nanes as keys
POST /sone/path/relay-notification HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/cbor
Di agnostic notati on:

"ietf-https-notif:notification": {
"event Ti me": "2013-12-21T00: 01: 00Z",

"exanpl e-nod: event" : {
"event-class" : "fault",
"reporting-entity" : { "card" : "Ethernet0" },
"severity" : "mjor”

}
}
}

Cbor Encodi ng:
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Al # map(1)
78 1D # text(29)
696574662D68747470732D6E6F7469663A6E6F74696669636174696F6E # "ietf-https-notif:noti
fication"

A2 # map(2)
69 # text(9)
6576656E7454696D65 # "event Ti me"
74 # text(20)
323031332D31322D32315430303A30313A30305A # "2013-12-21T00: 01: 00Z"
71 # text(17)
6578616D706C652D6D6F643A6576656E74 # "exanpl e- nbod: event "
A3 # map(3)
68 # text(8)
7365766572697479 # "severity"
65 # text(5)
6D616A6F72 # "maj or"
6B # text(11)
6576656E742D636C617373 # "event-cl ass"
65 # text(5)
6661756C74 # "fault"”
70 # text(16)
7265706F7274696E672D656E74697479 # "reporting-entity"
Al # map(1)
64 # text(4)
63617264 # "card"
69 # text(9)
45746865726E657430 # "Et hernet 0"

3.3.2. CBOR encoding using SIDs as keys

Di agnostic Notati on:

2601: {
1: "2013-12-21T00:01: 002",
"exanpl e-nod: event" : {
"event-class" : "fault",
"reporting-entity" : { "card" : "Ethernet0" },
"severity" : "mjor”
}
}
}

The above is assunming the YANG nodul e for event notifications has a
corresponding .sid file with these entries
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"item': [

{
"namespace”: "nodul e",
"identifier": "ietf-notification",
"sid": "2600"

b,

{
"namespace": "data"
"identifier": "/ietf-notification:notification",
"sid": "2601"

b,

{
"namespace": "data",
"identifier": "/ietf-notification:notification/eventTine",
"sid": "2602"

}

]
CBOR Encodi ng:

Al # map(1)
19 0A28 # unsi gned(2600)
A2 # map(2)
01 # unsigned(1)
74 # text(20)
323031332D31322D32315430303A30313A30305A # "2013-12-21T00: 01: 00Z"
71 # text(17)
6578616D706C652D6D6F643A6576656E74 # "exanpl e- nod: event "
map( 3)
t ext (8)
"severity"
text (5)
"maj or”
text (11)
"event -cl ass"
t ext (5)
"faul t"
t ext (16)
7265706F7274696E672D656E74697479 # "reporting-entity"
map( 1)
t ext (4)
"card"
text (9)
"Et her net 0"

A3
68
7365766572697479
65
6D616A6F72
6B
6576656E742D636C617373
65
6661756C74
70

HHEFHEHFHFEHFHFHR

Al
64
63617264
69
45746865726E657430

H*

#
#
#
#
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3.4. Relay Notification Response

The response on success is "204 (No Content)". In case of corrupted
or mal forned event, the response is an appropriate HITP error
response.

3.5. Inplementation Status

This section records the status of known inplementations of the
specification defined by this docunent at the tine of posting. The
information is provided to assist the |ETF in evaluating the maturity
and inplenentability of the specification. This section will be
renoved prior to publication as an RFC.

3.6. Inplenentation: HTTPS Notification CBOR Draft |nplementation

* Organization_: National Institute of Technol ogy Karnataka (N TK),
Sur at hkal

* _Inplementation Nane / Web Page : HTTPS Notification CBOR Draft
I mpl enent ati on https://github. com Meher Rushi/https-notif-draft-
i mpl (https://github. coni Meher Rushi/https-notif-draft-inpl)

* Description_: This inplenmentation provides a Python-based
prot otype of the nechanismdefined in this docunment for
transporting YANG notifications over HITPS using JSON, XM. and
CBOR encoding. It supports nane-based CBOR encodi ng and i ncl udes
basi ¢ publisher and receiver roles to denpnstrate end-to-end
message exchange.

* _Maturity Level : Prototype

* _Coverage_:
- Capabilities discovery via HITP GET to /capabilities
- Event publication via HTTP POST to /relay-notification

- Support for nane-based CBOR encoding as described in this
docunent

* Version Conpatibility : The inplenentation is based on draft-
ietf-netconf-https-notif-15 and draft-chittapragada-netconf-https-
notif-cbor-03.

* Licensing : Freely distributable under an M T-style |icense.

* I nplenentati on Experience_:
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4.

- Devel oped and denonstrated at | ETF 121 and 122 Hackat hon

- Wirked toward enabling CBOR encoding in the libyang library as
part of the hackathon effort (slides
(https://datatracker.ietf.org/ neeting/ 123/ materi al s/slides-123-
hackat hon- sessd- addi ng- cbor - support-in-Iibyang-00)).

- Evaluated CBOR efficiency conpared to JSON and XM in
constrai ned environments.

- Built tooling to sinulate and neasure notification transfer
behavi or over varying network conditions.

- Diagnostic encodi ng exanpl es used for validation of CBOR
structures.

*  Contact Infornmation_:

- Bharadwaj a Meherrushi Chittapragada
(meher.211cs216@it k. edu. i n)

- Vartika T Rao (vartikatrao.211it077@itk. edu.in)
- Siddharth Bhat (sidbhat.21leel51@itk. edu.in)
- Hayyan Arshad (hayyanarshad. 211cs222@i t k. edu. i n)
* Last Updated : July 24, 2025
Security Considerations
Addition of the CBOR encodi ng i ntroduces no specific security
exposures or risks other that the ones nmentioned in [RFC9254] and
[I-D.draft-ietf-netconf-https-notif] (An HTTPS-based Transport for
YANG Not i fi cati ons)
I ANA Consi derations
Thi s docunent requests that |1ANA include an additional entry in the

“Capabilities for HTTPS Notification Receivers” registry, defined in
[I-D.draft-ietf-netconf-https-notif]. The following entry is added:

Record:

6

URN: urn:ietf:paramnms:yang-notif:https-capability:encoding: cbor
Ref er ence: RFC XXXX: An HTTPS- based Transport for YANG Notifications
Description: Ildentifies support for CBOR-encoded notifications.

Ref er ences
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